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Abst ract
Thi s docunent explores the conplexities involved in managi ng | arge
scal e Software Defined WAN (SD-WAN) overl ay networks, along with
various SD-WAN scenarios. Its objective is to illustrate how a
BGP- based control plane can effectively nmanage t hese overl ay
net wor ks by distributing edge service reachability informtion,
WAN port attributes, and underlay path details, thereby mnimzing
manual provi si oni ng.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current
Internet-Drafts is at
https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six
mont hs and rmay be updated, replaced, or obsol eted by other

docunents at any tine. It is inappropriate to use Internet-Drafts
as reference material or to cite themother than as "work in
progress.”
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1. Introduction

Sof tware Defined Wde Area Network (SD-WAN), as described in

[ MEF70. 2], provides overlay connectivity services that optimze
the transport of |P packets across one or nore underlay networks
by identifying traffic types and applying policies to determ ne
forwardi ng behavior. Key characteristics of SDWAN net wor ks

i ncl ude:

- Transport Augmentation: an SD-WAN path can utilize different
types of underlay networks, including private networks (wth
or without encryption) and public networks (requiring
encryption).

- Direct Internet Breakout: Traffic fromrenote branch offices
can directly access the internet, avoiding backhauling to
corporate headquarters for centralized policy control

- Policy-Based Traffic Steering: Traffic can be directed over
specific overlay paths based on predefined conditions, such as
mat ching one or nmultiple fields in the I P header, rather than
solely relying on destination |IP addresses [ RFC9522]. For |Pv6
[ RFC8200], attributes like the Flow Label, source address,
speci fic extension header fields, or a conbination of these
can be used. Additional details are available in Tables 8 and
9 of [MEF70.2].

- Performance-Based Forwarding: Traffic can be steered based on
performance netrics (e.g., packet delay, loss, jitter),
sel ecting the underlay path that nmeets or exceeds policy
requirenents

Thi s docunent outlines SD-WAN use cases and the conplexities of

managi ng | arge-scal e SD-WAN overl ay networks, as described in
[ Net 2Cl oud-Problem. It denonstrates how a BGP-based control plane
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can efficiently nmanage these networks with mnimal manual
intervention; additional operational drivers for standardized
prot ocol behavior are summarized in Section 6 of [MPLIFY-119].

It’s inportant to distinguish the BGP instance as the control
pl ane for SD-WAN overlay fromthe BGP instances governing the
underl ay networks. The document assunes a secure conmuni cation
channel between the SD-WAN controller and SD-WAN edges for
exchangi ng control plane information.

The need for an RFC docunenting SD-WAN use cases lies in ensuring
standardi zati on and interoperability. Wile BG and | Psec are

wel | - establ i shed technol ogi es, their application to SDWAN

i ntroduces chal |l enges such as scalability, traffic segnentati on,
and nmul ti-hom ng. This docunent consolidates best practices and
defines guidelines to enable consistent inplenentations across

di verse networks, optim zing existing protocols for SD WAN
scenari os rather than proposi ng new ones.

2. Conventions used in this docunent

Cl oud DC: Third party data centers that host applications and
wor kl oads owned by different organi zati ons or tenants.

Controller: Used interchangeably with SD-WAN controller to nanage
SD- WAN overlay networks in this docunent. In the
context of BGP-controlled SD-WAN, the SD-WAN
controller functions as or is integrated with the BGP
Route Reflector (RR).

Client service: A service (e.g., IP prefix or VLAN) attached to
the client-facing interface of an SD-WAN edge.

Client route: A BGP-advertised route originated by an SDWAN edge
that represents the reachability of a client-facing
service (e.qg., |IP prefix or VLAN) and i ncl udes
associated path attributes used by the SDWAN
Controller for policy enforcenment and forwarding
deci si ons.
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SD- WAN edge, which can be Customer Prem ses Equi pnent
(CPE) for custoner-managed SD-WAN, or Provi der Edge
(PE) for provider-mnaged SD-WAN servi ces.

Encrypted SD-WAN: An SD-WAN network in which all
traffic to/fromthe SD-WAN edges are carried by |Psec
tunnel s regardl ess of underlying networks. |.e., the
client traffic is carried by |IPsec tunnel even over
MPLS private networks.

In this docunent, the term"MP-NLRI" serves as a
conci se reference for "MP_REACH NLRI ".

Net wor k Servi ce Provider.
Provi der Edge

A device, either physical or virtual, that
participates in the SD-WAN overlay network. These
nodes advertise client routes to the SD-WAN Control |l er
(e.g., BGP RR.

An overlay connectivity service that optimzes the
transport of | P packets over one or nore Underl ay
connectivity services by recogni zing applications and
determ ni ng forwardi ng behavi or by applying policies
to them [MEF-70.2].

SD-WAN | Psec SA: | Psec Security Association between two WAN ports

SD- WAN over

WAN Port:

Private VPN:

Dunbar ,

et al.

of the SD-WAN edges or between two SD- WAN edges.

Hybrid Underl ay Networks: SD-WAN over Hybrid Underl ay
Net wor ks typically have edge nodes utilizing bandwi dth
resources fromdifferent types of underlay networks,
sonme being private networks and ot hers being public

I nternet.

A Port or Interface facing a Network Service Provider
(NSP), with an address allocated by the NSP.

refers to a VPN that is supported wholly by a single
networ k service provider w thout using any el enents of
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the public Internet and without any traffic passing
out of the inmediate control of that service provider.

Zero Touch Provisioning (ZTP): a network automati on approach that
enabl es automatic provisioning and configuration of
SD- WAN devi ces, such as routers and sw tches, at
renote | ocations without nanual intervention.

3. SD-WAN Scenarios and Their Requirenents
This section outlines the core requirenents for SD WAN overl ay

net wor ks and i ntroduces various SD-WAN scenari os. These scenari 0s
serve as exanples that are further explored in subsequent sections

to illustrate how the BGP control plane is used to distribute
reachability and policy information within SD-WAN overl ay
net wor ks.

3.1. SD-WAN Functional Overview and Requirenents
3.1.1. Supporting SD-WAN Segment ati on

"SD- WAN Segnentation" refers to policy-driven network
partitioning, a comon approach in SD-WAN depl oynent. An SD- WAN
segnent is essentially a virtual private network (SD WAN VPN)
consisting of a set of edge nodes interconnected by tunnels, such
as | Psec tunnels and/or MPLS VPN tunnels.

Thi s docunent assunes that SD-WAN VPN configuration on PE devices
will, as with MPLS VPN [ RFC4364] [ RFC4659], make use of VRFs

[ RFC4364] [ RFC4659]. Notably, a single SD-WAN VPN can be napped to
one or multiple virtual topol ogi es governed by the SD WAN
controller’s policies.

When BGP is used for SD-WAN, the client route UPDATE is the same
as MPLS VPN. The Route Target in the BGP Extended Conmunity

[ RFC4360] can differentiate the routes belonging to different SD
WAN VPNSs.

As SD-WAN is an overlay network arching over nultiple types of

net wor ks, MPLS L2VPN RFC4761] [ RFCA762]/L3VPN RFC4364] [ RFC4659]

or pure L2 underlay can continue using the VPN ID (Virtual Private
Network ldentifier), VNNID (Virtual Network Identifier), or VLAN
(Virtual LAN) in the data plane to differentiate packets bel ongi ng
to different SD-WAN VPNs. For packets transported through an |Psec
tunnel, additional encapsul ation, such as GRE [ RFC2784] or VxLAN
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[ RFC7348], is needed to enbed the SD-WAN VPN identifier inside the
| Psec ESP header.

3.1.2. dient Service Requirenent

The client service requirenents describe the SD-WAN edge’s ports,
al so known as SD-WAN client interfaces, which connect the client
network to the SD-WAN servi ce.

The SD-WAN client interface should support |IPv4 & | Pv6 addresses
as well as Ethernet in accordance with the [| EEE802. 3] standard.

In [MEF 70.1], the "SD-WAN client interface" is called SD-WAN UNI

(User Network Interface). Section 11 of [MEF 70.1] defines a

compr ehensi ve set of attributes for the SD-WAN UNI, detailing the
expect ed behavi or and requirenments to enabl e seanl ess connectivity
to the client network.

The client service at the SD-WAN edge nust support the SD WAN UNI
service attributes outlined in Section 11 of [MEF 70.1].

3.1.3. SD-WAN Traffic Segmentation

SD-WAN Traffic Segnentation allows traffic to be separated based
on business priorities, security requirenents, and operati onal
needs. This ensures that different user groups or services can
operate within distinct topologies or followtailored policies to
meet specific business and security objectives.

For exanple, in a retail environment, traffic from point-of-sales
(PoS) systens may require a different topology that is separate
fromother traffic. The PoS traffic is routed exclusively to the
payment processing entity at a central hub site, while other types
of traffic can be routed anong all branches or renote sites.

In the figure below, traffic fromthe PoS systemfollows a tree
topol ogy (denoted as "----" in the figure below), whereas other
traffic can follow a nultipoint-to-nultipoint topology (denoted as
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Figure 1 multi-point connection for non-paynent traffic

Anot her exanple is an enterprise that wants to isolate traffic by
departnents, ensuring each departnment having its own uni que

topol ogy and policies. For instance, the HR departnent nmay need to
access specific systenms or resources that are not accessible by
the engineering departnment. Simlarly, contractors nmay have
limted access to the enterprise resources.

3.1.4. Zero Touch Provi sioning

SD- WAN Zer o- Touch Provisioning (ZTP) is a network autonmation
approach that enables the autonatic provisioning and configuration
of SD-WAN devi ces, such as routers and switches, at renote

| ocati ons without requiring manual intervention. ZTP allows
devices to be shipped with factory default settings; upon
connection to the network, they automatically retrieve their
configurations. ZTP for a renpte SD-WAN edge usual ly includes the
fol |l owi ng steps:

- The SD-WAN edge’s custoner information and uni que device
identifier (e.g., serial nunber, MAC address, or factory-
assigned ID) are registered with the SD-WAN Central Controller

- Upon power-up, the SD-WAN edge can establish the transport

| ayer secure connection [BCP195] to its controller, whose URL
(or IP address) and credential for connection request can be
preconfigured on the edge device by the manufacture, externa
USB drive or secure Email given to the installer. The externa
USB net hod i nvol ves providing the installer with a pre-
configured USB flash drive containing the necessary
configuration files and settings for the SD-WAN devi ce. The
secure Email approach entails sending a secure enail containing
the configuration details for the SD-WAN devi ce.
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- The SD-WAN Control |l er authenticates the ZTP request fromthe
renmote SD-WAN edge with its configurations. Once the

aut hentication is successful, it can designate a | ocal network
controll er near the SD-WAN edge to pass down the initia
configurations via the secure channel. The | ocal network
control |l er manages and nonitors the conmunication policies for
traffic to/fromthe edge node

3.1.5. Constrained Propagation of SD-WAN Edge Properties

For an SD-WAN edge to establish an | Psec tunnel to another edge
and exchange the attached client routes, both edges need to know
each other’s network properties, such as the |IP addresses of the
WAN ports, the edges’ |oopback addresses, the attached client
routes, the supported encryption nethods, etc.

In many cases, an SD-WAN edge is authorized to conmunicate with
only a subset of other edge nodes. To maintain security and
privacy, the property of an SD-WAN edge nust not be propagated to
unaut hori zed peers. However, when a renote SD-WAN edge powers up,
it may lack the policies to determ ne which peers are authorized
to comuni cate. Therefore, SD-WAN depl oynent needs to have a
central point to distribute the properties of an SD-WAN edge to
its authorized peers.

BGP is well suited for this purpose. A Route-Reflector (RR

[ RFC4456], integrated into the SD-WAN controller, enforces
policies governing the communication anobng SD- WAN edges. The RR
ensures that BGP UPDATE nessages from an SD-WAN edge are
propagated only to other edges within the same SD-WAN VPN

An SD- WAN edge nust use a secure channel, such as TLS ( RFC5246)

[ RFC8446] or IPsec, to its designated RR for exchangi ng BGP UPDATE

nessages.
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+---+
Aut hori zed Peers GL | RR | Aut hori zed Peer @&
=== === =+ === === ===

/ / | +---+ | \ \

/ / | | \ \
+-+--+ +-+--+ +-+--+ +-+--+ +-+--+ +-+--+
| GPE|] |CPE | CPE | GPE|] |CPE | CPE
11 1 21 | 3| 4 | | 51 | 6 |
+----+ +----+ +----+ +----+ +----+ +----+

Tenant 1 Tenant 2

Figure 2: Authorized Peer G oups managed by RR

Tenant separation is achieved by the SD-WAN VPN identifiers
represented in the control plane and data pl ane, respectively.

3.2. Scenario #1: Honpbgeneous Encrypted SD WAN

Honogeneous Encrypted SD-WAN refers to an SD-WAN networ k where
edge nodes encrypt all client traffic destined to other edge
nodes, regardl ess of whether the underlay is private or public.

Typi cal use cases for Honpbgeneous Encryption

- A small branch office connecting to its headquarters via the
Internet. Al traffic to and fromthis small branch office nust be
encrypted, usually achieved by | Psec Tunnels [ RFC6071].

- Aretail store in a shopping mall may need to securely connect
to its services hosted in one or nore Cloud DCs via the Internet.
A common met hod i nvol ves establishing |Psec SAs with the Coud DC
gateway to securely transport sensitive data to/fromthe store

The granularity of the I Psec SAs for Honobgeneous Encryption can be
per site, per subnet, per tenant, or per address. Once the |Psec
SA is established for a specific subnet/tenant/site, all traffic
to/fromthe subnet/tenant/site is encrypted.
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+---4
A |RR |------------ +
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+----+ | GPEl P2----- + | | GPE2] +----+
t----+ | P3----- + W de oo P2 | +----+
| CN2|--| | | area to-o--- P3 | --] CN1j
e I I + | net wor k | +omm e - +  4-+--+
\ | /
\ ACEE T + | all packets | SEEEEE +
+- - P1----- + encrypted +------ P1 | -+
| C PE3 pP2----- + by | | C PE4|
+----+ P3----- + | Psec SAs e P2 | +----+
| CN1|--| P4----- A R + | |--] CN\2
R I + ommmm - +  H----4

CN: dient Networks, which is same as Tenant Networks used by NVo3
Fi gure 3: Honobgeneous Encrypted SD-WAN

A Honpbgeneous Encrypted SD-WAN shares certain simlarities with
traditional |Psec VPN. However, unlike |IPsec VPNs, which are
typically deployed in a point-to-point fashion among a limted
nunber of nodes, SD-WAN networks can conprise a | arge number of
edge nodes, all centrally managed by a controller responsible for
configurations and policies across the network.

Exi sting private VPNs (e.g., MPLS based) can use Honobgeneous
Encrypted SD-WAN to extend over the public network to renpte sites
to which the VPN operator does not own or |ease infrastructura
connectivity.

3.3. Scenario #2: Differential Encrypted SDWAN

Differential Encrypted SD-WAN refers to an SD-WAN network t hat
utilizes hybrid underlays, conbining private VPNs and the public
Internet. In this nodel, traffic traversing the private VPN is
forwarded natively w thout encryption, while traffic over the
public Internet is encrypted for security. This approach bal ances
performance and security. Since | Psec encryption requires
significant processing power and traffic over the public Internet
typically lacks the prem um SLA (Service Level Agreenent) provided
by private VPNs-especially over |ong distances-current practice is
to forward traffic over private VPNs wi thout encryption,

| everaging the inherent reliability and security of the private
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net wor k. Meanwhil e, encryption is applied only to traffic routed
over the public Internet to ensure data confidentiality.

One C-PE might have the Internet-facing WAN ports managed by
different NSPs with the WAN ports’ addresses assigned by the
corresponding NSPs. Clients may define specific policies to govern
how traffic flows across the network, such as:

1) Certain flows can only be forwarded over private VPNs.

2) Certain flows can be forwarded over either private VPNs or the
public Internet. Wen forwarded over the public Internet, the
packets are encrypted.

3) Sone flows, especially Internet-bound browsi ng ones, can be
handed off to the Internet without further encryption.

For exanple, consider a flowtraversing multiple segnents, A<->B,
B<->C, C<->D, has Policy 2) above. This flow can cross different
underlays in different segnents, such as over Private underlay
bet ween A<->B wi thout encryption or over the public Internet

bet ween B<->C protected by an | Psec SA.

In the figure below, each C PE has both Internet-facing and
private-VPN interfaces (e.g., Al, B2, C3, and D2 connect to the
Internet, while others connect to the private VPN). The WAN ports’
addresses can be allocated by the service providers or dynanically
assigned (e.g., by DHCP).
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I WAN I
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CN: dient Network

Figured4: SD-WAN with Internet facing ports (Al, B2, C3, D2)

Servi ces may not be congruent,

. e.

3

the packets from A-> B may

traverse one underlay network, and the packets fromB -> A may go

over a different underl ay.

3.4. Scenario #3: Private VPN PE based SD- WAN

Private VPN PE-Based SD-WAN refers to extending an existing VPN

(e.g., EVPN [ RFC7432] or

| PVPN) by addi ng additi onal

ports that

face the public Internet to address increased bandwi dth

requi renents between Provider

Edge (PE) devi ces.

Thi s approach

all ows VPN service providers to augnent their networks without
i mediately commtting to building or |easing new infrastructure.

Key Characteristics of Private VPN PE-Based SD WAN:

- For MPLS-based VPN,

traffic between PEs uses MPLS

encapsul ation within | Psec tunnel s egressing the Internet

WAN ports,

Dunbar, et al.

such as MPLS-in-1P or GRE-in-1Psec.
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- The BGP RR remains connected to the PEs via the sane
trusted network as the original VPN, ensuring consistency
in routing policies and security.

The main use case for Private VPN PE-Based SD-WAN i s Tenporary
Bandwi dt h Expansi on.

+::::::>| PE2|
[/ +-- -+
/1 A
/1 || VPN
/1 VPN %
| PEl] <====> |RR] <=> PE3|
+- +- + +- -+ +- +- +
I I
+--- Public Internet -- +
O fl oad

Figure 5: Additional Internet paths added to the VPN

For Ethernet-based client traffic, Private VPN PE based SD WAN
shoul d support VLAN- based service interfaces (EVPN I nstances),
VLAN bundl e service interfaces, or VLAN Aware bundling service
interfaces. EVPN service requirement as described in Section 3.1
of [RFC3388] are applicable to the SD-WAN Et her net - based d i ent
services. For |P-based client interfaces, L3VPN service
requirenents are applicable.

4. Provisioning Mdel

This section defines the provisioning nodel, i.e., a conceptua
framework that scopes the roles (controller/RR and edges), the
artifacts (client-service constructs, policies, and | Psec
paraneters), and their nmapping to BGP attri butes.

4.1. dient Service Provisioning Mde

Provi sioning of client-facing services in an SD-WAN network can

| everage approaches simlar to those used for VRFs (Virtua
Routing and Forwardi ng) in MPLS based VPNs [ RFC4364] [ RFC4659]. A
client VPN can define conmunication policies by specifying BGP
Route Targets for inmport and export. Alternatively, policy-based
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filtering using ACLs (Access Control List) can be enployed to
control which routes are allowed or denied for a given client VPN

In scenari os where an SD-WAN edge is dedicated to a single client

with a single virtual network, all services attached to the client
facing interface(s) on the edge node can be grouped into a single
VRF. The RR can nanage the policies for inport/export policies for
that VRF.

4.2. Policy Configuration

Policy configuration is a key characteristic of an SD-WAN servi ce,
enabl i ng packets to be forwarded over nultiple types of underlays
based on predefined rules. Policies determi nes which underl ay
paths are allowed to carry specific flows, as outlined in Section
8 of [MEF70.1]. Aflowis a collection of packets between the sane
source and destination pair that are subject to the sane
forwardi ng and policy decisions at the ingress SD-WAN edge and are
identified by the settings of one or nore fields in the packet
headers. For exanple, client-service-x can only be mapped to a
MPLS topol ogy, ensuring traffic alignment w th business or
security requirenents.

4.3. | Psec Related Paraneters Provisioning

| Psec-rel ated paraneter provision in an SD-WAN network invol ves
the negotiation and distribution of cryptographic parameters
required to establish IPsec tunnels anong them To streamine the
configuration process, SD-WAN edges can retrieve those paraneters
directly fromthe SD-WAN control |l er, reducing nmanual intervention
and ensuring consi stency.

In a BGP-controll ed SD-WAN, BGP UPDATE nessages can be extended to
propagate | Psec-related attributes for each SD-WAN edge. This
approach allows peers to receive and apply conpatibl e

crypt ographi c paraneters distributed over a secure channel between
the SDWAN edge and its BGP RR, thereby sinplifying | Psec tunne
establ i shnent and reducing reliance on traditional |KEv2
negoti ati on [ RFC7296] .

Thi s nmechani sm supports the ZTP requirenent outlined in Section

3.1.4 by enabling I Psec tunnels to be provisioned w thout |KEv2
negoti ati on.
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5. BGP Control |l ed SD WAN
5.1. Rational for Using BGP as Control Plane for SDWAN

In small SD-WAN networks with a nodest nunber of nodes,

tradi tional approaches such as the hub-and-spoke nodel, enploying
Next Hop Resol ution Protocol (NHRP)[RFC2332] or a centralized hub
managi ng edge nodes, including the mapping of |ocal and public
addresses along with tunnel identifiers, has proven effective.
However, for |arger SD-WAN networks, with nore than 100 nodes and
enconpassi ng di verse underl ays, the conventional approach becones
increasingly conplex, error-prone, and difficult to manage.

BGP of fers several key advantages when used as the control plane
for a | arge SDWAN:

- Sinplified peer authentication process:

Wth a secure nmanagenent channel established between each edge
node and its RR, the RR can perform peer authentication on
behal f of the edge node. The RR has policies on peer

communi cation and the built-in capability to constrain the
propagati on of the BGP UPDATE nessages to the authorized edge
nodes only.

- Scal abl e I Psec tunnel managenent

In networks with multiple | Psec tunnels between SD-WAN edges,
BGP sinplifies tunnel managenent by using the Tunnel

Encapsul ation Attribute specified in [ RFC9012] to carry
informati on that associates advertised client routes with
speci fic tunnels.

Unli ke traditional |IPsec VPN where | Psec tunnels between two
edge nodes are treated as independent parallel links requiring
duplicated control plane nessages for |oad sharing.

- Sinplified traffic selection configurations

BGP can sinplify the configuration of |Psec tunnel associations
and related forwarding policies. By |leveraging Route Targets to
i dentify SD-WAN VPN nenbership, admnistrators can apply

i mport/export policies that control the distribution of client
routes. These route attributes, in turn, informthe |oca
configuration of IPsec traffic selectors at each SDWAN edge.

- Centralized Managenent and Security
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When the BGP RRis integrated with the SD-WAN controller, it
supports a centralized nmodel for nmanaging route distribution
policies. The RR ensures that BGP UPDATE nessages are
distributed only to authorized SD-WAN edges based on
preconfigured policies, thereby reducing control-plane
conplexity and liniting exposure conpared to decentralized
architectures.

In summary, BGP conbines scalability, robust policy enforcenent,
interoperability, and centralized security, making it an ideal
choi ce for managi ng SD-WAN overlay networks, particularly as they
grow in size and conplexity.

5.2. BGP Scenario for Honmogeneous Encrypted SD-WAN

In a BG-control | ed Honbgeneous Encrypted SD-WAN, an SD- WAN edge
(i.e., GPE) can advertise both its attached client routes and
associ ated | Psec tunnel parameters using BGP UPDATE nessages,
potentially within in a single nessage that includes the Tunnel
Encapsul ation Attribute.

For exanple, in the figure below, the BG UPDATE nessage from C
PE2 to RR can have the client routes encoded in the MP-NLRI Path
Attribute and the | Psec Tunnel associated paraneters encoded in
the Tunnel Encapsul ation Attribute [RFC9012].
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R |IRR |---------- +
/ trusted +---+ \
/ \
/ \
ommm e + ommm e +
.-+ WAN Port ------------ WAN Por t ClientPort-
| | C PE2 | 192.0.2.4/30
| C PE1 | WAN Port +-]192.0.2. 2|
--1192.0. 2. 1] | | ClientPort-
et + [ + 192.0.2.8/30
I
I
I
R + |
-- WAN Port ------------- +
I I
| C PE3 |
--1192.0. 2. 3|
e oo +

Fi gure 6: Honobgeneous Encrypted SD-WAN

In scenari os where C-PE2 does not have a policy specifying the
aut hori zed peers for specific client routes, the RR takes the
responsibility for ensuring that BGP UPDATE for these client
routes are propagated only to other authorized SD-WAN edges.

5.3. BGP Scenario for Differential Encrypted SD-WAN

In this scenario, client services may have distinct forwarding

requi renents based on business or network policies. Sone client
services can be routed through any WAN ports of the edge node,

whil e others nust be routed through specific WAN ports (such as
only MPLS VPN). To address these requirenents, the BGP speaker

enpl oys two distinct BGP UPDATE nessages:

- Update 1: Cient Route Advertisenment for advertising the
prefixes of client services attached to the client facing
interfaces. The Color (Section 8 of [RFC9012]) is used to
associ ate each client service with the correspondi ng WAN ports
for the desired underlay paths.

- Update 2: Underlay WAN Port Advertisement, which conveys
i nformati on about the underlay WAN facing interfaces of an SD
WAN edge, including attributes such as |Psec SA paraneters, MLS
| abel stacks, and other relevant attributes. These attributes
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are carried in the BGP Tunnel Encapsul ation Attribute, along
with associated Col or values that allow BGP receivers to
correlate the WAN facing interfaces with the client routes
advertised in Update 1.

Thi s dual -updat e approach provides flexibility and efficiency in
managi ng | Psec tunnels termnated at the WAN ports of SD WAN
edges. By decoupling client route adverti senents from | Psec tunne
attributes, it accommodates the differing update frequencies

bet ween these conponents-for exanple, client route changes may
occur independently of dynam c | Psec parameters such as key

val ues. Additionally, multiple client services can share a single
| Psec SA, optinmizing resource usage and reduci ng control -pl ane
over head.

BGP receivers associate the two UPDATE nessages using the common

| oopback address of the SDWAN edge (e.g., C PE2). UPDATE 1
advertises client routes with the next-hop set to CGPE2' s | oopback
address. UPDATE 2 advertises underlay WAN port information using
an NLRI that contains the same | oopback address, along with the
Tunnel Encapsul ation Attribute conveying |Psec paraneters and WAN
port properties. BGP receivers use the conmmon | oopback address to
mat ch the next-hop in UPDATE 1 with the NLRI in UPDATE 2. This
enabl es recursive resolution, as specified in [ RFC9012], all ow ng
client traffic to be forwarded based on the underl ay
characteristics defined i n UPDATE 2.

5.4. BGP Scenario for Fl ow Based Segnentation

In a fl ow based segnmentation scenari o, as described in Section
3.1.3, aservice flowis identified by specific fields in the
packet’s | P header, such as source/destination |IP addresses, port
nunbers, or protocol types. Flow based segnentation ensures that
traffic for a particular service flowis directed only to

aut hori zed nodes or paths, neeting security and policy
requirenents.

Thi s can be achi eved by constraining the propagati on of BGP UPDATE
messages to nodes that neet the criteria of the service flow For

i nstance, to enforce conmuni cati on excl usively between the Paynent
Application in branch |ocations and the Paynent Gateway, as
depicted in Figure 6, the foll owi ng BGP UPDATE nessages can be
adverti sed:
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BGP UPDATE #la: Propagated only to the Paynent Gateway node for a
poi nt-to-point (P2P) topol ogy between the Paynment Application and
the Paynment Gateway.

BGP UPDATE #1b: Propagated to C-PE1l and C PE3 for other prefixes
that can be reached by these edge nodes.

| Payrent |
Fomm o - >| GV | <----+
/ Fomm - + \
/ Bl ue Tunnel \
[for Paynent App:192.0. 2.9/ 30\
/ \
S +- -+ oot
- | | | -192.0.2.9/30
| | Red Tunnel s | |
--| CGPE1 I e | | -192.0.2.4/30
| 192. 0. 2. 1] | CPE2 |
- R R | 192.0.2.2|-192.0.2.8/30
| ------ + +| | VLAN=25;
/] | -192.0.2.10/ 30
TS + / TS +
-- I e T +
| C PE3 | /
| 192. 0. 2. 3] /
- I +
B S +

Figure 7: Fl ow Based SD- WAN Segnent ati on

6. SD-WAN Forwar di ng Model

This section describes howclient traffic is forwarded in a BGP
Controll ed SD-WAN for the use cases described in Section 3.

The forwardi ng procedures described in Section 6 of [RFC8388] are
applicable for the SDWAN client traffic. Simlar to the BGP-based
VPN EVPN client routes UPDATE message, Route Targets can be used
to distinguish routes fromdifferent clients.

6. 1. Forwardi ng Model for Honbgeneous Encrypted SD WAN

6.1.1. Network and Service Startup Procedures

In the Honobgeneous Encrypted SD-WAN scenario, two |IPsec SAs are
required to secure bidirectional traffic between two C PE nodes
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(or their client-facing interfaces), since each SA protects
traffic in only one direction

For exanple, in the full mesh scenario in Figure 2 of Section 3.2,
where client CN2 is attached to CPE1l, C-PE3, and C-PE4, six uni-
directional |Psec SAs nust be established: CPEl <-> C PE3; C PEl1l
<-> C-PE4; G PE3 <-> G PE4.

SD-WAN services to clients can be | P-based or Ethernet-based. For
| P-based services, an SD-WAN edge can learn client addresses from
the client-facing interfaces via OGSPF, RIP, BGP, or static
configuration. For Layer-2 services, the EVPN paraneters, such as
the ESI (Ethernet Segnent ldentifier), EVI (Ethernet Virtua
Instance), and CE-VID (Custoner Edge Virtual Instance ldentifier)
to EVI mapping, can be configured as described in [ RFC8388].

Instead of running |G within each | Psec tunnel, as is conmon in
traditional |Psec VPN, the BGP RR can propagate the client route
UPDATE nessages to aut horized SD-WAN edges based on confi gured
policies. The SDWAN edges use BGP attri butes-such as the Tunne
Encapsul ation Attribute and associ ated Col or val ues-to associ ate
received client routes with the appropriate | Psec Security
Associ ations (SAs), thereby elimnating the need for nanua
configuration of tunnel endpoints and service policies on each
edge node.

6.1. 2. Packet Wal k- Through
For uni cast packets forwarding:

An | Psec SA terminated at a G PE node can carry traffic for
multiple client services. Packets to and fromthese services are
encapsul ated in an inner tunnel, such as GRE or VXLAN. Different
client traffic can be distinguished using a uni que key or
identifier in the inner encapsul ati on header. This inner tunne
is further encapsulated with an outer |P header, where the
source and destination addresses are the | oopback addresses of
the G PE nodes, and the protocol field is typically set to ESP
(50).

C- PE Node- based | Psec tunnel is inherently protected when the C
PE has nmultiple WAN ports to different underlay paths. As shown
in Figure 2, when one of the underlay paths fails, the | Psec
tunnel can continue operating by rerouting traffic through an

al ternate WAN port.

When a C-PE receives an | Psec encrypted packet fromits WAN
ports, it decrypts the packet and forwards the inner packet to
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the client facing interface based on the inner packet’s
destinati on address.

For mul ticast packets forwarding:

| Psec was created to be a security protocol between two and only
two devices, so multicast service using |Psec is problematic. An
| Psec peer encrypts a packet so that only one other |Psec peer
can successfully performthe de-encryption. A straightforward
way to forward a multicast packet for the Honbgeneous Encrypted
SD-WAN is to encapsul ate the nulticast packet in separate

uni cast | Psec SA tunnels. More optimzed forwardi ng multicast
packets for the Honbgeneous Encrypted SD-WAN is out of the scope
of this docunent.

6. 2. Forwarding Model for Hybrid Underlay SD WAN

In this scenario, as shown in Figure 3 of Section 3.3, traffic
forwarded over the trusted VPN paths can be native (i.e.,
unencrypted). The traffic forwarded over untrusted networks need
to be protected by |IPsec SA

6.2.1. Network and Service Startup Procedures

Infrastructure setup: The proper MPLS infrastructure nust be
configured anong the edge nodes, i.e., the C PEl/ C PE2/ C PE3/ C- PE4
of Figure 3. The I Psec SA between wWAN ports or nodes nust be set
up as well. IPsec SA related attributes on edge nodes can be

di stributed by BGP UPDATE nessages as described in Section 5.

There coul d be policies governing how fl ows can be forwarded, as
specified by [ MEF70.1]. For exanple, "Private-only" indicates
that the flows can only traverse the MPLS VPN underl ay pat hs.

6. 2. 2. Packet Wal k- Through
Uni cast packets forwarding:

VWen C-PE-a in Figure 7 receives a packet froma client facing
interface, the forwardi ng deci sion depends on the flow s routing
policy. If a packet belonging to a flow that nust be forwarded
over the MPLS VPN, the forwarding processing is the same as the
MPLS VPN. Ot herwi se, C-PE-a can select the | east cost path,
including the previously established MPLS paths and | Psec
Tunnels, to forward the packet. Packets forwarded over the
trusted MPLS VPN do not require additional encryption, while
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those sent over untrusted networks must be encrypted by | Psec
SA.

For a c-PE with multiple WAN ports provided by different NSPs,
separate | Psec SAs can be established for the WAN ports. In this
case, the CPE have nmultiple IPsec tunnels in addition to the
MPLS path to choose fromto forward the packets fromthe client
facing interfaces.

If the IPsec SA is chosen, the packet is encapsul ated by the
| Psec header and encrypted by the | Psec SA before forwarding it
to the WAN.

Packets received over MPLS paths are processed as in standard
MPLS VPNs. For packets encrypted with | Psec received from WAN
ports, the C PE decrypts and decapsul ates the inner payl oad
before forwarding it according to the local forwarding table. To
protect against potential attacks, traffic received through

I nternet-facing WAN ports nust undergo anti-DDoS nechani sns,

whi ch are beyond the scope of this docunment. Additionally, the
control plane nust avoid | earning routes fromlnternet-facing
WAN ports to ensure network integrity.

I |RR |---------- +
/ +- +- + \
/ \
/ \
AR I SRR + packets encrypted over e + +----4
| CON3|--| Al----- + Untrusted +----- Bl | --] CN1j
+----+ | CGPE-a A2----- + R B2 GPE-b | +----+
| 192. 0. 2. 1] | 192. 0. 2. 2|
-+ A3 | PE+------amaaoe +PE | --B3 |--] CN3
S T e + +- -+ trusted T T, + -+
| VPN |
Fom e e +

Figure 7: Over hybrid SDWAN
Mul ti cast packets forwarding:

For multicast traffic, MPLS nmulticast [RFC6513, RFC6514, or
RFC7988] can be utilized to forward nulticast traffic across the
net wor k.

If IPsec tunnels are used for multicast traffic, the packet nust
be encapsul ated and encrypted separately for each destination,
creating nultiple unicast |IPsec tunnels to deliver the multicast
packet to all intended recipients.
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6. 3. Forwardi ng Model for PE based SD WAN
6.3.1. Network and Service Startup Procedures

In this scenario, all PEs have secure interfaces facing the
clients and facing the MPLS backbone. Some PEs have additiona
interfaces to the untrusted public Internet which are for
offloading low priority traffic when the MPLS paths get congested
The PEs are already connected to their RRs, and the configurations
for the clients and policies are already established.

6. 3. 2. Packet WAl k- Thr ough

When of fl oadi ng MPLS packets to the Internet path, each MPLS
packet is encapsul ated by an outer |IP header as MPLS-in-1P or
MPLS-i n- GRE [ RFC4023]. The outer |P address can be an interface
address or the PE s | oopback address.

When | Psec Tunnel node is used to protect an MPLS-in-IP packet,
the entire MPLS-in-1P packet is placed after the | Psec tunne
header. In |IPsec transport nmode, the MPLS-in-1P packet’s |IP header
becones the outer | P header of the |Psec packet, followed by an

| Psec header, and then followed by the MPLS | abel stack. The | Psec
header nmust set the payload type to MPLS by using the | P protoco
nunber specified in section 3 of [ RFC4023]. For the MPLS-in-GRE
packets protected by |IPsec Transport Mdde, the GRE header foll ows
the | Psec header.

The 1 Psec SA's endpoints should not be the client-facing interface
addresses unless the traffic to/fromthose clients always goes
through the I Psec SA even when the MPLS backbone has enough
capacity to transport the traffic.

When the PES’ Internet-facing ports are behind the NAT [ RFC3715],
addi tional neasures are necessary to support NAT traversal. In
this Case, an outer UDP field is added to the encrypted payl oad

[ RFC3948]. Three specific ports and protocols nust remai n open on
the PEs: UDP port 4500 (used for NAT traversal), UDP port 500
(used for IKE), and IP protocol 50 (ESP). The I Psec | KE (Internet
Key Exchange) sessions between PEs navi gate NAT environnment using
the nmechani sns outlined in [ RFC3947].

When a packet is received froma client facing interface, it is
initially processed according to the MPLS VPN forwarding rules. If
the MPLS backbone path to the destination is congested, the packet
i s encapsul ated as an MPLS-in-IP packet and encrypted using the
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I Psec tunnel to the target PE. Conversely, when a packet is
received froman Internet-facing WAN port, it is decrypted, and
the inner MPLS payload is extracted and forwarded to the MPLS VPN
engi ne for further processing.

Sanme as Scenario #2, the additional anti-DDoS nechani sm must be
enabl ed to prevent potential attacks fromthe Internet-facing
port. Control Plane should not learn routes fromthe Internet-
facing WAN ports.

7. Manageability Considerations

A BGP-control |l ed SD-WAN uses RR to propagate client routes and
underl ay tunnel properties anpbng authorized SD-WAN edges. Since
the RRis configured with policies that identify authorized peers,
the peer-wi se I Psec |KE (I nternet Key Exchange) authentication
process is significantly sinplified.

8. Security Considerations

In a BGP-controll ed SD-WAN networ k, secure operation replies in
part on the correct configuration and behavior of the RR which
acts as the central distribution point for BGP routing
informati on. RR applies preconfigured routing policies to contro
the propagati on of BGP UPDATE messages to authorized SD-WAN edges,
hel p minimzing the risk of unintended route exposure or

unaut hori zed conmuni cati on

The security nodel for the SD-WAN described in this docunent is
based on the follow ng principles:

1) Centralized Control: The RR governs all routing and policy
decisions. This centralized architecture sinplifies security
managenent conpared to distributed nodels, as it limts the
potential attack surface to a smaller, nore controlled set of
conponents.

2) Secure Communi cation Channels: Al communi cati on between SD- WAN
edges and the RR nust occur over a secure channel, such as TLS
or IPsec, to ensure the confidentiality and integrity of BGP
UPDATE nessages.

3) Policy Enforcenent: The RR is responsible for enforcing policies
that restrict the propagati on of edge node properties and
routing updates to only authorized peers. This prevents
sensitive information from bei ng exposed to unauthorized nodes.
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4) Mtigation of Internet-Facing Risks: In scenarios where SDWAN
edges include Internet-facing WAN ports, additional measures
must be taken to mitigate security risks:

- Anti-DDoS nechani snms nmust be enabled to protect against
potential attacks on Internet-facing ports.

- The control plane nust avoid | earning routes fromlnternet-
facing WAN ports to prevent unauthorized traffic from being
injected into the SDWAN

By concentrating the security within the RR and using secure
comruni cati on channels, the SD-WAN network achi eves consi stent
enforcement of security policies and reduces the likelihood of

m sconfigurations at individual edge nodes. However, the
robustness of this security nodel depends critically on the proper
configuration and ongoi ng nmai nt enance of the RR Qperators nust
ensure that the RRitself is adequately protected against
conprom se or msconfiguration, as its failure or exploitation
could inpact the entire network.

Thi s nodel enphasizes sinplicity and efficiency, |everaging
centralized governance to mtigate risks while ensuring
scalability and interoperability of the SD-WAN

9. | ANA Consi derations

No Action is needed.
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