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Abst r act

Thi s docunent describes the RTP payl oad fornmat of SFrane.
About Thi s Docunent

This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
avtcore.github.io/draft-ietf-avtcore-rtp-sframe/draft-ietf-avtcore-
rtp-sframe. htm . Status information for this docunment may be found
at https://datatracker.ietf.org/doc/draft-ietf-avtcore-rtp-sfrane/.

Di scussion of this docunent takes place on the Audio/Video Transport
Core Maintenance Working Group mailing list (muilto:avt@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/avt/.
Subscribe at https://ww. ietf.org/milmn/listinfo/avt/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-avtcore/draft-ietf-avtcore-rtp-sfrane.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 10 April 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

SFrane [ RFC9605] descri bes an end-to-end encryption and

aut henti cati on mechanismfor media data in a nmultiparty conference
call, in which central media servers (SFUs) can access the nedia

nmet adat a needed to make forwardi ng deci sions w thout having access to
the actual nedi a.

Thi s docunent describes how to packetize a nedia frame encrypted
usi ng SFrane into RTP packets.

2. Term nol ogy and Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3. SFrane formt

An SFrane ci phertext conprises a header and encrypted data. The
SFrane header has a size varying between 1 to 17 bytes. The
encrypted data can be of arbitrary length and is |larger than the
unencrypted data by a fixed overhead that depends on the encryption
algorithm The overhead can be up to 16 bytes.

An SFrame ci phertext having an arbitrary long | ength, an application
may decide to partition the data encrypted with SFrame small enough
so that the SFrane ciphertext fits in a single RTP packet. W cal
thi s per-packet SFranme. This has the advantage of allowing to
decrypt the content as soon as received.

An alternative is to encrypt the data, a nedia frane typically, and
send the SFrane ci phertext over several RTP packets. W call this
per-franme SFrame. This has the advantage of limting the SFrane
over head, especially for video franes. This alternative is also
conmpatible with [ WbRTC Encoded_Transfornj, which is inportant for
backward conpatibility of existing services.

The RTP format presented in this docunent supports both alternatives.
4. RTP Header Usage
The general RTP payload format for SFrame is depicted bel ow

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
|V=2|P| X] CC |M PT | sequence nunber |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| ti mestanmp |
B T S i T s i i e e SEI S
| synchroni zati on source (SSRC) identifier |
+=t+=+=+=+=+=+=+=+=+=+=t+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
| contributing source (CSRC) identifiers |
L:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:+:L
|S EXx x X x X X| |
I I
: SFrane payl oad :
I +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| : OPTI ONAL RTP paddi ng |
B T S i T s i i e e SEI S

The first byte of the RTP payload is the SFrane RTP header
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The S bit of the SFrame RTP header MUST be 0 for all fragments except
for the first one of the SFrane frane.

The E bit of the SFrame RTP header MUST be 0 for all fragnents except
for the | ast one of the SFrane frane.

The 6 remaining bits of the SFrame RTP header are reserved for future
use.

The payl oad type (PT) identifies the format of the nedia encrypted
with SFrane.

The SSRC, tinestanp, marker bit, and CSRCs of the SFrame RTP packets
MJST be the same as those of the output of the nedia-format-specific
packetization. The header extensions of the SFrane RTP packets
SHOULD be the sane as those of the output of the nedia-format-

speci fic packetization, but sone may be omtted if it is known that
the omtted header extensions do not need to be duplicated on each
SFranme RTP packet.

5. RTP Packeti zati on of SFrane

SFrane packets can be generated either from RTP nedi a packets or from
medi a franes as defined by [ WbRTC Encoded_Transforni.

For per-packet SFrame, the follow ng processing is done, with a nedia
frane as input:

1. Cenerate a group of RTP nedia packets fromthe nedia frane using
a nmedi a-format-speci fic packetizer. The media-format-specific
packetizer needs to be nade aware of the SFrame overhead that
happens to each RTP packet.

2. For each RTP packet of the group, encrypt its payload with
SFr ane.

3. Prepend to each RTP packet payload a SFrame RTP header with the S
and E bits set to 1.

4. Send each RTP packet of the group

For per-frame SFrane, the followi ng processing is done, with a nedia
frane as input:

1. Cenerate a SFrame ciphertext fromthe nmedia franme data.

That cher & Fabl et Expires 10 April 2026 [ Page 4]



I nternet-Draft RTP Payl oad Format for SFrane Cct ober 2025

2. Fragnment the SFrame ciphertext in a group of payl oads so that RTP
packets generated fromthem do not exceed the network nmaximum
transm ssion unit size.

3. Prepend a zero byte as the SFrane RTP header to all payl oads of
t he group.

4. Set the first bit S of the SFrane RTP header of the first packet
to 1.

5. Set the second bit E of the SFrane RTP header of the |ast packet
to 1.

6. Cenerate a group of RTP packets fromthe group of payl oads, using
the media frane to generate the RTP header, including RTP header
ext ensi ons.

7. Send each RTP packet of the RTP packet group

6. RTP depacketization of SFrane

Reception of SFranme packets is done as foll ows:

1. The fragnments of a given SFrane ciphertext are grouped together
in order of the RTP sequence nunber, the first packet of the
group having its S bit set to 1 and the | ast packet of the group
havint its E bit set to 1. Al packets in between the first and
| ast needs to be in the group.

2. Concatenate the payl oads of all packets of the group to formthe
SFrane ci phertext.

3. Decrypt the SFrame ciphertext to obtain the nedia decrypted data.

4. | f per-packet SFrane is being used, the follow ng processing is
done:

1. assert that the group of packets consist of a single packet.
2. Set the nedia decrypted data as the payload of the packet and
send the packet to the nedi a-format-specific RTP
depacketi zer.
3. If the depacketizer cannot generate a nmedia frane yet, abort

these steps. O herwi se, generate a nedia frane fromthe
depacketi zer.
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5. If per-frane SFrame is being used, the followi ng processing is
done:

1. assert that the group of packets all have the sane payl oad
type.

2. Extract the media nmetadata fromthe group of packets

3. Generate a media frane fromthe media decrypted data and the
nmedi a net adat a.

6. Send the nedia frame to the receiving pipeline.
SFrane SDP negoti ation

SFrane packetization is indicated via a new "a=sfrane" SDP attribute
defined in this specification. This attribute is used at nedia
| evel, it does not appear at session |evel

The presence of the "a=sfrane" attribute in a nedia section (in
either an offer or an answer) indicates that the endpoint is
expecting to receive RTP packets encrypted with SFrane for that nedia
section, as defined bel ow

Once each peer has verified that the other party expects to receive
SFrane RTP packets, senders are expected to send SFranme encrypted RTP
packets. |If one peer expects to use SFrane for a nmedia section and
identifies that the other peer does not support it, the peer is
expected to stop the transceiver associated to the nedia section,
which will generate a zero port for that msection.

VWhen SFrame is in use for that nmedia section, it will apply to the
rel evant nedi a encodi ngs defined for that media section. This

i ncl udes RTP payl oad types bound to nedia packetizers and nedi a
depacketizers as defined in [RFC7656], typically audio formats such
as Opus and RTP video formats such as H264. This notably includes
RTP payl oad types representing [ WbRTC Encoded_Transforn] encoded
video frame formats (https://w3c. github.io/webrtc-encoded-

transf orml #dom rt cencodedvi deof rane- dat a) and encoded audi o frane
formats (https://w3c. github.io/webrtc-encoded-transforn #dom

rt cencodedaudi of ranme-dat a) .
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Thi s does not include RTP-Based Redundancy nechani snms as defined in
{!RFC7656}}. For instance, RTX defined in [ RFC4588] will retransmt
SFrane based packets. Forward error correction formats as defined in
[ RFC5109] will protect the encrypted content. For Redundant Audio
Data, known as RED, as defined in [ RFC2198], a RED packetizer will
take as input SFrame encrypted nedia data instead of unencrypted
medi a dat a.

If BUNDLE is in use and the "a=sfranme" attribute is present for a
medi a section but not for another nedia section of the same BUNDLE,
payl oad types for media encodings that are relevant for SFrame MJST
not be reused between the two nedia sections.

Questi ons:

1. Should we precise how RTX/ FEC works with SFrane packetization?
No i nmpact AFAIK since RTX FEC woul d work on packets (whether
SFraned or not).

2. |Is RED current proposal (transmt SFrame ciphertext bl ocks) good
enough? An alternative is to have SFranme being applied on the
entire RED packet payl oad.

3. Should we allow a=sfrane at session level to nean that all nedia
secti ons want sframe?

Here is an exanpl e of SFrane being negotiated for audio (opus and CN)
and for video (H264 and VP8):

mraudi o 50000 RTP/ SAVPF 10 11
a=sfrane
a=rt pmap: 10 opus/ 48000/ 2
a=rtpmap: 11 CN 8000
mevi deo 50002 RTP/ SAVPF 100 101
a=sfrane
a=rtpmap: 100 H264/ 90000
a=rtpmap: 101 VP8/ 90000
8. Security Considerations
Thi s docunent is subject to the security considerations of SFrane.
9. | ANA Consi derati ons
None

10. Nornmative References
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