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Abstract

This nmeno outlines RTP payload formats for the ani mati on stream
format as defined in the 1SQ | EC 23090-39 standard (MPEG | Avatar
Representation Format), in the following referred to as ARF. ARF is
conposed of Avatar Animation Units (AAU) including an AAU header and
zero or nore AAU packets. The RTP payl oad header format allows for
packetization of an AAU unit in an RTP packet payload as well as
fragnmentation of an AAU into nultiple RTP packets.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1.

I nt roducti on

Avatars are digital representations of users in the netaverse, a set
of virtual worlds where people can interact with each other in real-
time. Users can custom ze different aspects of their avatars, such
as clothing, accessories, and even physical attributes. Avatars

al l ow users to express thenselves and create a unique digita
identity within the netaverse. The integration, animation, and
representation of avatars in real-time conmunication services is
essential to enable i mersive experiences.

[1SO I EC. 23090-39] specifies the Avatar Representation Format (ARF)
to offer an interoperable exchange format for the storage, carriage
and ani mation of avatars. |t defines the "Avatar Animation
Unit"(AAU) as a unit of packetization suitable for Avatar animation
streams, and simlar in essence to the NAL unit defined in sone video
specifications. This docunent describes how AAUs can be transnitted
usi ng the RTP protocol. This docunment foll ows recomendations in

[ RFC8088] and [RFC2736] for RTP payload format writers.

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Definition, and abbrevi ations

.1. Ceneral

Thi s docunent uses the definitions of the Avatar Representation
Format [1SO | EC. 23090-39]. Sone of these terns are provided here for
conveni ence.

. 2. Definitions

Animation Streans: tined data used to animate the base avatar.

.3. Abbreviation

ARF Avat ar Representation Fornat
AAU Avat ar Ani mation Unit

LoD Level of Detail
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4. Avatar Representation Format (infornmative)
4.1. Overview of Avatar Representation Fornat

The Avatar Representation Format (ARF) defines two key conponents of
an avatar aninmation system the Base Avatar Format, which describes
static assets, and the Animation Stream Format, which describes the
dynanmic part of the avatar animation, and is the core subject of this
docunent .

The Base Avatar Format defines a structure for avatar nodels, anobng
other things allowing themto be stored in digital asset
repositories. This ensures that core avatar assets can be accessed
and ani mated by receiving systens. On the other hand, the Animation
Stream Format specifies how animation data is organi zed and
transmtted between sender and receiver. It defines the encodi ng of
facial and body ani mati on, enabling data captured frominput devices
such as head-nounted displays (HVDs) and sensors to be consistently
interpreted across different systenms for animating associ ated
avatars. Figure 1 describe an Avatar reference architecture.

R S —— +
| Ref erence
| Model |
I R
| o e e e e oo o +
Fomee - >| Digital Asset|Base Avatar Format ( BAF)
| | Repo A R T +
| e + |
I I
R |
| Tracki ng| +------ + Aninmation Stream For mat +----vV---+
| System|--->|Sender|----------------------------- >| recei ver|
E + [ + E +

Figure 1: Avatar reference architecture
4.2. Avatar Animation Streans

Ani mation streans are tined data used to aninmate an avatar. In

[1SO | EC. 23090-39], this data includes skeletal, blend shape set, and
other aninmation-related information. Animation streamformat defines
how ani mation data is structured and carried between senders and
receivers. This format defines how facial and body animation
information is encoded, allow ng data captured from i nput devices

| i ke Head- Mounted Di splays (HVDs) and sensors to be consistently
interpreted across different systens for the ani mati on of associ ated
avat ars.
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The animation streans nay be read froma file, or generated on-the-
fly as cameras and/ or sensors capture a person’s notion and generate
correspondi ng commands to mmc this novement for an avatar that
represents the user. Avatar aninmation sanples are structured into a
bit stream conprising a sequence of Avatar Aninmation Units (AAUS),
defined in [I1SO | EC. 23090-39], and whose general structure is
provided in Figure 2.

An avatar animation is associated with a Base Avatar, using an avatar
ID. Each AAU is associated with an Avatar ID that indicates the
target avatar to which the animation data applies. |In addition, it
is also associated with a Level of Detail (LoD), which indicates the
| evel of detail of the asset to which the animation data is

associ ated. The animation data within an AAU can for exanple be
generated by a tracking and animation framework (e.g., OpenXR or
ARKit) . [ISO |IEC 23090-39] defines thisidentified using a URN

The receiver is aware of the avatar | Ds and/or |evels of detail that
are transnmitted in a stream and needs the appropriate assets to
render the avatar animation. The method for accessing the assets is
not described in this document. The receiver can for exanple use the
avatar |ID and |l evel of detail associated with an AAU to transmt the
AAU to an ani mation player instance that has the proper assets.

S T S S SIS dememmememeeaaaas +
|unit_typelunit_length] |timestanp |data of unit_type|
S R R + e mem- oo o e e e oo +
(a) AAU Header (b) AAU Payl oad

Figure 2: The structure of AAU Header(a) and Payl oad(b)
5. Payload format for ARF Aninmation Streans
5.1. Cenera
This section specifies details related to the RTP payl oad fornat
definitions for the ARF Animation Streans defined in
[1SO | EC. 23090-39]. Aspects related to RTP header, RTP payl oad
header and general payl oad structure are defi ned.

5.2. RTP Header Usage

The RTP header is defined in [ RFC3550] and represented in Figure 3.
Sone of the header field values are interpreted as foll ows.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
|V=2|P| X] CC | M PT | sequence nunber |
e L o i e i S e e T
| ti mestanp |
i e e R i s o i e R e e S o i i o S N S S
| synchroni zati on source (SSRC) identifier |
E  aE ar o e e e e e e e o B o e e A e A s R T
| contributing source (CSRC) identifiers |
I : I

e e e e e e e b e e e e e e e e e e e e e e e e e e e e e e e e
Figure 3: RTP header for Avatar Aninmation Unit
Marker bit (M: 1 bit.
The marker bit SHOULD be set to one in the first RTP packet after an
idle period. This is aligned with the use of the marker bit in audio
codecs. This can for exanple be used for jitter buffer adaptation
The marker bit in all other packets MJST be set to zero.

Payl oad type (PT): 7 bits

The assi gnment of a payl oad type MJST be performed either through the
profile used or in a dynam c way.

Sequence Nunber (SN): 16 bits

Set and used in accordance with [ RFC3550]

Ti mestanp: 32 bits

A tinmestanp representing the sanpling time of the earliest AAU

(Avatar Aninmation Unit) in the payload. The AAU defines

aau_tinestanp in its payload [ISO | EC. 23090-39]. The tinestanp in

seconds can be calculated as: tinmestanp / timescale.

Synchroni zati on source (SSRC): 32 bits

Used to identify the source of the RTP packets. By definition a

single SSRC is used for all parts of a single bitstream The

remai ni ng RTP header fields are used as specified in [ RFC3550].
5.3. RTP Payl oad Header for Avatar Animation Unit

The RTP Payl oad Header follows the RTP header. Figure 4 describes
RTP Payl oad Header.
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0123456789012345

i R oo +
| O ur | L | Av I D |
oo e oo T o e +

Figure 4: RTP Payl oad header for Avatar Aninmation

D (Dependency, 1 bit): this field indicates whether an AAU i ncl uded
in the avatar ani mation packet payload is an i ndependent AAU (D=0) or
dependent (D=1). |If D=1, the AAU is dependent on other AAUs for
decoding. |If D=0, the AAU can be decoded i ndependently. Editor’s
Note: in the current version of [ISO |IEC 23090-39] all AAUs are

i ndependent AAUs.

UT (Unit Type, 4 bits): this field indicates the type of the payl oad,
whi ch can be the type of the AAU [ISO. | EC. 23090-39] for single unit
payl oad, or the type of the payl oad otherw se, as shown in Figure 5.

L (Level of Detail, 3 bits): this field indicates the |level of detai
to which the AAU(s) within the RTP packet applies. |[If the RTP packet
includes multiple AAUs, L MIJST indicate the | owest LoD

AviD (Avatar ID, 8 bits): this field identifies the avatar to which
the aninmation data in the payl oad of the packet applies. The avatar
corresponds to the digital assets to be ani nated.

5.4. Payload structures
5.4.1. Genera

Three different types of RTP packet payl oad structures are specified.
A single unit packet contains a single AAU in the payload. A
fragmentation unit contains a subset of an AAU. An aggregation
packet contains nultiple Avatar animation units in the payload. The
unit type (UT) field of the RTP payl oad header, as shown in Figure 5,
identifies both the payload structure and, in the case of a single-
unit structure, also identifies the type of AAU present in the

payl oad. The Unit Types 1-5 in Figure 5 are defined in

[1SO | EC. 23090- 39].
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Uni t Payl oad Narme

Type Structure

0 N A Reserved

1 Si ngl e Configuration AAU

2 Singl e Bl endshape AAU

3 Si ngl e Joi nt AAU

4 Si ngl e Landmar k AAU

5 Singl e Texture AAU

13 Aggr Aggr egati on Packet (STAP)
14 Aggr Aggr egati on Packet (MIAP)
15 Frag Fragnmentation Unit

Figure 5: Payload structure type for Avatar

The payl oad structures are represented in Figure 6. The single unit
payl oad structure is specified in Section 5.4.2. The fragnented unit
payl oad structure is specified in Section 5.4.3. The aggregation
unit payl oad structure is specified in Section 5.4.4.

o e e e o +
| RTP Header |

o e e o s +

| RTP Payl oad Header |

e LR + | (Aggr egati on) |

| RTP Header I R +

Fomme - R T T + | AAU 1 Size |
| RTP Header | | RTP Payl oad Header| +------------------- +
A LR + | (Fragmentation) | | AAU 1 |
| RTP Payl oad Header| +------------------- R L +
e LR + | FU Header | ] AAU 2 Size |
| RTP Payl oad I R S +
| (Single AAU)| | | RTP Payl oad | | .. |
o e e e e oo S S +
(a) single unit (b)fragnentation unit (c) aggregation packet

Fi gure 6: RTP Transmi ssion node
5.4.2. Single Unit Payload Structure

In a single unit payload structure, as described in Figure 7, the RTP
packet contains the RTP header, followed by the Payl oad Header and
one single AAU.  The Payl oad Header follows the structure described
in Section 5.3. The payl oad contains an AAU as defined in

[1SO | EC. 23090- 39].
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| RTP Header |
R e s T o T S R El ok i R e e S S e o o s
| Payl oad Header |

| Pyl oag eader + |
| AAU Data |
| B il s S S S S I S i
| :...OPTIONAL RTP paddi ng |
i i i T i I S i e s o o i i

Figure 7: Single AAU payl oad structure
5.4.3. Fragnented Unit Payload Structure

In a fragnented unit payl oad structure, as described in Figure 8, the
RTP packet contains the RTP header, followed by the Payl oad Header, a
Fragmented Unit (FU) header, and an AAU fragnent. The Payl oad Header
follows the structure described in Section 5.3. The value of the UT
field of the Payl oad Header is 15. The FU header follows the
structure described in Figure 9.

0 1 2 3
01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| RTP Header |
B T S i T s i i e e SEI S
| Payl oad Header | FU Header | |
i S i i e e i |
I

| AAU Fr agnent

| T e i i I N i S e e e e i
| :...OPTIONAL RTP paddi ng |
B T S i T s i i e e SEI S

Figure 8: Fragnentation unit header

FU headers are used to enable fragnenting a single AAU into nultiple
RTP packets. Fragnents of the same AAU MJST be sent in consecutive
order with ascendi ng RTP sequence nunbers (with no other RTP packets
within the sane RTP stream being sent between the first and | ast
fragment). FUs MJST NOT be nested, i.e., an FU MJUST NOT contain a
subset of another FU.

Figure 9 describes a FU header, including the follow ng fields:
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| Ol 1| 2] 3] 4] 5] 6] 7]
S
| FUS| FUE| RSV | uT |
. dom e +

Figure 9: Fragnmentation unit header

FUS (Fragnmented Unit Start, 1 bit): this field MIJST be set to 1 for
the first fragment, and 0 for the other fragnents.

FUE (Fragmented Unit End, 1 bit): this field MUST be set to 1 for the
| ast fragnment, and O for the other fragnents.

RSV (Reserved, 3 bits): these bits MJST be set to 0 by the sender and
i gnored by the receiver.

UT (Unit Type, 4 bits): this field indicates the type of the AAU this
fragment bel ongs to, using values defined in Figure 5.

5.4.4. Aggregation Packet Payload Structure

I n an aggregati on packet, as described in Figure 10, the RTP packet

contains an RTP header, followed by a Payl oad Header, and, for each
aggregated AAU, an AAU size followed by the AAU. The Payl oad Header
follows the structure described in Section 5. 3.

0 1 2 3

01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
| RTP Header |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| RTP Payl oad Header | AAU 1 Size |
el i I e i it T e e e e i i T o S e e S e T R R
| AAU 1 |
I I

e T o S S I i S SR S T T T S IR S S A
| AAU 2 Size | |
e |
AAU 2 |
i S S T S S S s o

| :...OPTIONAL RTP paddi ng |
B i s T T i i o S o T Ji I

Figure 10: Single-Time Aggregati on Packet
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Figure 10 shows a Single-Tinme Aggregation Packet (STAP), which can be
used to transmt nultiple avatar animation units that correspond to
the sanme tinestanp. For exanple, if two different AAUs are used for
different animations for different parts of the avatar, they can be
transmtted together in a single STAP. The default sizes of the
avatar animation unit length field is 16 bits. The value of the UT
field of the Payl oad Header is 13.

+©
+ooo
+ =

- —  +— +—— +— +— +

2
90123456738
Bk o E N NE R

-II-H
+OH
+ P
+ N
+ W
+
+ O
+ o

234567829
T

e o e EE e o o o

RTP Payl oad Header

B i T i T S i s S S N e s o T S
TS of f set |

0

0

+

I

+- B S i N S s S DR S
I I

+

I
Sl
I

I

+

I

+

I

| -

I

I

I

+

AAU 1 Size

AAU 1

B i I I e ik s (T I TR S I S S S S T I i (T T S I SR S
AAU 2 Size | TS of f set

T I i e T i ol o T e S e sl st SR I R S S I S g
TS of fset |
R et I S R

AAU 2

B i T R R e i o ik SR e

. OPTI ONAL RTP paddi ng |

T I R o ol i ol s S S e S e S ik i it (EIE I S SR e TR

Figure 11: Multiple-tinme aggregation packet

Figure 11 shows a nulti-tine aggregation packet. It is used to
transmt multiple Avatar animation units with different tinestanps,
in one RTP packet. Milti-tine aggregation can hel p reduce the nunber
of packets, in environnents where sone delay is acceptable. The
default sizes of the TS offset and the AAU length fields are 16 bits
each. The value of the UT field of the Payl oad Header is 14. In
case of MIAP, the timestanp offset field MJST be set to the val ue of
(AAU-tine of the animation unit - RTP tinmestanp of the packet). The
timestanp offset of the earliest aggregation unit MJST al ways be
zero. Therefore, the RTP tinmestanp of the MIAP is identical to the
earliest AAU-tine.

6. AAU Transm ssi on Consi derations

The foll owi ng considerations apply for the stream ng of avatar
ani mation units over RTP:
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In some nultimedia conference scenarios using an RTP vi deo mi xer
(e.g., when adding or selecting a new source), it is recomrended to
use Full Intra Request (FIR) feedback [ RFC5104] nessages with avatar
ani mati on. The purpose of the FIR nessage is to cause an encoder to
send a decoder refresh point at the earliest opportunity. 1In the
context of avatar animation, an appropriate decoder refresh point is
a configuration AAU. The configurati on AAU poi nt enabl es a decoder
to be reset to a known state and be able to decode all AAUs foll ow ng
it.

7. Payload Fornat Paraneters
Thi s section describes payload format optional paraneters. A mapping
of the paraneters into the Session Description Protocol (SDP)
[ RFC8866] is also provided for applications that use SDP. Equival ent
paraneters could be defined el sewhere for use with control protocols
that do not use SDP

7.1. Media Type Registration Update
The receiver MJST ignore any paraneter unspecified in this neno.
Type name: application
Subt ype nane: anpg
Requi red paraneters: N A

Optional parameters: Optional paranmeters are defined in the foll ow ng
secti on.

Encodi ng considerations: This type is only defined for transfer via
RTP [ RFC3550] .

Security considerations: Please see section 11
Interoperability considerations: NA
Publ i shed specification: Please refer to [ISO | EC. 23090- 39]

Applications that use this nmedia type: Any application that relies on
Avat ar nedi a services over RTP

Fragment identifier considerations: NA
Addi tional information: NA

Person & email address to contact for further information:
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I nt ended usage: COVMON
Restrictions on usage: N A
Aut hor: See Authors’ Address section of this neno.
Change controller: |ETF avtcore@etf.org (nmailto:avtcore@etf.org)
Provi sional registration? (standards tree only): No
7.2. Optional Paraneters Definition

version: It provides the year of the edition and amendment of the
specifications followed by this RTP payl oad type. This paraneters is
defined in Table 3 of [I1SO I EC. 23090- 39].

framework: It provides a conma-separated list of the tracking
framewor k names (URNs) used to generate the encoded stream The URNs
in this parameters corresponds to the URNs in Table 5, 6 of

[1SO | EC. 23090- 39].

avatar-ids: It provides an associ ations between avatar | Ds for which
animation data is carried in the animation stream and their
correspondi ng ARF containers. This paraneter is provided as a coma-
separated list of "key/value" pairs, where the key is the avatar id
(an integer between 0 and 255 inclusive) and the value is a base64
encoded string. The semantic of the value is application dependent
and can for exanple be a URL to the ARF container. The paraneter
avatar _id is defined in section 7 of [ISO | EC 23090-39].

avatar-lods: It indicates which levels of detail are used in the
avatar animation stream This paraneter is a comma-separated |ist of
integers. Each itemin this list corresponds to a | evel of detail as
defined in section 7 of [1SO | EC. 23090- 39]

8. Congestion Control Consideration

General congestion control considerations for RTP transm ssion, as
described in [ RFC3550], also apply to avatar stream ng over RTP. By
adjusting the SDP 'avatar-lod paraneter, it is possible to reduce
processing | oad and optinize bandw dth usage, thereby partially
mtigating congestion issues. The ability to adapt to the | evel of
detail dynamically allows senders or receivers to nanhage
comput ati onal conplexity and network resource consunption based on
system constraints or user context. Moreover, in use cases such as
vi deo conferencing, different |levels of detail nmay be applied to
different parts of the avatar and transmitted via separate streans.
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9

9

SDP Consi der ati ons

The mappi ng of above defined payl oad format media type to the
corresponding fields in the Session Description Protocol (SDP) is
done according to [ RFC8866].

The nmedia nanme in the "m=" line of SDP MJUST be application
The encoding name in the "a=rtpmap" |ine of SDP MJUST be anmpg

The clock rate in the "a=rtpmap" |ine nay be any sanpling rate and
SHOULD nmatch the acu tinescal e val ue of the AAU CONFI G unit
[1SO | EC. 23090- 39].

The OPTI ONAL paraneters (defined in Section 7.2), when present, MJST
be included in the "a=fntp"” line of SDP. This is expressed as a
medi a type string, in the formof a sem col on-separated |ist of

par amet er =val ue pairs.

An exanpl e of nedia representation corresponding to the avatar
ani mati on RTP payload in SDP is as foll ows:

mFappl i cati on 43291 UDP/ TLS/ RTP/ SAVPF 120 a=rt pmap: 120 anpg/ 8000
a=fnt p: 120

f ramewor ks=ur n: npeg: avat ar: v1: openxr: f ace, urn: npeg: avat ar : v1:
openxr : body; ver si on=2025; avat ar -i ds=1/
aHROcDovL2VAYWLwhGUUY29t L2F2YXRhcj EuYXJIm

2/ aHROcDovL2VAYWLwWhGUUY29t L2F2YXRhcj | uYXdm avat ar - |1 ods=0, 1, 2

1. SDP O fer/Answer Considerations

When using the offer/answer procedure described in [RFC3264] to
negoti ate the use of avatar animations, the foll owi ng considerations

appl y:

The SDP paraneter version identifies the version of the avatar

ani mation specification. It MJST be used symetrically in SDP offer
and answer, and it MJST NOT be changed in subsequent offers or
answers within the same session. |If it is not specified, the initia

versi on of the specification SHOULD be assunmed. Any receiver
compliant with [ISO | EC 23090-39] nust accept any streamwith a
conpati bl e version.

The properties expressed using SDP paraneters other than ’version

are provided as recomendations for efficient data transm ssion and
are not binding, neaning that a sender is encouraged but not required
to conformto the parameters specified by the receiver. These
properties may be set to different values in offers and answers.
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These properties nmay be updated in subsequent offers or answers.
These properties can be sent by a sender to reflect the
characteristics of bitstreans and can be set by a receiver to reflect
the capabilities and configurations of the | ocal player device, or a
preferred set of bitstream properti es.

The paraneter frameworks indicates that the AAUs of the streamcarry
animati on data that conforns to the one or nore franmework nanes
(URNs) signalled with this parameter. The sender uses this paraneter
to indicate the formats of data transported within the AAUs of the
stream The receiver, to be able to render the ani mations, needs to
support the formats associated with signalled frameworks. The
receiver uses this paraneter to indicate the desired framework nanes.

The paraneter avatar-ids indicates that a streamcorresponds to the
one or nore avatar IDs signalled with this paraneter. The sender
uses this paranmeter to indicate that the AAUs of the streamcarry
data corresponding to the signalled avatar IDs. The receiver uses
this paraneter to indicate the avatar IDs it wi shes to receive data
for.

The paraneter avatar-lods indicates that the AAUs of the stream
correspond to one or nore levels of detail signalled with this
paraneter. The sender uses this paraneter to indicate avail abl e
LoDs, and the receiver uses it to select the desired LoD. To render
the animations, the receiver MJST have | oaded the correspondi ng
assets associated with the selected |evel (s) of detail.

A receiver nay ignore any part of a received stream e.g., that it
does not have support for rendering.

9. 2. Decl arati ve SDP Consi der ati ons

When avatar animation over RTP is offered with SDP in a declarative
style, the parameters capable of indicating both bitstream properties
as well as receiver capabilities are used to indicate only bitstream
properties. For exanple, in this case, the paraneters frameworks,
avatar-ids, and avatar-lods declare the values used by the bitstream
not the capabilities and configurations for receiving bitstreans. A
receiver of the SDP is required to support all paraneters and val ues
of the paraneters provided; otherw se, the receiver MJST reject or
not participate in the session. It falls on the creator of the
session to use values that are expected to be supported by the

recei ving application.
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10.

10.

11.

12.

12.

12.

I ANA Consi derations

1. Avatar Animation Media Registration

New nmedi a types will be registered with | ANA; see Section 7.1
Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
specification [ RFC3550], and in any applicable RTP profile such as
RTP/ AVP [ RFC3551], RTP/ AVPF [ RFC4585], RTP/ SAVP [ RFC3711], or RTP/
SAVPF [ RFC5124] .

For exanple, an avatar may contain sensitive information derived from
a user’'s personal data, and thus requires protection against |eakage
or tanpering during transnission. Wen avatar data is delivered over
a network or downl oaded froma server, it is critical to ensure its
integrity and confidentiality to prevent unauthorized access,

modi fication, or confidentiality.

However, as "Securing the RTP Protocol Framework: Wiy RTP Does Not
Mandate a Single Media Security Solution" [RFC7202] discusses, it is
not an RTP payload format’s responsibility to discuss or nmandate what
solutions are used to neet the basic security goals like
confidentiality, integrity, and source authenticity for RTP in
general. This responsibility |ays on anyone using RTP in an
application. They can find guidance on avail able security nmechani sns
and i nportant considerations in "Options for Securing RTP Sessions”

[ RFC7201]. Applications SHOULD use one or nore appropriate strong
security mechani sms. The rest of this Security Considerations
section discusses the security inpacting properties of the payl oad
format itself.
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