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Abst ract

Thi s docunent defines protocol mapping extensions for the Semantic
Definition Format (SDF) to enabl e mappi ng of protocol -agnostic SDF

af fordances to protocol -specific operations. The protocol napping
mechani sm al | ows SDF nodel s to specify how properties, actions, and
events shoul d be accessed using specific IP and non-1P protocols such
as Bluetooth Low Energy, Zigbee or HITP and CoAP.
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1. Introduction

The Semantic Definition Format (SDF) [I-D.ietf-asdf-sdf] provides a

protocol -agnostic way to describe 10T devices and their capabilities
t hrough properties, actions, and events (collectively called

af fordances). However, when inplenenting these affordances on actua
devi ces using specific comunication protocols, there needs to be a

mechanismto map the protocol -agnostic SDF definitions to protocol -

speci fic operations.

These protocols can be non-IP protocols that are commonly used in |oT
environments, such as [BLE53] and [Zi gbee22], or |P-based protocols,
such as HTTP [ RFC2616] or CoAP [ RFC7252].

To | everage an SDF nodel to perform protocol -specific operations on
an instance of a device, a nmapping of the SDF affordance to a
protocol -specific attribute is required. This docunent defines the
prot ocol mappi ng nechani sm usi ng the sdf Protocol Map keyword, which
al l ons SDF nodel s to include protocol -specific mapping information
al ongsi de the protocol -agnostic definitions.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Structure

Protocol mapping is required to map a protocol -agnostic affordance to
a protocol -specific operation, as inplenmentations of the sane

af fordance will differ between protocols. For exanple, BLE wll
address a property as a service characteristic, while a property in
Zigbee is addressed as an attribute in a cluster of an endpoint.

A protocol mapping object is a JSON object identified by the

sdf Prot ocol Map keyword. Protocol -specific properties are enbedded
within this object, organized by protocol nanme, e.g., "ble" or

"zi gbee". The protocol nanme MJUST be specified in the I ANA registry
requested in Section 8.1
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sdf Pr ot ocol Map

| +--> Zi gbee-specific mapping
Fomm oo > openapi
I+- -> OpenAPI - speci fic mappi ng
Figure 1: Property Mapping

As shown in Figure 1, protocol-specific properties nust be enbedded
in an sdf Protocol Map object, for exanple a "ble" or a "zigbee"

obj ect .
[ ey Cp——————_ e p—p—p—_—_—————————————————(————(—————————r
| Attribute | Type | Exanple |
[ el el s ey o
| ble | object | an object with BLE-specific attributes |
S IR Fommmaa - T ™ +
| zigbee | object | an object with Zi gbee-specific attributes |
R Fomm oo T +
| openapi | object | an object with OpenAPl-specific attributes |
S S Fe e iaeiiieiiaeciciaaasssciaaaasaaan +

Table 1: Protocol objects
wher e-

* "ple" is an object containing properties that are specific to the
BLE pr ot ocol .

* "zigbee" is an object containing properties that are specific to
the Zi gbee protocol.

* (Other protocol mapping objects can be added by creating a new
prot ocol object

Exanpl e protocol mapping:
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"sdf bj ect": {
"heal t hsensor": {
"sdf Property": {
"heartrate": {

"description": "The current neasured heart rate",
"type": "nunber",
"unit": "beat/mn",

"observabl e": fal se,
"witable": false,
"sdf Pr ot ocol Map": {
"ble": {
"servicel D': "12345678-1234-5678-1234-56789abcdef 4",
"characteristiclD":
"12345678- 1234-5678- 1234- 56789abcdef 4"

Figure 2: Exanpl e property mapping

For properties that have a different protocol mapping for read and
wite operations, the protocol mapping can be specified as such:
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4.

5.

{
"sdf bj ect": {
"heal t hsensor": {
"sdf Property": {
"heartrate": {
"description": "The current neasured heart rate",
"type": "nunber",
"unit": "beat/mn",
"observabl e": fal se,
"sdf Pr ot ocol Map": {
"ble": {
"read": {
"servicel D': "12345678-1234-5678- 1234- 56789%9abcdef 4",
"characteristiclD":
"12345678- 1234-5678- 1234- 56789abcdef 5"
},
"write": {
"servicelD': "12345678-1234-5678-1234-56789abcdef 4",
"characteristiclD":
"12345678- 1234-5678- 1234- 56789abcdef 6"
}
}
}
}
}
}
}
}
Figure 3: Exanpl e property mapping
Usage

A protocol nap MAY be provided as part of the SDF nodel, specifically
in the SDF affordance definition. The extension points in the SDF

af fordance definition defined in [I-D.ietf-asdf-sdf] are used to
specify the protocol mapping information as a part of the SDF nodel .

For SDF properties, the protocol mapping is specified as an extension
to a naned property quality using the sdfProtocol Map keyword. For
SDF actions and events, the protocol mapping can be specified as an
extension to the naned quality or as part of the sdflnputData or

sdf Qut put Dat a obj ect s.

Exanpl es
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5.1. BLE Protocol Mapping

The BLE protocol mapping allows SDF nodels to specify how properties,
actions, and events should be accessed using Bl uetooth Low Energy
(BLE) protocol. The mapping includes details such as service IDs and
characteristic IDs that are used to access the correspondi ng SDF
af f or dances.

5.1.1. BLE Protocol Mapping Structure

For SDF properties and actions, the BLE protocol nmapping structure is
defined as foll ows:

$$SDF- PROTOCOL- MAP // = (
bl e: bl e-protocol -map

)

bl e- protocol -map = {
? bl e-property,
? read: { ble-property },
? wite: { ble-property }
}
bl e-property = (

servicel D: text,
characteristiclD: text

Figure 4: CDDL definition for BLE Protocol Mapping for properties
and actions
Wher e:

* servicelDis the BLE service ID that corresponds to the SDF
property or action.

* characteristiclDis the BLE characteristic ID that corresponds to
the SDF property or action.

For exanple, a BLE protocol mapping for a tenperature property m ght
| ook like:
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"sdf Property": {
"tenperature”: {
"sdf Pr ot ocol Map": {
"ble": {
"servicel D': "12345678-1234-5678- 1234-56789%abcdef 4",
"characteristiclD': "12345678-1234-5678-1234-56789abcdef 5"

For a tenperature property that has different mappings for read and
wite operations, the BLE protocol mapping mght |ook like:

"sdf Property": {
"tenperature": {
"sdf Pr ot ocol Map": {
"ble": {
"read": {
"servicelD': "12345678-1234-5678-1234-56789abcdef 4",
"characteristiclD': "12345678-1234-5678-1234-56789%abcdef 5"

vvrl te": {
"servicel D': "12345678-1234-5678-1234-56789abcdef 4",
“characteristiclD': "12345678-1234-5678-1234-56789abcdef 6"

For SDF events, the BLE protocol mapping structure is simlar, but it
may include additional attributes such as the type of the event.

$$SDF- PROTOCOL- MAP / /= (
bl e: bl e-event-nap
)

bl e-event-map = {
type: "gatt" / "advertisements" / "connection_events",
? servicel D text,
? characteristiclD: text
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Figure 5: BLE Protocol Mpping for events
VWher e:

* type specifies the type of BLE event, such as "gatt" for GATT
events, "advertisenments" for advertisenent events, or
"connection_events" for connection-rel ated events.

* servicelD and characteristiclD are optional attributes that are
specified if the type is "gatt".

For exanple, a BLE event mapping for a heart rate nmeasurenent event
m ght | ook I|ike:

"sdf Event": {
"heartRate": {
"sdf Qut put Dat a": {
"sdf Pr ot ocol Map": {
"ble": {
"type": "gatt",
"servicel D': "12345678-1234-5678- 1234-56789%abcdef 4",
"characteristiclD': "12345678-1234-5678-1234-56789abcdef 5"

Anot her exanple of an isPresent event using BLE advertisenents:

"sdf Event": {
"isPresent": {
"sdf Qut put Dat a": {
"sdf Pr ot ocol Map": {
"ble": {
"type": "advertisenments”
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5.2. Zigbee Protocol Mpping

The Zi gbee protocol mapping allows SDF nodels to specify how
properties, actions, and events should be accessed using the Zi gbee
protocol. The napping includes details such as cluster |Ds and
attribute IDs that are used to access the correspondi ng SDF

af f or dances.

5.2.1. Zighee Protocol Mapping Structure

For SDF properties and events, the Zigbee protocol mapping structure
is defined as foll ows:

$$SDF- PROTOCOL- MAP // = (
zi gbee: zi gbee-protocol - map

)

zi gbee-protocol -map = {
? zi gbee-property,
? read: { zigbee-property },
? wite: { zigbee-property }

}

zi gbee-property = (
endpointI D: uint,
manuf act ur er Code: ui nt,
clusterl D: uint,
attributel D uint,
type: uint

Figure 6: CDDL definition for Z gbee Protocol Mpping for
properties and actions
Wher e:

* endpointlDis the Zi gbee endpoint ID that corresponds to the SDF
af f or dance.

* clusterIDis the Zighee cluster ID that corresponds to the SDF
af f or dance.

* attributelDis the Zighee attribute ID that corresponds to the SDF
af f or dance.

* type is the Zighee data type of the attribute.
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SDF properties are mapped to Zigbee cluster attributes and events are
mapped to Zigbee cluster attribute reporting.

For exanple, a Zigbee protocol nmapping for a tenperature property
m ght | ook like:

"sdf Property": {
"tenperature”: {
"sdf Pr ot ocol Map": {
"zi gbee": {
"endpointI D": 1,
"clusterI D': 1026, // 0x0402
"attributelD': 0, // 0x0000
"type": 41 // 0x29

SDF actions are nmapped to Zighee cluster commands. The Zi gbee
protocol mapping structure for actions is defined as foll ows:

$$SDF- PROTOCOL- MAP /[ = (
zi gbee: zi gbee-action-nmap

)

zi gbee-action-map = {
endpointID: uint,
manuf act ur er Code: ui nt,
clusterl D: uint,
commandl D ui nt,

Figure 7. CDDL definition for Zigbee Protocol Mpping for actions

Wher e:

* endpointIDis the Zigbee endpoint ID that corresponds to the SDF
action.

* clusterIDis the Zigbee cluster ID that corresponds to the SDF
acti on.

* commandl D is the Zighee command ID that corresponds to the SDF
action.
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For exanple, a Zi gbee protocol nmapping to set a tenperature night
| ook |ike:

"sdf Action": {
"set Tenperature": {
"sdf Pr ot ocol Map": {
"zi gbee": {
"endpointl D': 1,
"clusterl D': 1026, // 0x0402
"commandl D': 0 // 0x0000

5.3. 1P based Protocol Mapping

The protocol mapping mechani smcan potentially also be used for |IP-
based protocols such as HITP or CoAP.

In the case of HTTP, SDF protocol nappings towards an SDF quality MAY
be expressed by directly pointing to OpenAPl schena and/ or conponent.

$$SDF- PROTOCOL- MAP // = (
openapi : openapi - pr ot ocol - map

openapi - protocol -map = {
? openapi - property,
? read: { openapi-property },
? wite: { openapi-property }

}

openapi - property = (
operationRef: text,
$ref: text

)

An exanpl e of a protocol mapping for a property using HTTP m ght | ook
I'ike:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

"sdf Property": {
"heartrate": {
"sdf Prot ocol Map": {

"openapi ": {
"operationRef": "https://exanpl e. conl openapi . j son#/ pat hs\
[ ~1heartrate~1{id}~lcurrent"”,
"$ref": "https://exanpl e. con openapi.j son#/ conponent s/ sc\
hema/ Hear t Rat e/ properti es/ pul se"

}
}
}
}

The operationRef points to the OpenAPl operation that retrieves the
current heart rate, and the $ref points to the OpenAPl schenma that

defines the heart rate property. An exanple of the OpenAPl schema
m ght | ook like:

pat hs:
[heartrate/{id}/current:
get:
summary: Get current heart rate
description: |-
Retrieve the current heart rate for a specific user
identified by {id}.
par amet ers
- nane: id
in: path
required: true
description: |-
The 1D of the user whose heart rate is being queried.
schena:
type: string
r esponses:
"200":
description: |-
Successful response with current heart rate data.
content:
application/json
schema:
$ref: "#/ conponents/schemas/ Heart Rat e"
put:
summary: Set current heart rate
description: |-
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Set the current heart rate for a specific user
identified by {id}.
par ameters
- nane: id
in: path
required: true
description: |-
The 1D of the user whose heart rate is being set.
schema:
type: string
r equest Body:
required: true
content:
appl i cation/json:
schema:
$ref: "#/ conponents/schenas/ Heart Rat e"

conmponent s:
schenas:
Heart Rat e:
type: object
properties:
pul se:
type: integer
description: The current heart rate in beats per minute.
Spo2:
type: nunber
format: fl oat
description: |-
The current body tenperature in degrees Cel sius.

We assune that the readable properties will map to GET operations and
the witable properties will map to PUT operations. |If this is not
the case, or if the APl is different, the protocol nmapping can be
speci fied as such:
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

"sdf Property": {
"heartrate": {
"sdf Prot ocol Map": {

"openapi ": {
"read": {
"operationRef": "https://exanpl e. conl openapi . j son#/ pat hs\
[/ ~1lheartrate~1{id}~lcurrent/get",
"$ref": "https://exanpl e.con openapi.j son#/ conponents/sc\

hema/ Hear t Rat e/ properti es/ pul se"

’

"write": {
"operationRef": "https://exanpl e. conl openapi . j son#/ pat hs\
[/ ~1heartrate~1{id}~lcurrent/put"”,
"$ref": "https://exanpl e.con openapi.j son#/ conponents/sc\
hema/ Hear t Rat e/ properti es/ pul se"

6. SCI M SDF Extension

Wil e SDF provides a way to describe a device, a nethod is needed to
associ ate a mappi ng between an instance of a device and its

associ ated SDF nodels. To acconplish this, we define a SCIM
extension that can be used in conjunction with
[I-D.ietf-scimdevice-nodel], the details of which can be found in
Appendi x B

An exanpl e SCI M devi ce schema extension mght |ook |ike:
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{
"schemas": |
"urn:ietf:parans: sci mschenas: core: 2. 0: Devi ce",
"urn:ietf:parans: sci mschenas: extensi on: sdf: 2. 0: Devi ce"
]1
"id": "e9e30dba-f 08f-4109- 8486-d5c6a3316111",
"di spl ayNane": "Heart Mnitor",
"active": true,
"urn:ietf:parans: sci mschenas: ext ensi on: sdf : 2. 0: Devi ce": {
"sdf": [
"https://exanpl e. conl t her nonet er #/ sdf Thi ng/ t her nroneter ",
"https://exanpl e. com heartrat e#/ sdf Obj ect/ heal t hsensor"
]
}
}

7. Security Considerations
TODO Security

8. | ANA Consi derations
Thi s section provides guidance to the Internet Assigned Nunbers
Aut hority (1 ANA) regarding registration of values related to this
docunent, in accordance with [ RFC8126].

8.1. Protocol mapping

I ANA is requested to create a new registry called "SDF Protocol
mappi ng" .

The registry nmust contain follow ng attributes:
* Protocol nmap nane

*  Protocol nane

* Description

* Reference of the specification describing the protocol mapping.
Thi s specification nust be reviewed by an expert.

Fol | owi ng protocol mappings are described in this docunent:
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[ oo oo el oo U
| Protocol map | Protocol Nane | Description | Reference |
[S bbb oo s s oo oo pe e
| ble | Bluetooth Low | Protocol mapping | This |
| | Energy (BLE) | for BLE devices | document |
I T . IR +
| zigbee | Zigbee | Protocol mapping | This |
| | | for Zigbee devices | document |
o e e - T o e e e R +
| openapi | OpenAPI | Protocol napping | This |
| | | for QOpenAPI | document |
I T . IR +

Tabl e 2: Protocol Mapping Registry
8.2. SCI M Device Schema SDF Extension

I ANA is requested to create the followi ng extensions in the SCIM
Server-Rel ated Schema URIs registry as described in Section 6:

[ e ————————————— L ————————— L ————— Llpp—p—p——(—(———— L
| URN | Description | Resource | Reference |
I I | Type I I
B oo sy e s et Cbeems s e e
| urn:ietf:params:scim | SDF | Device | This |
| schemms: ext ensi on: | Extension | | neno, |
| sdf:2.0: Device | | | Section 6 |
oo R S TP TR +
Table 3
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CDDL Definition

$$SDF- EXTENSI ON- DATA // = (
sdf Prot ocol Map: {
* $$SDF- PROTOCOL- MAP

}
)

$$SDF- PROTOCOL- MAP / /= (
bl e: bl e-protocol -map

)
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bl e- protocol -map = {
? bl e-property,
? read: { ble-property },
? wite: { ble-property }
}

bl e-property = (
servi cel D text,
characteristiclD: text

)

$$SDF- PROTOCOL- MAP // = (
bl e: bl e-event-nap

)

bl e-event-map = {
type: "gatt" / "advertisenents" / "connection_events",
? servicel D text,
? characteristiclD: text

}

$$SDF- PROTOCOL- MAP / /= (
zi gbee: zi gbee-protocol - map

)

zi gbee-protocol -map = {
? zighbee-property,
? read: { zigbee-property },
? wite: { zigbee-property }

}

zi gbee-property = (
endpointI D: uint,
manuf act ur er Code: uint,
clusterl D uint,
attributel D uint,
type: uint

)

$$SDF- PROTOCOL- MAP / /= (
zi gbee: zi gbee-action-nap

)

zi gbee-action-map = {
endpointI D: uint,
manuf act ur er Code: uint,
clusterlD: uint,
conmand! D: uint,
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}
Appendi x B. SCI M SDF Extension Schema

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

{
"id": "urn:ietf:parans:sci mschenas: ext ensi on: sdf: 2. 0: Devi ce",
"nanme": " SDFExtension",
"description": "Device extension schema for SDF.",
"attributes": [
{
"name": "sdf",
"type": "string",
"description": "SDF gl obal names supported by the device\
"mul tiVal ued": true,
"required": true,
"caseExact": fal se,
"mutability": "readWite",
"returned": "default",
"uni queness": "none"
}
1,
"meta": {
"resourceType": "Schema",
"location": "/v2/ Schemas/urn:ietf:parans: sci mschemas: ext ens\
i on: sdf : 2. 0: Devi ce"
}
}
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