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1.

I nt roducti on

The depl oyment of a Session Initiation Protocol [RFC3261] (SIP)-based
infrastructure in enterprise and service provider comrunication
networks is increasing at a rapid pace. Consequently, direct IP
peering between enterprise and service provider networks is quickly
repl aci ng conventional nethods of interconnection between enterprise
and service provider networks. Currently published standards provide
a strong foundation over which direct |IP peering can be realized.
However, given the sheer nunber of these standards, it is often not

cl ear which behavioral subsets, extensions to baseline protocols and
operating principles ought to be inplenmented by service provider and
enterprise networks to ensure successful peering.

The SI P Connect technical reconmendations [SIP-Connect-TR] aimto
solve this problemby providing a central reference that pronotes
seam ess peering between enterprise and service provider SIP

networ ks. However, despite the extensive set of inplenentation rules
and operating guidelines, interoperability issues between service
provi der and enterprise networks persist. This is in |arge part
because service providers and equi prent manufacturers aren’t required
to enforce the guidelines of the technical specifications and have a
fair degree of freedomto deviate fromthem Consequently,
enterprise administrators usually undertake a fairly rigorous reginen
of testing, analysis and troubl eshooting to arrive at a configuration
bl ock that ensures seam ess service provider peering. However, this
wor kfl ow conpl ements the SIP Connect technical recomendations, in
that both endeavours aimto pronote/achieve interoperability between
the enterprise and service provider

Anot her set of interoperability problens arise when enterprise

adm nistrators are required to translate a set of technica
recomrendati ons from service providers to configuration bl ocks across
one or nore devices in the enterprise network, which is usually an
error prone exercise. Additionally, such technical reconmendations
m ght not be nuanced enough to intuitively allow the generation of
speci fic configuration bl ocks.

This draft introduces a nechani smusing which an enterprise network
can solicit a detailed capability set froma SIP service provider

the detailed capability set can subsequently be used by automation or
an administrator to generate configuration bl ocks across one or nore
devices within the enterprise network to ensure successful service
provi der peeri ng.
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2. Overview of Operations

This section provides a reference architecture against which the SIP
Auto Peer framework nmay be inplenented. Additionally, terns that are
commonly used in the context of the docunent are defined. Lastly,
consi derations for the choice of network transport between enterprise
and service provider tel ephony networks are di scussed.

2. 1. Ref erence Architecture

Figure 1 illustrates a reference architecture that may be depl oyed to
support the mechani sm described in this docunent. The enterprise
networ k consists of a SIP-PBX, nedia endpoints (ME.) and a Session
Border Controller [RFC7092]. It may al so include additional
components such as application servers for voicemail, recording, fax
etc. At a high level, the service provider consists of a SIP
signaling entity (SP-SSE), a nedia entity for handling nedia streans
of calls setup by the SP-SSE and a HTTPS [ RFC9110] server.
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Figure 1: Reference Architecture

This draft nmakes use of the follow ng term nol ogy:
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* Enterprise Network: A communications network infrastructure
depl oyed by an enterprise which interconnects with the service
provi der network over SIP. The enterprise network could include
devi ces such as application servers, endpoints, call agents and
edge devi ces, anong ot hers.

* Edge Device: A device that is the last hop in the enterprise
network and that is the transit point for traffic entering and
|l eaving the enterprise. An edge device is typically a back-to-
back user agent (B2BUA) [RFC7092] such as a Session Border
Control ler (SBC).

* Service Provider Network: A conmunications network infrastructure
depl oyed by service providers. In the context of this draft, the
service provider network is accessible over SIP for the
establishment, nodification and term nation of calls and
accessi ble over HTTPS for the transfer of the capability set
docunent. The service provider network is also referred to as a
SI P Service Provider (SSP) or Internet Tel ephony Service Provider
(1 TSP) network.

* Call Control: Call Control within a tel ephony networks refers to
software that is responsible for delivering its core
functionality. Call control not only provides the basic
functionality of setting up, sustaining and term nating calls, but
al so provides the necessary control and |ogic required for
additional services within the tel ephony network, such as,
regi stration of endpoints, integration with application servers
(voi cermai |, instant nessagi ng, presence), anong others.

* Capability Server: A server hosted in the service provider
network, such that this server is the target for capability set
docunent requests fromthe enterprise network

* Capability Set: The termcapability set (or capability set
docunent) refers collectively to a set of characteristics within
the service provider network, which when conmmunicated to the
enterprise network, provides the enterprise network the
information required to interconnect with the service provider
network. The various paranmeters that constitute the capability
set relate to characteristics that are specific to signalling,
medi a, transport and security. Certain aspects of interconnecting
with service providers are out of scope of the capability set; for
exanpl e, the access technol ogy used to interconnect with service
provi der networKks.
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2.2. Configuration Wrkflow

A workflow that facilitates an enterprise network to solicit the
capability set of a SIP service provider ought to take into account
the follow ng considerations:

* The configuration workflow nust be based on a protocol or a set of
protocol s conmmonly used between enterprise and service provider
t el ephony net wor ks.

* The configuration workflow nust be flexible enough to allow the
service provider network to dynam cally offload different
capability sets to different enterprise networks based on the
identity of the enterprise network.

* Capability set docunents obtained as a result of the configuration
wor kf | ow must be conduci ve to easy parsing by autonation.
Subsequently, automation nay be used for the generation of
appropriate configuration blocks on the edge el enent or across one
or nore elenents in the enterprise network.

Taki ng the above considerations into account, this document proposes
a Hypertext Transfer Protocol (HTTP)-based workfl ow using which the
enterprise network can solicit and ultimtely obtain the service
provi der capability set. The enterprise network creates a well
formed HTTP GET request to solicit the service provider capability
set. Subsequently, the HITPS response fromthe SIP service provider
i ncludes the capability set. The capability set is encoded in JSON
thus ensuring that the response can be easily parsed by automation.

There are alternative nechani sns using which the SIP service provider
can offload its capability set. For exanple, the Session Initiation
Protocol (SIP) can be extended to define a new event package

[ RFC6665], such that the enterprise network can establish a SIP
subscription with the service provider for its capability set; the
SI P service provider can subsequently use the SIP NOTIFY request to
communi cate its capability set or any state deltas to its baseline
capability set.

This nmechanismis likely to result in a barrier to adoption for SIP
service providers and enterprise networks as equi pnent manufacturers
woul d have to first add support for such a SIP extension. A HITPS-
based approach would be relatively easier to adopt as npbst edge

devi ces deployed in enterprise networks today already support HITPS;
fromthe perspective of service provider networks, all that is
required is for themto deploy HITPS servers that function as
capability servers. Additionally, nbst SIP service providers require
enterprise networks to register with them (using a SIP REG STER
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message) before any other SIP nethods that initiate subscriptions
(SIP SUBSCRIBE) or calls (SIP INVITE) are processed. As a result, a
S| P-based framework to obtain a capability set would require
operational changes on the part of service provider networks.

Yet anot her exanmple of an alternative nechani smwould be for service
provi ders and enterprise equipnent manufacturers to agree on YANG
model s [ RFC6020] that enabl e configuration to be pushed over NETCONF
[ RFC6241] to enterprise networks froma centralised source hosted in
service provider networks. The presence of proprietary software
logic for call and nmedia handling in enterprise devices would
preclude the generation of a "one-size-fits-all" YANG nodel .

Addi tionally, service provider networks pushing configuration to
enterprises devices mght lead to the | oss of inplenentation autonomny
on the part of the enterprise network.

2.3. Transport

To solicit the capability set of a SIP service provider, the edge
element in an enterprise network generates a well-fornmed HITP GET
request. There are two reasons why it makes sense for the enterprise
edge el enment to generate the HTTPS request:

1. Edge elenents are devices that normalise any ni smatches between
the enterprise and service provider networks in the nmedia and
signaling planes. As a result, when the capability set is
received fromthe SIP service provider network, the edge el enent
can generate appropriate configuration bl ocks (possibly across
mul tiple devices) to enable interconnection

2. Gven that edge elenents are configured to "tal k" to networks
external to the enterprise, the conplexity in terms of NAT
traversal and firewall configuration would be m ninal

The HTTP GET request is targeted at a capability server that is
managed by the SIP service provider such that this server processes,
and on successfully processing the request, includes the capability
set document in the response. The capability set document is
constructed according the guidelines of the YANG nodel described in
this draft. The capability set docunment included in a successfu
response is fornmatted in JSON. More details about the formatting of
the HTTP request and response are provided in Section 4.

There coul d be situations wherein an enterprise tel ephony network
interconnects with its SIP service provider such that traffic between
the two networks traverses an internmediary SIP service provider
network. This could be a result of interconnect agreenents between
the terminating and transit SIP service provider networks. [In such
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situations, the capability set provided to the enterprise network by
its SIP service provider nust account for the characteristics of the
transit SIP service provider network froma signalling and nmedi a
perspective. For exanple, if the termnating SIP service provider
networ k supports the G 729 codec and the transit SIP service provider
network does not, G 729 must not be advertised in the capability set.
As anot her example, if the transit SIP service provider network
doesn’t support a SIP extension, for instance, the SIP extension for
Rel i abl e Provi sional Responses as defined in RFC 3262, the
termnating SIP service provider network nust not advertise support
for this extension in the capability set provided to the enterprise
network. How a terminating SIP service provider obtains the
characteristics of the internmediary SIP service provider network is
out of the scope of this document; however, one nethod could be for
the termnating SIP service provider to obtain the characteristics of
the intermediary SIP service provider by |everagi ng the YANG nodel

i ntroduced in this docunent.

3. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

4. HTITP Transport

Thi s section describes the use of HTTPS as a transport protocol for
the peering workflow. This workflow is based on HTTP/ 1.1, and as
such is conpatible with any future version of HITP that is backward
compatible with HTTP/ 1.1 including HTTP/ 3 [ RFC9114].

4.1. HITP Met hods

The workfl ow defined in this docunment | everages the HTTP GET net hod
and its correspondi ng response(s) to request for and subsequently
obtain the service provider capability set docunent.

4.2. Integrity and Confidentiality

Peering requests and responses are defined over HTTP [ RFC9110].
However, due to the sensitive nature of information transnitted
between client and server, it is required to secure HITP
communi cati ons using Transport Layer Security (TLS) [RFC3446];
therefore the enterprise edge elenent and the capability server MJST
support TLS. Wen HTTP/3 is used, TLS is incorporated within QU C
Additionally, the enterprise edge el enent and capability server MJST
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support the use of the HTTPS URI schene as defined in [ RFC9110].
4.3. Authenticated Client Identity

HTTP usual | y adopts asymretric net hods of authentication. For
exanple, clients typically use certificate based authentication to
verify the server they are talking to, whereas, servers typically use
met hods such as HTTP di gest authentication or QAuth 2.0 [ RFC6749] to
authenticate clients. Though QAuth 2.0 is not an authentication
protocol, it nonetheless allows for client authentication to be
carried out with the use of QAuth tokens.

In the context of the SIP Auto Peer framework, QAuth 2.0 MJST be used
to carry out client authentication. Enterprise edge elenents could
use the various grant types outlined in the QAuth 2.0 specification
and supported by the service provider in order to obtain the
capability set docunent. This draft does not nandate a specific
grant type. The inplenentation of QAuth 2.0 to obtain the capability
set are beyond the scope of this docunent. However, it provides an
exanpl e of how an enterprise SBC could | everage the "Authorization
Code G ant" (Section 4.1 of [RFC6749]) flow to acquire the capability
set docurment fromthe service provider in Figure 2

Using the "Resource Omer Password Credential s" grant type

(Section 1.3.3 of [RFC6749]) requires the existence of a trust

rel ati onshi p between the resource owner (in this context, the

adm nistrator/enterprise network) and the client (in this context, an
edge el emrent such as an SBC). In SIP trunking depl oynents between
enterprise and service provider networks, such a trust relationship
bet ween the admi ni strator/resource owner/enterprise network and the
client (edge elenent) already exists, as SIP trunk registration (and
refreshing registrations) require credentials - typically a usernane
and password, that are configured on the edge el ement by the

adm nistrator. However, it is inportant for the enterprise network
adm ni strator and service provider to factor in security issues
associated with this grant type.
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Figure 2: dient Authentication Mechani sm
The flowillustrated in Figure 2 includes the foll owi ng steps:

A. The enterprise SBC (client) initiates the flow by directing the
resource owner’s (enterprise network administrator) user-agent to
the aut horization endpoint. The SBC includes its client
identifier, requested scope, local state, and a redirection UR
to which the authorization server will send the user-agent back
once access is granted (or denied). As a precursor to the flow,
the enterprise network adm nistrator has al ready obtained a
unique client identifier for their network and provided a
redirection URl populated with a target within their network to
obtain the authorization code.

I nandar, et al. Expires 21 January 2026 [ Page 10]



I nternet-Draft SIP Auto Peer July 2025

B. The authorization server within the service provider network
aut henticates the network adm nistrator (via the user-agent) and
est abl i shes whether the network adm nistrator grants or denies
the client’s access request.

C. Assunming the network adm nistrator grants access, the
aut hori zation server redirects the user-agent back to the
enterprise SBC using the redirection URI provided earlier (in the
request or during client registration). The redirection URI
i ncludes an authori zation code and any | ocal state provided by
the client earlier.

D. The enterprise SBC requests an access token fromthe
aut hori zati on server’s token endpoint by including the
aut hori zati on code received in the previous step. Wen nmaking
the request, the enterprise SBC authenticates with the
aut hori zation server and includes the redirection URl used to
obtain the authorization code for verification

E. The authorization server authenticates the enterprise SBC
val i dates the authorization code, and ensures that the
redirection URl received matches the URI used to redirect the SBC
instep (CQ. |If valid, the authorization server responds back
with an access token and, optionally, a refresh token

F. The enterprise SBC then contacts the capability server located in
the service provider network with an HITP GET request along with
the access token to retrieve the capability set docunent.

G The capability server checks for a valid access token and returns
the capability set docunment to the enterprise SBC. The service
provider will host a unique docunment for each enterprise network
that will peer with it.

4. 4. Encoding the Request

The edge elenent in the enterprise network generates a HITP CET
request such that the request-target is obtained using the procedure
outlined in section 4.5. This docunent does not specify any content
negotiation. The server MJST set the response content type header to
the application/json nedia type.

4.5. ldentifying the Request Target
HTTP GET requests fromenterprise edge el ements MJST carry a valid

request-target. The enterprise edge el enment mght obtain the URL of
the resource hosted on the capability server in one of two ways:
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1. Manual Configuration
2. Discovery using the Wbfinger Protoco

The conplete HTTPS URLs to be used when authenticating the enterprise
edge el enment (optional) and obtaining the SIP service provider
capability set can be obtained fromthe SIP service provider

bef orehand and entered into the edge el ement manually via some
interface - for exanple, a CLI or GU

However, if the resource URL is unknown to the adm nistrator (and, by
extension, to the edge el enent), the WbFi nger protocol [RFC7033] and
the ' sipTrunki ngCapability’ [RFC9409] link relation type may be

| everaged assuming that the service SIP service provider has

i mpl ement ed WebFinger within their network and hosts the capability
set at the respective |ocation

If an enterprise edge elenent attenpts to discover the URL of the
endpoints hosted in the sspl. exanpl e.com donmain, it issues the
foll owi ng request (line waps are for display purposes only).

GET /. wel | - known/ webf i nger ?
resour ce=ht t p¥8AWRF2Fsspl. exanpl e. com
rel =si pTrunki ngCapability
HTTP/ 1.1

Host: sspl. exanpl e. com

HTTP/ 1.1 200 K
Access-Control -Allow Origin: *
Cont ent - Type: application/jrd+json

"subject" : "http://sspl. exanpl e.cont,
"links"
[
{
"rel"™ : "sipTrunkingCapability",
"href"

"https://capserver.sspl. com capserver/capdoc. json"
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Once the target URI is obtained by an enterprise tel ephony network,
the URI may be dereferenced to obtain a unique capability set
docunent that is specific to that given enterprise tel ephony network.
The I TSP nay use credentials to determine the identity of the
enterprise tel ephony network and provide the appropriate capability
set docunent.

4.6. Cenerating the response

Capability servers include the capability set docunents in the body
of a successful response. Capability set docunments MJST be formatted
in JSON. For requests that are incorrectly formatted, an exanple
bei ng an incorrect query paraneter in the URI, the capability server
must generate a "400 Bad Request" response for the incorrect request.
If requests contain an invalid token, the capability server nust
generate a "403 Forbi dden" response clearly indicating that this

t oken does not have the pernission to view the capability set
docunent .

The capability server can respond to client requests with redirect
responses, specifically, the server can respond with the foll ow ng
redirect responses:

1. 301 Moved Tenporarily
2. 302 Found
3. 307 Tenporary Redirect

The server SHOULD incl ude the Location header field in such
responses. |If the Location header isn’t included in the response,
this can lead to the client being unable to find the capability set
docunent, leading to a failure in the peering process or requiring
manual intervention by an adm nistrator

5. State Deltas

G ven that the service provider capability set is largely expected to
remain static, the work needed to inplenment an asynchronous push
mechani smto encode m nor changes in the capability set docunent
(state deltas) is not commensurate with the benefits. Rather
enterprise edge elenents can poll capability servers at pre-defined
intervals to obtain the full capability set docunment. It is
recomrended that capability servers are polled every 24 hours.
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6

7

Encodi ng the Service Provider Capability Set

In the context of this draft, the capability set of a service
provider refers collectively to a set of characteristics which when
conmuni cated to an enterprise network, provides it with sufficient
information to directly peer with the service provider network. The
capability set docunent is not designed to encode extrenely granul ar
details of all features, services, and protocol extensions that are
supported by the service provider network. For exanple, it is
sufficient to encode that the service provider uses T.38 relay for
faxing, it is not required to know the val ue of the
"T38FaxFi || Bi t Renoval " paraneter.

The paranmeters within the capability set docunent represent a w de
array of characteristics, such that these characteristics
collectively dissemnate sufficient information to enable direct IP
peering between enterprise and service provider networks. The
various paraneters represented in the capability set are chosen based
on existing practises and common probl em sets typically seen between
enterprise and service provider SIP networks.

Data Model for Capability Set

Thi s section defines a YANG nodul e [ RFC7950] for encoding the service
provi der capability set. Section 7.1 provides the tree diagram
which is followed by a description of the various nodes within the
modul e defined in this draft.

1. Tree Diagram

This section provides a tree diagram[RFC3340] for the "ietf-sip-
aut o- peering" nodule. The interpretation of the synmbols appearing in
the tree diagramis as foll ows:

* PBrackets "[" and "]" enclose |ist keys.

* Abbreviations before data node names: "rw' means configuration
(read-wite), and "ro" neans state data (read-only).

* Synbols after data node nanes: "?" neans an optional node, "!"

means a presence container, and "*" denotes a list and leaf-Ilist.

*  Par ent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

* Elipsis ("...") stands for contents of subtrees that are not
shown.
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The data nodel

structure:

nmodul e: ietf-sip-auto-peering
+--ro0 peering-info* [index]

| nandar ,

+--ro index uint8
+--ro variant enumer ati on
+--1r0 revision
| +--ro not-before ui nt 32
| +--ro location i net:uri
+--ro0 transport-info
| +--ro transport* enuner ation
| +--ro registrar* [host port]
| | +--ro host uni on
| | +--ro port i net: port-nunber
| +--ro real ns* [ nane]
| | +--ro nane string
| | +--ro usernane? string
| | +--ro password? i anach: crypt - hash
| +--ro call-control* [host port]
| | +--ro host uni on
| | +--ro port i net: port - nunber
| +--ro dns* i net:ip-address
| +--ro outbound-proxy* [host port]
| +--ro host uni on
| +--ro port i net: port-nunber
+--ro call-specs
+--ro early-nedia? bool ean

I
| +--ro signaling-forking? bool ean
| +--ro supported-net hods* enuner ation
| +--ro caller-id
| | +--ro el64-format? bool ean
| | +--ro preferred-nmethod? enumer ati on
| +--ro numranges* [index]
| +--1r0 index uintl6
| +--ro type? enuner ation
| +--ro count? uint 16
| +--ro val ue* string
+--ro nedia
+--ro0 nedi a-type-audi o* [nedi a-format]

I

| | +--ro nedia-format enuneration
| | +--ro rate? uintl6

| | +--ro ptinme? uint8

| | +--ro paran? string

| +--ro fax

| | +--ro protocol* enumer ati on

| +--rortp

| | +--ro rtp-trigger? bool ean
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| +--ro symretric-rtp? bool ean
+--ro rtcp
+--ro0 symmetric-rtcp? bool ean

I

I

|

| +--ro rtcp-feedback? bool ean
+--ro dtnf

| +--ro payl oad- nunber? uint8

| +--ro iteration? bool ean
+--1r0 security

| +--ro signaling

| | +--ro secure? bool ean

| | +--ro version* enuneration

| +--ro nedia-security

| | +--ro key-nmanagenent* enumrer ation
| +--ro cert-location? i net:uri
| +--ro secure-tel ephony-identity

| +--ro stir-conpliance? bool ean

| +--ro0 cert-del egation? bool ean

| +--ro0 acne-directory? inet:uri
+--ro extensions* string

7.2. YANG Mode

This section defines the YANG nodul e for the peering capability set
docunent. This nodul e depends on exi sting YANG nodul es that provide
common YANG data types [RFC6991] and system managenment [RFC7317].

<CODE BEG NS> file "ietf-sip-auto-peeri ng@025-03-31. yang"
nmodul e i etf-sip-auto-peering {
yang-version 1.1;
namespace "urn:ietf:parans: xnm :ns:yang:ietf-sip-auto-peering";
prefix "peering";

inmport ietf-inet-types {
prefix "inet";
ref erence
"RFC 6991: Common YANG Data Types";
}

i mport iana-crypt-hash {
prefix "ianach";
ref erence
"RFC 7317: A YANG Data Mddel for System Managenent"
}

organi zati on
"I ETF ASAP (Automatic SIP trunki ng And Peering) Wrking G oup”

cont act
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"WG Web: <https://datatracker.ietf.org/wy/ asap/>
WG List: <mailto:asap@etf.org>

Edi t or: Kaustubh | nandar
<mai | t 0: kaust ubh. i etf @nuail.conp

Editor: Sreekanth Narayanan
<mai | t o: sknt h. n@r ot onmai | . con>

Editor: Cullen Jennings
<mai lto:fluffy@ii.ca>";

description
"Data nodel for encoding SIP Service Provider Capability Set

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words 'MJST', 'MJST NOT', 'REQUI RED , 'SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision 2025-03-31 {

description "lInitial version";

reference
"NOTE TO RFC EDI TOR: Pl ease replace "RFC XXXX with the actua
RFC nunber of this docunent when published, and delete this
sentence. Al so replace the revision with the date of publication
of this docunent.
RFC XXXX: Automatic Peering for SIP Trunks";

}

grouping entity {
description "Gouping that provides a reusable |ist named
"entity’, with each entry containing a host and a port.";
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| eaf host {
type union {
type inet:ip-address;
type inet:domai n- nane;

description "I P Address or host nanme of the entity";

}

| eaf port {
type inet: port-nunber;
description "Entity's port nunber (e.g. 5060).";
}
}

list peering-info {
key i ndex;
config fal se;
max- el enents 1;
description "A list containing a single container; the
peering-info node is akin to the root el enent of a JSON
docunent . ";

| eaf index {
type uint8;
description "Index for the peering-info docunent.";

}

| eaf variant {
type enuneration {
enum vl 0 {
description "Variant 1.0 of the capability set docunent is
defined in this draft";
}

}

mandat ory true;

description "A node that identifies the version nunber of the
capability set docunent. This draft defines the parameters
for variant 1.0; future specifications mght define a richer
paraneter set, in which case the variant nust be changed to
2.0, 3.0 and so on. Future extensions to the capability set
docunent MUST al so ensure that the correspondi ng YANG nodul e
is defined.";

}

cont ai ner revision {
description "A container that encapsul ates infornmation
regarding the availability of a new version of the
capability set docunent for the enterprise.";
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| eaf not-before {

type uint32;

mandat ory true;

description "A node that identifies the epoch tine at
which the paraneters in this capability set docunent are
activated or considered valid. This node has been set to
mandatory as it is the service provider’s
responsibility to informwhen new peering settings take
effect. Wthout being aware of a start tinme, the
enterprise network will experience failures.";

}

| eaf | ocation {

type inet:uri;

mandat ory true;

description "A node that identifies the URL of a new
revision of the service provider capability set docunent.
Wthout this URL, an enterprise network woul dn’'t be aware
of changes that have occurred in the service provider
net wor k. ";

}
}

contai ner transport-info {
description "A container that encapsul ates transport
characteristics of SIP sessions between enterprise and
service provider networks.";

leaf-1ist transport {
type enuneration {
enumtcp {
description "Transm ssion Control Protocol";

enumtls {
description "Transport Layer Security (over TCP)";

enum udp {
description "User Datagram Protocol";
}

}

m n-el enents 1;

description "Alist that enunmerates the different Transport
Layer protocols supported by the SIP service provider
Valid transport |ayer protocols include: UDP, TCP and TLS";

}

list registrar {
key "host port";
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| nandar ,

uses entity;

max- el enents 3;

description "Alist that specifies the transport address of
one or nore registrar servers in the service provider
networ k. The transport address of the registrar can be
provi ded using a conbination of a valid | P address and
port nunber, or a subdomain of the SIP service provider
network, or the fully qualified domain nane (FQDN) of the
SIP service provider network. If the transport address of
a registrar is specified using either a subdomain or a
fully qualified domain nane, the DNS el ement nust be
popul ated with one or nore valid DNS server |IP
addresses. ";

}

list realms {
key "nane";
description "A container that encapsul ates the set of realns
or protection domains the SIP service provider is
responsible for.";

| eaf nane {

type string;

mandat ory true;

description "A node specifying the SIP service provider
real mor protection domain. This node is encoded as a
string; the value of this node must be identical to the
value of the 'realm paraneter in a WWVAut henticate
header field that the SIP service provider might send in
response to requests that do not contain a valid
Aut hori sation header field.";

}

| eaf usernane {
type string;
description "A node that encodes the usernane for the
given realm The username is one of many inputs used by
the enterprise network in generating the response
paraneter of the Authorization header field.";

}

| eaf password {
type ianach: crypt-hash;
description "A node that encodes the password for the
given realm The password is one of many inputs used by
the enterprise network in generating the response
paraneter of the Authorization header field. The
password is stored as a cryptographic hash.";
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}
}

list call-control {

key "host port";

uses entity;

max-el enents 3;

description "Alist that specifies the transport address of
the call server(s) in the service provider network. The
enterprise network nust use an applicable transport
protocol in conjunction with the call control server(s)
transport address when transmitting call setup requests.
The transport address of a call server(s) within the
service provider network can be specified using a
combi nation of a valid I P address and port nunber, or a
subdonai n of the SIP service provider network, or a fully
qual i fied domain nane of the SIP service provider network
If the transport address of a call control server(s) is
specified using either a subdomain or a fully qualified
domai n nane, the DNS el ement nust be popul ated with one
or nmore valid DNS server |P addresses. The transport
address specified in this elenment can al so serve as the
target for non-call requests such as SIP OPTIONS. ";

}

leaf-1ist dns {

type inet:ip-address;

max-el enents 2;

description "A list that encodes the | P address of one or
nmore DNS servers hosted by the SIP service provider. |f
the enterprise network is unaware of the |IP address, port
nunber, and transport protocol of servers within the
service provider network (for example, the registrar and
call control server), it nust use DNS NAPTR and SRV
Alternatively, if the enterprise network has the fully
qual i fi ed domai n name of the SIP service provider network,
it nmust use DNS to resolve the said FQDN to an | P address.
The dns el enent encodes the I P address of one or nore DNS
servers hosted in the service provider network. |If however
either the registrar or call-control lists or both are
popul ated with a valid I P address and port pair, the dns
el ement nust be set to ::/0.";

}

i st outbound-proxy ({
key "host port";
uses entity;
description "Alist that specifies the transport address of
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one or nore outbound proxies. The transport address can be

specified by using a combination of an | P address and a
port nunber, a subdomain of the SIP service provider
network, or a fully qualified domain name and port nunber

of the SIP service provider network. |f the outbound- proxy

list is populated with a valid transport address, it
represents the default destination for all outbound SIP
requests and therefore, the registrar and call-contro
lists nmust be populated with the quadruple octet of
0.0.0.0";

}

cont ai ner call-specs {

| nandar ,

description "A container that encapsul ates information about
call specifications, restrictions and additional handling
criteria for SIP calls between the enterprise and service
provi der network.";

| eaf early-nedia {

type bool ean;

description "A node that specifies whether the service
provi der network is expected to deliver in-band
announcenent s/tones before call connect. The
"P-Early-Media’ header field can be used to indicate
pre-connect delivery of tones and announcenents on a
per-call basis. However, given that signalling and nedia
could traverse a large nunber of internediaries with
varying capabilities (in terns of handling of the
"P-Early-Media’ header field) within the enterprise, such
devi ces can be appropriately configured for nmedia cut
through if it is known before-hand that early nmedia is
expected for some or all of the outbound calls. This

el ement is a boolean type, where a value of true signifies

that the service provider is capable of early nedia. A
val ue of false signifies that the service provider is not
expected to generate early nedia.";

}

| eaf signaling-forking {
type bool ean;
description "A node that specifies whether outbound cal
requests fromthe enterprise mght be forked on the
service provider network that MAY lead to multiple early
di al ogs. This informati on woul d be useful to the

enterprise network in appropriately handling multiple early

dialogs reliably and in enforcing local policy. This

el ement is a boolean type, where a value of true signifies
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that the service provider network can potentially fork

out bound call requests fromthe enterprise. A value of

false indicates that the service provider will not fork
out bound call requests.";

}

| eaf -1ist supported-nethods {
type enuneration {
enuminvite {
description "lInitiate a dialog or session.”;

enum ack {
description "Acknow edge final response to INVITE. ";

enum bye {
description "Terminate a dialog or session.";
}

enum cancel {
description "Cancel a pending request.";
}

enum regi ster
description "Register contact information.";
}

enum options {
description "Query capabilities of a server.";

enum prack {
description "Provisional acknow edgenent.";
}

enum subscri be {
description "Subscribe to an event.";

enum notify {
description "Notify subscriber of an event.";
}

enum publish {
description "Publish an event state.";
}

enuminfo {
description "Send md-session information.";

enum refer {
description "Refer recipient to a third party.";
}

enum nmessage {
description "lInstant nessage transport."”;

enum updat e {
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description "Update session paraneters within a dialog.";

}
}

description "Alist that specifies the various SIP nethods
supported by the SIP service provider. The |ist of
supported nmethods help to appropriately configure
various devices within the enterprise network. For
exanple, if the service provider enumerates support for
the OPTIONS met hod, the enterprise network coul d
periodically send OPTIONS requests as a keep-alive
mechani sm";

}

container caller-id {

description "A container that encodes the preferences of SIP
service providers in terns of calling nunber presentation
by the enterprise network. Certain I TSPs require that the
calling nunber be formatted in E. 164, whereas others place
no such restrictions. Additionally, sone |ITSPs require
that the calling nunber be included in a specific SIP
header field, for exanple, the P-Asserted-I1D header field
or the From header field, whereas others place no
restrictions on the specific SIP header field used to
convey the calling nunber.";

| eaf el164-format {

type bool ean;

description "A node that indicates whether the service
provider requires the enterprise network to nornmalize
the calling nunmber into E 164 format. A value of true
mandates the enterprise network to format calling
nunbers to E. 164 format, while a fal se | eaves the
formatting of the calling nunber up to the enterprise
net work. ";

}

| eaf preferred-nethod {
type enuneration {
enum p-asserted-identity {
description "Use the 'P-Asserted-ldentity’ header to
determine renote party identity.";
}

enum from {
description "Use the 'Fronmi header to determ ne renote
party identity.";

}
description "A node that specifies which SIP header MJST
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}

be used by the enterprise network to communicate caller
informati on. The value of this node is a string that
contains the name of the SIP header required to carry
caller information."

}

l'ist numranges {

key i ndex;
description "Alist that specifies the Direct Inward Di al
(DI D) nunber range allocated to the enterprise network by
the SIP service provider. The DI D nunber ranges all ocated
by the service provider to the enterprise network might be
a contiguous or a non-contiguous block. The nunber ranges
all ocated to an enterprise can be comuni cated as a val ue
or as a reference. For large enterprise networks, the size
of the DID range night run into several hundred nunbers.
For situations in which the enterprise is allocated a | arge
DI D nunmber range or a non-contiguous nunber range it is
RECOMVENDED t hat the SIP service provider communicate this
informati on by reference, that is, through a URL. The
enterprise network is required to de-reference this URL in
order to obtain the DI D nunber ranges allocated by the SIP
service provider. Refer to the exanple provided in
Section 9.1.";

| eaf index {
type uint 16;
description "lIndex for the nunber ranges.";

}
| eaf type {
type enuneration {
enum range {
description "Nunbers specified as a range.";
enum col |l ection {
description "Numbers specified in the formof a
collection.”;
}
enum reference {
description "Nunmber range available at a URL.";
}
}
description "A node that indicates whether the DI D range
is communi cated by value or by reference. It can have a
val ue of 'range’, 'collection’ or 'reference .";
}

I nandar, et al. Expires 21 January 2026 [ Page 25]



I nternet-Draft SIP Auto Peer July 2025

| eaf count {
when "../type = 'range’ or ../type = 'collection";
type uint 16;
description "Indicates the size of the DI D nunber range.
This | eaf MJUST NOT be included when using the
"reference’ type.";

}

| eaf-1ist value {
type string;
description "A list that encapsul ates the DI D nunber range
all ocated to the enterprise. If the numranges '"type' is
set to 'range’ or 'collection’, the 'count’ node MJST
have a valid, non-zero, positive integer. If the
numranges 'type’ value is set to 'range’, then, the
nunber in this field represents the first phone nunber
of a DID range allocated to the enterprise. The val ue
of subsequent nunbers of the given DI D range are
obt ai ned by adding one to the value of this field. The
nunber of tines we need to add one is indicated by the
‘count’ field.";
}
}
}

contai ner nmedia {

description "A container that is used to collectively
encapsul ate the characteristics of UDP-based audi o streans.
A future extension to this draft nmay extend the nedia
container to describe other nmedia types. The nedi a contai ner
is also used to encapsul ate basic informati on about
Real - Ti me Transport Protocol (RTP) and Real -Ti me Transport
Control Protocol (RTCP) fromthe perspective of the service
provider network. At the tinme of witing this specification,
vi deo nedia streans aren’t exchanged between enterprise and
service provider SIP networks.";

list media-type-audio {

key "nmedi a-format";

description "A list encoding the various audio nedia formats
supported by the SIP service provider. The relative
ordering of different nedia formats in the |list indicates
preference fromthe perspective of the service provider
Each elenent in the list begins with the encodi ng nane
of the media format, which is the same encodi ng nane as
used in the 'RTP/AVP and ' RTP/ SAVP' profiles. The
encoding nane is followed by the sanpling rate for the
encodi ng and the packetization time. Additionally, any
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other required and optional paraneters for the given nedia
format as specified when the nedia format is registered

[ @RFCA855] are described the "parami field.

G ven that the paraneters of nedia formats can vary from
one conmmuni cation session to another, for exanple, across
two separate conmuni cation sessions, the packetization
time (ptime) used for the PCMJ nedia format mght vary
from10 to 30 nms, the paraneters included in the fornmat

el ement nmust be the ones that are expected to be invariant
fromthe perspective of the service provider. Providing

i nformati on about supported nedia fornmats and their
respective paraneters, allows enterprise networks to
configure the nedia plane characteristics of various

devi ces such as endpoints and ni ddl eboxes.";

| eaf medi a-format {

type enuneration {
enum pcmu {

description "PCMJ format.";

}
enum g722 {
description "Gr22 format.";

}
enum g729 {
description "Gr29 format.";

}
oo . .
description "The audio nedia format.";

}

| eaf rate {

type uint 16;

description "Sanmpling rate in Hz.";
}

| eaf ptime {
type uint8;
description "Packetization time in nmlliseconds.";

}
| eaf param {
type string;

description "Optional paraneter for additional nedia
details regarding the encoding.";
}

}

cont ai ner fax {
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description "A container that encapsul ates the fax
prot ocol (s) supported by the SIP service provider. The fax
contai ner encloses a list (protocol) that enunerates
whet her the service provider supports t38 relay,
prot ocol - based fax passthrough or both. The relative
ordering of nodes within the lists indicates preference.";

| eaf-1ist protocol {
type enuneration {
enum pass-through {
description "Protocol -based fax passthrough.”;

}
enum t 38 {
description "T38 relay.";
}
}
max- el enents 2;

description "List indicating the different fax protocols
supported by the service provider.";

}

container rtp {
description "A container that encapsul ates generic
characteristics of RTP sessions between the enterprise
and service provider network.";

| eaf rtp-trigger {

type bool ean;

description "A node indicating whether the SIP service
provi der network al ways expects the enterprise network
to send the first RTP packet for an established
communi cati on session. This information is useful in
scenarios such as "hairpinned calls, in which the caller
and callee are on the service provider network and
because of sub-optinmal nedia routing, an enterprise
devi ce such as an SBC is retained in the nedia path.
Based on the encoding of this node, it is possible to
configure enterprise devices such as SBCs to start
streamng nedia (possibly filled with silence payl oads)
toward the address:port tuples provided by caller and
callee. This node is a boolean type. A value of true
i ndi cates that the service provider expects the
enterprise network to send the first RTP packet, whereas
a value of false indicates that the service provider
network does not require the enterprise network to send
the first nmedia packet. Wiile the practise of preserving
the enterprise network in a hairpinned call flowis
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fairly common, it is reconmended that SIP service
providers avoid this practise. In the context of a

hai r pi nned call, the enterprise device retained in the
call flow can easily eavesdrop on the conversation

bet ween the offnet parties.”;

symretric-rtp {

type bool ean;
description "A node indicating whether the SIP service

}
}

cont ai

provi der expects the enterprise network to use symetric
RTP as defined in [ @RFC4961]. Enforcement of this

requi renent by service providers on enterprise networks
is typically useful in scenarios such as nedia |atching
[ @RFC7362] . This node is a boolean type, a value of true
i ndi cates that the service provider expects the
enterprise network to use symmetric RTP, whereas a val ue
of false indicates that the enterprise network can use
asymetric RTP.";

ner rtcp {

description "A container that encapsul ates generic
characteristics of RTCP sessions between the enterprise
and service provider network.";

| eaf

symmetric-rtcp {

type bool ean;
description "A node indicating whether the SIP service

}

| eaf

provi der expects the enterprise network to use synmmetric
RTCP as defined in [ @FC4961]. This node is a bool ean
type, a value of true indicates that the service

provi der expects symetric RTCP reports, whereas a

val ue of false indicates that the enterprise can use
asymetric RTCP.";

rtcp-feedback {

type bool ean;
description "A node that indicates whether the SIP service

et al.

provi der supports the RTP profile extension for

RTCP- based feedback [ @GRFCA585]. Medi a sessi ons spanning
enterprise and service provider networks, are rarely
made to flow directly between the caller and callee,
rather, it is often the case that media traffic flows
through network internediaries such as SBCs. As a result,
RTCP traffic fromthe service provider network is
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intercepted by these intermediaries, which in turn can
ei ther pass across RTCP traffic unnodified or nodify
RTCP traffic before it is forwarded to the endpoint in
the enterprise network. Mdification of RTCP traffic
woul d be required, for exanple, if the internediary has
performed nedi a payl oad transformati on operations such
as transcoding or transrating. In a simlar vein, for
the RTCP-based feedback nechani smas defined in

[ @RFCA585] to be truly effective, internediaries nust
ensure that feedback nessages are passed reliably and
with the correct formatting to enterprise endpoints.
This might require additional configuration and

consi derations that need to be dealt with at the time of
provi sioning the internediary device. This node is of
bool ean type, a value of true indicates that the service
provi der supports the RTP profile extension for

RTP- based feedback and a val ue of false indicates that
the service provider does not support the RTP profile
extensi on for RTP-based feedback.";

}
}
}

contai ner dtnf {
description "A container that describes the various aspects of
DTMF rel ay via RTP Naned Tel ephony Events. The dtnf
container allows SIP service providers to specify two facets
of DTMF relay via Named Tel ephony Events.";

| eaf payl oad- nunber {
type uint8 {
range "96..127";
}

description "Indicates the payl oad type nunber.";

}

leaf iteration {
type bool ean;
description "A value of true indicates that the service
provi der supports RFC4733 while a value of false indicates
that the service provider prefers RFC2833";
}
}

cont ai ner security {
description "A container that encapsul ates characteristics
about encrypting signalling streans between the enterprise
and SI P service provider networks.";
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cont ai ner signaling {
description "A container that encapsul ates the type of
security protocol for the SIP communication between the
enterprise SBC and the service provider.";

| eaf secure {

type bool ean;

description "A node that specifies whether the service
provider allows the use of TLS to secure SIP signalling
messages between the enterprise and service provider
network. This node is of boolean type, a value of true
i ndi cates that the service provider supports SIP
sessions over TLS, wheras a value of false indicates
that the service provider does not support SIP over
TLS. ";

}

| eaf-1ist version {
type enuneration {
enum 1. 2 {
description "TLS version 1.2.";

enum 1. 3 {
description "TLS version 1.3.";
}
}
description "Alist that specifies the version(s) of TLS
supported.”;

}
}

cont ai ner medi a-security {
description "A container that describes the various
characteristics of securing nmedia streans between
enterprise and service provider networks.";

| eaf-1ist key-managenent {
type enuneration {
enum sdes {
description "Sinplified Data Encrypti on Standard
key managenent.";
}

enumdtls-srtp {
description "SRTP keys managed usi ng DTLS.";

}
}
description "A list that specifies the key nmanagenent
met hod(s) used by the service provider. Possible val ues
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| nandar ,

}
}

inthis list include ' SDES and ’'DILS-SRTP' . A val ue of
"SDES' signifies that the SIP service provider uses the
met hods defined in [ @RFC4568] for the purpose of key
managenent. A val ue of 'DTLS-SRTP' signifies that the
SI P service provider uses the nethods defined in

[ @RFC5764] for the purpose of key nanagenent.";

| eaf cert-location {
type inet:uri;
description "If the enterprise network is required to

}

exchange SIP traffic over TLS with the SIP service
provider, and if the SIP service provider is capable of
accepting TLS connections fromthe enterprise network, it
may be required for the SIP service provider certificates
to be pre-installed on the enterprise edge elenent. In
such situations, the cert-location node is populated with
a URL, which when dereferenced, provides a single PEM
encoded file that contains all certificates in the chain
of trust.";

cont ai ner secure-tel ephony-identity {
description "Encapsul ates Secure Tel ephony ldentity (STIR)

characteristics.";

| eaf stir-conpliance {

}

type bool ean;

description "A node that indicates whether the SIP service
provider is STIR conpliant. This node is of bool ean
type, a value of true indicates that the SIP service
provider is STIR conpliant. A value of false indicates
that the SIP service provider is not STIR conpliant. A
SI P service provider being STIR conpliant has
i mplications for inbound and outbound calls, fromthe
perspective of the enterprise network.";

| eaf cert-del egation {

type bool ean;

description "A node that indicates whether a SIP service
provider that allocates one or nore number ranges to an
enterprise network, is willing to delegate authority to
the enterprise network over that number range(s). This
node is of boolean type, a value of true indicates that
the SIP service provider is willing to delegate authority
to the enterprise network over one or nore nunber
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ranges. A value of false indicates that the SIP service
provider is not willing to del egate authority to the
enterprise network over one or nore nunber ranges. This
node MJST only be included in the capability set if the
val ue of the stir-conpliance |eaf node is set to true.
In order to obtain delegate certificates, the enterprise
networ k nmust be nmade aware of the scope of delegation -
the nunber or nunber range(s) over which the SIP service
provider is willing to del egate authority. This
information is included in the numranges container.";

}

| eaf acne-directory {

when "../cert-del egation = "true'";

type inet:uri;

description "A node that provides the URL of the directory
obj ect for delegate certificates using Autonatic
Certificate Managenment Environnment (ACME) [ @GRFCB8555].
The directory object URL, when de-referenced, provides a
collection of field nane-value pairs. Certain field
nane-val ue pairs provided in the response are used to
bootstrap the process the obtaining del egate
certificates. This node MJUST only be included in the
capability set if the value of the cert-del egation
| eaf node is set to true.";

}
}
}
| eaf-1ist extensions {
type string;

description "Alist of all possible SIP option tags supported
by the service provider network. These extensions nust be
ref erenced using nane regi stered under | ANA ";
}
}

}
<CODE ENDS>
7.3. Extending the Capability Set

There are situations in which equi pnent nmanufactures or service
provi ders woul d benefit from extendi ng the YANG nodul e defined in
this draft. For exanple, service providers could extend the YANG
modul e to include information that further sinplifies direct IP
peering. Such information could include: trunk group identifiers,
custoner/enterprise account nunbers, service provider support
nunmbers, anmong others. Extension of the nodul e can be achi eved by

I nandar, et al. Expires 21 January 2026 [ Page 33]



I nternet-Draft SIP Auto Peer July 2025

importing the nodule defined in this draft. An exanple is provided
bel ow. Consi der a new YANG nodul e "vendor A" specified for VendorA' s
enterprise SBC. The "vendor A-config" YANG nodule is configured as

fol | ows:

nmodul e vendor A-config {
namespace "urn:ietf:parans: xm : ns: yang: vendor A-confi g";
prefix "vendorA";

description
"Data nodel for configuring VendorA Enterprise SBC';

revi si on 2020- 05-06 {
description "lInitial revision of VendorA Enterprise SBC
configuration data nodel ";

}

import ietf-peering {
prefix "peering";
}

augnent "/ peering: peering-info" {
cont ai ner vendor AConfig {
| eaf vendor AConfi gParaml {
type int32;
description "vendor A configuration paranmeter 1
(SBC Device ID";

}

| eaf vendor AConfi gParanm? {
type string;
description "vendor A configuration paraneter 2
(SBC Devi ce nane)";

}
description "Container for vendor A SBC configuration";
}
}
}

In the exanpl e above, a custom nodul e nanmed "vendor A-confi g" uses the
"augnent" statenment as defined in Section 4.2.8 of [RFC7950] to
extend the nodul e defined in this draft.
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8.

9

Processing the Capability Set Response

This section provides a non-normative description of the procedures
that could be carried out by the enterprise network after obtaining
the SIP service provider capability set. On obtaining the capability
set, the enterprise edge el enent can parse the various fields within
the capability set and generate configuration blocks. For exanple,
the configuration required to successfully register a SIP trunk with
the SIP registrar hosted in the service provider network, the
configuration required to ensure that fax calls are handl ed
appropriately, the configuration required to advertise only audio
codecs supported by the SIP service provider, anong nmany ot her
configuration blocks. A configuration block generated for an al npst
identical SIP service provider capability set document is likely
going to differ drastically fromone vendor to the next.

Enterprise edge el enents are usually capabl e of normalising

m smat ches in the signalling and nedia pl anes between the enterprise
and service provider SIP networks. As a result, nost, if not all of
the configuration blocks required to enable successful SIP service
provi der peering mght need to be added on the edge element. In
situations wherein configuration blocks need to be distributed across
mul ti ple devices, sone nechanism that is out of scope of this
docunent might be used to communicate the specific fields of capacity
set and their corresponding value. Alternatively, a human

adm ni strator could go through the capability set document and
configure the edge elenent (and if required, other devices in the
enterprise network appropriately.

Exanpl es

Thi s section provides exanpl es of how capability set docunents that

| everage the YANG nodul e defined in this docunent can be encoded over
JSON as well as the exchange of nessages between the enterprise edge
el ement and the service provider to acquire the capability set
docunent. The service provider will create a uni que docunment for
each enterprise network that will peer with it.

1. JSON Capability Set Docunent

<CODE BEG NS> fil e "asap-exanpl e.json"

{
"ietf-sip-auto-peering:peering-info": [
{
"index": O,
"variant": "v1_ 0",

"revision": {
"not - before": 1742330340,
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"l ocation":
"https://capserver. exanpl e. or g/ capserver/ capdoc. j son"

}

ransport-info": {
"transport": |

"tep”,
"tls",
"udp"
I,
"registrar": |
"host": "registrarl. voip.exanpl e.coni,
"port": 5060
b
{
"host": "registrar2.voip.exanpl e.cont,
"port": 5060
}
1,
"real ms": [
{
"nanme": "voi p. exanpl e. cont',
"user name": "voip",

"password": "$6$CoEIWEXXp6U FRFq$4RKL2I SSGLoKdf G X4l QLFX089gc0
wt JsKi Bxg/ BBz6aNwu7C. D3KRUAD7I vInbr haCdhSzVh/ Xf kkAUY2dTuO"

}
1,
"call-control": |
"host": "call Serverl.voi p. exanpl e. cont',
"port": 5060
b
{
“host": "192.0. 2. 40",
"port": 5065
}
1,
"dns": [
"192.0. 2. 50",
"192.0. 2. 51"
]

’utbound—proxy": [{
"host": "192.0. 2. 35",
"port": 5060

}H

"éall—specs": {
"early-media": true,
"signaling-forking": false,
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"support ed- net hods": |
"invite",
"options",

"bye",
"cancel ",
"ack",
"prack",
"subscri be",
"notify",
"register"

"éaller-id": {
"el64-format": true,

"preferred-nmethod": "front
},
"numranges": |

{

"i ndex": O,

"type": "range",

"count": 20,

"val ue":
"19725455000"

]

H
{

"index": 1,

"type": "collection",

"count": 2,

"val ue": [
"19725455000",
"19725455001"

]

}
]
},
"medi a": {
"medi a-type-audi 0": |

"media-format": "pcnu",

"rate": 8000,

"ptinme": 20

H
{

"media-format": "g729",

"rate": 8000,

"ptinme": 20,

"paran': "annexb"

}
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"fax": {
"protocol ": [
"t38",
"pass-t hrough"
]

},

rep {

"rtp-trigger": true,
"symmetric-rtp": true

},

"rtep': {
"symetric-rtcp": true,
"rtcp-feedback": true

}

1

“dtnf " {
"payl oad- nunber": 101,
"iteration": false

}

"security": {
"signaling": {
"secure": true,
"version": ["1.2", "1.3"]

}

: di a-security": {
"key- managenent": ["sdes", "dtls-srtp"]

}

ert-location":
"https://sipserviceprovider.conicertificateList. pent,

"secure-tel ephony-identity": {

"stir-conpliance": true,

"cert-del egation": true,

"acme-directory": "https://sipserviceprovider.conmlacne. htm "
}
},
"extensions": [
"timer",
"rel 100",
"gin",
"pat h"
]
}
]
}
<CODE ENDS>
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9

10.

11.

2. Exanpl e Exchange

This section is an informational exanple depicting the configuration
flowthat ultimately results in the enterprise edge el enent obtaining
the capability set docunment fromthe SIP service provider. Assun ng
the enterprise edge el ement has been pre-configured with the request
target for the capability set docunent or has dynam cally found the
request target, the edge el enent generates a HITTP GET request. This
request can be chall enged by the service provider to authenticate the
enterprise.

GET /capdoc?t runki d=t runkent 1456 HTTP/ 1.1
Host: capserver.sspl. com
Aut hori zati on: Bearer <clientToken>

The capability set docunent is obtained in the body of the response
and is encoded in JSON

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cont ent - Lengt h: nnn

{

}
| ANA Consi der ations

"peering-info":

Thi s docunent has no | ANA acti ons.
Security Considerations

The capability set document contains sensitive information that nust
be protected fromattackers. A capability set docunent |eak can
inflict considerable danage to both the enterprise as well as the
service provider. An attacker that gains access to the capability
set docunent can cause problens in multiple ways.

There are multiple attack points in the ASAP workfl ow. The sections
bel ow deal with the different points at which the workflowis
vul nerabl e to attackers.
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11.

11.

12.

13.

1. QAuth Credentials

In scenarios wherein client authentication is carried out using QAuth
resource owner credentials, it is required to ensure that these
credentials cannot be acquired by any unauthorized third-party. |If
acqui red by an unauthorized third-party, these credentials nmay be
used to obtain the capability set docunent fromthe SIP service

provi der and subsequently use the information in such a docunment to
make unaut horized calls while posing as an enterprise tel ephony
network that has legitinately paid for calling services froma SIP
service provider.

2. Cdient-Server Conmunication

Al'l conmuni cation used by the edge element to obtain the capability
set docunment fromthe capability server MJST be secured using HITPS
Failure to do so, results in the capability set docunent being
transmtted over clear text, thus exposing sensitive information such
as targets for trunks registration, targets for outbound calling
requests and credentials used in building the Authorisation header
field provided in response to authentication challenges.
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