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Abst ract

Thi s docunent defines a strategy to securely assign a Pledge to an
owner using an artifact signed, directly or indirectly, by the
Pl edge’ s manufacturer. This artifact is known as a "voucher".

Thi s docunment defines an artifact format as a YANG defined JSON or
CBOR docunent that has been signed using a variety of cryptographic
syst ens.

The voucher artifact is normally generated by the Pl edge’s
manuf acturer (i.e., the Manufacturer Authorized Signing Authority
(MASA) ) .

Thi s docunent updates RFC8366, includes a number of desired
extensions into the YANG The voucher request defined in RFC8995 is
al so now included in this docunent, as well as other YANG extensions
needed for variants of BRSKI/RFC8995

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-anina-rfc8366bis/.

Di scussi on of this docunent takes place on the anima Wrking G oup
mailing list (mailto:anim@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/anim/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/aninm/.
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Source for this draft and an issue tracker can be found at
https://github. com ani ma-wg/ voucher.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines a strategy to securely assign a candi date
device (Pledge) to an owner using an artifact signed, directly or

indirectly, by the Pledge’s manufacturer, i.e., the Manufacturer
Aut hori zed Signing Authority (MASA). This artifact is known as the
"voucher"

The voucher artifact is a JSON [ RFC8259] docunent that conforns with
a data nodel described by YANG [ RFC7950]. It may al so be serialized
to CBOR [CBOR]. It is encoded using the rules defined in [ RFC7951]
or [RFC9254], and is signed using (by default) a CM5 structure

[ RFC5652] .
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The primary purpose of a voucher is to securely convey a trust anchor
that a Pl edge can use to authenticate subsequent interactions. The
trust anchor may be in the formof a certificate (the "pinned-domain-
cert" attribute), a hash of a certificate, or it can be a raw public
key (in constrained use cases).

This trust anchor represents the authority of the owner of a network.
Conmuni cating this trust anchor securely to the Pledge is the job of
the voucher artifact. The act of comunicating this trust anchor is
known as pinning the trust anchor, as the Pledge can then use the
resulting anchor to authenticate other actors who are part of the
network. The collection of all these actors is collectively known as
the network domain. (This is not related to the domai n nane system
but rather the termis of mathematical origin)

A voucher may be useful in several contexts, but the driving
nmotivation herein is to support secure onboardi ng nechani sns. This
i s acconplished by assigning an owner to the Pledge, enabling it to
authenticate the network that it is connected to.

[ RFC8366] originally defined just the voucher artifact, |eaving the
Voucher Request artifiact that is inportant to BRSKI to be defined in
[BRSKI]. This docunent includes both Voucher and Voucher- Request,
and therefore updates [BRSKI].

YANG i s not easily extended except by updating the YANG definition
Since [ RFC8366] was written, the pattern is to publish YANG nodul es
as two docunents: one with only the YANG nodul e, and the ot her one
with usage, notivation and further explanation. This allows the YANG
modul e to be updated without replacing all of the context. This
docunent does not follow that pattern, but future updates may update
only the YANG

Thi s docunent al so introduces an experinental nechanismto support
future extensions without requiring the YANG nodul e to be repl aced.
Thi s includes both new | ETF Standard nechanisns, as well as a
facility for manufacturer private extensions.

The lifetimes of vouchers may vary. In some onboardi ng protocols,
the vouchers may include a nonce restricting themto a single use,
whereas the vouchers in other onboarding protocols nmay have an
indicated lifetime. |In order to support long lifetimes, this
docunent recommends using short lifetines with progranmatic renewal,
see Section 9.1.

Sone onboardi ng protocols using the voucher artifact defined in this
docunent include: [ZERO TOUCH, [ SECUREJO N, [BRSKI] and [cBRSKI].
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2

Ter mi nol ogy
Thi s docunent uses the follow ng terns:

(Voucher) Artifact: Used throughout to represent the voucher as
instantiated in the formof a signed datastructure.

Boot st rappi ng: The process where a Pl edge obtains cryptographic key
material to identify and trust future interactions within a
specific domain network. Based on inprinted key material provided
during the manufacturing process (see: Inprint).

Domai n: The set of entities or infrastructure under comon
adm nistrative control. The goal of the onboarding protocol is to
enable a Pledge to join a domain and obtain domain specific
security credentials.

Imprint: The process where a device obtains the cryptographic key
material to identify and trust future interactions generally as
part of the manufacturing. This termis taken from Konrad
Lorenz’s work in biology with new ducklings: "during a critica
period, the duckling would assunme that anything that |ooks |ike a
nmot her duck is in fact their nother" [Stajano99theresurrecting].
An equivalent for a device is to obtain the fingerprint of the
manuf acturer’s root certification authority (root ca) certificate.
A device that inprints on an attacker suffers a simlar fate to a
duckling that inmprints on a hungry wolf. Inprinting is a term
from psychol ogy and ethol ogy, as described in [inprinting].

Joi

n Registrar (and Coordinator): A representative of the donain
that is configured, perhaps autonomcally, to deci de whether a new
device is allowed to join the domain. The adm nistrator of the
domain interfaces with a join registrar (and Coordinator) to
control this process. Typically, a join registrar is "inside" its
domain. For simplicity, this docunent often refers to this as
just "registrar".

MASA (Manuf acturer Authorized Signing Authority): The entity that,
for the purpose of this docunment, issues and signs the vouchers
for a manufacturer’s Pl edges. |In sone onboardi ng protocols, the
MASA nmay have an Internet presence and be integral to the
onboardi ng process, whereas in other protocols the MASA nay be an
offline service that has no active role in the onboardi ng process.

Mal i ci ous Registrar: An on-path active attacker that presents itself
as a legitimte registrar, but which is in fact under the contro
of an attacker.
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Onboar di ng: Onboardi ng describes the process to provi de necessary
operational data to a Pledge and to conplete the process of
bringing the Pledge into an operational state. This data may be
configuration data, or also application-specific cryptographic key
mat eri al (application-specific security credentials).

Omer: The entity that controls the private key of the trust anchor
conveyed by the voucher. Typically, this is indicated by the
"pi nned-domai n-cert” data item

Pl edge: The prospective conponent/device attenpting to find and
securely join a domain. Wen shipped or in factory reset node, it
only trusts authorized representatives of the nmanufacturer.

Registrar: See join registrar.

TOFU (Trust on First Use): Wen a Pl edge makes no security decisions
but rather sinply trusts the first domain entity it is contacted
by. Used simlarly to [RFC7435]. This is also known as the
"resurrecting duckling" nodel.

Voucher: A short formfor Voucher Artifact. It refers to the signed
statenent fromthe MASA service that indicates to a Pledge the
cryptographic identity of the domain it should trust. Wen
clarity is needed, it nay be preceeded by the type of the
signature, such as CM5, JWS or COSE.

Voucher Data: The raw (serialized) representation of the YANG
wi t hout any enclosing signature. Current formats include JSON and
CBOR.

Voucher Request: A signed artifact sent fromthe Pledge to the
Regi strar, or fromthe Registrar to the MASA for Voucher
acqui sition.

Pl edge Voucher Request (PVR): A signed artifact sent fromthe Pl edge
to the Registrar. It is a specific formof Voucher Request.

Regi strar Voucher Request (RVR): A signed artifact sent fromthe
Registrar to the MASA. It is a specific formof Voucher Request.

3. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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4. Survey of Voucher Types

A voucher is a cryptographically protected statement to the Pl edge
aut hori zing a zero-touch onboarding with the join registrar of the
domai n. The specific information a voucher provides is influenced by
t he onboardi ng use case.

The voucher can convey the following information to the join
regi strar and Pl edge:

Assertion Basis: Indicates the nethod that protects the onboarding
(this is distinct fromthe voucher signature that protects the
voucher itself). Methods include manufacturer-asserted ownership
verification, assured | ogging operations, or reliance on Pl edge
behavi or such as secure or nmeasured boot. The join registrar uses
this information to nake a deternination as to whether to accept
the Pledge into the network. Only sone nethods are nornatively
defined in this document. Oher methods are left for future work.

Aut hentication of Join Registrar: |Indicates how the Pl edge can
authenticate the join registrar. This docunent defines a
mechanismto pin the domain certificate, or a raw public key.
Pinning a symetric key, or "CN-1D"' or "DNS-ID" information (as
defined in [RFC6125]) is left for future work.

Anti-Replay Protections: Time- or nonce-based information to
constrain the voucher to tine periods or bootstrapping attenpts.

A nunber of onboardi ng scenarios can be net using differing

conbi nations of this information. All scenarios address the prinmary
threat of an on-path active attacker (or MTM inpersonating the
registrar. |If successful, this would gain control over the Pl edge.
The foll owi ng conbi nations are "types" of vouchers:
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[ oo oo ool e s el s e pes et e pe e peep s pep
| Voucher | Assertion | | Registrar | | Validity]| |
| Type I I I ID | I I I
[ R ety sty ety Lty ety e g o
| | Logged | Veri fi ed| Trust |CN-1D or| RTC| Nonce|
| | | | Anchor | DNS-1D| | |
Fo-m e - - I I I I I +----- +
| Audi t | X | X | | X|
| voucher | I I I I I I
+---- - - - F-- - - - +-------- F-- - - - +-------- +-------- +----- +
| Noncel ess| X | | X | | X| |
| Audi t I I I I I I I
Fo-m e - - I I I I I +----- +
| Owner | X X| X | X| X
| Audi t I I I I I I I
+---- - - - F-- - - - +-------- F-- - - - +-------- +-------- +----- +
| Oaner 1D | | X| X | X| X| |
R I F----- - - I F----- - - F----- - - +----- +
| Bear er | X | wildcard |wldcard|optional| opt]
| voucher | I I I I I I
F---- - - - F--- - - - +---- - - - F--- - - - +---- - - - +---- - - - +----- +

Table 1: Overview of voucher types

NOTE: Al voucher types include a ’'Pledge |ID serial-nunber’ (not
shown here for space reasons).

Audit Voucher: An Audit Voucher is naned after the | oggi ng assertion
mechani sns that the registrar then "audits" to enforce |oca
policy. The registrar mtigates a nmalicious registrar by auditing
that an unknown nalicious registrar does not appear in the |og
entries. This does not directly prevent a nalicious registrar but
provi des a response nechani smthat ensures the on-path-attack is
unsuccessful. An advantage is that actual ownership know edge
(i.e., sales integration providing an indication of who purchased
the device) is not required on the MASA servi ce.

Noncel ess Audit Voucher: An Audit Voucher with a validity period
statenment, but no guarantee of freshness. Fundanentally, it is
the sane as an Audit Voucher except that it can be issued in
advance to support network partitions or to provide a pernanent
voucher for renote deploynents. Being issued in advance of the
Pl edge being online, the Pledge can not rely on a nonce to be
i ncluded for freshness. This conpronise in reducing the freshness
allows for the resulting voucher can be carried across air-gapped
infrastructure. |In addition, as there is no end to the validity
peri od, the voucher can be used after the manufacturer (and its
del egat es) has gone out of business.
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Omnership Audit Voucher: An Audit Voucher where the MASA service has
verified the registrar as the authorized owner. The MASA service
mtigates a M TMregistrar by refusing to generate Audit Vouchers
for unauthorized registrars. The registrar uses audit techni ques
to supplement the MASA. This provides an ideal sharing of policy
deci sions and enforcenent between the vendor and the owner

Onnership I D Voucher: Naned after inclusion of the Pledge’s CN-1D or
DNS-1D within the voucher. The MASA service mtigates a M TM
registrar by identifying the specific registrar (via WbPKI)
aut horized to own the Pl edge.

Bearer Voucher: A Bearer Voucher is naned after the inclusion of a
registrar 1D wildcard. Because the registrar identity is not
i ndicated, this voucher type nust be treated as a secret and
protected from exposure as any 'bearer’ of the voucher can claim
the Pledge. This variation is included in the above table in
order to clearly show how ot her voucher types differ. This
speci ficati on does not support bearer vouchers at this tinme.
There are other specifications in the industry which are
equi val ent though. Publishing a noncel ess bearer voucher
effectively turns the specified pledge into a "TOFU' device with
mnimal mtigation against M TMregistrars. Bearer vouchers are
therefore out of scope.

5. Changes since RFC3366
5.1. Attenpts and notivation to extend RFC8366

[ RFC8366] was published in 2018 during the devel opment of [BRSKI],

[ ZERO- TOUCH and ot her work-in-progress efforts. Since then the

i ndustry has matured significantly, and the in-the-field activity
whi ch this docunment supports has becone known as _onboardi ng_ rather
than _bootstrapping_.

The focus of [BRSKI] was onboarding of ISP and Enterprise owned wred
routing and switching equiprment, with | oT devices being a | ess

i mportant aspect. [ZERO TOUCH has focused upon onboardi ng of CPE
equi prent |i ke cable nodens and other larger 10T devices, again wth
smal l er 10T devices being of less inport.

Since [BRSKI] was published there is now a mature effort to do
application-level onboarding of constrained |oT devices defined by
the Thread Group and the Fairhair Alliance (now OCF) [fairhair]. The
[cBRSKI] docunent has defined a version of [BRSKI] that is useable
over constrained | EEE 802. 15. 4 6LoWPAN net wor ks usi ng CoAP and DTLS,
while [I-D.ietf-|ake-authz] provides for using CoAP and EDHOC on even
nmore constrained devices with very constrai ned networks.
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[PRM has created a new net hodol ogy for onboarding that does not
depend upon a synchronous connecti on between the Pl edge and the

Regi strar. This mechani smuses a nobile Registrar Agent that works
to collect and transfer signed artifacts via physical travel from one
network to anot her

Both [cBRSKI] and [PRM require extensions to the Voucher Request and
the resulting Voucher. The new attribtes are required to carry the
additional attributes and describe the extended semantics. In
addition [cBRSKI] uses the serialization mechani smdescribed in

[ RFC9254] to produce significantly nore conpact artifacts.

When the process to define [cBRSKI] and [PRM was started, there was
a belief that the appropriate process was to use the [ RFC8040]
_augnent _ nechanismto further extend both the voucher request

[ BRSKI] and voucher [RFC8366] artifacts. However, [PRM needs to
extend an enunerated type with additional values and _augnment_ can
not do this, so that was initially the inpetus for this docunent.

An attenpt was then nmade to determ ne what woul d happen if one wanted
to have a constrai ned version of the [PRM voucher artifact. The
result was invalid YANG with nultiple definitions of the core
attributes fromthe [ RFC8366] voucher artifact. After sone

di scussion, it was determ ned that the _augnent_nmechani smdid not
work, nor did it work better when [ RFC8040] yang-data was repl aced
with the [ RFC8791] structure nechani sns.

After significant discussion the decision was nade to sinply roll al
of the needed extensions into this docunent.

5.2. Informational Mdel changes since RFC8366

Thi s docunent therefore represents a nmerge of YANG definitions from
[ RFC8366], the voucher-request from[BRSKI], and extensions to each
of these from[cBRSKI], [CLOUD] and [PRM. The difficulty with this
approach is that the semantics of the definitions needed for the

ot her docunents is not included in this docunment, but rather in the
respective other documents.

6. Signature nechanisns

Three signature systenms have been defined for vouchers and voucher-
requests.

[cBRSKI] defines a mechanismthat uses COSE RFC9052, with the voucher
data encoded using [ RFC9254]. However, as the SID process requires
up-to-date YANG the SID values for this nechanismare presented in
thi s docunent.
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[ BRSKI] defines a mechani smthat uses JSON [ RFC8259] and [JWE].

The CMS signing mechanismfirst defined in [ RFC8366] continues to be
defined here.

6.1. OCMS Format Voucher Artifact

The | ETF evol uti on of PKCS#7 is CM5 [ RFC5652]. A CMs-signed voucher,
the default type, contains a Contentlnfo structure with the voucher
content. An O D for JSO\ encoded voucher is allocated in

Section 11.4, and it is to be placed in the eContentType field in the
Cont ent | nf 0.

The signing structure is a CM5 SignedData structure, as specified by
Section 5.1 of [RFC5652], encoded using ASN. 1 Di stingui shed Encodi ng
Rul es (DER), as specified in ITUT X. 690 [ITU T. X690. 2015] .

[ RFC5652] nmandates that SignedAttributes MJUST be present when the
content type is not id-data. This nitigates attacks on CMS as
described in [I-D.vangeest-| anps-cns- euf -crma- si gneddata]. Decoders
MUST verify that SignedAttributes are present.

To facilitate interoperability, Section 11.3 the nedia type
"application/voucher-cns+json" and the fil enane extension "
regi stered by [ RFC8366].

.vej" were

The CMS structure MJST contain a ’'signerinfo structure, as described
in Section 5.1 of [RFC5652], containing the signature generated over
the content using a private key trusted by the recipient. Nornally,
the recipient is the Pledge and the signer is the MASA. |n the
Voucher Request, the signer is the Pledge, or the Registrar.

Note that Section 5.1 of [RFC5652] includes a discussion about how to
validate a CM5 object, which is really a PKCS7 object (cnsVersion=1).
I nternedi ate systens (such the Bootstrappi ng Renpte Secure Key
Infrastructures [BRSKI] registrar) that might need to evaluate the
voucher in flight MJST be prepared for such an older format. No
signaling of the format version is necessary, as the manufacturer
knows the capabilities of the Pledge and will use an appropriate
format voucher for each Pl edge.

The CMS structure SHOULD al so contain all of the certificates |eading
up to and including the signer’s trust anchor certificate known to
the recipient. The inclusion of the trust anchor is unusual in many
applications, but third parties cannot accurately audit the
transaction without it.
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The CMS structure MAY al so contain revocation objects for any
intermedi ate certificate authorities (CAs) between the voucher issuer
and the trust anchor known to the recipient. However, the use of
CRLs and other validity nmechanisns is discouraged, as the Pledge is
unlikely to be able to performonline checks and is unlikely to have
a trusted clock source. As described bel ow, the use of short-Iived
vouchers and/ or a Pl edge-provi ded nonce provides a freshness

guar ant ee.

7. Voucher Artifact

The voucher’s prinmary purpose is to securely assign a Pledge to an
owner. The voucher inforns the Pl edge which entity it should
consider to be its owner.

Thi s docunent defines a voucher that is JSON-encoded, and CMS signed
encodi ng of the data defined in the YANG nodul e Section 7.3. Al so,
this docunment defines voucher data that is CBOR encoded based on the
same YANG nodel . The CBOR-encoded (signed) voucher based on this
CBOR voucher data is defined in [cBRSKI].

The voucher data format is described here as a practical basis for
some uses (such as in NETCONF), but nore to clearly indicate what
vouchers look like in practice. This description also serves to
val i date the YANG data nodel.

[ RFC8366] defined a nedia type and a fil enanme extension for the CMV5-
encoded JSON type. The nedia type for JOSE format vouchers is
defined in [[BRSKI] and the nedia type for COSE format vouchers is
defined in [cBRSKI]. Both include respective filename extensions.

The Media Type is used by the Pledge (requesting to the Registrar)
and by the Registrar (requesting to the MASA) to signal what voucher
format is expected. O her aspects of the voucher, such as it being
nonce-|l ess or which kind of pinned anchor is used, is not part of the
Medi a Type.

Only the format of voucher that is expected is signaled in the form
of a (MME) Media Content-Type in the HITP Accept: header.

For vouchers stored/transferred via nethods |ike a USB storage device

(UsSB key), the voucher format is usually signaled by a fil enane
ext ensi on.
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7.1. Tree Diagram

The following tree diagramillustrates a high-level view of a voucher
docunent. The notation used in this diagramis described in

[ RFC8340]. Each node in the diagramis fully described by the YANG

modul e in Section 7.3. Please review the YANG nodule for a detail ed
description of the voucher format.

modul e: i etf-voucher

structure voucher:
+-- voucher

+-- created-on? yang: dat e-and-ti ne
+- - extensions* uni on

+-- manufacturer-private? bi nary

+-- assertion? enumer ati on

+-- serial - nunber string

+-- idevid-issuer? bi nary

+-- (pinning)?
| +--:(pinned-domain-cert)

| +-- pinned-domain-cert? bi nary
+--: (pi nned- domai n- pubk)
| +-- pinned-domai n- pubk? bi nary

+- - pi nned- domai n- pubk- sha256? bi nary
domai n-cert-revocati on-checks? bool ean
+-- | ast-renewal - date? yang: dat e-and-ti ne
+-- (noncel ess) ?
| +--:(expires-on)

|

|

| +--:(pinned-domai n- pubk-sha256)
I

+- -

| | +-- expires-on? yang: date-and-ti ne
| +--:(nonce)
| +-- nonce? bi nary
+-- est-donmi n? ietf:uri
+-- additional -configuration-url? ietf:uri
7.2. Exanples
Thi s section provides voucher data exanples for illustration

pur poses. These exanples conformto the encoding rules defined in
[ RFC8259] .

The foll owing exanple illustrates an ephenmeral voucher (uses a
nonce). The MASA generated this voucher using the 'l ogged assertion
type, knowing that it would be suitable for the Pl edge naking the
request.
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et f-voucher: voucher": {
"created-on": "2016-10-07T19: 31: 422",
"assertion": "logged",
"serial - nunber": "JADA123456789",
"idevid-issuer": "base64encodedval ue==",
"pi nned- domai n-cert": "base64encodedval ue==",
"nonce": "base64encodedval ue=="

}
}

The following exanple illustrates a non-epheneral voucher (no nonce).
Wil e the voucher itself expires after two weeks, it presunably can
be renewed for up to a year. The MASA generated this voucher using
the "verified assertion type, which should satisfy all Pl edges.

{

et f - voucher: voucher":

"created-on": "2016-10-07T19:31:427",
"expires-on": "2016-10-21T19: 31: 427",
"assertion": "verified",

"serial -nunber”: "JADA123456789",

"i devi d-issuer": "base64encodedval ue==",

"pi nned- domai n-cert": "base64encodedval ue==",
"domai n-cert-revocation-checks": true,

"l ast-renewal -date": "2017-10-07T19: 31: 427"

}

}

[ BRSKI], Section 8 contains exanples of vouchers encoded in JSON
and signed with [JW5]. [cBRSKI], Section 9 contains exanples of
vouchers encoded in CBOR, and signed with [ COSE].

7.3.  YANG Modul e

<CODE BEGQ NS>
====—===—=—======= NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ===========—=====

modul e ietf-voucher ({
yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-voucher";
prefix vch;

import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
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inmport ietf-inet-types {

prefix ietf;

ref erence

"RFC 6991: Common YANG Data Types";

}
i mport ietf-yang-structure-ext {

prefix sx;
}

organi zati on
"I ETF ANl MA Wor ki ng Group";

cont act
"W Web: <https://datatracker.ietf.org/wy/ani na/>
WG List: <mailto:aninma@etf.org>

Aut hor : Kent Wat sen
<mmi | t o: kent +i et f @vat sen. net >
Aut hor : M chael Ri chardson

<mai | t o: nctr +i et f @andel man. ca>
Aut hor : Max Pritikin
<mailto:pritiki n@isco. conp
Aut hor : Toer | ess Eckert
<mailto:tte@s. fau. de>
Aut hor : Q ufang Ma
<mai | t 0: maqi uf angl@uawei . cone";
description
"This nodul e defines the format for a voucher, which is
produced by a pledge’s manufacturer or del egate (MASA)
to securely assign a pledge to an 'owner’, so that the
pl edge nmay establish a secure connection to the owner’s
networ k i nfrastructure.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

RFCEDI TOR pl ease replace XXXX with the RFC nunmber assi gned.

The key words ' MUST', ' MUST NOT', 'REQUI RED , ' SHALL', ' SHALL
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NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision 2023-01-10 {
description

"updated to support new assertion enunerated type";
reference

"RFC XXXX Voucher Profile for Bootstrapping Protocol s";
}

groupi ng voucher-artifact-grouping {
description
"Grouping to all ow reuse/ extensions in future work.";
cont ai ner voucher {
description
"A voucher assigns a pledge to an owner using
the (pinned-domain-cert) value.";
| eaf created-on {
type yang: date-and-ti ne;
description
"A value indicating the date this voucher was created.
This node is primarily for human consunption and auditi ng.

Future work MAY create verification requirements based on
this node.";

| eaf-1ist extensions {
type union {
type uint64; // when serialized to CBOR with SID

type string; // when serialized to CBOR or JSON
}

description

"Alist of extension nanes that are used in this Voucher
file. Each nane is registered with the | ANA. Standard
extensions are described in an RFC, while vendor \

proprietary

ones are not.";

| eaf manufacturer-private {
type binary;
description
"In CBOR serialization, this is a CBOR bstr containing \

any valid CBOR that
the manufacturer wi shes to share with it’s Pledge. In\

JSON serializations,
this contains additional JSON instead, and it is \

base64URL encoded. ";
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}

| eaf assertion {
type enuneration {
enum verified {
val ue 0;
description
"Indi cates that the ownership has been positively
verified by the MASA (e.g., through sal es channe
integration).";

}
enum | ogged {
val ue 1;
description
"Indi cates that the voucher has been issued after
m nimal verification of ownership or control. The
i ssuance has been | ogged for detection of
potential security issues (e.g., recipients of
vouchers mght verify for thenselves that unexpected
vouchers are not in the log). This is simlar to
unsecured trust-on-first-use principles but with the
| oggi ng providing a basis for detecting unexpected
events.";
}
enum proximty {
val ue 2;

description
"Indicates that the voucher has been issued after
the MASA verified a proximty proof provided by the
device and target dommin. The issuance has been
| ogged for detection of potential security issues.";

enum agent-proximty {

val ue 3;

description

"Mostly identical to proximty, but
i ndi cates that the voucher has been issued
after the MASA has verified a statement that
a registrar agent has nade contact with the device.";
}
}

description
"The assertion is a statenent fromthe MASA regardi ng how
the owner was verified. This statement enabl es pl edges
to support nore detailed policy checks. Pledges MJST
ensure that the assertion provided is acceptable, per
| ocal policy, before processing the voucher.";

}

| eaf serial - nunber {
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type string;
mandat ory true;
description
"The serial -nunber of the hardware. When processing a
voucher, a pledge MJST ensure that its serial - nunber
mat ches this value. |If no match occurs, then the
pl edge MUST NOT process this voucher.";

| eaf idevid-issuer {
type binary;
description
"The Authority Key Identifier OCTET STRING (as defined in
Section 4.2.1.1 of RFC 5280) fromthe pledge’ s |IDevlD
certificate. Optional since some serial-nunbers are
al ready unique within the scope of a MASA
Inclusion of the statistically unique key identifier
ensures statistically unique identification of the
har dwar e
When processing a voucher, a pledge MJST ensure that its
I Devi D Authority Key ldentifier matches this value. If no
mat ch occurs, then the pledge MJUST NOT process this
voucher.
When issuing a voucher, the MASA MJUST ensure that this
field is populated for serial-nunbers that are not
ot herwi se unique within the scope of the MASA ";
}
choi ce pinning {
description
"One of these attributes is used by the pledge to
specify the registrar, and how the pledge would |ike
the registrar’s identity to be pinned";
| eaf pinned-domain-cert {
type binary;
description
"An X.509 v3 certificate structure, as specified by
RFC 5280, using Distinguished Encodi ng Rul es (DER)
encoding, as defined in ITUT X 690.

This certificate is used by a pledge to trust a Public \
Key

Infrastructure in order to verify a domain certificate
supplied to the pledge separately by the bootstrapping
protocol. The domain certificate MJST have this
certificate sonewhere in its chain of certificates.

This certificate MAY be an end-entity certificate,
including a self-signed entity.";

reference

"RFC 5280:
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Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile.
I TUT X 690:
Information technology - ASN 1 encoding rul es:
Speci fication of Basic Encodi ng Rul es (BER)
Canoni cal Encoding Rules (CER) and Di stingui shed
Encodi ng Rules (DER).";
}
| eaf pinned-domai n- pubk {
type binary;
description
"The pi nned-donmai n- pubk may repl ace the
pi nned- donai n-cert in constrai ned uses of
the voucher. The pi nned- donmai n- pubk
is the Raw Public Key of the Registrar.
This field is encoded as a Subject Public Key Info block
as specified in RFC7250, in section 3.
The ECDSA al gorithm MJUST be support ed.
The EdDSA al gorithm as specified in
draft-ietf-tls-rfc4492bis-17 SHOULD be supported.
Support for the DSA algorithmis not reconmended.
Support for the RSA algorithmis a MAY.";

}
| eaf pinned-domai n- pubk-sha256 {
type binary;
description
"The pi nned- domai n- pubk-sha256 is a second
alternative to pinned-domain-cert. |In nmany cases the
public key of the donain has already been transnitted
during the key agreenment process, and it is wastefu
to transmt the public key another two tines.
The use of a hash of public key info, at 32-bytes for
sha256 is a significant savings conpared to an RSA
public key, but is only a mnor savings conpared to
a 256-bit ECDSA publi c-key.
Algorithmagility is provided by extensions to this
speci fication which can define a new | eaf for another
hash type.";

}

| eaf donmi n-cert-revocation-checks {
type bool ean;
description
"A processing instruction to the pledge that it MJST (true)

or MJUST NOT (false) verify the revocation status for the
pi nned domain certificate. |If this field is not set, then
normal PKI X behavi or applies to validation of the domain
certificate.";
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Wat sen,

| eaf | ast-renewal -date {
type yang: date-and-ti ne;
/1 this does not work, the XPath does not eval uate
/1 must '../noncel ess/expires-on’
description
"The date that the MASA projects to be the last date it
will renew a voucher on. This field is nerely
informative; it is not processed by pl edges.

Circunstances may occur after a voucher is generated that
may alter a voucher’s validity period. For instance,
a vendor nay associate validity periods with support
contracts, which nay be term nated or extended
over time.";
}
choi ce noncel ess {
description
"Ei ther a nonce nmust be present, or an expires-on header";
| eaf expires-on {
type yang: date-and-ti ne;
description
"A val ue indicating when this voucher expires. The \
node is
optional as not all pledges support expirations, such as
pl edges | acking a reliable clock.

If this field exists, then the pl edges MJUST ensure that
the expires-on tinme has not yet passed. A pl edge without
an accurate clock cannot nmeet this requirenent.

The expires-on val ue MIUST NOT exceed the expiration date
of any of the listed ’'pinned-domain-cert’ certificates.\

",
3

}

| eaf nonce {
type binary {
I ength "8..32";
}

description
"A value that can be used by a pledge in sone \
boot st rappi ng
protocols to enable anti-replay protection. This node \
is
optional because it is not used by all bootstrapping
pr ot ocol s.

When present, the pledge MJST conpare the provi ded nonce
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val ue with anot her value that the pledge randomy
generated and sent to a bootstrap server in an earlier

boot st rappi ng nmessage. |If the value is present, but
the val ues do not match, then the pl edge MJUST NOT \
process

this voucher.";

| eaf est-domain {

type
descr

ietf:uri;
i ption

"The est-domain is a URL fromwhich the Pledge should

continue doing enrollment rather than with the
Cl oud Registrar.

The pi nned-donai n-cert contains a trust-anchor
which is to be used to authenticate the server
found at this URl.

’

| eaf additional-configuration-url {

}

type

ietf:uri;

description
"The additional -configuration attribute contains a

URL to which the Pledge can retrieve additiona
configuration informtion.

The contents of this URL are manufacturer specific.
This is intended to do things |ike configure

a Vol P phone to point to the correct hosted

PBX, for exanple.";

/1 Top-1level statenent
sx: structure voucher {
uses voucher-artifact-grouping;

}

}
<CODE ENDS>

7.4. ietf-voucher SID val ues

[ RFC9254] explains how to serialize YANG into CBOR, and for this a
series of SID values are required. Wile [CORESID] defines the
managenent process for these values, due to the inmaturity of the
tooling around this YANG SI D nechanism the follow ng values are
consi dered normati ve.
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SI D Assigned to
2451 data /ietf-voucher:voucher/voucher
2452 data /ietf-voucher:voucher/voucher/assertion
2453 data /ietf-voucher:voucher/voucher/created-on
2454 data .../ dommi n-cert-revocati on-checks
2455 data /ietf-voucher:voucher/voucher/expires-on
2456 data /ietf-voucher:voucher/voucher/idevid-i ssuer
2457 data /ietf-voucher:voucher/voucher/| ast-renewal -date
2458 data /ietf-voucher:voucher/ nonce
2459 data /ietf-voucher:voucher/voucher/ pi nned-domai n-cert
2460 data /ietf-voucher:voucher/voucher/ pi nned- domai n- pubk
2461 data .../ pinned-donmai n- pubk-sha256
i etf-voucher:voucher/voucher/seri al - nunber
2463 data .../ additional -configuration-url
2464 data /ietf-voucher:voucher/voucher/est-donmin
2465 data .../ manufacturer-private
2466 data /ietf-voucher:voucher/voucher/extensions

N
N
o
N
o
QO

=
o))

-

The "assertion" attribute is an enunerated type in [ RFC8366], but no
val ues were provided as part of the enuneration. This docunent
provi des enunerated val ues as part of the YANG nodul e.

In the JSON serialization, the literal strings fromthe enunerated
types are used so there is no anbiguity.

In the CBOR serialization, a small integer is used, and the
enuneration values are repeated here for conveni ence. However, the
YANG nodul e shoul d be considered authoritative. No I ANA registry is
provi ded or necessary because the YANG nodul e (and this docunent)
woul d be extended when there are new entries required.

B ool e 1)
| Integer | Assertion Type |
B el S
| O | verified |
O o e e e o oo +
| 1 | 1ogged I
S R o e e e oo +
| 2 | proximty |
e mmme oo o e ee oo +
| 3 | agent-proxinity

O o e e e o oo +

Table 2: CBOR integers
for the "assertion"
attribute enum
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7.5. Voucher Extensions

An unstated assunption in [ RFC8366] was that vouchers could be
extended in proprietary ways by manufacturers. This allows for

manuf acturers to comuni cate new things fromthe MASA to the Pl edge,
and since both are under control of the sanme entity, it seened
perfectly fine, even though it would violate the strict definition of
the YANG nodel

The JSON serialization of vouchers inplicitely acconobdates the above,
since the voucher is just a map (or dictionary). Mp keys are just
strings, and creating unique strings is easy to do by including the
manuf acturer’s donmai n nane.

In CBOR serialization [ RFC9254], the situation is not so easy. The
del ta encoding for keys requires new keys to use the absol ute Tag(47)
for new entities. An extension night need to use the Private Use SID
val ues, or acquire SID values for their own use.

Where the process has becone conpl ex is when naking standard

ext ensi ons, as has happened recently, resulting in this docunent.
The processes which were anticipated to be useful, (the "augnment"
mechani sm) turned out not to be, see Section 5.1

Instead, a process siniliar to what was done by [ RFC8520] has been

adopted. In this, extensions are listed in a | eaf naned
"extensions”. In JSON serialization, these extensions require a
uni que nane, and this MJST be allocated by I ANA. The name MJUST be
the same as the YANG extension nodul e name. The "extensions" |ist

attribute definied in this nodel allows for new standard extensions
to be defined. Itens within that list are strings (in JSON
serialization), or integers (in CBOR serialization), as defined by
the Voucher Extension Registry.

Extensi ons are full YANG nodul es, which are subject to the SID

al | ocation process described in [ RFC9254]. Wen an extension is
serialized, the extension is placed in a sub-map in the val ue
section. In JSON serialization, the key is the name of the
extension, prefixed by the string "extension:". In CBOR
serialization, the key is the SID which is allocated as the nodul e
SID. This will typically require the absolute Tag(47) to be applied
to this key.

Note that this differs fromthe mechani smdescribed in [ RFC8520] in
that a sub-map is not used. |Instead keys are created by comnbi ning
the nodul e nane and the attribute as a string. The [ RFC8520]
mechani sm uses nore bytes, but is also not easily translateable to
CBOR
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As the Voucher Request artifact is created by YANG augnment of the
voucher artifact, any extension defined for the voucher is also valid
for a Voucher Request.

7.6. Manufacturer Private extensions

A manufacturer mght need to comuni cate content in the voucher (or
in the voucher request), which are never subject to standardization
VWil e they can use the voucher extensions nechani smdefined in
Section 7.5, it does require allocation of a SIDin order to do

m ni mal -si zed encoding. Note that [RFC9254] does not strictly
require use of SIDs: instead of a SID value, the full string nane can
al ways be used. But this would significantly increase the size of
the voucher data.

I nstead, a manufacturer MAY use the manufacturer-private |eaf to put
any content they wish. In CBOR serialization, if a plain CBOR map
woul d be used, it would be subject to delta encoding: so use of this
| eaf requires that the contents are bstr-encoded [ RFC8949],

Section 3.1 (Major type 2). |In JSON serialization, delta-encoding
does not get in the way, and the manufacturer MAY use any encodi ng
that is convenient for them but base64URL encodi ng [ RFC4648],
Section 5 i s RECOMVENDED.

8. Voucher Request Artifact

[BRSKI], Section 3 defined a Voucher-Request Artifact as an augnented
artifact fromthe Voucher Artifact originally defined in [ RFC8366].
That definition has been noved to this docunent, and translated from
YANG- DATA [ RFC8040] to the SX: STRUCTURE extension [ RFC8791].

8.1. Tree Diagram
The following tree diagramillustrates a high-level view of a voucher
request docunent. The notation used in this diagramis described in

[ RFC8340]. Each node in the diagramis fully described by the YANG
modul e in Section 8.2.
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nmodul e: i etf-voucher-request

structure voucher:
+-- voucher
+-- created-on?
| yang: dat e-and-ti ne

+-- extensions* uni on
+-- manufacturer-private? bi nary
+-- assertion? enumer ati on
+-- serial - nunber string
+-- idevid-issuer? bi nary

+-- (pinning)?
| +--:(pinned-domain-cert)

| | +-- pinned-domain-cert? bi nary
| +--:(pinned-domai n- pubk)

| | +-- pinned-donain-pubk? bi nary
| +--:(pinned-donai n- pubk-sha256)

| +- - pi nned- domai n- pubk- sha256? bi nary
+-- domai n-cert-revocati on-checks? bool ean
+-- last-renewal - dat e?

| yang: dat e-and-ti ne

+-- (noncel ess) ?

| +--:(expires-on)

| | +-- expires-on?

| ] yang: dat e-and-ti ne

| +--:(nonce)

| +-- nonce? bi nary
+- -

est - domai n? ietf:uri
+-- additional -configuration-url? ietf:uri
+-- prior-signed-voucher-request? bi nary

+-- (registrar-identity)?
| +--:(proximty-registrar-cert)

| | +-- proximty-registrar-cert? bi nary
| +--:(proximty-registrar-pubk)

| | +-- proximty-registrar-pubk? bi nary
| +--:(proximty-registrar-pubk-sha256)

| +-- proximty-registrar-pubk-sha256? bi nary
+- - agent - si gned- dat a? bi nary
+-- agent-provided-proximty-registrar-cert? bi nary
+-- agent-sign-cert? bi nary

8.2. "ietf-voucher-request" Mdul e

The ietf-voucher-request YANG nodule is derived fromthe ietf-voucher
nodul e.
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<CCDE BEG NS>

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ============

nmodul e ietf-voucher-request {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-voucher-request"”;
prefix vecr;

import ietf-yang-structure-ext {
prefix sx;
}
i mport ietf-voucher {
prefix vch;
description
"This nodul e defines the format for a voucher,
whi ch is produced by a pledge’s nanufacturer or
del egate (MASA) to securely assign a pledge to
an 'owner’, so that the pledge nmay establish a secure
connection to the owner’s network infrastructure";
reference
"RFC XXXX: Voucher Artifact for
Boot st rappi ng Protocol s";

}

organi zati on
"I ETF ANl MA Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ani na/>
WG List: <nmailto:anina@etf.org>

Aut hor : Kent Watsen
<mmi | t 0: kent +i et f @vat sen. net >
Aut hor : M chael Ri chardson

<mai | to: ncr +i et f @andel nan. ca>
Aut hor : Max Pritikin
<mai lto:pritiki n@isco. conp
Aut hor : Toer | ess Eckert
<mailto:tte@s. fau. de>
Aut hor : Q ufang Ma
<mai | t o: maqi uf angl@uawei . cone";
description
"This nodul e defines the format for a voucher request.
It is a superset of the voucher itself.
It provides content to the MASA for consideration
during a voucher request.

2025

The key words *MJST', 'MJST NOT', 'REQUI RED , ' SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
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described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2024 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

RFCEDI TOR: pl ease replace XXXX with the RFC nunber assigned

The key words ' MUST', 'MJST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', ’SHOULD , ’'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.";

revision 2023-01-10 {
description
"Initial version";
ref erence
"RFC XXXX: Bootstrapping Renote Secure Key Infrastructure";

}

groupi ng voucher -request - groupi ng {
description
"Grouping to all ow reuse/ extensions in future work.";
uses vch:voucher-artifact-grouping {
refine "voucher/created-on" {
mandat ory fal se;
}

refine "voucher/l ast-renewal -date" {
description
"A last-renewal -date field
is not valid in a voucher request, and
any occurrence MJST be ignored";
}
refine "voucher/domai n-cert-revocati on-checks" {
description
"The domai n-cert-revocation-checks field
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is not valid in a voucher request, and
any occurrence MJST be ignored";
}
refine "voucher/assertion" {
mandat ory fal se;
description
"Any assertion included in registrar voucher
requests SHOULD be ignored by the MASA. ";
}
augnment "voucher" {
description
"Adds | eaf nodes appropriate for requesting vouchers.";
| eaf prior-signed-voucher-request {
type binary;
description
"If it is necessary to change a voucher, or re-sign and
forward a voucher that was previously provided along a
protocol path, then the previously signed voucher SHOULD
be included in this field.

For exanple, a pledge mght sign a voucher request
with a proximty-registrar-cert, and the registrar
then includes it as the prior-signed-voucher-request
field. This is a sinple nechanismfor a chain of
trusted parties to change a voucher request, while
mai ntai ning the prior signature information.

The Regi strar and MASA MAY exani ne the prior signed
voucher information for the
pur poses of policy decisions. For exanple this
information could be useful to a MASA to determ ne
that both pledge and registrar agree on proxinty
assertions. The MASA SHOULD renove al
prior-si gned-voucher-request information when
signing a voucher for inprinting so as to mnimze
the final voucher size.";
}
choice registrar-identity {
description
"One of these three attributes will be used to pin the \
registrar identity"
| eaf proximty-registrar-cert {
type binary;
description
"An X. 509 v3 certificate structure as specified by
RFC 5280, Section 4 encoded using the ASN. 1
di stingui shed encoding rules (DER), as specified
in [1TU X690.1994] .
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The first certificate in the Registrar TLS server
certificate |list sequence (the end-entity TLS
certificate, see [ RFC8446]) presented by the Registrar
to the Pl edge
This MJST be populated in a Pledge’ s voucher request
when a proximity assertion is requested."”;
}
| eaf proximnty-registrar-pubk {
type binary;
description
"The proximty-registrar-pubk repl aces
the proximty-registrar-cert in constrai ned uses of
t he voucher-request.
The proximty-registrar-pubk is the
Raw Public Key of the Registrar. This field is encoded
as specified in RFC7250, section 3.
The ECDSA al gorithm MJUST be support ed.
The EdDSA al gorithm as specified in
draft-ietf-tls-rfc4492bis-17 SHOULD be supported.
Support for the DSA algorithmis not reconmended.
Support for the RSA algorithmis a MAY, but due to
size is discouraged."”;
}
| eaf proximty-registrar-pubk-sha256 {
type binary;
description
"The proximty-registrar-pubk-sha256
is an alternative to both
proxi mty-registrar-pubk and pi nned-donai n-cert.
In many cases the public key of the domain has already
been transnitted during the key agreenent protocol,
and it is wasteful to transmt the public key another
two tines.
The use of a hash of public key info, at 32-bytes for
sha256 is a significant savings conpared to an RSA
public key, but is only a mnor savings conpared to
a 256-bit ECDSA public-key.
Algorithmagility is provided by extensions to this
speci fication which may define a new | eaf for another
hash type.";
}
}
| eaf agent-signed-data {
type binary;
description
"The agent-signed-data field contains a data artifact \
provi ded
by the Registrar-Agent to the Pl edge for inclusion\
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into the
voucher request.

This artifact is signed by the Registrar-Agent and \
cont ai ns
data, which can be verified by the pledge and the \
registrar.
This data contains the pledge’ s serial-nunmber and a \
creat ed-on
i nformati on of the agent-signed-data.

The format is intentionally defined as binary to all ow
the docunment using this leaf to deternmine the encoding.\

’

}
| eaf agent-provided-proximty-registrar-cert {
type binary;
description
"An X. 509 v3 certificate structure, as specified by
RFC 5280, Section 4, encoded using the ASN. 1
di stingui shed encoding rules (DER), as specified
in ITU X 690.
The first certificate in the registrar TLS server
certificate |ist sequence (the end-entity TLS
certificate; see RFC 8446) presented by the
registrar to the registrar-agent and provided to
the pl edge.
This MJUST be populated in a pledge’ s voucher-request
when an agent-proxinity assertion is requested.”;
ref erence
"I TU X. 690: Information Technology - ASN. 1 encodi ng
rul es: Specification of Basic Encodi ng Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER)
RFC 5280: Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile
RFC 8446: The Transport Layer Security (TLS)
Prot ocol Version 1.3";
}
| eaf agent-sign-cert {

type binary;
description
"An X. 509 v3 certificate structure, as specified by
RFC 5280, Section 4, encoded using the ASN. 1
di stingui shed encoding rules (DER), as specified
in 1TU X 690.
This certificate can be used by the pledge,
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the registrar, and the MASA to verify the signature
of agent-signed-data. It is an optional conmponent
for the pl edge-voucher request.

This MJUST be populated in a registrar’s
voucher-request when an agent-proximty assertion
is requested.”;

reference

"I TU X.690: Information Technol ogy - ASN. 1 encodi ng
rul es: Specification of Basic Encoding Rul es (BER),
Canoni cal Encodi ng Rul es (CER) and Di sti ngui shed
Encodi ng Rul es (DER)

RFC 5280: Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL)
Profile";

}
}
}
}

/1l Top-1evel statenent
sx: structure voucher {
uses voucher-request - groupi ng;

}
}
<CODE ENDS>

8.3. ietf-voucher-request SID val ues

[ RFC9254] explains how to serialize YANGinto CBOR and for this a
series of SID values are required. While [CORESID| defines the
managenent process for these values, due to the inmaturity of the
tooling around this YANG SI D nechani sns, the foll owi ng val ues are
consi dered nornmati ve.
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SI D Assigned to

/i etf-voucher-request:voucher/voucher

/i etf-voucher-request:voucher/voucher/assertion
/i etf-voucher-request:voucher/voucher/created-on
../ domai n-cert-revocati on-checks
/ietf-voucher-request:voucher/voucher/expires-on
.. /lidevid-issuer

../l ast-renewal -date

/i etf-voucher-request:voucher/nonce

./ pi nned- domai n-cert

. I prior-signed-voucher-request
.Iproximty-registrar-cert

./ proxi mty-registrar-pubk-sha256

./ proxi mty-registrar-pubk

./ seri al - nunmber

.l agent - provi ded-proxi mty-registrar-cert

.l agent-sign-cert

.l agent - si gned- dat a

./ pi nned- domai n- pubk

./ pi nned- domai n- pubk- sha256

...ladditional -configuration-url

/i etf-voucher-request:voucher/est-donain

/i etf-voucher-request:voucher/expires-on

/i etf-voucher-request:voucher/voucher/ extensi ons
../ manuf acturer-private

2501 data
2502 dat a
2503 dat a
2504 dat a
2505 data
2506 data
2507 data
2508 dat a

2509 data ..
2510 data ..
2511 data ..
2512 data ..
2513 data ..
2514 data ..
2515 data ..
2516 data ..
2517 data ..
2518 data ..
2519 data ..

2520 dat a
2521 data
2522 data
2523 data
2524 data

defined in Table 2.

9. Design Considerations

9.1. Renewal s | nstead of Revocations

The lifetinmes of vouchers may vary.

the vouchers may be created and consuned i mredi ately, whereas in

ot her onboardi ng sol uti ons,

there may be a significant tine del ay

2025

and has val ues as

I n sone onboardi ng protocols,

bet ween when a voucher is created and when it is consuned. In cases

when there is a tinme del ay,

that the assertions made when the voucher was created are stil
val i d.

Wat sen,

et al.
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A revocation artifact is generally used to verify the continued
validity of an assertion such as a PKIX certificate, web token, or a

"voucher". Wth this approach, a potentially long-lived assertion is
paired with a reasonably fresh revocation status check to ensure that
the assertion is still valid. However, this approach increases

solution conplexity, as it introduces the need for additiona
protocol s and code paths to distribute and process the revocati ons.

Addressing the shortcom ngs of revocations, this docunment recomends
instead the use of |ightweight renewals of short-lived non-revocable
vouchers. That is, rather than issue a long-lived voucher, where the
"expires-on’ leaf is set to sone distant date, the expectation is for
the MASA to instead issue a short-lived voucher, where the 'expires-
on" leaf is set to a relatively near date, along with a prom se
(reflected in the 'last-renewal -date’ field) to reissue the voucher

agai n when needed. Inportantly, while issuing the initial voucher
may i ncur heavywei ght verification checks ("Are you who you say you
are?" "Does the Pledge actually belong to you?"), reissuing the

voucher should be a |ightweight process, as it ostensibly only
updates the voucher’s validity period. Wth this approach, there is
only the one artifact, and only one code path is needed to process
it; there is no possibility of a Pledge choosing to skip the
revocation status check because, for instance, the OCSP Responder is
not reachabl e.

VWil e this docurment reconmends issuing short-lived vouchers, the
voucher artifact does not restrict the ability to create |long-1ived
voucher, if required; however, no revocation nethod is described.

Note that a voucher may be signed by a chain of internedi ate CAs

| eading up to the trust anchor CA known by the Pledge. Even though
the voucher itself is not revocable, it is still revoked, per se, if
one of the internmediate CA certificates is revoked.

9.2. Voucher Per Pl edge

The sol ution described herein originally enabled a single voucher to
apply to many Pl edges, using lists of regular expressions to
represent ranges of serial-nunmbers. However, it was determ ned that
bl ocki ng the renewal of a voucher that applied to many devi ces woul d
be excessive when only the ownership for a single Pledge needed to be
bl ocked. Thus, the voucher format now only supports a single serial-
number to be |isted.

10. Security Considerations
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10.1. dock Sensitivity

An attacker could use an expired voucher to gain control over a
device that has no understanding of tine. The device cannot trust
NTP as a tinme reference, as an attacker could control the NTP stream

There are three things to defend against this: 1) devices are
required to verify that the expires-on field has not yet passed, 2)
devi ces without access to time can use nonces to get ephemnera
vouchers, and 3) vouchers without expiration tines nmay be used, which
will appear in the audit log, informng the security decision

Thi s document defines a voucher format that contains tinme values for
expirations, which require an accurate clock in order to be processed
correctly. Vendors planning on issuing vouchers with expiration

val ues nust ensure that devices have an accurate cl ock when shi pped
frommanufacturing facilities and take steps to prevent clock
tampering. If it is not possible to ensure clock accuracy, then
vouchers with tine values for expirations should not be issued.

10. 2. Prot ect Voucher PKI in HSM

Pur suant the recommendation nade in Section 6.1 for the MASA to be
depl oyed as an online voucher signing service, it is RECOMVENDED t hat
the MASA' s private key used for signing vouchers is protected by a
hardware security nodule (HSM.

10.3. Test Dommin Certificate Validity Wen Signing

If a domain certificate is conprom sed, then any outstandi ng vouchers
for that domain could be used by the attacker. 1In this case, the
domai n adm nistrator is clearly expected to initiate revocati on of
any domain identity certificates (as is normal in PKl solutions).

Simlarly, they are expected to contact the MASA to indicate that an
out standi ng (presumably short lifetinme) voucher should be bl ocked
fromautomated renewal . Protocols for voucher distribution are
RECOMVENDED to check for revocation of domain identity certificates
bef ore the signing of vouchers.

10. 4. YANG Modul e Security Considerations
The YANG nodul es specified in this docunment define the schema for
data that is subsequently encapsul ated by secure signed-data

structure, such as the CM5 signed-data described in Section 6.1. As
such, all of the YANG nodel ed data is protected from nodification
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I mpl enent ati ons shoul d be aware that the signed data is only

protected fromexternal nodification; the data is still visible.
This potential disclosure of information doesn’'t affect security so
much as privacy. |In particular, adversaries can glean infornmation

such as whi ch devices bel ong to which organi zati ons and which CRL

Di stribution Point and/ or OCSP Responder URLs are accessed to
val i date the vouchers. \Wen privacy is inportant, the CMS signed-
data content type SHOULD be encrypted, either by conveying it via a
mutual |y aut henticated secure transport protocol (e.g., TLS

[ RFC5246]) or by encapsul ating the signed-data content type with an
envel oped-data content type (Section 6 of [RFC5652]), though details
for howto do this are outside the scope of this docunent.

The use of YANG to define data structures, via the ’'yang-data
statenment, is relatively new and distinct fromthe traditional use of
YANG to define an APl accessed by network managenent protocols such
as NETCONF [ RFC6241] and RESTCONF [ RFC8040]. For this reason, these
gui delines do not follow tenplate described by Section 3.7 of
[ YANG GUI DF] .

11. | ANA Consi derations

11.1. The IETF XM. Regi stry

Thi s docunent registers two URIs in the "I ETF XM. Regi stry"
[ RFC3688] .

| ANA has registered the foll ow ng:
URI: wurn:ietf:paranms:xm:ns:yang:ietf-voucher
Regi strant Contact: The ANI MA WG of the | ETF.
XM.: N A the requested URI is an XM. nanespace
This reference should be updated to point to this docunent.

11.2. The YANG Modul e Nanes Registry

Thi s docunent registers two YANG nodul e in the "YANG Mbdul e Names"
registry [ RFC6020] .

| ANA has registred the foll ow ng:
name: ietf-voucher
nanespace: urn:ietf:parans:xm:ns:yang:ietf-voucher
prefix: vch
reference: RFC 8366

This reference should be updated to point to this docunent.
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11.3. The Media Types Registry

| ANA has registered the nedia type: application/voucher-cns+json, and
this registration should be updated to point to this docunent.

11.4. The SM Security for SIM M CM5 Content Type Registry

| ANA has registered the OD 1.2.840.113549.1.9.16.1.40, id-ct-
ani mJSONVoucher. This registration should be updated to point to
t hi s docunent.

11.5. Extensions Registry
I ANA is asked to create a registry of extensions as foll ows:

Regi stry name: Voucher Extensions Registry

Regi stry policy: First Conme First Served

Ref erence: an optional docunent

Ext ensi on name: UTF-8-encoded string, not to exceed 40 characters.
Extension SID: the nodule SID val ue as all ocated

Each extension MJST follow the rules specified in this specification.
As is usual, the I ANA issues early allocations in accordance with
[ RFC7120] .

Note that the SID nodule value is allocated as part of a [ CORESI D]
process. This may be froma SID range managed by | ANA, or from any
ot her MegaRange. Future work nmay all ow for PEN based al |l ocati ons.

| ANA does not need to separately allocate a SID value for this

col um.

Ext ensi on name strings for standards track docunents are single
words, given by the YANG Modul e Nane. They do not contain dots. For
vendor proprietary extensions, the string SHOULD be made uni que by
putting the extension nane in the forma fully-qualified donain nane
(FQDN) [ RFC3696], such as "fuubar. exanpl e. cont

Vendor proprietary extensions do not need to be registered with | ANA,
but vendors MAY do so.
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12.

12.

Desi gnat ed Experts should review for standards track docunents for
clarity, but the process is essentially tied to W5 and | ESG process:
There are no choices in the extension nanes (which is always the YANG
nmodul e nane), or SID value (which is from another | ANA process). For
non- st andards track extensions, the Designated Expert should review
what ever docunent is provided, if any. The stability of the
reference may be of concern. The Designated Expert should determ ne
if the work overlaps with existing efforts; and if so suggest

mergi ng. However, as registration is optional, the Designated Expert
shoul d not bl ock any registrations.
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Appendi x A.  Exanpl es
A 1. Key pairs associated with exanpl es

The foll owi ng voucher request has been produced using the |DevlD
[IDEVID] public (certificate) and private key. They are included so
that other devel opers can match the same out put.

The private RSA key:

MHc CAQEEI BHNh6r 8QRevRuo+t EnBJeFj QKf 6bpFA/ 9NCol t v+9sNoAo GCCqGSMA9
AWEHoO UQDQYAEAGN1 A ezf MAKnpecr f bOOBMe 1 Ay EH+BATKF58Fs TSy Bxs0Sh SW.x
Fj DOuwB9gLGn2Ts TUJuml6VPW52Z/ TPAhJw==

The 1 DevliD certificate (public key):

----- BEG N CERTI FI CATE- - - - -

M | Br zCCATW)AW BAgl EHxj +5z AKBggqghkj OPQRDA] AmvVBQM gYDVQQDDBt oaWdo
d2F5LXR ¢3QuZXhhbXBsZS5j b20gQEWM BcNV EWmNDI 3MIrgy OTMMWWgPM k50T Ey
Mz EmiVDAWVDBaVBWx G AYBg NVBAUTETAWL UQWL UULL UYyY L TAWL TAY MFkwEWYHKO ZI

zj 0CAQYI KoZl zj 0DAQc DQAEAGNLUezf MAKnpecr f bOOBM: 1Ay EH+BATKF58FST
SyBxs0SbSW.xFj DOuwB9gLGn2Ts TUJuml6VPw52Z/ TP4hJ 6 NZMFc wHQYDVROOBBYE
FEW zJaWAG®BsLoj ZWRk VAgCGhFat MAk GA1 Ud EWQCVAAWKWYI KwYBBQUHASAEHX Yd
ad naHdheS10ZXNOLmv4YWLwbGUuY29t G kONDMMCgYI KoZl zj OEAW DaAAWZQ w
Yi r bvj T3GuUF3i aOQWD5DY] | d6j dPAhAVLzsPbbccCvDf 80Zl Zqgq8VRj qr f Nt 6L
Aj EAs| 1Z+Ef H7 QOXqMDHgl Heql bt Z2@UXpunKOCTW2t vPMLnplgoni/ f yUcA+/ w
upt x

----- END CERTI FI CATE- - - - -

The Certification Authority that created the |DevlD:
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Dat a:

Version: 3 (0x2)
Serial Nunber: 1016146354 (0x3c9129b2)
Signature Al gorithm sha256W t hRSAEncr ypt
I ssuer: CN = hi ghway-test. exanpl e. com CA
Validity
Not Before: Apr 5 19:36:57 2021 GMI
Not After : May 6 05:36:57 2021 GMI
Subj ect: CN = hi ghway-test.exanpl e.com CA
Subj ect Public Key Info:
Public Key Algorithm rsaEncryption
Publ i c-Key: (3072 bit)
Modul us:
00: b4: 7b: 27: 42: 49: 9f : ed: 85: 47
5d: 22: 1a: 64: 38: 22: f8: 09: d2: d6
eb5: 84:52: 1e: d9: ce: 96: b4: dc: ab
9d: 42: 7d: bf : 1a: 43: 92: 9b: d1: dd:
d5:59: b3:40: fc: b3: c9: el: 58: 84:
25: 26: 4c: bf : al: 45: 72: a0: Oa: 5b
d3: 38: b5: aa: 66: 69: bd: 3a: fd: e9
f0:ab:3c:9e:91:94: 32: 1e: 9¢c: bO:
1d: 86: 23: 85: b0: 62: 45: 5¢: a8: 6f:
a8: f2: 68: ab: ¢c5: 8c: b4: 58: b4: 2e:
ea: ab: 11: 68: c2: 8d: f4:58: ab: 30:
00: 18: 6f: 59: 40: 9c: 3a: 2a: e4: 96
11: 72: 6d: 31: f6: b4: el: cc: d8: 9a:
64:e3:f1:06: 1c: c0: 09: df : 62: ba:
f7:ca:35:22:ea:a9:c7:52: el: ce
b7:22: b3: 5d: 97: cb: Oa: 9f : 75: a3:
1b: 6a: c¢3: Ob: 1d: 15: f d: b8: d8: e7
23:97: 4b: 80: €9: 79: a3: 85: 16: f 8:
3c: 8e: e7: 75:56: 67: 36: 3a: dd: 42
13: Oe: fa: b0: 3b: 11: 13: 7e: ae: 78:
11: 88: e4: 7b: 19: ab: 21: 2d: 1f : 34:
ab: ec: 6a:cl: 90: 20: 70: e3: aa: f 4:
04:47:99:31: 70: 79: 6¢: af : 41: 78:
84:8a:fe:c3:3d:f2:41: ¢c8: 2a: al
4e: e6: 26: 79: ac: 49: 64: cf: 57: le:
6f : 30: 00: 67: d7: 8b: d6: 13: 60: bf
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Basic Constraints: critica
CA: TRUE
X509v3 Key Usage: critica
Certificate Sign, CRL Sign

et al. Expires 23 April 2026

========= NOTE: '\’ line wapping per RFC 8792

on

74.

43:
34:
3f:
86:
b5:
7f :
f b:

bd:
25:
Oc:
04:
27:

8a:
dd:
7b:
ab6:
ba:
01:
cl:
10:
2e:

Cct ober 2025

:f6:50: cd:

167:27:d9:
141:d2: e3
:f7:06: 45:
: d7: 8e: be:
ra2:79: c4:
1 46: 5b: 76:
1 26: el: dd:
fa:fe:d2:
:1b: 29: 97:
112:f4: 1a:
:a8: aa: a4:
1 70: b0: c4:
1 6¢: 52: 39:

:14:99: 1c:
177 ef : 3a:
:2f 1 64 2f:
:cd: 51: 84:
: 0c: 6e: cd:
1 2a:43: 78:

- 2f : 58 bd:
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X509v3 Subj ect Key ldentifier:
33:12: 45: B7: 1B: 10: BE: F3: CB: 64: E5: 4C. 50: 80: 7C. 9D: 88:\
65: 74: 40
X509v3 Authority Key ldentifier:
33:12: 45: B7: 1B: 10: BE: F3: CB: 64: E5: 4C: 50: 80: 7C: 9D: 88: \
65: 74: 40
Signature Al gorithm sha256W t hRSAEncrypti on
Si gnat ure Val ue:

05:37:28:85:37:39: 71: 87: ec: 5¢: f0: 51: 19: 55: 4a: b7: e0: 2a:

e6: 61: 30: d4: e2: 2b: ad: 7a: db: 12: f c: 8a: a6: 6e: 15: 82: 80: 10:

fa:5d:67:60:e8:54:14: e3:89: d6: 4e: 60: 89: 98: 5b: ab: fe: 32

26: aa: 02: 35: 68: 4e: c6: 2e: ce: 08: 36: d1: ea: a0: 97: 3d: 76: 38:

6e: 9d: 4b: 6f: 33: d2: fa: c2: 7e: b0: 59: bc: 75: 97: 17: d1: 1b: c5

c4:58: ae: 7b: 7e: 87: €5: 87: 2b: 8b: 6b: 10: 16: 70: 7c: c8: 65: ¢c7

d0: 62: 5d: f 3: b5: 06: af : 03: 8b: 32: dd: 88: f0: 07: 2b: 5d: 61: 58:

61: 35: 54: a6: ce: 95: 81: a2: 6e: fa: b5: aa: 25: el: 41: 53: 9d: e7

4b: 7e: 93: 88: 79: 6b: dd: a3: 6e: 9a: 0d: bd: 85: b4: 2d: 66: b9: cc:

01:13:f1: b5:d5:91: cc: 86: 5e:a7:c8:4a: 8f:4d:9d:f8:17: 31

32:7d: 50: d5: ¢c2: 79: a0: 41: a0: 69: 83: 33: 16: 14: 35: 26: 10: 3b

23: eb: 60: d9: 28: 68: 99: d5: 55: 61: 89: b5: 35: 5d: 8b: fe: bl: 96

32:69: 3e:8b: c2:a2: 4e:el: d8: 76: 04: 3¢c: 87: 91: 5d: 66: 9e: 81

ab: bf:18: 2e: 3e: 39: da: 4f: 68: 57: 46: d2: 1d: aa: 81: 51: 3b: 33:

72:da: e9: 7d: 12: b6: al: fc:c7:1d: cl: 9c: bd: 92: €8: 1b: d2: 06

e8: 0b: 82: 2a: 4f : 23: 5a: 7a: fa: 7b: 86: a0: d7: c1: 46: e7: 04: 47

77:11: cd: da: 7c: 50: 32: d2: 6f: fd: 1le: Oa: df : cf: bl: 20: d2: 86

ce: 40: 5a: 27: 61:49: 2f: 71: f5: 04: ac: eb: ¢6: 03: 70: a4: 70: 13:

4a: af : 41: 35: 83:dc: 55:¢0: 29: 7f: 12: 4f : dO: f 1: bb: f 7: 61: 4a:

9f : 8d: 61: b0: 5e: 89: 46: 49: e3: 27: 8b: 42: 82: 5e: af : 14: d5: d9

91:69: 3d: af : 11: 70: 5b: a3: 92: 3b: e3: c8: 2a: a4: 38: e5: 88: f 2:

6f:09: f4:e5:04: 3b
----- BEA N CERTI FI CATE- - - - -
M | ELTCCApW AWM BAgl EPJEpsj ANBgkghki GOw0BAQs FADAMVEQM gYDVQQDDBt 0
aWlod2F5LXRI ¢3QuZXhhbXBsZS5) b20gQEwHhcNM EWNDALMTkz N USWhcNM Ew
NTA2MDUz Nj U3W AmivVSQM g YDVQQDDBt oaWiod2F5LXRI ¢3QuZXhhbXBsZS5j b20g
QLEwWggG MAOGCSqGSI bh3DQEBAQUAA4I Bj wAwggGKAol BgQC0eydCSz/ t hud0/ / ZQ
zVOi G4l vgJOt bz YN YT +WEUh7Zzpa03KZDdGen2Z1Cf b8a@BKb0dOONDHS49VZ
s0D8s8nhW @Q h/ cGRSUnTL+hRXKgCl uGQdeOvt Mt apnmab06/ emluKJI5xPC PJ6R
| DIl enLB/ JUZbdh2G 4WwWkVeqG 7xSbh3aj yaKvFj LRYt C6WSf r +Qugl EW G f RY
gzC93Rspl wAYb1l AnDog5JYIl uxLOGhFybTH2t CHMRJoMyqi qpGTj 8QYcwANT Yr oE
y3C0wx Pf KNSLggcdS4c4n+2xSChci s12Xywqf daOvFu/ nsht qusdFf 2420eK9v SZ
HCOXS4DpeaOFFvj dvXf vQ yO53VWZz Y63UJ 7hCOK LXx MO+r A7ERN+r ni nlL.ObdSxd
5HsZqyEt HzS6Yc 1RhKXsas GQ HDj qv @B/ Qxuz QRHMTFwe W v QXj BBCpDel SK/ sMd
8kH KgEQALeOTO7mInms SWITPVx4udy 9YvVWBWAGF Xi 9YTYL8CAWEAAaN] MEEWDWYD
VROTAQH BAUWAWEB/ z AOBgNVH@BBAF 8 EBAMCAQYWHQYDVROOBBYEFDVSRbChEL 7z
y2TI TFCAf J21 ZXRAMBBGALUdI wQYMBaAFDVSRbcbEL7zy 2Tl TFCAf J21 ZXRAMAOG
CSqGSl b3DQEBOWMUAAAI BgQAFNyi FNzI xh+xc8FEZVUQ34Cr mYTDU4i ut et sS/ | gm
bhWCgBD6 XWig6 FQUA4AnWInCInFur / j | mggl 1aE7GLs4l Nt HgoJc9dj hunUt vMBL6
wnewMbx 1l xf RGBXEWKS7f of | hyuLaxAWHz | Zcf QYl 3zt QavA4sy3Yj wByt dYVhh
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NVSnez pWBoni7 6t aol 4UFTnedLf pO eWdo26aDb2Ft ClnucwBE/ GL1ZHWh| 6nyEqP
TZ34FzEyf VDVwnngQaBpgz MAFDUTEDs | 62DZKG Z1Whi bULXYv+sZYyaT6LwgJO
4dh2BDy HkV1mod vxguPj naT2hXRt | dqoFROz Ny 2ul 9Er ah/ McdwZy 9kugbOgbo
C41 gTyNaevp7hgDXwlUbnBEd3Ec3af FAyOm 9Hgr f z7Eg0obOQFonYUkvcf UEr OvG
A3CKkcBNKr OE1g9xWwCl / Ek/ @Bbv3YUgf j WowXol GSeMhi OKCXg8UldnRaT2vEXBb
051 748gqgpDj | i PIvCf Tl BDs=

----- END CERTI FI CATE- - - - -

The private key for the Certification Authority that created the
| Devl D
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----- BEG N RSA PRI VATE KEY--- - -

M | GBAI BAAKCAYEAt HsnQknf 7YVHAP/ 2UMLdI hpkOCLACALWB2DYnH | hFl e2c6W
t NymBRNJI9INMIOn2/ GkOSmBHANIt BOUPVWONA/ LPJ4Vi EPAf 3BkU Jky/ oUVyoApb
hkHXj r 7TOLWIZnmBOv3pt bi i ecTwpTyekZQyHoywf yVGABYdhi OFs GIFXKhv+8Um
4d208mi r xYyOWLQuI kn6/ t LgpRFoOwWo30VWKsw d0ObKZc AGRZQIW6KUSW bs S9BoR
cnOx9r ThzNi aDKqoqqRk4/ EGHVAI32K6BM wsMT3yj Ui 6gnHUUHQI/ t sUj nBI r Nd
| 8skKn3W r xbv5r | basM.HRX9uUN ni vbOnmRwj | OuA6Xnj hRb43b137z08j ud1lVvic2
O 1Ce4QuvZC8TDvQWOXETT g54pi 9G3UsRi OR7GashLR80umHNUYSI 7Gr BkCBw46r O
Af OMosOERSkxcH sr OF4wQQg@i Ei v7DPf JBy CqhEOC3t E9Cbi Z5r El kz1lcelLuMy
W.1vMABNn14vWE2C/ AgMBAAECYgGAAUF6HHP2s Chkf uPpCt bi 9wHI ALv9j dPxuu/ J
kgYRysHnhQxy7/ 85COBeaKCS/ 4t we PZXZs4nA96wr 073RRCCOz/ k/ 7RI 9yszBNAmM
Wi Xer 3i UCBj W2j BLF6ssPRDGhr / | n5t 7HNCUENTV99BcKhcl 4i Ck+b2Ap9JCkl Re
8cUIRK/ Ft 7K/ eoLYUnhd4Wh+1 | bXf PRx2qp89Er j 0SaZDNPq79BY9w RS09i yf ki X
[ WRoIws OLr Sf unQYDQOdI Ss+XAs+NKeKmB6chnmPhP+sYTXx+zFj +36NRj q2dxk YSH
hB9peJ5yz TDhLQagV5D36VXQs qHaw gEu6c QAf cZ41 gmur a7z YBysf k4Yzzi zO
rsc9r YGP1OUCBWOEPKR/ | cNf Maamt DbHel/ 7z+0JSVDe/ | dht 8Yr wX3o0gd5r Nbhl f
| UE+D7r of 8E8g6Uz4TW 8dpMDaXCzj gz6q2i i W70R5xCphLFbuNh/ Snbk YNYNEO
k8AN+Fx+W3EQO7 Cg4aaETB76i NXVBAOHBAG bavF4l Yurj ni 39Z/ 6vl hG31F7VdN
Xx9gZ90On6MTZNFSbUSPLY0QEY| 46ygf 8TQ BSf i Hy UMhcohnXWsoUXi FZV412aVgk
HgZg+MAsKuYuTntk/ CouYQzd7Rt r LI 8 TpPncXhsJl Z48ppcVGnMHNWZNTTL | / Kgf 6
oDf sl 7ChZy8f Uxgl J3vW C5zFeQYz Xpl DAPKkn6mXczt 6Yi QHFJuvqVj pf | Vhowz
| el hCBxol 76] 1uU3Zi CEW knxSwidl Pyl wKBwQDGobnHJ 1l | Jeny/ KaHBVt 8CECV
WEH6! Axp4j cxYgQCbPVGIzNs+Bst j O Y+UDr My J+dj +yS2| f DBJcyzo/ nE/ ox
00dGKIIMWKkAMIANE43]1 | gh9ZOQmInKzJi pgpRet nXV22QB0sJyaYL4M3zr oqwl?7
t Ef 6HHLvmc 9OXQWACIOr | mrk41dj ut wruCE2J YoNbLdcr Cgdf C06Z3bhNkknbr r FD
O B40xx1H5u38kDU7i f i edj vUEVK6a5+s| R+r UCgc EAy p+AJEJybl nbhShKhgaE
LvUN4cvf cppL3r gVt vhkqOri zwXVsr yadhE4G j zt sAJi YpCp82ChJl 2d3Z6NuhR
KxnJg8gvdC7cnM i RUd5wz N5sQePXaeMriLWH +UZ/ i YDy SFrmf EOTDnVKONOEQkNnS
2f 2pPcnBXbybzr scSvCCEVFI j 9yi kGTg+j VOT1M/wy J8gWB@BpVj xn1E3poyobgo
yKeqUC0ge24j u2zsxNoGs SXFr 7x3c976BW 5ec/ UTJA] AoHAYZ+GMRz TwgPvsZ7+
8Yl uhOTVAUNCOgi st Vr T5z2nBuo+Q Z2De563Q60&z EV+PdCAaf y2uur gBl r 3M a
zHU9CaVD6EzCc7Pi sl kagoXgl Rr ZEuSzdTpj j 8R56f auDj AJzSaJFt pc YP2UWK OF
5KmOEQpokzeu0xZUgpUXlzsm Eu2Z6hJ2/ i 6KBIJP6GRCh7CLl NZJywivp39si C7y
sB1f 83qOYK5t oVSQuf f E/ skvl / dc3vAERGhO/ vWWekf Vugl upAoHBAJj 9U aFU/ c5
Kc/ 94hmeR6TI j | NMBnOEI 9nl J5FkY2BDnzge AD9/ kNBbPHRj | yMa50w7r HOALt 09
Ug37yyt EcbnEr NzMuBhOX+ni r XXq1Dp5LM\KHP3gnPyOXC2Cu5nm2vH gbFhl | RER
1GXCxBr WOz ov XFu090o0! j ChwChxt 7GNZH GMUUIGXIb+s1CzQNz1qi XKng7Xpl uA
S9j Veh5pKgmay DYYr BXrmTe9JuORNBCgO uGUi CPj EFAy +ny LdgQOA==

————— END RSA PRI VATE KEY---- -

The MASA certificate that signs the voucher:
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----- BEG N CERTI FI CATE- - - - -

M | Bc DCB9gADAgECAg QL hwox MAo GCCq GSMAI9BAMCMCYx J DAI BgNVBAMME2hpZ2h3
YXkt dGVzdC5l eGFt ¢GxI LmNv b SBDQT Ae FwOy MTA0MT My MTQMVIT ZaFwOy Mz AOMT My
MIrQMVITZaMCgxJj AkBgNVBAMVHWhpZ2h3YXkt dGVzdC5l eGFt cGx| LimNv b SBNQVNB
MFkwEWYHKo0ZI zj 0CAQYI KoZl zj 0DAQc DQAEqQgQVo0S54k T4y f kbBxundHOCHr ps
qbOoMKm M n30B1HAW25MIV+gqi 4t MFf SJ0i Ewt 8kszf WKK4r LgJ S2mmpaMAVAdw
DAYDVROTAQH BAI wADAKBggqghkj OPQQRDAgNpADBMA] EAr st hLdRcj WeGggsGHebT
YLoyczYl OyOFSYcczpQ eRqeQVUKHRUI oUi 7CsCr PBNz Aj EAhj xns5W 4uX5r f kd
NMEOMnj 1z+r VRWOF AL/ QAEt RvpgEg SSKURNGE XW L520t PS5

————— END CERTI FI CATE- - - - -

The private key for MASA certificate signs the voucher:

----- BEG N EC PRI VATE KEY-----

MHc CAQEEI Fhdd0eDdzi p67kXx72K+KHGI QYJHNy 8pki LJ6CcvxM30A0GCCqGSMA9
AWEHOUQDQYAEqgQVo0S54k T4y f kbBxunmdHOcHr psqbOpMKm M n30B1HAVW25MI V+
gqi 4t MFf SJ0i Ewt 8kszf WKK4r LgJS2mp Q==

----- END EC PRI VATE KEY-----

A. 2. Exanmple CMS signed voucher request
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M | G QYJKoZl hveNAQecCol | G j CCBnoCAQEXDTALBgl ghkgBZQVEAgEWggO

Bgkghki GOwOBBWGgggONBI | Dknsi aW0zi 12b3Vj aGvyLXJl ¢ XVl c3Q6dnD1
Y2hl ci | 6eyJhc3N cnRpb24i G JwecrmB4aWipdHki LCIj cnvhdGVkLWuUl j oi

M AyM OwiNy Ox MFQx Nz owODox OC410Tgt MDQEVDAI LCIzZXJIp YWt bnVit Yy
| j oi MDAt RDAt RTUt Rj | t MDAt MDI i LCJub25j ZSI 61 j R2VHNwe FMy Q2VxQnpo
RWRvaWZNMrei LCIwemB4aWlpdHkt cnivhaXNOocnFy LWNI cnQ G JNSU DRURD
QFaYWIBdOI CQMJIRVI GYTZaVEFLQrdncWhr ak 9 QUVFEQAY CAELSSXdFQVI L
QlpJbW aUH MR1FCR1JZQlky RXhHVEFYQrdv Snt pYUpr LOI zVkFFVWkZnbHpZ
VzVr W d4dFI XNHhQREE2QndOvkJBTULNM p2ZFc1MFI XbHVMAFJs YZNRdVpY
aChi WEJzW MLam yMcdW/z V6ZEhKMAMIt Y2dSbTkx YnbSaGFXNGAVb TI 2ZENC
RFFUQWCGdz BS TVRFe E1qUXhPVFF6 TURWYUZ3VH Nek VATW) Re EQUUXpNRFZh
TUZNe EVqQQVFCZ29Ka2l hSirsv SXNaQUVaRndKal | URVpNQMMNHQ@2dt UOpvbVQ4
axXhr QvJr VONYTmhi bVJsYkcxaGlqRW NQOFHQTFVRUF3d1pabTkx YnbSaGFX
NHRKR1Z6ZEMLbGVHRNR] R3hs TG1OdmJ UQ pNQk1HQNT x RLNNNDI BZOVHQONx
RLNNNDI BdOVI QTBJQUJI KWk VSEKkwd XAv b DNl WriYS5dk NCYi t s SWbvRU1FZ2M3
Un8r WFp DAdGpBSTBDRDFSnZKUI 90SXI 5RGLI V31 ZaUsGYI JDSDI neWFy Zint 6
Z1g0cDB6Vd 6¢WQak E4 TUNv ROEXVWIRKUUVCL 3dRZ01 CNEd DQBNHQVFVRKJ 3
TWNCZ2dy Qnd FRKJRYORBZ1I| JS3dZkJRVUNBd0OV3RGIZRFZSM-BBUUgV Gk FR
REFnZUFNQW HQONx RLNNNDI CQU1 DQTJI n QUL HVUNNUUNK U1pSSj gz TUSSQ@3ph
Myt 2TOJhMDFoNHFadj Js S2hkKORmaEl OWURodkdwaldvbFpl SEh3Tm 3QXRC
Q010YI V3QD1l b054b2] r K3hXNOFOMM YRWAWMY ONY1hpQARGbI pi cFZxK3hK
RVppaFhVMz ZJ Qmp2 WM XREY5aXZx e EpwRGI5dz 091 n190l | BszCCAa8wggEl
0AMCAQ CBB8Y/ ucwCgYIl KoZl zj OEAWM wJj EKMCI GALUEAWWba@ naHdheS10
ZXNOLmiV4YWLwb GUUY29t | ENBMCAXDTI x MDQy NzE4M kzMFoYDz| 50TkxM Mk
MDAWMVDAWW Ac MROWGAYDVQQFEX EMMC1IEMC1FNS1GM OwMCOwW BZMBMGBY qG
SMA9 AgEGCCqGSMA9 AWEHAOI ABAQ dUOHs 3z ACpqHNK329Dg THNQVhB/ gQESB
ef BbEOsgcbNENDI i 8RYwzr sAf YCxp9k7E1Chpi el TBON 0z+I Sej WIBXVBOG
AlUdDgQMBBRFi MyW gBkN7C61 2VkZFQ BnmxW TAJBgNVHRVEA] AAMCs GCCs G
AQUFBWEgBB8WHWhpZ2h3YXkt dGVzdC51 eGFt ¢ Gxl Lm\vbTo5NDQz MA0 GCCqG
SMA9BAMCA2g AMBUCME q27409xvLhd4n] KMA+Q1 yHeo3Twl QFS87D223HAr
w3/ KGSGaokvFUY6g3zbei wi xALIdW hHx+0DI 6j Ax6i B+qgi G7TWIkNLF6bpyj

gklt rbzzNz6daqJt f 381 HAPv8Lgbc TGCAQQMgEAAgEBMCAW]j EKMCI GALUE
Awwbad naHdheS10ZXNOLnmV4YWLwhGUuY29t | ENBAgQF GP7nMAs GCWCGSAFI

AWQCAaBpMBgGCSqGSI b3DQEJAz ELBgkghki GOwOBBWEWHAYJKoZI hvc NAGKF
MBXDTI y MDex VDI x MDgx OFowLwYJKoZI hve NAQKEMSI El Fc4j O60ni | TLKM

f cc9p5audAN vIvj RXs AKK6+Rc Tv MAo GCCqGSME9BAMCBECWRQ hAQ oCGdgh
Sr +Hk2r 2APsf s1+QIbaOuRf / +zXA70yb6nmRCAI B9aS6W 8kBcVEvVT sDue4l
KWo0uk OBQxdPGpJ qg+GAMA==

A. 3. Exanple CMS signed voucher from MASA
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M | GPQYJKoZl hveNAQcCol | GLj CCBi 0 CAQEXDTALBgl ghkgBZQVEAgEWggOU
Bgkghki Gdw0BBwWGgggOFBI | DgXsi aW/0zi 12b3Vj aGvyOnZvdWNoZXI i Onsi

YXNzZXJ0aWul j oi b&nz2Vkl i wi Y3JI YXR ZClvbi | 61 j 1 wM | t MDct MTBU
MIc6MDgEMTguNz| WL TAOQ AW i wi c2VyaWFsLWs1bWII ci | 61 j AnlUQuniUUL
LUYYLTAWLTAy! i wi bmBuY2Ui G | 0dl RzcHBTMKNI cUJ6aEVKb2l mrTInl i wi

c@ ubmVkLWRvbWFpbi 1j ZXJOI j oi TU JQOVEQONBWIFNQXdJ Gk FnSUVZRE2
W RBS0JnZ3Foa2pPUFFRREFgNRNUkI 3RUFZSONaSWLpW B5 TEdRQkd SWUNZ
MKVARLRBWEInbOpr aWFKay 9Jc1pBRVpGZ2x 6W/c 1alpXeHRZVz RAUERBNK Jn
Tl ZCQULNTTJadnRXNTBZV2x 1 TFhShGvz UXVaWchoYl hCc1pTNWhi M BnVI c1
enRl Sj Fi bVWAnUnD5MAJ uUnhhVz RnVW5dmRDQKRRVEF Rncwe ULURXhNal F4
T1RRek 1IEVNFCGdz BSTXpFeE1qUXhPVFF6 TURWYULGT XhFak FRQdv St pYUpr

LOI zZWKFFWkZnSnmpZVEVaTUJj RONnbVNKb21UOG 4a0FSaldDWES5oYnilShGQIH
MM ak Vp TUNBROEx VUVBd 3daWr05MA uUnmhhVz ROZEdWenRDNV I ROZ0Y0d4
bExt TnZi VEJaTUINROJ5cUdTTTQB QM FRONDc Ud TTTQS QXd FSEEWSUFCSI ps
VUhJI MHVWL 2wz ZVpmOXZDQm r bEl ubOVNRWIj N1JvK1ha@RgQUKWQOxZkpm
Sl 1 vaEl 5eURt SFd5VWN CRmJI SQOg5Znl heniZr end YNHAWel RpenFqUGPBOELD
b0dBMYWK SI FFQ 93UWINGQ RHQONz ROFRVUZCd01j QrdnckJnRUZCUWNEQNIZ
SUt 3WJ CUWI QXd FdORNWURW] BQQVFI L0J BUURBZ2VBTUFVRONDC UdTTTQS
QkFNQOEy ZOFNR1VDTVFDZFNaUk04MD1OUKNG YTM dk9CYTAxaDRxWhYybEt o
ZCt EZmhCNFI EaHZHe Gt Xb2xazZunl d05i NOFOQKNNAGIVAONNSGIOeXpayt 4
VVz dBdDFoVEVoc DMy TWNYaUFkenbaYnBW St 4SkVaaWhYVTM2SUJgdl | nVORG
OW 2c XhKcERi eXc9PSJ9f aCCAXQmggFwWM H20AMCAQ CBAUHC) EwCgYI KoZI

zj OEAW wdj EKMCI GATUEAWWbaG naHdhe S10ZXNOLnv4AYWLwbhGUUY29t | ENB
MBAXDTI x MDQx Mz | x NDAXNI o XDTI zMDQx Mz 1 x NDAX NI o wKDENMVCQGAL UEAWWI
ad naHdheS10ZXNOLnv4YWLwb GUu Y29t | E1BUOEWWTATBgcghkj OPQ BBggq
hkj OPQVBBWNCAASqBBW RLni RPj J+RsHGE6Z0c5weuny ps6kwgal yW egHUCB
bbkw X6CqLi OWV9I nSI TC3ySzN9Zcr i suAl Laael oxAnwD] AMBgNVHRVBASF 8E
Al AAMAO GCCq GSMA9BAMCA2 k AMGYCMQCuy 2Et 1FyNboaqOwYdxt Nguj JzNi XT
| 4VJhxzO CN5Gp5BVSQIFSKhSLs KwKs 8E3BMCMQCGPCGez| aLi 5f nt +R2cwTQy
ePXP6t VHAS58AvI9BZy 1HCmASBJ | pRE1Cxdbl vnai 09LkxggEEM | BAAI BATAU
MCYxJDAI BgNVBAMME2hpZ2h3YXkt dGVzdC5l eGFt cGxl Lmi\vb SBDQQ ECAcK
MTALBgl ghkgBZQVEAgGgaTAYBgkghki GOwOBCQWK CwYJKoZI hvc NAQe BMBWG
CSqGS| b3DQEJBTEPFWOYM A3MTAy MTA4MIThaMC8GCSqGS| b3DQEJBDEI BCBA
77EhoAybh5R6kK89j Def pxRy8Q6r Dolcnl wgvCzXbz AKBggghkj OPQQDAgRH
MVEUCI QD4RnuXwKy YWwamwWq3VYv7dXcMrbzLg7FXTkhvYgPzw gXTJxVV5a
cLMAr oeHgThS5JUSQA2PIMLGF82Uc SNTSEY=

A 4. Exampl e JW5 signed voucher from MASA

These exanpl es are fol ded according to the [ RFC8792] Singl e Backsl ash
rule.
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"payl oad": "eyJpZXRnmLXZvdWNozZXI 6dnB1Y2hl ci | 6eyJhc3N cnRpb24i G Jwem
94aWLpdHki LCIzZXIpYWr bnVt YnVyl j oi Y2FnZnlt OTg3NDUI LCJub25j ZSI 61 j Yy YT\
JI NzYSMeQAMYEZ] ZGEYN | 0ZGULOXZI Nj cyMrULl i wi Y3JI YXRI ZClvbi | 61 | wiM Ut M\
At MTVUVDAB MDAGNMDBal i wi c@ ubnivk LMWRvbWFpbi 1j ZXJ01 j oi TU JQrd6QONBU3FNQX\
dJ K FnSUJBV09XZTBSRk 1Bb0d D@ FHUO00OUJ BTUNNRFVARXpBUKINTI ZCQABNQ2S X NW
FuVnphVz Vs Yz NNe ERUQUX CZO5WXK Fj TUJGTnBkR1VARHpBTKJINTI ZCQULNQTX ShGviz Uk \
RRVEFI RncweE9EQTFNal V3TORRMD 16 QrFGdz B5 TORBMULqVXdPRFEz TXpCYULEVXhFek\
FSQrdOVkJBb01Daz E1UWAWemFXNWk) MD14RFRBTEINTI ZCQANNGK ZOc CRHVXhEek FOQM
dOVkJIBTULCbFJsYzNSRFFUQ pNQk1H x RLNNNDI BZOVHQONXRLINNNDI BdOVI QTBJ QU
JI QUVCAXVXV) dJS09ya040Yj dsYTVIb2J5dFduV1p3RrbQdHVs VDI hd3dVSEZQZSt OWN
MLW WwdUo2ZEFUKOFr VzZFnY1poQ hWROJBMIcr SXI SV1VXU2pKak Fr TUJJROEXVWRFdO\
VCL3dRSU1BWJJIBZj hDQVFBdORNWURWY] BQQVFI LOJBUURBZ0I FTUFvRONDc UdTTTQBCQk\
FNQOEWYOFNRVFDSURI W c2SWZj eUsvLzBBVFk2S21NY] RNMFFIJULFTZFVGY] dQNzl LWWA
ZIW/VBaUIJRWYr dOx SMLUz d2NJWAhHSELI SGxON2MBZz FDaFdNRVkveEFoULNZaW nPT\
0i f X0",

"signatures": [

"protected": "eyJANWM A si TU JQMEQI 5¢c UFEQMFQOFNUUx0d294 TUFV\
RONDc Ud TTTQ6 Qk FNQO 1 DWKh KREFp Qnd Ovk J BTUL HMvhwW JoMLI Ya3RkR1Z6ZEMLbGVH\
RNRj R3hs TGLOdmMJ TQk RRVEFI Rncwe ULUQTBNVEL5TVRRA01 UWrFGdzBSTXpBMELUTXI N
VFF3TVRaYU1DZ3hKak Fr QrdOvkJBTULl V2hwwW JoMLI Ya3RkR1Z6ZEMLbGVHRNRj R3hs\
TGLOdMI TQk5RVK5CTUZr dOV3WUhLb1pJenmwQOFRWI Lb1lpJenpwREFRYORRZOFFcWIR\
VBwlUz UDalQeWZr YkJ4dWLk SE9j SHIwc3Fi T3BNS21p TWuM29CMUhBVz 1 1 TUpWK2dx\
aTROTUZMJOowaUv3dDhr ¢ 3pmvV1hLNHIMZOp TMrLuc GFNUULBNHAEQVI EVI | WEFRSCOC\
QU 3QURBS0JnZ3Foa2pPUFFRREFNTNBBREJt QAFQXJzdGhMZFJj al c2R3Fnc0dl Y2JW
WUX v e VN6 VWwve U9 GULI j Y3pwUWHI UnFl UVZVaOhSVW vWk 3@BNDc| BCTnpBakVBaGp4\
bnMLV2k0dVglcnZr ZGGNRTBNonoxei t yVI J3T2ZBTCIRV2NOUndwZ0VnULNLVVI OQUXNY\
V3l MNTJVAFBTNSJALCJ0eXAi G J2b3V] aGvyLWh3cyt gc29ul i wi YWknl j oi RVMYNTYi \

fQ,
"signature": "s_gJM 4qzz1bxDt gh6Ybi p42J_0_Y4Cwdr M~b8l pPs AhDHVR\
AESNRL3n6M F8dGQHMLf u66x83cK9E5cPt Edag”

}
]
}
Fi gure 1: Exampl e JW5 Voucher
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