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Abst ract

Thi s docunent describes a nunber of operational nodes that a BRSKI
Regi stration Authority (Registrar) may take on

Each node is defined, and then each node is given a relevance within
an over applicability of what kind of organization the Registrar is
depl oyed into. This docunent does not change any protoco

mechani sns.

Thi s docunent includes operational advice about avoidi ng unwant ed
consequences.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-anina-registrar-
consi derations/.

Di scussi on of this docunent takes place on the anima Wrking G oup
mailing list (mailto:anim@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/anim/. Subscribe at
https://ww.ietf.org/mailman/listinfo/aninma/.

Source for this draft and an issue tracker can be found at
https://github. com ncr/registrar-operational -considerations.git.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 May 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

[ RFC8995] introduces a nechani smfor new devices (called pledges) to
be onboarded into a network without intervention froman expert
oper at or.

A key aspect of this is that there has to be a thing for the pledge
to join! [RFCB995] refers to this thing as the "Domain", identified
technically by the "DomainlD'. The Registrar conponent enbodies the
identity, menbership and trust anchor of the dommin. Menbership in
the domain is proven by possession of a valid Local DevicelD, a form
of [ieee802-1AR] certificate.

The Registrar is the component that inplements the donain,

aut hori zi ng new devi ces (pledges) to join. Proper and efficient
operation of the Registrar is key aspect for the Autononic
mechani sns, and for enabling secure onboarding.

Thi s docunent provides inplenmentation, deployment and operationa
gui dance for the BRSKI Registrar.

There are however several classes of operator of a |ocal domain: ISP
and | arge nmanaged nulti-side Enterprises are the prinmary target for
this docunent. Medium sized single site Enterprises and Industrial
Pl ant users are a secondary target for this docunment. Unnanaged
smal |l enterprises and hone users are addressed in a separate section
at the end as special case.
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Thi s docunent first introduces the different scal es of deploynent as
a reference for further discussion and contrasts, and then provides
anal yses sone consequences of architectural choices that may be
appropriate for different scal es of depl oynents.

The docurnent includes security best practices for the managenent of
the certificates and the certification authorities.

1.1. Term nol ogy

Al t hough this docunent is not an | ETF Standards Track publication, it
adopts the conventions for normative | anguage to provide clarity of
instructions to the inplenenter. The key words "MJST", "MJST NOT",
"REQUI RED", "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",

" RECOMMENDED', "NOT RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

1.2. Reference Network and Di agrans

In order to deal with the full conplexity and generality of
operations, the reference network described herein is a bit nore
conmplicated than nany networks actually are.

XXX-sone of these diagrans as nore conpl ex than the docunent
currently justifies.

1.2.1. Tier-1 Network

In this guide one target is a world-wide Tier-1 ISP. It has three
net wor k operations centers (NOC), the two major ones in Frankfurt and
Denver, with an secondary center located in Perth, Australia. The
exact |ocation of these NOCs is not inportant: the |ocations have
been chosen to have an hour overlap in their 8-6 daytine shift,
typical of world-w de operations. This overlap is also not

inmportant, it just adds a degree of realismto this discussion. The
use of actual names nakes subsequent di scussion about failures

easi er.
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Figure 1: Reference Tier-1 | SP network

XXX-there were sone extended consequences that this di agram was
anticipating, which have yet to be witen.

1.2.2. Enterprise Network

A second target is a nediumEnterprise that has a single (probably
on-prem se) data center. The Enterprise has Information Technol ogy
(IT) operations that include the routers and systens supporting it’'s
office staff init's buildings. 1t has Building Operations which
integrates the 10T devices found in the buildings that it owns, and
it has Operations Technol ogy (OT) that manages the automated systens
init’'s on-site manufacturing facilities.

| Data Center |
/ | NOC/JRC | \
/ B ' \
/ \
/ \
/ \
| Ofice Staff | | building |
| routers | | automation |
| swi t ches | | loT |
| servers | | sensors |
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Figure 2: Reference Enterprise network
3.  Hone Network
Athird target is a resident with a single CPE device. The hone
owner has a few nmedi um si zed devices (a hone NAS) as well as a few
| oT devices (light bul bs, clothes washing machi ne).

Internal architectural view

A Registrar will have four major interfaces, connected together by a
common dat abase.

| MASA |
| Interface
| BRSKI - MASA |
______ Soee
I
T ETESESESEEEEEs . | .""'.".'"'.'"'.
| managenent | R . | certification
| interface |<---| database |----- >| authority |
I
I
Y,
| Join Proxy | | Pl edge | -- | EST/BRSKI |
[--=---------- | | Interface | | [--=---------- |
| GRASP | | BRSKI-EST |e | | GRASP |
! (DULL) ! T T ! R '

Figure 3: Reference Internal Architecture for Registrar
1. Pledge Interface (Southbound Interface)

The pledge interface is the southbound interface. This interface
runs the BRSKI-EST protocol. It nay also offer a constrai ned- BRSKI
protocol using CoAP as described in

[1-D.ietf-ani na-constrained-voucher]. It may further offer ultra-
const rai ned onboardi ng protocols such as [I|-D.sel ander-1| ake-aut hz].

This interface faces into the operator’s network, receiving requests
fromdevices to join the network
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There is no requirenent that the different onboarding protocols run
on the sane system or fromthe sanme |P address. They may al so be
seperated onto different networks, and performall of their

coordi nation through the database.

For [ RFC8995] use, the pledge interface is an HTTPS interface.

Due to the use of provinsional trust state in the BRSKI-EST interface
the pl edge never verifies the contents of the TLS server certificate.
The registrar may also run on arbitrary port nunbers, as the port
nunber is part of the announcenents used in the discovery

protocol (s). The voucher pins the associated certificate, so the
Regi strar does not need to have any specific (subjectAltNane)

dnsNarre.

[1-D.ietf-ani ma-constrained-joi n-proxy] describes a nechanismto
provide a statel ess proxy of CoAPS connections, in which case DILS
traffic will be proxied by the Join Proxy to the port that the

Regi strar announces via GRASP within the ACP. In this case, then
there is DILS | ayer bel ow the CoAP | ayer.

[ RFC9031] describes a proxy nechanismthat can be used with

[1-D. sel ander-1ake-authz] to pass CoAP traffic. |In this case,
dependi ng upon the chosen AKE, the key agreenent protocol would be
above CoAP.

[1-D.richardson-ani ma-state-for-joinrouter] offers some additiona
mechani sns, one of which involves dynamically created | PIP tunnels.
I f these mechanisns are in use, then the southbound interface would
need to support these options as well.

The Pl edge Interface requires a TLS ServerCertificate, and
Section 5.1 discusses option for creating this certificate.

The certificates (or DH keys) used for the different protocols could
entirely different. |If horizontal scaling is used, where there are
mul tiple systenms offering a BRSKI-EST interface (probably using a

| oad bal anci ng nechanisn) then it is not necessary to have the same
private keys for each system This assunption requires that the
entire BRSKI-EST protocol exchange occur in a single TLS session
(i.e. using HTTP/ 1.1 sessions), or that the |oad bal ancing systemis
able to consistently map each pledge to the same BRSKI-EST interface.
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As expl ai ned above, the Pledge Inteface does not require a public IP
address, nor does it have have to run on port 443. The address and
port of the Pledge interface to the Registrar is advertised by the
Regi strar using GRASP, according to [ RFC8995] section 4.1.1. The
service may run on any avail able port. The HTTPS, CoAP and CoAPS
port nunbers do not need to be coordinated.

In an ACP application ([ RFC8994]), the Pl edge Interface SHOULD have
an | Pv6 Uni que Local Address (ULA) address fromthe prefix allocated
to the ACP. Section 2 provides sone options for how the Pl edge
Interface can be best connected to the ACP

Qutsi de of the ACP context, running the Pledge interface on an IP
address that has a FQDN that resolves to that I P address (if only
internally), and operating it on port 443 may have operationa
advant ages. The Regi strar may have additional nmanagenent functions,
it may al so serve as an EST end point for certificate renewal, and
[1-D.ietf-anima-brski-cloud] proposes a nmechanismto bootstrap

devi ces which are not connected by a convex ACP, or no ACP. The
Regi strar may be accessible via multiple interfaces.

1.3.2. MASA client (Northbound Interface)

The MASA client interface connects outward to the Internet to speak
to the Manufacturer Authorized Signhing Authority (MASA). This is a
TLS dient interface.

Use of a TLSClientCertificate is RECOMMENDED as this may be the best
way for a manufacturer to identify clients. Section 5.2 discusses
options for signing this certificate.

The Northbound interface (V->W described in

[1-D. sel ander-1ake-authz] may require a proof of possesion of the
(private) key which the pledge (U has witnessed. |In that case, this
proof of posession may need to be done in the Sout hbound BRSKI - EST
interface, and stored in the database for use by the Northbound
BRSKI - MASA system The private keys fromthe Southbound interfaces
SHOULD NOT be made avail abl e on the Northbound interfaces.

The MASA client interface is outgoing only and does not require any
speci al connectivity. It may be placed behind a typical enterprise
or residential NAT44 gateway. |Pv6 connectivity i s RECOVMENDED
however, as an increasing nunber of MASA may prefer |Pv6 only
connectivity. It does need access to DNS, and the DNS | ookups SHOULD
be validated w th DNSSEC

Ri chardson & Pan Expires 9 May 2026 [ Page 8]



I nternet-Draft Regi strar Consi derations Noverber 2025

The MASA client interface will need to validate the server
certificates of the MASA, and to do this it will need access to the
common public WebPKI ([WebPKI]) trust anchors to validate the MASA
The MASA client MAY al so require access to a database of pinned
certificates to validate specific manufacturers as called out for in
[ RFC8995] section 2.8 and section 5. 4.

1.3.3. Join Proxy (Southbound Interface)

In the ACP context, the Registrar is expected to have a Join Proxy
operating on the Southbound Interface in order to announce the

exi stence of the Registrar to the local network, for the benefit of
directly connected devices. This permts the systens on the LAN in
the NOC itself to autonom cally join the domain.

The Join Proxy MAY announce the | P address (ULA) and port of the
actual Pledge Interface, rather than announcing a link-local address
and then perform ng a proxy operation.

1. 3. 4. EST and BRSKI GRASP announcenents

As specified in [ RFC8995] section 4.3, in an ACP context, the
Regi strar MUST announce itself inside the ACP using GRASP. The
Regi strar MUST i ncorporate enough of a GRASP daenon in order to
performthe M FLOOD announcenents.

As specified in [ RFC8995] section 6.1.2, in an ACP context, if the
Registrar will also be providing for renewal of certificates using
EST, then it SHOULD announce itself inside the ACP using GRASP. See
[ RFC8994] section 6.1.5.1 for details. Unless nade inpossible due to
| oadi ng concerns, it is RECOWENDED that all Registrar instances
offer certificate renewal services in this fashion

The use of [RFC8739] Short-Term Automatical |l y- Renewed Certificates is
RECOMMENDED. This mandates that the EST server be highly avail abl e.
If STAR-style renewal s are not used, then the Certification Authority
will need to make OCSP or CRL Distribution points avail able.

1.3.5. Certification Authority
If the Enterprise/lSP has an existing certification authority system
that it wishes to use, then an interface to it has to be enabl ed.
This may run protocols |like EST, CWP or ACME
Smal | er Enterprises and Residential uses of BRSKI are encouraged to

use an internal (private) certification authority. See Section 3 for
a di scussion of securing this CA
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1.3.6. Mnagenent Interface

The Registrar will require a nmanagenent interface. As is the trend,
this will often be a web-based single page application using AJAX AP
calls to perform comruni cations. This interface SHOULD be nade
avai | abl e on the Sout hbound NOC interface only, and it MJST be on a
different | P address and port nunber then the BRSKI-EST interface.

It should be secured with HTTPS, and use of a public ([WbPKI])
anchor is reasonable as it may be that the internal certification
authority may be unavail able or require maintenance.

An entirely separate process is justified with the only connection to
the ot her procesess being the database. (This does not nean it can
not share code nodul es)

2. Connecting the Autonom ¢ Control Plane to the Network Operations
Center (NOC)

[ RFC8994] section 8.1 describes a mechanismto connect non- ACP
capabl e systenms to the ACP. The use of this nechanismis critical to
i ncremental depl oyment of AN MA and BRSKI in operators.

The depl oynent of BRSKI capabl e equi pnent woul d ideally occur in an
outward wave, a concentric ring, fromthe NCC.

(EDNOTE: | NSERT DI AGRAMS)

This would start by an upgrade of the router that connects the NOC to
the production network. This device needs to support the ACP connect
functionality.

It is possible, but beyond the scope of this docunent, to do initia
connectivity of the ACP and of multiple NOCs by manual ly confi gured
I Psec tunnels. This is likely an inportant step for increnental
initial deploynent.

The Regi strar described in the next section either needs to be
connected via one of the above nmentioned tunnels, or it nust be

| ocated on a network with ACP Connect, or it nust itself be part of
an automatically configured ACP. It is quite reasonable for the
Regi strar to be part of a larger appliance that al so i ncludes an ACP
Connect functionality.

3. Public Key Infrastructure Recommendati ons for the Registrar

The Registrar requires access to, or nust contain a Certification
Aut hority (CA).
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This section deals with the situation where the CA is provided
internally. [I-D.ietf-acne-integrations] deals with the case where
the CAis provided by an external service, and the CA trust anchors
are public. These use ACME ([ RFC8555]) is used as the interface.
That is out of scope for this docunent.

There are al so a nunber of commercial offerings where a private CAis
operated by an external entity using a wide variety of protocols,
including proprietary ones. Those are also out of scope for this
docunent .

The requirenents for the PKI depends upon what kind of network is
bei ng nanaged.

3. 1. PKI recommendations for Tier-1/1SP Networks

A three-tier PKI infrastructure is appropriate for an ISP. This
entails having a root CA created with the key kept offline, and a
nunber of internediate CAs that have online keys that issue "day-to-
day" certificates.

Whet her the root private key is secured by applying secret-splitting,
and then storing the results on nultiple USBs key kept in nmultiple
safes, or via Hardware Security Mdule is a |ocal decision informed
by best current practices.

The root CAis then used to sign a nunber of internediate entities:
this will include an internediate CA for the Registrar that is

depl oyed into each redundant NOC | ocation. Miltiple internediate CAs
with a common root provides significantly nore security and
operational flexibility than attenpts to share a private key anong

| ocati ons.

Wil e the root CA should have a longevity of at |east 5 years, after
which it can be re-signed rather than re-generated. (Resigning an
exi sting key mght not require replacenment of trust anchors on all
devi ces)

The internedi ate CA keys need only have a 1-2 year duration, and
before the end of their lifetine, a new private key shoul d be
generated and replace the old one.

Shorter periods are possible, but until there is nore experience with
them not recomrended. The intermedi ate CA key shoul d be regenerated
because the internediate CA private key will need to be online,
available to the Registrar CA system There are nmany nore
opportunities for the key to | eak, such as into backups.
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The internediate CAis then used to sign End-Entity certificates
whi ch are returned as part of the BRSKI-EST mechani sm

The Regi strar needs both of client and server certificates for it’'s
BRSKI - EST and BRSKI - MASA connections. It is recommended that an
additional internediate CA can be created for manually issued
certificates such as these. This internmediate CA could be called the
NOC Infrastructure CA, and could be used to issue certificates for

all manner of infrastructure such as web-based nmonitoring tools. The
private root CA certificate should be installed into the browsers of
NCC per sonnel

The docurent [I-D. noskow t z-ecdsa-pki] provides sone practica
instructions on setting up this kind of system

Thi s docunent recommends the use of ECDSA keys for the root and
subordi nate CAs, but there nmay be operational reasons why an RSA
subordinate CA will be required for sone | egacy equi prent.

3.2. Enterprise Network

Enterprises that have nultiple Network Operations Center shoul d
consi der the reconmendati ons above for an | SP

This section applies to Enterprises that have all NOC operations/
personel into a single location, which is probably on-prenise data
center. This is not a hard rule for scaling, but the intent is that
physi cal security for the ACP Connect network is rather easy, that
only a single legal jurisdiction will apply, and that it is possible
to get people together easily to do things |ike resign keys.

A three-tier PKI infrastructure is still recommended for the reason
that it provides operational continuity options not available with a
two-1evel system The recommendation is to have a root CA nmechani sm
installed on a Virtual Mchine which is not connected to a network.
The root CA private key is kept offline, secret split anong a nunber
of USB keys, kept in the possession of key personnel

The secret split should have at |east five conponents, of which at

| east three are required to reconstruct the key. See

[1-D. hal | anbaker-nmesh-udf] section 4.5 for one such nechanism there
are nmany others, and there are no interoperability requirenents for
the secret split.

The essential point is that the Enterprise is able to recover the

root CA key even without some nunber of personnel and is able to
continue operating it’'s network.
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As in the ISP case, the internediate CAis then used to sign End-
Entity certificates which are returned as part of the BRSKI-EST
mechanism One intermediate CA key suffices as there is only one NCC
|l ocation with a Registrar. Incidental certificates for interna
operations (such as internal web servers, enmnil servers, etc.), and
for the BRSKI-EST server certificate can be done with this single

i nternmedi ate CA.

The BRSKI-MASA TLS Cient Certificate key for an enterprise may not
be needed; it depends upon the policies of the manufacturers which

are involved. It may be sinpler to use a certificate produced by a
public CA (such as LetsEncrypt), as this nakes it easier for

manuf acturers to validate the provided certificate.

The docunent [I-D. noskow tz-ecdsa-pki] provides sone practica
instructions on setting up this kind of system This docunent
recomrends the use of ECDSA keys for the root and internedi ate CAs.
In an Enterprise, there are likely many nore | egacy devices that

nm ght need to becone involved in the secure domain. It is
recomrended that an RSA root and internediate CA be nore strongly
consi der ed.

3.3. Hone Network

Home networks and small offices that use residential class equipnent
are the nost challenging situation. The three-tier PKI architecture
is not justified because the ability to keep the root CA offline has
no operational val ue.

The hone network registrar should be initialized with a single key
pair used as the certification authority.

Secret splitting is useful in order to save the generated key with a
few nei ghbours. It is reconmended that the entire PKI system

dat abase (including CA private key) be encrypted with a symretric key
and the results made available regularly for downl oad to a variety of
devices. The symetric key is split anobng the nei ghbours.

The nost difficult part of the Home Network PKI and Registrar is
where to locate it. GCenerally it should be |located on a device that
is fully owned by the honme user. This is sonetines the Honme Router,
but in alot of situations the Home Router is the ISP's CPE router

If the home has a Network Attached Storage (NAS) system then running
it there is probably better.

A conprom se for CPE devices owned by the ISP that can run containers

is for the Registrar to be |located on detachable storage that is
inserted into the CPE. The detachabl e storage is owned by the hone
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owner, and can be renmoved fromthe CPE device if it is replaced
More experience will be necessary in order to deternmine if this is a
wor kabl e sol uti on.

4. Architecture Considerations for the Registrar

There are a nunber of ways to scale the Registrar. Wb franework
three-tier nechanisns are the nmost obvious. See [threetier] for an
overview. This architecture is very famliar and can work well for a
Registrar. There are a few small issues that need to be addressed
relating to the TLS connecti ons.

The BRSKI - EST connection uses TLS Cient Certificate information, so
it is necessary for the presentation tier to pass the entire
certificate through to the application layer. The presentation tier
MUST accept all Client Certificates, many of which might it mght not
have anchors for. Many n-tier systens provide for non-standard ways
to transmt the client certificate frompresentation |ayer to
application layer, but [I-D.bdc-somrething-somnething-certificate] also
intends to provide a standards track mechani sm

In addition, the Registrar Voucher-Request MJST be signed using the
sanme key pair that is used to term nate the TLS connection, so the
application layer will need access to the sanme keypair that the
presentation tier uses. This can be operationally challenging if the
presentation tier is provided by a hardware-based TLS | oad bal ancer.

For this reason, an alternate architecture where the front-end | oad
bal ancer provides TCP |l evel |oad bal ancing, |eaving the TLS
operations to software TLS inplenentations in the application |ayer
may be sinpler to build. Gven that the Registrar is an inward
facing system and is not subject to the Internet-scale |oads typica
of "Black Friday" web system the same kind of extreme scaling is not
necessary.

The BRSKI - EST fl ow i ncludes a back-end call to the BRSKI-MASA fl ow.
That is, during the BRSKI-EST /voucherrequest call, a voucher wll
need to be fetched fromthe MASA using a BRSKI - MASA connecti on
There are three ways to do this.

4.1. Conpletely Synchronous Registrar
In this sinplest version the Registrar operates as a single thread,
processing the voucher-request fromthe Pledge, and then starting a

BRSKI - MASA client session, while the connection fromthe Pl edge
waits.
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This flowis very sinple to inplenment, but requires an entire
processing thread to bl ock while the BRSKI - MASA protocol executes.
The Pl edge may tinmeout on this request, disconnect and retry.
Experience so far is that typical default tinmeouts work fine.

It is recomended that the voucher-request be recorded in a database,
and if a corresponding fresh voucher is also found in the database,
that it be returned rather than fetching a new voucher fromthe MASA.
Thi s acconpdates the situation where the Pledge did tineout, but the
BRSKI - MASA protocol did conplete. This results in the Pledge

recei ving the voucher upon retrying w thout having to go through the
process of getting a new voucher. This only works if the Pl edge
retries with the sane Nonce each tine.

4.2. Partially Synchronous Registrar

A slightly nore conplicated version is for the Registrar to look in a
dat abase for a matchi ng voucher-request, and if none is found, to
return a 202 code upon the voucher-request, asking the Pledge to
retry.

In the neantine the BRSKI-MASA connection can be performed, and the
resulting voucher stored in a database. The connection can be done
in the same thread that just deferred the connection, or in another
thread kicked off for this purpose.

4.3. Asynchronous Registrar

In the conpletely asynchronous architecture, things work as with the
Partially Synchronous version. The voucher request is placed into a
dat abase as before.

A compl etely separate system probably with different network
connectivity, but connected to the sane database, perforns the BRSKI -
MASA processing, then fills the database with the answer.

This version may have a noticeably higher latency as it requires a
dat abase operation and a database trigger to i nvoke the process.

This architecture has the advantage, however, that the interna

facing Registrar never connects to the Internet. Furthernore, the
nunber of internal facing Registrar instances can be tuned

i ndependently fromthe nunber of outward facing clients. This may be
an advantage for networks that need to deal with a high nunber of
mal i ci ous or lost internal clients.
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5. Certificates needed for the Registrar

In addition to hosting a PKI root, the Registrar needs several other
key pairs. They are:

5.1. TLS Server Certificate for BRSKI-EST

A certificate to be used to answer TLS connections from new devices
(pledges). This nust be of a type that expected pl edges can
understand. Returning an RSA key to a client that can validate only
ECDSA chains is a problem The constrained |oT ecosystemprefers
ECDSA, and often does not have code that can verify RSA. Meanwhil e,
ol der FIPS-140 validated libraries present in nany router operating
systens support only RSA

The recomendation is to use ECDSA keys, with a sensitiviity to when
a mpjority of systens m ght support EADSA. There are well

est abl i shed nmechani snms in nost TLS server libraries to permt
multiple certificates to be loaded and to return an appropriate key
based upon the client capabilities. This should be used.

The certificate used for the BRSKI-EST end point is not validated by
the BRSKI pl edge using public trust anchors, but rather it is pinned
by the [ RFC8366] voucher. As such it can conme fromthe private CA
as recomrended above: either signed by a specific internmediate CA or
via a root CA as appropriate for the environnent.

5.2. TLS dient Certificate for BRSKI-MASA

A certificate may optionally be used for authentication of the
Registrar to the MASA. It is recommended to always include one.

It can be the same certificate used by TLS Server Certificate above,
and this is nost appropriate in small Registrars which are not
di stributed, such as ones aimed as Residential /Hone networks.

In larger, distributed Registrars, cryptographic hygi ene dictates
that the private key not be distributed, so a unique certificate per
Registrar client is appropriate. They should all be signed by the
sane internediate CA, with the internmediate and root CA certificates
bei ng supplied in the TLS connection

5.2.1. Use of Publically Anchored TLS Client Certificate with BRSKI -
MASA connecti on

The use TLS Client Certificate which has a public anchor (such as

fromLetsEncrypt) has an advantage that is nmakes it easier for the
MASA to reject malicious clients.
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If the Registrar is not using a supply chain integration that

i ncl udes the MASA being aware of the cryptographic identity of the
Regi strar, then the use of a publically anchored certificate is
RECOMVENDED.

Certificate for signing of Voucher-Requests

As part of the BRSKI voucher-request process the Pledge’s Voucher-
Request is wapped by the Registrar in another voucher-request and
signed. It is this certificate which pinned by MASA to validate the
connecti on.

The certificate used to sign the (parboiled) voucher-request MJST be
the sane as the one that is used for the TLS Server Connection. This
inmplies that the signed voucher-request MJST be constructed on the
sane machi ne that term nates the BRSKI-EST connection

Aut onomi ¢ Control Pl ane Addressing

In the Enterprise and | SP use cases, the creation of an [ RFC8994]
Autononmi ¢ Control Plane is assunmed. (The use of an ACP for the Hone
Net wor k of 10T devices is considered unnecessary due to HNCP)

In these context the certificates which are returned by the Registrar
MUST contain a unique | Pv6 ULA address. [RFC8994] section 6.10
outlines several addressing schenes for the ULA addresses. The use
of the ACP VI ong Addressing Sub-Scheme (6.10.5) is recomended as it
provides the nost flexibility for devices.

The use of this node linmts the nunber of nodes in the network to

bet ween 32768 and 8 MIlion. 32K routers in an | SP network seens |ike
quite a lot already, but use of F=0 addresses provides for up to 8

M 1lion devices, each with 256 nanagenent end points.

It should be noted that a nmix of F=0 and F=1 addresses may be used,
but the BRSKI protocol does not directly provide a way to negoti ated
this. This could be done as part of the Certificate Signing Request:
the device coul d deci de which kind of address to ask for by changing
the address that it asks for, but this is non-standardi zed and may
not worKk.

A network manager that saw that a device was running out of F=0
space, that is if 256 addresses was not enough for a device, could
all ocate an F=1 address in a managenent interface. At the next
certificate renewal (which could be forced by a nanagenent action),
then a new certificate would be issues with the | arger address space.
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256 addresses for a single device may seemlike a lot, but it is
i ncreasing the case that routers nmay have a | arge number of
virtualized functions within and each may reasonably need to be
separately connected to it’s SDN controller

7. Privacy Considerations

Section 10.2 of [RFC8995] details a nunber of things that are
reveal ed by the BRSKI-EST protocol. A multi-location Registrar with
different TLS Server Certificates will have a different privacy
profile than a Registrar that uses only a single certificate.

Section 10.3 of [RFC8995] details what is reveal ed by the BRSKI - MASA
protocol. The operational recomrendati ons of this docunment do not
affect or mtigate things at all.

8. Security Considerations

Section 11 of [RFC8995] does not deal with any attacks agai nst the
Regi strar, as the Registrar is considered to be an internally facing
system

In the context of the Autonomi ¢ Control Plane ([ RFC8995] section 9,
and [ RFC8994]) it is expected that the majority of equi pnent attached
to a network are connected by wired ethernet. The opportunity for a
massi ve attack against the Registrar is considered lowin an ISP, or
mul ti-side Enterprise backbone networKk.

8.1. Denial of Service Attacks against the Registrar

However, there are sone exposures which need to be taken into
account, particular in the Enterprise or Institutional Canpus
network: typically these networks have | arge nunber of access ports,
one for each desktop system Those systens can be infected with

Mal ware, or may be | ocated in student conputer |abs physically
accessible with nmininmal authorization. Wile an attack on the

Regi strar m ght be part of sone kind of student protest, an attack by
mal war e seens nore likely.

The different architectures proposed in Section 4 of this docunent
provi des sonme recommendations on differing scales. The use of a
fully asynchronous design is recommended for Enterprise uses of BRSKI
where there may be a | arge nunber of 10T devices that are expected to
onboard. The ability to scale the BRSKI-EST Pl edge Interface w thout
havi ng the scale the rest of the system provides for resiliency of
the Registrary.
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8.

10.

R

It bears repeating that the use of of a stateless technology in the
Join Proxy noves the |oad due to attacking systenms fromthe Join
Proxy into the Registrar. This increases the network bandw dth
required fromthe Join Proxy to the Registrar with the benefit of
sinmplifying the Join Proxy.

This is an intentional design decision to centralize the inpact into
the purpose built Registrar systen(s).

2. Loss of Keys/Corruption of Infrastructure

I n Hone/ Resi dential Network ("homenet") uses of [RFC8995] the biggest
risk is likely that of loss of the Registrar’'s key pairs. That is,
accidental loss of the private key is nore likely than loss to a
malicious entity that steals themwith intent to cause damage.

This can be due to failure to backup the database foll owed by a CPE
device failure, but the case where a CPE device is sinply thrown away
to be replaced by an uninformed technician or household nmenber is
probably the most likely situation

This situation results in loss of control for all devices in the
hone, and nuch frustration fromthe home owner who has to go through
an onboarding process for all the devices. The use of a standardized
onboardi ng protocol significantly mitigates the hassle; the current
"state of the art" proccess involves a series of appliance-specific
smart phone applications, which may or not not actually work on nore
recent devices.

This is why the focus on saving of the database along with a secret
splitting process to secure it. At present there is no cross-vendor
format for this database, so the saved data is only useable with a
Regi strar fromthe sane vendor. So this protects agai nst device
failure, where it is replaced by an identical device or an upward
conpati bl e device fromthe same manufacturer, but not agai nst changes
of vendor.

I ANA Consi derati ons
Thi s docunent nakes no | ANA al | ocati ons.
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