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Abst ract

Thi s docunent introduces an intent-based framework for network
servi ces autonom c depl oynent and managenent. It autonomically
depl oys network services that require custom zed conbi nati ons of
networ k resources and dynam cally nmanage t hese resources throughout
their lifecycle. The franework | everages the GeneRi ¢ Autononic
Signaling Protocol (GRASP) to facilitate the dynanic exchange of
resource managenent signals anong aut onom ¢ nodes, thereby enabling
coordi nated and consi stent operations within an autonom c network
domain. This franework is generic and applicable to nost types of
net wor k resources.
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1. Introduction
Traditionally, IP networks are based on the best-efforts nodel. The

| P layer does not reserve resources for upper-layer applications.
However, nore and nore emerging applications that require quality
services, such as video, VR, AR and so on. They need supports from
steady network resources, such as bandw dth, queue, nenory, priority,
conput ational resources, etc. These network applications are
strongly based on the availability and stability of network
resources. To enable these resource-based applications and servi ces,
| ETF have devel oped many resource reservation mechani sns, such as
RSVP [ RFC2205] that is mainly to reserve bandwi dth only and path-
oriented. However, nost of themare mainly for reservation during
the depl oynment only and are rigid for dynam ¢ adj ustnent.
Furthernore, nost of themare dedicated for a certain type of network
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resources.

However, the requirenents for network resources fromvarious end
users are highly diverse and dynanmic. Mechanisns that enable
trustworthy users or user nodes, not only rigid network nmanagenent

pl ane, to dynamically and autonomi cally deploy and nanage their
customi zed network services are urgently needed. Yet, designing such
mechani sms in wide networks is quite challenge due to their
architecture and inherent complexity. It is nmuch nore feasible to
desi gn such mechani sns wit hin autonom c networks, giving nore secured
and extensible autonom c network infrastructure.

Thi s document introduces an intent-based framework for network

servi ces autonom c depl oynent and managenent. W thin autonomc

net wor ks, every nodes are secured and trustworthy, giving the secure
precondition provided by the Autonom ¢ Control Plane (ACP) [ RFC8994]
and t he Bootstrappi ng Renpbte Secure Key Infrastructure (BRSKI)

[ RFC8995]. These nodes, representing the applications or end users
on them can describe their custom zed requirenments for network
resources into a service intent, which are described in [ RFC7575].
Then, the RM ASAs, defined in Section 3 this docunent, would
breakdown t hese requirenents and dynanically di spatches network
resources, by using the GeneRic Autonom ¢ Signaling Protocol (GRASP)
[ RFC8990] to dynamically negotiate anong the autonom c nodes.

This framework is generic and applicable to nmost, if not all, of
types of network resources. It can be easily extended to support any
new y- appear network resources. It can be used, but no limted, in

bel ow network scenari os:

* Quality transmi ssion. The quality could means guarant eed
bandwi dth, or jitter, etc. In order guarantee the quality of
networ k transm ssion, the network should reserve transm ssion
resource, particularly bandwi dth or queues, on a selected path
fromthe ingress to the egress node. The dynanic resource
di spat chi ng nmechani sm shoul d ensure the consistent of reserved
resources on all the nodes in this path, particularly, when
dynani ¢ changes are operated on this path.

* Difference transm ssion. The network may provide different
transm ssion by putting the user packets into different processes
that have different resources, such as bandw dth, queue | ength,
priority, etc. The results would be different user experience in
delay and jitter, or even packet |ose rate.
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* In-network cache/storage. The network nay provide in-network
cache or storage by menory in the network devices or attached
devices. The idle nenory space is the resource that need to be
request and nmanaged. The |l ocation or distance of the nenory is
al so rel evant to user experience.

* Conputing offload or in-network conputing. Mre and nore spare
comput ati onal resources are fromnetwork providers. They may be
i dl e conputational cycles on the network devices or depl oyed
conput ational servers. The occupation of these conputationa
resources is tine-sensitive. Al so, the location or distance of
the conmputational resource is relevant to user experience.
Conputing resource in the transni ssion path can al so executes
comput ational tasks within network el enents during data
transm ssi on.

* |Information provision. In sone scenarios, network may be the best
information provider. It nmay be the information are from or
generated by network itself. O the network has the best |ocation
to provide the information.

* Miltiple resource managenent in data centers. Wthin data

centers, autonom c resource nmanagenent shall integrate traffic,
storage, and conputing power to optinize performance and
efficiency. It shall dynam cally allocate network bandw dth,

comput ational CPU GPU cores, and storage |/O based on real -tine
demand, ensuring bal anced workl oads and m nimal |atency. This
hol i sti c approach prevents bottl enecks, maxi m zes hardware
utilization, and supports scal able, reliable cloud services.

Thi s docunent defines an Autonomni ¢ Resource Managenent Objective in
Section 5. Three new corresponding registries are defined in
Section 7.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Terminol ogy & Abbreviations

Thi s docunent builds upon and extends the previous term nol ogy
defined in [ RFC7575] and [ RFC8993].
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Net wor k Service: a customni zabl e conposite of network resources,
defined by trustworthy users or network nanagenment plane to fulfill
speci fic operational requirements through the orchestrated

conbi nation of underlying infrastructure el enents.

Service Intent: the declarative expression of requirenents that
specifies the desired characteristics, constraints, and objectives
for a network service, serving as the input for resource dispatching
wi t hout detailing inplenmentati on mechani smns.

RM ASA: the Resource Manager ASA on autononi c nodes. |t nmanages the
| ocal resources on the node, such as bandw dth, queue, nenory,
priority, computational resources, etc. The RM ASA comunicate with
other counterpart RM ASAs in order to dynamically dispatch network
resources within the autonom c network domain. This docunent assunes
al | autonom ¢ nodes have a RM ASA.

Service Initiator: the autonom c node that initiates and nanages a

network service. It receives and processing a Service |Intent by
parsing the intent into discrete resource requests with associated
constraints. It subsequently initiates resource requests and

dynami cal |y adjusts these resources of this network service through
its RM ASA by negotiating with rel evant network el enents.

Servi ce Responder: the autonom ¢ node that responses to the requests
fromthe Service Initiator. It receives the requests through its RM
ASA, checks or operates on its |local resources, and responds the
results to the Service Initiator. Typically, a network service MAY
involve nmultiple Service Responders. The consistency anong themis
the responsibility of the Service Initiator

4. A Ceneric Auto-depl oynent Mechani sm of Resource-based Network
Servi ces

Thi s section describes the generic procedures of autonom c depl oynent
and managenent of the resource-based network services, as Figurel
shows. The format of service intent is defined in [draft-zhu-ani ma-
service-intent[. The prepositive operation that input/setup/initiate
the service intent is out of document scope. The detail ed

i mpl ementation or internal algorithns of the Resource Manager ASAs
are out of scope. The specific details that depend on certain
network services or certain type of network resources are al so out of
scope. The nodification on a service intent may trigger the dynanic
servi ce changes.
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reserve the local resource

I
| Coordi nation with other RM ASAs |

rel ease resources
Fi gure-1: generic procedures of autonom c depl oynent and nanagenent
4.1. Service Intent initiates RM ASA for Service Depl oynent

On the node that a service intent is given, the service intent that
descri bes the custom zed network resource requirenents as stipul ated
by trustworthy users or network nmanagenent systens, undergoes a
conpr ehensi ve deconposition process. This process translates the

hi gh-1evel intent into granular, specific requirements across various
categories of network resources, including but not limted to
transm ssi on bandw dth, data storage capacity, conputational power,
and information accessibility/provision. Following this
deconposition, the RM ASA on the Service Initiator node is activated.
The primary function of this RMASA is to dynam cally orchestrate,

al l ocate, and dispatch the required network resources in real-tine,
ensuring that the service intent is fulfilled efficiently and
adaptively throughout its lifecycle.
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4.2. Discover RM ASAs on Proper Service Responders

The Service Initiator MAY first discover the rel evant network nodes
according to the resource requirenments described in the service
intent in order to reduce the node range of sendi ng GRASP Di scovery
message. It may be all the nodes on a giving path or nodes that have
idle resource available for giving service condition, etc. The node
di scover nethods can be pre-configured, outbound di scover, path
detection, etc.

The Service Initiator SHOULD send out a GRASP Di scovery nessage that
contai ns a Resource Manager bjective option defined in Section 5, in
whi ch the network service is described. The Discovery nessage SHOULD
send to the reduced range nodes, by abovementi oned nechani sm or al
nodes within the AN domai n.

A RM ASA that receives the Discovery nessage with the Resource
Manager Objective option SHOULD check its satisfaction against the
service description. |If neet, the node is a proper Service
Responder. It SHOULD respond a GRASP Response nessage back to the
Service Initiator.

Defined in the section 2.5.5.1 of [RFC8990], the Di scovery nessage
MAY conbine with the bel ow negotiation process, if the rapid
negotiati on function has been enabl ed network wide. |If the rapid
negoti ati on function has been disabl ed, the process would fall back
to the normal discovery-only process.

4.3. Authentication and Aut horization

In principle, any operations on resources MJST be authorized. The
Servi ce Responder SHOULD check the authentication of the Service
Initiator and the authorization information for the operation it
requests. This docunent assunes all autonom ¢ nodes within the AN
domai n have been authenticated and their requested operations are
aut hori zed, giving the Autonomic Control Plane (ACP) [ RFC8994] and

t he Boot strappi ng Renote Secure Key Infrastructure (BRSKI) [RFC8995]
has provided the secure environnent for this mechani sm

4.4. Negotiate Resource with Service Responder
After the discovery step, the RM ASA on the Service Initiator sends a
GRASP Request nmessage with a Resource Manager Objective option, in
whi ch the value of the requested resource is indicated.
When the RM ASA on a Service Responder receives a subsequent Request

message, it SHOULD conduct a GRASP negotiation sequence, using
Negotiate, Confirm Waiting, and Negotiati on End nessages as
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appropriate. The Negotiate nmessages carry a Resource Manager
oj ective option, which will indicate the resource type and val ue
offered to the requesti ng RM ASA.

During the negotiation, the RM ASA on the Service Responder will

deci de at each step how nuch resource can be offered. That decision
and the decision to end the negotiation, are inplenentation choices.
A resource shortage on the Service Responder nmay cause it to indicate
the existing avail able value within a Resource Manager (bjective
option back to the Service Initiator. The Service Initiator m ght
deci de whether to accept the request of the resource. |f not, the RM
ASA on the Service Initiator MAY term nate the negotiation via
Negoti ati on End nessages.

Upon conpl etion of the negotiation, the Service Responder reserves
its local resources. The Service Initiator may use the negotiated
resource after receiving synchronizati on nessage w thout further
nmessages.

Normal Iy, a network service SHALL have one service initiator within
an autonom ¢ network domain. It is the Service Initiator’s
responsibility to manage the service and coordi nate anong nultiple
Servi ce Responders to ensure the consistent of reserved resources.

4.5. Change Reserved Resources

After the process of automatic resource managenent mechani sm RM ASAs
are allowed to change and negotiate the resource requirenents. 1In
the lifetime of network services, there nay be many reasons that the
service has to be changed upon with its reserved resources. Resource
Manager ASA needs to be able to handl e resource changes in a tinely
manner to neet service requirenents

During the renegotiation process, RM ASA on the Service Initiator
resends the service's resource requirenents by using Resource Manager
GRASP (bj ective. RM ASA on the Service Responder receives the
resource negotiati on message and nakes the determination. |If the
resource requirenments are | ower than those allocated or/and |ess
lifetime than previous, the Service Responder SHOULD directly confirm
the information and rel ease the excess resources. |f nore resources
or lifetine are required, RM ASA on the Servi ce Responder SHOULD
treat it as a brand-new request and rmake decision or further
negotiation. The bottomline is the Service Responder MJST all ow the
Service Initiator fall back to previous allocated resource, both on
volume and lifetinmne.

RM ASAs on the Service Responders MJUST NOT change existing resource
all ocation until the new negotiation on resource changes is conpl ete.
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4.6. Releasing Resources during Service Ending

After the service is conpleted or expired, the reserved network
resources MJST be rel eased so that network resources can be used nore
efficiently. |If the service lifetine expires, the Service Responder
MUST release its |ocal resources and MAY send a Synchroni zation
message to the Service Initiator to notify the state change of its

| ocal resources. |If the Service Initiator wants to end the service
before the service lifetine expires, the Service Initiator MJST send
a negotiation nessage to the Service Responders to request the
network resource to be changed to zero. Upon conpletion of the
negoti ati on, the Service Responder rel eases the resources occupi ed by
the service

5. Autonom c Resource Managenent Objectives

This section defines the GRASP techni cal objective options that are
used to support autonomic resource nmanagenent. Resource Manager
GRASP (bj ective allows nultiple types of resources to be requested
si mul t aneousl y.

The Resource Manager (bjective option is a GRASP (njective option
conformng to the GRASP specification [RFC8990]. |Its nane is
"Resource Manager", and it carries the following data itenms as its
val ue: the resource value. Since GRASP is based on CBOR (Conci se

Bi nary Object Representation) [RFC38949], the format of the Resource
Manager Objective option is described in the Concise Data Definition
Language (CDDL) [RFC8610] as foll ows:

obj ective = ["Resource Manager", objective-flags, |oop-count,
?0bj ecti ve-val ue]

obj ecti ve-nane = "Resource Mnager"

obj ective-flags = uint .bits objective-flag ; as in the GRASP
speci fication

| oop-count = 0..255 ; as in the GRASP specification

The 'objective-value' field expresses the actual value of a

negoti ati on or synchroni zati on objective. So a new objective-val ue
named aut onomi c- net wor k-servi ce-value is defined for Network Service
Aut o- depl oynent as follows. The autonom ¢ node can know that it is
serving Network Service Auto-depl oynent according to the objective-
val ue after receiving the GRASP nessage. The ’'objective value
contains two parts, one represents the information of the service
itself, and the other represents the requirenents of resources.
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obj ecti ve-val ue = aut onom c-net wor k- servi ce-val ue; An aut onomi c-
net wor k- servi ce-value is defined as Figure-2

aut onom c- net wor k- servi ce-val ue =

[
[
service-type,
service-id,
service-lifetine,
service-tag
1. [
*resource-requirenent-pair
]
]

Fi gure-2: Format of autonom c-network-service-val ue
service-type = 0..7

service-id = uint

service-lifetinme = 0..4294967295 ; in mlliseconds
service-tag = [ *service-tag-info]

The conbi nati on service-type and the service-id MJST uni quely
represent a network service within the network. The uni queness of
the conbinati on service-type and the service-id SHOULD be guarant eed
by an allocation nechanismthat is out of scope of this docunent.

The all ocation of resources MJST specify the lifetime. The service-
lifetime represents the usage time of the resources required by the
servi ce.

The service-tag contains other information that describes the
service. This information is not necessary, but will affect the
policy for RM ASA resource reservation

The resource-requirement-pair describes the resource requirenents and
it is defined as Figure-3. Resource requirenents of different types
can be described in an objective option. The Resource Manager

obj ective option supports multi-faceted resource requirenents and
negoti ati on. These resource requirenents are all in pairs, described
by resource type and resource val ue.
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resource-requirenent-pair =

[

resource-type,
resour ce-val ue

]

Fi gure-3: Format of resource-requirenent-pair
resource-type = 0..7
resour ce-val ue = uint

6. Security Considerations
It conplies with GRASP security considerations. Relevant security
i ssues are discussed in [RFC8990]. The preferred security nodel is
that devices are trusted follow ng the secure bootstrap procedure
[ RFC8995] and that a secure Autononic Control Plane (ACP) [ RFC8994]
is in place.

7. | ANA Consi derations
Thi s docunent defines a new GRASP (bj ective option nanes: "Resource
Manager" whi ch need to be added to the "GRASP (bjective Names"
registry defined by [ RFC8990]. And this docurment defines a new
registry tables "service-type" and "resource-type" under the
"Resource Manager" GRASP Objective. The follow ng subsections
descri be the new paraneters.

7.1. Service type
| ANA has set up the "service-type" registry, which contains 4-bit
val ue. The service-type defines the type of service which is used to
descri be the type of resource requirenents.
* 0 : Transnission Service
* 1 : Computing Service

7.2. Resource Type

| ANA has set up the "resource-type" registry, which contains 4-bit
val ue.

* 0 : bandwi dth

* 1 : queue
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* 21 menmery

* 3 priority

* 4 : cache

* 5 : conputing
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