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Abst ract

Thi s docunent describes a nunmber of operational nbdes that a BRSK
Manuf act urer Authorized Signing Authority (MASA) may take on.

Each node is defined, and then each node is given a relevance within
an over applicability of what kind of organization the MASA is

depl oyed into. This docunent does not change any protoco

mechani sns.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

[ RFC8995] introduces a nechani smfor new devices (called pledges) to
be onboarded into a network without intervention froman expert
operat or.

Thi s mechani sm | everages the pre-existing relationship between a
devi ce and the manufacturer that built the device. There are two
aspects to this relationship: the provision of an identity for the
device by the manufacturer (the IDevlD), and a mechani sm whi ch
convinces the device to trust the new owner (the [ RFC8366] voucher).

The manufacturer, or their designate, is involved in both aspects of

this process. This requires the manufacturer (or designate) to
mai ntain on online presence.
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Thi s docunent offers a nunber of operational considerations
recomendati ons for operating this online presence.

The first aspect is the device identity in the formof an

[i eee802-1AR] certificate that is installed at nanufacturing tine in
the device. Sonme of the background for the operational
considerations of building this public key infrastructure is
described in [I-D.irtf-t2trg-taxonony-manufacturer-anchors].

The second aspect is the use of the Manufacturer Authorized Signing
Authority (MASA), as described in [ RFC8995] section 2.5.4. The
devi ce needs to have the MASA anchor built in; the exact nature of
the anchor is open to a nunber of possibilities which are expl ai ned
in this docunent. This docunent primarily deals with a number of
options for architecting the security of the MASA rel ationship.

There are sone additional considerations for a MASA that deals with
constrai ned vouchers as described in

[1-D.ietf-ani na-constrai ned-voucher]. In particular in the COSE
signed version, there may be no PKI structure included in the voucher
mechani sm so cryptographi c hygi ene needs a different set of
tradeoffs.

2. Operational Considerations for Mnufacturer Authorized Signing
Aut hority (MASA)

The manufacturer needs to nmake a Signing Authority available to new
owners so that they may obtain [RFC8366] format vouchers to prove
ownership. This section initially assunes that the manufacturer wll
provide this Authority internally, but subsequent sections deal with
some adjustnents when the authority is externally run.

The MASA is a public facing web system It will be subject to
network |l oad fromlegitimte users when a network i s bootstrapped for
the first tinme. The legitinmate load will be proportional to sales.
The MASA will also be subject to a nalicious |oad.

2.1. Deflecting unwanted TLS traffic with dient Certificates
One way to deflect unwanted users fromthe application franmework
backend is to require TLS Client Certificates for all connections.

As described in Section 5.5.4 of [RFC8995], the Registrar may be
authenticated with a TLS dient Certificate.
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This of fl oads nmuch of the defense to what is typically a hardware TLS
term nation system This can be effective even if the hardware is
unable to do the actual validation of the TLS Cient Certificate, as
validation of the certificate occurs prior to any comunication with
the application server.

[I-D.ietf-httpbis-client-cert-field] is a critical addition to any
use of TLS offload, as the certificate used needs to be comuni cated
to the application framework for detail ed authorization

This increases the effort requires for attackers, and if they repeat
the sane certificate then it becones easier to reject such attackers
if alist of invalid/unwanted clients is cached.

The use of a client certificate forces attackers to generate new key
pairs and certificates for each attack

2.2. Wb framework architecture

Web framework three-tier mechani sns are a very comon architecture
See [threetier] for an overview. There are Internet scale franeworks
exi st for Ruby (RubyOnRails), Python (D ango), Java (J2EE), GO, PHP
and others. The nethods of deploying themand dealing with expected
scal e are conmon in nost enterprise | T departnments.

Consi deration should be made to depl oying the presentation |ayer into
multiple data centers in order to provide resiliency against

di stributed denial of service (DDoS) attacks that affect all tenants
of that data center

Consi deration should al so be given to the use of a cloud front end to
mtigate attacks, however, such a systemneeds to be able to securely
transmt the TLS Client Certificates, if the MASA wants to identify
Regi strars at the TLS connection tine.

The niddl e (application) tier needs to be scalable, but it is
unlikely that it needs to scale very nmuch on a per-mnute or even
per-hour basis. It is probably easier and nore reliable to have
application tiers do database operations across the Internet or via
VPN to a single |ocation database cluster than it is to handle
asynchronous dat abase operations resulting from geographically

di spersed nul ti-nmaster database systens.

But, these are |ocal design decisions which web depl oyment make on a

regul ar basis. The MASA functionality is not different than other
public facing systens.
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The database tables that the MASA uses scale linearly with the number
of products sold, but as they are nostly read-only, they could be
easily replicated in a read-only manner from a sal es dat abase.

Direct integration with a sales system could be considered, but would
involve a nore significant security inpact analysis, so a process
where the sales data is extracted to a | ess sensitive systemis
RECOMVENDED.

In any case, the manufacturer SHOULD plan for a situation where the
manuf acturer is no longer able or interested in running the
Authority: this does not have to an unhappy situation! Wile the
case of the manufacturer going out of business is discussed in
Section 5, there are nmore happy events which should be prepared for.
For instance, if a manufacturer goes through a nerge or acquisition
and it nmakes sense to consolidate the Signing Authority in another
part of the organization.

Busi ness continuity plan shoul d include backing up the voucher
signing keys. This may involve nmultiple Hardware Security Mdul es,
and secret splitting mechani sms SHOULD be enpl oyed. For |arge val ue
itens, custoners are going to need to review the plan as part of
their contingency audits. The docunent
[1-D.irtf-t2trg-taxonony-manufacturer-anchors] can provi de some
conmon basis for this kind of eval uation.

The trust anchors needs to validate [RFC8366] vouchers will typically
be part of the firmvare | oaded inot the devie firnmnare.

There are many nodel s to nmanage these trust anchors, but in order
having only a single key, a PKI infrastructure is appropriate, but
not required.

On constrai ned devices w thout code space to parse and validate a
public key certificate chain require different considerations, a
singl e key may be necessary. This docunent does not (yet) provide
appropri ate considerations for that case.

VWhat follows are a nunber of ways to construct a resilient PKl to
sign vouchers

2.3. Self-contained multi-product MASA, no PK
The sinplest situation is to create a self-signed End Entity
certificate. That is, a public/private key pair. The certificate/

public key is enbedded in the products to validate vouchers, and the
private part is kept online to sign vouchers.
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This situation has very | ow security against theft of a key fromthe
MASA. Such a theft would result in recall of all products that have
not yet been onboarded. It is very sinple to operate.

2.4. Self-contained nmulti-product MASA, with one-level PK

A sinple way is to create an new offline certification authority
(CA), have it periodically sign a new End-Entity (EE) identity’s
certificate. This End-Entity identity has a private key kept online,
and it uses that to sign voucher requests. Note that the entity used
to sign [ RFC8366] format vouchers does not need to be a certificate
aut hority.

If the public key of this offline CAis then built-in to the firmware
of the device, then the devices do not need any further anchors.

There is no requirenent for this CA to be signed by any other
certification authority. That is, it nay be a root CA. There is
al so no prohibition against it.

If this offline CA signs any other certificates, then it is inportant
that the device know which End-Entity certificates may sign vouchers.
This is an authorization step, and it nay be acconplished it a nunber
of ways:

1. the Distinguished Name (DN) of the appropriate End-Entity
certificate can be built-in to the firmiare

2. a particular policy OD nay be included in certificates intended
to sign vouchers

A voucher created for one product could be used to sign a voucher for
anot her product. This situation is also mtigated by never repeating
seri al Nunbers across product |ines.

An End-Entity certificate used to sign the voucher is included in the
certificate set in the CM5 structure that is used to sign the
voucher. The root CA' s trust anchor should _also_ be included, even
though it is self-signed, as this permts auditing elenments in a

Regi strar to validate the End-Entity Certificate.

The inclusion of the full chain also supports a Trust-on-First-Use
(TOFU) workflow for the manager of the Registrar: they can see the
trust anchor chain and can conpare a fingerprint displayed on their
screen with one that could be included in packagi ng or other sales
channel infornation.
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When buil ding the MASA public key into a device, only the public key
contents matter, not the structure of the self-signed certificate
itself. Using only the public key enables a MASA architecture to
evol ve froma single self-contained systeminto a nore conpl ex
architecture later on.

2.5. Self-contained per-product MASA

A simpl e enhancenent to the previous scenario is to have a uni que
MASA of fline key for each product line. This has a few advantages:

* if the private keys are kept separately (under different
encryption keys), then conprom se of a single product |ines MASA
does not conprom se all products.

* if a product line is sold to another entity, or if it has to go
through an escrow process due to the product going out of
production, then the process affects only a single product |ine.

* it is safe to have serial Nunmber duplicated anong different product
lines since a voucher for one product |ine would not validate on
anot her product |ine.

The di sadvantage is that it requires a private key to be stored per
product line, and nost |arge CEMs have many dozens of product |ines.
If the keys are stored in a single Hardware Security Mdul e (HSM,
with the access to it split across the sanme parties, then sonme of the
crypt ographi ¢ advantages of different private keys will go away, as a
conprom se of one key likely conprom ses themall. Gven a HSM the
most likely way a key is conpronised is by an attacker getting

aut hori zation on the HSM t hrough theft or coercion.

The use of per-product MASA signing keys i s encouraged.
2.6. Per-product MASA keys intertwined with | Devl D PKI

The 1 DevliD certificate chain (the intermediate CA and root CA that
signed the IDevlD certificate) should be included in the device
firmvare so that they can be comuni cated during the BRSKI-EST
exchange.

Since they are already present, could they be used as the MASA trust
anchor as well?

In order to do this there is an attack that needs to mti gated.

Since the root-CA that creates I DevlDs and the root-CA that creates
vouchers are the sane, when validating a voucher, a pledge needs to
make sure that it is signed by a key authorized to sign vouchers. In
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7

ot her scenarios any key signed by the voucher-signi ng-root-CA woul d
be valid, but in this scenario that would al so include any |DevlD,
such as would be installed in any other device. Wthout an
additional signal as to which keys can sign vouchers, and which keys
are just |DevlD keys, then it would be possible to sign vouchers with
any | DevlD private key, rather than just the designated voucher-
signing key. An attacker that could extract a private key from even
one instance of a product, could use that to sign vouchers, and

i mper sonate the MASA

The challenge with conmbining it into the IDeviD PKI is making sure
that only an authorized entity can sign the vouchers. The solution
is that it can not be the same intermediate CA that is used to sign
the I Devl D, since that CA should have the authority to sign vouchers.

The PKI root CA therefore needs to sign an internediate CA or End-
Entity certificate with an extension O D that is specific for Voucher
Aut hori zation. This is easy to do as policy O Ds can be created from
Private Enterprise Nunmbers. There is no need for standardization, as
the entity doing the signing is also creating the verification code.
If the entire PKI operation was outsource, then there would be a
benefit for standardi zation

Rot ati ng MASA aut hori zati on keys

As a variation of the scenario described in Section 2.5, there could
be multiple Signing Authority keys per product line. They could be
rotated though in sone deternministic order. For instance, seria
nunbers ending in O woul d have MASA key 0 enbedded in them at
manufacturing time. The asset database would have to know whi ch key
that corresponded to, and it would have to produce vouchers using
that key.

There are significant downsides to this nechani sm

* all of the MASA signing keys need to be online and available in
order to respond to any voucher request

* it is necessary to keep track of which device trust which key in
t he asset database

There is no obvious advantage to doing this if all the MASA signing
private keys are kept in the sane device, under control of the sane
managers. But if the keys are spread out to multiple |ocations and
are under control of different people, then there may be sone
advantage. A single MASA signing authority key conprom se does not
cause a recall of all devices, but only the portion that had that key
enbedded in it.
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The rel ati onshi p between signing key and device could be tenporal:
all devices made on Tuesday coul d have the sanme key, there could be
hundreds of keys, each one used only for a few hundred devi ces.
There are nmany vari ations possi bl e.

The maj or advantage cones with the COSE signed constrained-vouchers
described in [I-D.ietf-aninm-constrai ned-voucher]. |In this context,
where there isn't space in the voucher for a certificate chain, nor
is there code in the device to validate a certificate chain, a raw
public key can sign the voucher. The (public) key used to signis
enbedded directly in the firmvare of each device w thout the benefit
of any public key infrastructure, which would allow indirection of

t he key.

3. Operational Considerations for Constrai ned MASA
TBD

4. Operational Considerations for creating Noncel ess vouchers
TBD

5. Business Continuity and Escow Consi derati ons

A nunber of jurisdictions have |egal requirements for businesses to
have contingency plans in order to continue operating after an
incident or disaster. Specifications include [is022301_2019], but
the problem of continuity goes back over 40 years.

The [hol man2012] document defined an eight tier process to understand
how data woul d be backed up. Tier 0 is "no off-site data", and woul d
be i nappropriate for the MASA s signing key. The question as to how
much delay (downtinme) is tolerable during a disaster for activating
new devi ces. The consideration should depend upon the type of the
devi ce, and what kind of disasters are being planned for. @G ven
current technol ogies for replicating databases online, a tier-4
("Point-in-time copies") or better solution nmay be quite econonically
depl oyed.

A key aspect of the MASA is that it was designed as a conponent that
can be outsourced to a third party, and this third party can | everage
economi es of scale to provide nore resilient systems at nuch | ower
costs.

The PKI components that are used to provision the |DevlD
certificiates into new devices need to be operational only when the
factory that produces the devices is active. The business continuity
pl anni ng needs to include provision for backing up the private keys
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used within the PKI. It nay be enough to backup just the root CA
key: the rest of the levels of the PKI can be regenerated in another
| ocation if necessary.

6. Privacy Considerations
YYY

7. Security Considerations
277

8. | ANA Consi derati ons
Thi s docunent nakes no | ANA requests.
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