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1. Introduction

Thi s docunent provides cryptographic signing of voucher data in form
of JSON Wb Signature (JW5) [RFC7515] and the media type application/
voucher-jws+json to identify the voucher format. The encoding
specified in this docunent is used by [I-D.ietf-anim-brski-prnm and
may be nore handy for use cases al ready using Javascript Object

Si gni ng and Encryption (JOSE).

This is an extension to "A Voucher Artifact for Bootstrapping
Protocol s" [I-D.ietf-anim-rfc8366bis] in which the YANG data nodel
is used by "Bootstrapping Renote Secure Key Infrastructure (BRSKI)"
[ RFC8995] and "Secure Zero Touch Provisioning (SZTP)" [ RFC8572] to
transfer ownership of a device froma nmanufacturer to a new owner
(custoner or operational domain). That docunment provides a

Werner & Richardson Expires 19 July 2025 [ Page 2]



I nternet-Draft JW5- voucher January 2025

serialization of the voucher data to JSON [ RFC8259] with
crypt ographi ¢ signing according to the Cryptographic Message Syntax
(CVs) [ RFC5652] .

This docunent is simlar to [I-D.ietf-anim-constrained-voucher],

whi ch provides cryptographic signing accordi ng COSE [ RFC8812]. These
docunents do not change nor extend the YANG definitions of
[I-D.ietf-anima-rfc8366bhis].

Wth the availability of different voucher formats, it is up to an

i ndustry-specific application statenent to decide which format is to
be used. The associated nedia types are used to distinguish

di fferent voucher formats.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Thi s docunent uses the follow ng terns:

JSON Voucher Data: An unsigned JSON representation of the voucher
dat a.

JWS Voucher: A JWS structure signing the JSON Voucher Data.

Voucher: A short formfor voucher artifact and refers to the signed
statement from a Manufacturer Authorized Signing Authority (MASA)
service that indicates to a Pledge the cryptographic identity of
the domain it should trust, per [I-D.ietf-aninm-rfc8366bis].

Voucher Data: The raw (serialized) representation of the ietf-
voucher YANG nodul e wit hout any encl osing signature, per
[I-D.ietf-aninma-rfc8366his].

MASA ( Manuf acturer Authorized Signing Authority): The entity that,
for the purpose of this docunent, issues and signs the vouchers
for the manufacturer’s pledges. |n sone onboarding protocols, the
MASA may have an Internet presence and be integral to the
onboardi ng process, whereas in other protocols the MASA nay be an
offline service that has no active role in the onboardi ng process,
per [I-D.ietf-anim-rfc8366bis].

Pl edge: The prospective conponent attenpting to find and securely
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join a domain. Wen shipped or in factory reset node, it only
trusts authorized representatives of the manufacturer, per
[I-D.ietf-ani ma-rfc8366bhis].

Registrar: A representative of the domain that is configured,
per haps autonomically, to deci de whether a new device is all owed
to join the domain, per [I-D.ietf-aninma-rfc8366bis].

Thi s docunent uses the follow ng encoding notations:

BASE64URL( OCTETS): Denotes the base64url encodi ng of OCTETS, per
Section 2 of [RFC7515].

UTF8(STRING) : Denotes the octets of the UTF-8 [ RFC3629]
representation of STRING per Section 1 of [RFC7515].

3. Voucher Artifact with JSON Wb Si gnature

JW5 voucher artifacts MJUST use the "Ceneral JW5 JSON Serialization
Syntax" defined in Section 7.2.1 of [RFC7/515]. This syntax supports
mul tiple signhatures as already supported by [ RFC8366] for CMs-signed
vouchers. The followi ng figure summarizes the serialization of JW
voucher artifacts:

"payl oad": BASE64URL( UTF8(JSON Voucher Data)),
"signatures": [

"protected': BASE64URL(UTF8(JW5 Protected Header)),
"signature": BASE64URL(JWS Si gnature)
}
]
}

Figure 1: Voucher Representation in General JWS JSON
Serialization Syntax (JWS Voucher)

The JSON Voucher Data MJST be UTF-8 encoded to becone the octet-based
JWE Payl oad defined in [RFC7515]. The JWS Payl oad is further
base64url| -encoded to becone the string value of the payl oad nmenber as
described in Section 3.2 of [RFC7515]. The octets of the UTF-8
representation of the JWS Protected Header are base64url-encoded to
becone the string value of the protected nenber. The generated JWS
Signature is base64url -encoded to becone the string value of the

si gnature menber.
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3.1. JSON Voucher Data

The JSON Voucher Data is an unsigned JSON docunent [ RFC8259] that
conforns with the data nodel described by the ietf-voucher YANG
nmodul e [ RFC7950] defined in Section 7.3 of

[I-D.ietf-aninma-rfc8366bis] and is encoded using the rules defined in
[ RFC7951]. The followi ng figure provides an exanpl e of JSON Voucher
Dat a:

{

"ietf-voucher:voucher": {
"assertion": "l ogged",
"serial -number": "0123456789",
"nonce": "5742698422680472",
"created-on": "2022-07-08T03:01: 24. 618Z",
"pi nned-donmi n-cert": "base64encodedval ue=="

Figure 2: JSON Voucher Data Exanple
3.2. JWS Protected Header

The JWS Protected Header defined in [RFC7515] uses the standard
header paranmeters alg, typ, and x5c

* The alg parameter MJST contain the algorithmtype (e.g., ES256)
used to create the signature as defined in Section 4.1.1 of
[ RFC7515] .

* The typ paraneter is optional and used when nore than one kind of
obj ect could be present in an application data structure as
described in Section 4.1.9 of [RFC7515]. |If present, the typ
paraneter MJST contain the val ue voucher-jws+json

* | f X.509 (PKIX) certificates [ RFC5280] are used, the x5c paraneter
MJUST contain the base64-encoded (not base64url -encoded) X. 509 v3
(DER) certificate as defined in Section 4.1.6 of [RFC7/515] and
MJST al so contain the certificate chain.

I npl enentati on Note: base64-encoded values, in contrast to
base64url - encoded val ues, may contain slashes (/). JSON [ RFC8259]
optionally allows escaping these with backslashes (\\). Hence,
dependi ng on the JSON parser/serializer inplenentation used, they
may or may not be included. JW5 Voucher parsers MJST be prepared
accordingly to extract certificates correctly.
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To validate voucher signatures, all certificates of the certificate
chain are required up to the trust anchor. Note, to establish trust
the trust anchor MJST be provi ded out-of-band up front.

The followi ng figure gives an exanple of a JW5 Protected Header:

{
"al g": "ES256",
"typ": "voucher-jws+json",
"x5c": |
"base64encodedval uel==",
"base64encodedval ue2=="
]
}

Figure 3: JWS Protected Header Exanple
3.3. JWS Signature

The JWS Signature is generated over the JWS Protected Header and the
JWS Payl oad (= UTF-8 encoded JSON Voucher Data) as described in
Section 5.1 of [RFC7515].

4. Privacy Considerations

The Pl edge- Voucher - Request (PVR) reveals the I DevlD of the conponent
(Pledge) that is in the process of bootstrapping.

A PVR is transported via HTTP-over-TLS. However, for the Pl edge-to-
Regi strar TLS connection a Pl edge provisionally accepts the Registrar
server certificate during the TLS server authentication. Hence, it
is subject to disclosure by a Dol ev-Yao attacker (a "malicious
messenger”) [ON-PATH], as explained in Section 10.2 of [RFC8995].

The use of a JW5 header, with nentioned standard header paraneters
alg, typ, and x5c, brings no new privacy considerations next to
Section 10.2 of [RFC8995].

5. Security Considerations

The issues of how [I-D.ietf-aninma-rfc8366bis] vouchers are used in a
BRSKI systemis addressed in Section 11 of [RFC8995]. This docunent
does not change any of those issues, it just changes the signature
technol ogy used for voucher request and response artifacts.

Section 9 of [RFC8572] deals with voucher use in Secure Zero Touch

Provi si oning (SZTP), for which this docunent al so makes no changes to
security.
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6. | ANA Consi derations
6.1. Media-Type Registry

This section registers application/voucher-jws+json in the "Mdia
Types" registry.

6.1.1. application/voucher-jws+json

Type name: application
Subt ype nane: voucher-jws+j son
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: JW5+JSON vouchers are JOSE objects
signed with one or nultiple signers.
Security considerations: See section [Security Considerations]
Interoperability considerations: NA
Publ i shed specification: TH S RFC
Applications that use this nedia type: AN M, 6tisch, and other
zer o-touch boot strappi ng/ provi si oni ng sol utions
Addi tional information:
Magi ¢ nunber(s): NA

File extension(s): .vVjj
Maci ntosh file type code(s): NA

Person & enmail address to contact for further information: |ETF
ANl MA WG

I ntended usage: LIMTED

Restrictions on usage: NA

Aut hor: ANl MA WG

Change controller: |ETF

Provi si onal registration? (standards tree only): NO
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8. Exanples

These exanpl es are fol ded according to the [ RFC8792] Singl e Backsl ash
rul e.

8.1. Exanpl e Pl edge-Voucher-Request (PVR

The followi ng is an exanple of a Pl edge-Voucher-Request (PVR) as JWs
Voucher artifact, which would be sent froma Pledge to the Registrar:
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"payl oad": "eyJpZXRnmLXZvdWNozZXI t cnivxdW/zdDp2b3Vj aGvyl j p71 nNl cnl hbC\
LudWii ZXI'i G Jr axXQ OTg3N UOMzI xI i wi bBuY2Ui G JUYXV2Syt ZL2N M JnSUzZ2cF\
p6Zkt RPTOI LCJj cnvhdGVKLWAul j oi M Ay NCOx MSOy OVQMOTozNDoxNi 40M Zal i wi cH
Jved t aXR5LXJI 221 zdHIhci 1j ZXJ0I j oi TU JQORUCONBYk9nQXdJQk FnSUdBWk 4z Tk\
Rt UE1BbOdDQBFHUO00CUJ BTUNNRNd4@BpBSkJInTl ZCQVI UQW GUK LSSXdFQVI EVI FRSO\
RBbE5I VU52Yl hCaG&Jua3hGVEFUQTdOVKJ BcO1ERTELVTNVAWWY bG hV0Z5ZVRFUEL BMVE\
dBMYWFQNd3R1RYbFRhWFJ s TVJ Fd O R3SWURWUVFEREFO TmvWIn Bk R1ZEUVRBZUZ3VH ORE\
VATWor dO9URTFNek ZhRncwek 5ERXhNant 3T1RFMJ16RTFNROI 4QBpBSkJInTl ZCQVI UQW
t GQUk1SSXdFQVI EVI FRSORBbLESI VU52YIl hCaGlua3hGREFTQTdOvKkJ Bc 01 DVDELVTNVAW
M/bG ZWE0 1 TVE4dORRWRWUVFI REFaTmVWINBk R1V4ARORBVOJINTI ZCQULNRDAX NVUy b D\
BaVkpsW JsenRl Smhj akJaTUINROJIS5cUdTTTQE QAdFRONDC Ud TTTQ6 QXd FSEEWSUFCQUA
gr TFpt bnRncGgr al Uvc2NUQNhk VHpz d2xmJTZ1Sy 9BOWFJ Yk paS2U0OUG 0Vnhr aES HWA
dONmBwWyt DaVFLTHdaOMEVHFXM | x QUxZNSs 3bVFKNnI qV3pCWk 1 CVEdBMYVK SI FRVO\
1 CUUdDQBNHQVFVRKJ 3TUJ CZ2dy Qri FRKJRYORI REFPQMIOVKhROEJBZj hFQkKFNQOI 0QX\
dLQVI EVI | WKJIDRXdI NEI kYl hsenmFYUnkj bVZuYVhOVGNE Rnl MoTEIWIT 5dGNHRnVI Uz)\
VaYj | wWdONnWJI Lb1pJendwRUF3SURTQUR3Ul FJZ0Q@Ba0J4MJ82TzJGVFBPUl gwNDd TcF\
N2¢c GF6dC8r R3Yy OXMAN3I| y TXU2UELDSVFEeW90c QI 2bEwd1c4Zy9ESUX2TORZZO1PT1\
Vr VDE1ZHZZTUVOR1Qy @BV5Zz091 n19",

"signatures": [

{

"protected": "eyJ4NWM A si TU JQO56CQONBZDINQXdJQkFnSUdBW4z TKRE \
S01Bb0d D@ FHUO000UJIBTUNNRN4@BpBSkInTl ZCQVI UQW GUk1Sc3dHUVI EVI FRSORC
Sk5z2VzUxWrLGanRI Vnl aViEl 3TURFZ1FVY3hFek FSQrdOvkJBc01Dazl 5W FnZ1ZXNXBk\
RUVARNpBVkJINnTI ZCQUINRGs xaGJ uVnl ZV04wZFhKbGN\r Tk NQOFYRFRIMELURXI PVEEL\
TVRVek1Wh1l Eens1T1Rr eE1gTXhNak Ox TIRVNVdgQnZNUXN3QLFZRFZRUUdFdOp CVWRF\
Yk1Ca0dBMWFQRd3ULRXRNVkV1poWINSMARt Vnl NREF4SUVGSELSTXdFUVI EVI FRTERB\
cFBj bWRZSUZWIWFYUk JNUI | 3RKFZRFZRUUZFdz Fy YVhRAE9QUZz NCal UWT XpJeELSWKAG
QVI EVI FRRERBMUJRa016 TG VMI5TMHhNREJ CTUZr dOV3WUhLb1pJenmowQ@FRWI Lb1pJd\
emWREFRYORRZOFFZ05r MXc2Zl BFRFI yekRIanbybUVAR] UOWGsr K1psZj JI TTRr QR9P\
bkt 2VHIPMFY4YUJoMAL1lenl RVI Uwano2VTd6O0TFBS) | vNI NSQXi bTInT) RPYTZONK 11\
Z3dNQVI JS3dZQkJ RVUNBUOFFSkJZaW) XRnpZUz EwWW hOVExuaDVI bTFoYnbWb VI XTj Bk\
VEpsY2klam y MDZPVFEWTXpBZkJInTI ZI UO1FRORBV2dCULZUdFYr MLFxK2I r dI BLTVpv\
MEhaOXh ESUg 5 VEFUQNMI OVKh TVUVEREFL Qndnc kJnRUZCUMNEQWY BTOJINTI ZI UThCQAY4\
RUJBTUNCNEF3Q2dZSUt vVikI 6aj BFQXdJRFNBQXdSUU nVTJUNKp TOHVQUTAz K1QvdDE2\
dVNoz2| s CEOvbWFHVNnhu Sz Rxek 9 OUFVKRUNJ UURHTVRxcnkyVzBMSUl t aj ZCS1d0QUI5\
WDImRWivaF!l 4RFVYy TDNCM FvRA nPTOi XSwi dH Wi j oi dnB1Y2hl ci 1gd3M anNvbi | s\
I nFszyl 61 kVvTM W21 n0",

"signature": "ehYSVTUFgJ890sF5F8ky5nf OXsGJM BVBvIPA wHVZGNFQ
hP3FOBQ 6bj 4mG& Ccf k5FGPD8r JKs 7t xuBf KgA"

]
}

Fi gure 4: Exanpl e Pl edge- Voucher - Request (PVR)

The followi ng private key (of the IDeviD) is used to sign a Pl edge-
Voucher - Request (PVR) by Pl edge:
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8.

2.

----- BEG N PRI VATE KEY--- - -

MEECAQAWEWYHKO0ZI zj 0CAQYI KoZl zj 0DAQcEJzAl AQEBBCA4b5741 JvkZZt +i j +D
ughPrB8x Fg95HW\BBHKCbh QEax Un==

————— END PRI VATE KEY-----

————— BEG N CERTI FI CATE- - - - -

M | CNz CCAd2gAw BAgl GAZN3NDmKIMA0 GCCg GSMA9BAMCMFgx Cz AJBgNVBAYTAKFR
MRs wGQYDVQRKDBINYW5 1 Znj dHVY ZXI wivDEg QUc x Ez ARBgNVBAs MCk 9y Z1ggVW\Bp
dEEx Fz AVBgNVBAMVDK 1 hbnVmYWNOd XJ | ¢k NBMCAXDTI OMTEy OTASMTUz MWoYDz k5
OTkxM MxM MLOTUSW Bv MQs wCQYDVQQGEWI BUTEbMBk GALUECgWSTWFUdWZh Y3R1
¢ mvy MDAX| EFHVRMMVEQYDVQQL DApPcmd Yl FVuaXRBMRYWFAYDVQQFEWLr aXQt OTg3
Ny UOMz I x MRYWFAYDVQQDDAL BQk Mz Lk U3NSOx MDBBMFkWEWYHK0ZI zj 0CAQYI KoZI
zj 0DAQc DQgAEgNK 1w6f PEDYr zDI j nr mExF54Xk++Z| f 2HVk CoOnKv Tr COV8aBh1
muzy QVU0j z6U7z91AJ906SRBI brm2f BTOa6N6 MHgwWiVAYI KwYBBQUHASAEJBYi bWFz
YS10ZXNOLnh5enmLhbnVmyWNOdXJ1 ci 5) b206OTQOMz Af BgNVHSMEGDAW) BSVTt V+
3Qy+i kvPKMZoOHZ9x DI HOTATBgNVHSUEDDAKBggr Bg EFBQc DAj AOBgNVH@BBAF 8E
BAMCB4AWCG Y1 KoZIl zj OEAW DSAAWRQ gU2T6JS8uj Q03+T/ t 16uShgi | 8M maGvx
nK4qgz ONPUJECI QDGMTgr i 2WOLI | mj 6BKW AOy X2f EgohR8DUr L3B210Di g==
----- END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

M | B6DCCAY+gAw BAgl GAZN3NDI 2MAo GCCqGSMA9BAMCMFgx Cz AJ BgNVBAYTAKFR
MRs wGQYDVQQRKDBINYWS 1 Znfj dHVy ZXI wivDEg QUc x Ez ARBgNVBAS MCk 9y Z1gg VWb p
dEExFz AVBgNVBAMVDK 1hbnVmYWNOd XJ| ¢k NBNVB4XDTI OMTEy OTASMTUz MVoXDT Vb
MT Ey OT A5 MT Uz MVoWWDEL MAk GA1 UEBh MCQVEX Gz AZBgNVBA0OMEK LhbnVmyWNOd XJ |
¢j AWVBBBRz ETVBEGA1UECWWKT3JnWCBVbm 0QTEXMBUGAL UEAWMAMOTWFUdWZh Y3R1
cmvy QQEWTATBgcghkj OPQ BBggghkj OPQVBBWNCAATT | / ScKL8r BEDPTj OX4ug/
nCnt rr y59h0g4J0r / yEMTGGz KhNSskJ54u22g2kdGec Mp Al SH59a0SZ6mi p60FzLz
00UwQz ASBgNVHRVBAf 8 ECDAGAQH AgEBMA4 GALUd DWEB/ WQEAW CBDAdBgNVHQAE
FgQUI U7Vf t OKvopLzyj GaNB2f cQyB/ UwWCgY! KoZIl zj OEAW DRWAWRAI gNOnz Fk SM
i SMygr UBhPARi oFi Ab+zVPc7sdSy/ 03nf SYCI BxGr zP3BssQJTj ni u8l ogHXyf 9m
JKYL4l AyTOnAQOj ¢

----- END CERTI FI CATE- - - - -

Exanpl e Regi strar-Voucher - Request (RVR)

The followi ng is an exanpl e Regi strar-Voucher-Request (RVR) as JWS
Voucher artifact, which would be sent fromthe Registrar to the MASA
Note, the previous PVR can be seen in the payload in the field prior-
si gned- voucher -r equest .

"payl oad": "eyJpZXRmLXZvdWNoZXI t cnivxdW/zdDp2b3Vj aGvyl j p71 nNl cnl hbC\
LudWi ZXI'i G JraXQ OTg3N UOMel xIi wi aVWRl dml KLW zc3VI ci | 61 kJCZ3dGoOFVbR\
U3VNZOMEt 2b3BMenl qR2ZFOQ JmY1F5Q 9VPSI s| mbvbmN | j oi VGF1dksr W89j Yz JSzZk\
| GdnBaenzZLUTO09I i wi cHIpb3l t c2l nbnVkLXZvdWNoZXI t cnivxdW/zdCl 61 nV5SndZWG\
xzYj JGa0l gb2l aWaxLYOZwMWVEt MULXRnAyWkZkT2I xcFl TWFIqYIl ZaNFpGZFdl bVJIFYO\
RKaUOXxWh FZVWWRXZVVs c WNEZEpi azVzWI'| xc2FHSKRNWFZr VnpGec FdsaEphVTI wl25KaF\
dGR) BUWJUTTALcVZUXKSIl a2woulds M FXSNRPWFZaTVW W FQy bEt Wk ZVmp KVGVYYUM
FUREpPYWxc 1Nt MVRW/mB5WIBad05s cHIk Rk pRVKRCc FRFTkt hbUs0VimLoall xWhJURM
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MLZFVscW ybE5ha0Y1VG Nd2VFM/RNSGKQVmK GMLQx UnZl az VFY] No T2 FUUXd UV3BhWA
VscGQybGTRXAYW Vkc2RHRI | Val ZNVOVwe 1dgSnNl bVJJ U2 1oanmFURNFXbGhLTUVSc W
| ybFVWAW3hLVWRCU1LZWRXdUaOpaYXpsdVWAG ThEZy UmD1VFZXUk NIvh MAvZWk Scl VuUl '\
ZSVEZDWNp CalJ CRXpSa2hWIURBA 1 Qx Vkt RoFIW/Gs 1U2Jt UTBVWES3UWK Ol Nt NWWVi Rn\
BEVWZac1ZVWR hk RMRWYXpGVFUxa& ShEZXYk VWW2JFW NVek J TUWL KRk 5 Xe FAVW/FV5V1\
d4b1EyRkhTbl ZoTTJoSFZr VkdWkZOWk USV2Ewc ENZek F4Ul ZKVWJIURI dVWRTVYW/ZK T
VXSkhkR2hXTUZv MdsW NSbFZGTVWKTI JXUKNUVI pXUnx GdVpETI NNVkpaVWN aU2FGZE\
dTbk5WWnt wR1pEQ NNMARWMKK VI Zr Wk ZValZHY] FSAdFZsZFVi aOpy VW GYVIW/I dVaO\
phVI Zvel RVvaHNUMUpGVmpSWWYz nl aREELVI ZKWWJr NWchMXBv VW) 1anty VnJ OVWZTVO\
doT1ll XMIBNWFAVW aTl ZURTIVbTFHVGxJd2JEU JNMDJIDVTJI0S2JsUnNXa05SvVmL4 Vi \
VWZDBSWZy TVZOVFdHUkdWWI pz U Zac1Js Sl RNRkpDWNY VMAI GW ZOVEpaYkdoRFI VZE\
t kVOVEYUVKULIVW VWWz Fr VDFacl Nr SmpNREZFVFVSRk 1WN VUb GRoVj AXNVI r ZDBXb G
RGYnpGWZr VTBaREJ TV KV Vs ZFZVa1pKVW VWR1l WUnRW GRVYnt Kel VR dORKI 3VW
t KVO1Fc HWYWAR3hhUTFGVK 1 VNVNSRUYOVGx aVmivXSk VRO UZXYTNCel YycEt j M ZOVW sVG
JXaHFZV3RLW/ZSVI Nr NVNNRVBXWIFWA1ZGUl VWIFZSV] JSR1VqQk 9 SROSWAK ZSVVZGERT\
FWimhr Uk ORl J YZFRWWp EVWZWb s Uk dj SFIpYmx KdVKkwZGhj bUZzVI haak 1r NVZWz\
WYTFaSWNI c & NbrrhOVI ZSYULWTj VPVUpQVj BaS1dXdHdZVk15VI RCVI | yd3dWhTW Y2\
1GRk5VaFhWM F3VAOWNWOMMTVKRVI oVt aTVZFaG ZVTI YWk VW NFW | UV3BKZUZGVmM
VG EQVMD 16 Wk aR1IMAMXVi SEZXTTNCRFYy ¢ 3hRVDFGWK VKTI ZsWhJ VVnhHVWW&X Zd01VTI \
ZW/1JFVWWROT1INGRI dSbFpTYTBvel ZGvkt RMAB5Wkhs Uml XUk dVb XRLVWkr d1Vr bFNSVW
pRWcxalxWhJhRkpQUI VwQldt cPShEZy Uns 1Uk 1Fa3dVWnhr VEZGV2JIFVI di Rz VI \
d0S1JGSI | aRWkPU d4cl dXe@j M Z0UnmxsVml YaHFZbFphZFZs V2 FFOUS SMDUWWD 1¢ 1\
RXS| VSVEZYVKVr MWpFZESTRKp1VmML4VmVs Whh XV3BKZDJ Rd1Rt NVhW3hNWADGA 1Nt Vin\
Ri M2RTVI VZel UxVI NVRk ZWUmpOVmJ FWkt Xak J STTJFd1NgUKk5W/GH5VKkhwS11l x WkdRbE\
JWrkdk MLRr Unt WROS5HVGpKal | wirJaRUOOY2xJel dYbFBXRTAWGCc2VWUII | WEpWUI \
RGRVUXWdSV1ZWI'LRCal | wb3l ZalYzZGLReF| 6 UnFl VGxGVTFWNELs UXd Vb HBh TURGUWA
ZERI dj bFpFU RGYVNGec GFWRI ZXVDFJeFVYbFINWkKkxV25vd09VbHVNVG pTENKenFXZH\
VZWFI xY21Wekl qc Gl eUp3Y205MpXTj BaV1FpT2l KbhGvVbz BUb GROYVUSC 2 My b FVWW/3\
hLVWRBMU5s RXdUaOph Uk Vwd VWA G ThEZy UrD 1 VFZXUK NMIWh MAVZWK Scl VuUl RNREZDWAY
pCalJCRXpSa2hWIURBd1Qx Vkt RoFIW/Gs 1U2J XUTBVVES3UWKOcl Nt NVVi RnBEVWZac 1\
ZWR hk RARWYXpGVFI 6 Tt TR ZXYKVW/2JIFW NVekJ TUTFCck5WeFdl bFYOV] | weFl yRn\
RVa2x XYmL4aFYwWnNNWJIW/W aYULVW dXVESv UMW s Tl Ji VIIQVIMLOS1Ft TXdNVW
JOoZWL3MWYycEdi b@&4V2x0T1dFSnIVbFZXTkZKAWNFSI dhMHB1VKkd4YVEXRI ZNVTVTU) \
NONFI VZEt kMl pOTVZWO1EU NXalpvUz JKSFRuSlI VhIVHBPVVRCR1dAWSkdVa3BOU RGVI \
VsaHNVRI pGUl RGWZs Sl daV3N4Vj JJe G FVnki WEL4VKRGU2Nt VKZNVWEZVVOdoT11 Xc 3\
dl R FAVW&aT1Zt UnhWzVhVexWWRg Tl INVVphVW aYVWWsVI ZaRVpr TUhCRFZsW NSbG
Xy TWQaEL1HUKNWVI pXUmx FeVpETI ZNVkpZVWD1V2ExWKhj Rzl YVKkULVFRWZE9KRI p1Yk\
ULULIVWIBVIWZXUj FORK1IWIT VXR1LIHVI Zac1JWWNSbEpVU ZKQLKkwWk Nhb Up YW W\
ZWeFhaRRHV1ZWel Nr NVZi R3d6VWLOR1ds SkdXbEpW/I ZwR1pl cEdl Vmk XYUzZKalJUbF\
ZXbnBPVDJICc 1ZYZFVXSEJLW WeFUxZFl aRWRSVML4ARI Zt eEdVBEpGVYW KTI ZVe FNZVE\
FATmx SSCRGWK 5NRFZVVFVob1Rs SkZTa05VW ZweVpEQ dNMARWYUV4aULY(Kt aVzF2ZD\
FFd1JsSI hW/3hNWWGI1Nt VnRi MRTU VaulduQ Nvb@&3Unt aYULEVNI UVmhg TWkwe 1\
Fr W NSbXg1W dOULNt RnROANGKpVI ZZMFVE c FZNRRI Yz NKTELYQnpXbXBLULZSVWVUSI \
JNamK RWALONMVELs VI ThEJOUmxr MrdW/kt i MDFYTVRGhGIt e FNVIh XhWZDJGIWI 6 S| dVR1\
EyVDFSR1FsTnFi SFpPYKkULVFVXMIRhVOpVU20xUmIGSl FXVI JhVDALck 1VbGFNM JPVW\
Zac1NsTXpaRnBSYTBWULZs VmORbFV3Unt aVGEWe GFZVmRLVOZKAWNGe FZI alYzVj J4b1\
QMZI SFZoUkZac 1l sUkdi MOTI ZkaVZt eFl WR3BDYTFKRNI TI pNb XN4AW/c x SmivVVMA
VXbEJ XUnt WMLZGaHd RbHBY U201 VW) Gc EpW/EF4Unx Jd 1Vr Sl dNbVJI EVI RGYVZXUK d XWE\
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pOTWaNFN6SnNj bVJIzUW 4WZuQ JUWZv WUSWAFFVI RW/2MkVnt WR1LZWRNRaRTI XYT\
JoWZsVI dSVkpGUnt 4UmJ XUnVZMhRLYnkKVI dr TI ZWWDVGWWZKd1Fs UXdThTVWYkZwS! \
ZWUmBRMUZYV1RSULZVcENWR ZPUTALRI JgTl INbVIhVTFWMGRs ZH]i RFpo YW KR1IWAG
t ThEpHVG& KUl dHU RW/I Zz Yk aVVNs Vk 9hMDJ VWDBoV2NW/I VRWHBMTVZGM pFUKZNbWA
JXVQRO5YULt eHpUMFV3ZGLKWRIr aFdi bWix VTNWU2 VHVNI PVTI Wk aTFVs VK9 Th FZWW
t oWzZsSj RZM FyzVvzaN Fr WRW/3gwwWWdwYVEX TXhaREJSVI Rr WYwUkt i VkpYWkhaaF\
JrazBValpXZVZSRVRr Tk5haloyVW kc2JsQ VNR2xZVTNKkcFpFaHNKMaxxYj Jsa2JUa3\
hXVEpv YkdOc E1 YRt NVMDF5W/c 1T2Rt SnBTWESKYI Vael dubEpGa2xyVmxSTnFsVXI TVz\
R3SW 3aWMybG5i bUYWZFhKbE! gb2] aV2haVTFaVWzZVWrb Tanc 1 TUnOROSVWIRhM2s X Ym
laUrdl TKhPVXBOW KV1IFUWTVWRTI zZDBoV1dr ZFJi alpSYUZBel JgQkKNVV28y WAL v MG
JVZEpRMK5t YXpWRLI x QK VPSEpL Uz NNMR2RI aDFRbVpMA BFaWZWMTki LCJj cnivhd GVkLW
ul j oi M AyNCOx Ms0y OvQMOToz NDoxNi 410DBal n19",
"signatures": [
{

"protected": "eyJ4NWM A si TU JG hEQONBWIFNQXdJ QkFnSUdBVW4z TKRE \
Uk 1Bb0d DQBFHUO00OUJ BTUNNRNd4 @ pBSkInTl ZCQVI UQW GUKk 1SSXdFQVI EVI FRSORB\
bE5I VU52Y] hCaGlua3hGVEFUQrIOVKJIBcO1ERTELVTNVAWWY b Gt hV0Z5ZVRFUEL BMEd B\
MWFONd3R1RYbFRhWFJ s TVJ FdOR3SWURWUVFEREFO TMVYWIN Bk RLZEUVRBZUZ3VH OREV4\
TWor dO9URTFNekZhRncwek 5ERXhNant 3T1RFMUL6RNFNSG 4Q@BpBSkJInTl ZCQVI UQW G
Uk 1SSXdFQVI EVI FRSORBbLESI VU52Y1 hCaGJlua3hGVEFUQTd OvkJ Bc 01 ERTELVTNVAWWA
bG hV0z52VRFUE1BMEdBMYWFQNd3R1RYbFRhWFJ s TVMDd 0x BWJRWUVFERENWI1 p XZHBj \
MLI5WhJZ1Zt OTFZMhs Y2l CULpYR] FaWE4AwSUZCc Foy NXBi bWNnUz JWNU1Ga3dFd1l |\
S29aSXpgMENBUMI J S29aSXpgMERBUWWNEUWIBRXh3ej JJQzdNaWL6VCGhpSlhuczMe TKhT\
Sitldzl 2ZHRFb1Y4b2] wQW PazJt cl pVWK2dGZVBNNmdadWe zby 84ak 9VZONGe GRxbOI 2\
ULY3dkxEU2I i c2] x TWBNQLV3RXdZRFZSMax CQXd3Q2dZSUt 3WJJ CUVVI QXh3dORnWURW
Uj BQQVFI LOJBUURBZ2VBTUFv RONDc Ud TTTQ6 Qk FNQOEWZOFNRVVDSVFENDhKeDh2 Tl JwA
VEILREt j Wit j ROXTh2V6REFU Tkt nd DNk U25DNFFk TGoBUUl nZmFx Yk Fv REt TZnpWe S9p\
cy9Cc2duaUpw@VUc ULFTUVOSUl wOGIsRDA5az0i XSwi dHl wi j oi dnB1Y2hl ci 1qd3M\
anNvbi I sl nFszyl 61 kvTM U2l n0",

"signature": "4K-j QorBtzj_YE9zgJoMZYCLQPgEEU3gTKi aLh5TdObdcgB1\
z_zguJPSvR_Qdpl bznj kEyl yL9GIDZ2j ACLKVg"

]
}

Fi gure 5: Exanpl e Regi strar-Voucher-Request (RVR)

The following private key is used to sign a Registrar-Voucher-Request
(RVR) by Registrar:
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----- BEG N PRI VATE KEY-----

MEECAQAWEWYHKO0ZI zj 0CAQYI KoZI zj ODAQcEJz Al AgEBBCDU WkJNnGR670UgP8L 1
bmvYpUPt 4i 6Rc/ OUSgOC8Si Wig==

————— END PRI VATE KEY-----

————— BEG N CERTI FI CATE- - - - -

M | BSDCCAZagAw BAgl GAZN3NDnRMA0 GCCqGSMA 9 BAMCMFwx Cz AJ BgNVBAYTAK FR
MRl WEAYDVQQKDAI NeUNv bXBhbnkx FTATBgNVBAs MDE15U3Vi c2I kaWFy e TEPMAOG
ALUEBWMAGTXI TaXRI MREWDWYDVQQDDANe VNpd GVDQTAe FwOy NDEXM kwOTE1Mz Fa
FwOz NDExM kwOTE1Mz FaMHkx Cz AJ BgNVBAYT Ak FRVRI WEAYDVQQKDAI NeUNvbXBh
bnkx FTATBgNVBAs MDE15U3Vi c2I kaWry e TEPMAOGALUEBWWGTXI TaXRl MS4AwWLAYD
VQRDDCVSZWIpc 3Ry YXI gVmB1Y2h! ci BSZXF1ZXNOI FNpZ25pbnt g S2V5MrkwEwYH
KoZl zj 0CAQYI Kozl zj 0DAQc DQAEXwz 21 C7M ne Thi KXns33NHSJ+HwWovdt EoV8o
i pAi Ok2nr ZV+gFePMsgZug3o/ 8] OUgCFxdqgol vSV7vLDSi bsi gMhMCUWEWYDVROI

BAWWCG Y KwYBBQUHAXwwDg YDVROPAQH BAQDAge AMA0 GCCq GSVA9BAMCAOgAMEUC
| QD48JIx8vNRpTOKDKc Zkc GLSoez DANNKgt 3dSnCAQdLj AQ gf agbAoDKSf zVg/ i s
/ Bsgni JpCeTgMEMEL | BO8bl DO9k=

————— END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

M | BSTCCAZegAwW BAgl GAZN3NDnNMAo0 GCCq GSMA 9 BAMCMFwx Cz AJ BgNVBAYTAK FR
MRl WEAYDVQQKDAI NeUNvbXBhbnkx FTATBgNVBAs MDE15U3Vi c2I kaWFye TEPMAOG
ALUEBMAVGTXI TaXRI MREWDWYDVQQDDANe VNpd GVDQTAe FwOy NDEXM kwOTE1Mz Fa
Fw0z NDExM kwOTE1Mz FaMFwx Cz AJ BgNVBAYTAK FRVRI WEAYDVQQKDAI Ne UNv bXBh
bnkx FTATBgNVBAs MDE15U3Vi c 2| kaWry e TEPMAOGALUEBWWGTXI TaXRl MREWDWYD
VQQDDANNe VNpd GVDQT BZMBMGEBY q GSMA 9 Ag EGCCq GSMA9AWEHAOI ABH8hj Pl Ru6cq
PCZbwd8ACcr HVPOv4Z/ DR3I mzHJi Ynkpf 3+r | e Kk OFnFHD7 Kywp31QQN\Nz 5y 8S7QM
4+npr sZM | Kj RTBDVBI GALUdEWEB/ wQl MAYBAf 8 CAQEWDg YDVROPACQH BAQDAgI E
MBOGA1 Ud DgQWBBRqy c 1RS4d6z EgDnml DZNYo4hEsLVz AKBggghkj OPQQDAgNI ADBF
Ai EAgl e1EsssVIwFr f zD1WntaB7kkOr 11 de9M/FOzu3F6+kCl Cat HVEpj i / 0Vvdc/

| DYORNsyl ZpJBL3zWi kOCvvaJEu

----- END CERTI FI CATE- - - - -

8.3. Exanpl e Voucher Response

The followi ng is an exanpl e voucher response as JW5 Voucher artifact,
whi ch woul d be sent fromthe MASA to the Pl edge via Registrar.
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"payl oad": "eyJpZXRnmLXZvdWNozZXI 6dnB1Y2hl ci | 6eyJhc3N cnRpb24i G Jsb2\
dnZWQ LCIzZXIpYW bnVt YmVyl j oi a2l OLTK4Nz YINDMyMSI sl nbvbmNI | oi VGF1dk\
sr\WB9j YzJSZKkl GdnBaenZLUTO09! i wi Y3JI YXRI ZClvbi I 611w Qt MTEt M | UMDk 6Mz\
Q@MrcuMDl 5W | sl nBpbnbl ZClkb21haWit Y2VydCl 61 k1JSUI 4VENDQVpl ZOF3SUJBZ0\
| HQVp OMD5 EbUS NQWO HQONX RLNNNDI CQU1 DTUZ3e EN6 QUpCZ05WOk FZVEFT R JNUKI 3RU\
FZRFZRUUt EQM OZVWOdmI YQThi bt 4RI RBVEInTI ZCQXNNREUXNVUz VM | Mhkr YVdGeW
VURVBNQTBHQTFVRUJ 3d0d UAGX UYVh ShE1SRXdEd 1] EVI FRRERBaESI Vk 5wz EdVWRFFUQWNY
VCGdz B5TkRFeE1ga3dPVEUX TXp GYUZ3MHp OREVATWHr dO9URTFNek Zh TUZ3e EN6 QUp CZ0\
S5WKFZVEFr R JNUKI 3RUFZRFZRUUt EQUW OZVWOdmI YQrhi bt 4RI RBVEINTI ZCOXNNRE\
UxNVUz VMl j Mxr YVd Ge VWURVBNQTBHQT FVRUJ 3d0d UWGX UYVh SbELSRXdEd 11 EVI FRRE\
RBaE5| VK5WZEAWRFFUQ pNQK 1HQNT x RLNNNDI BZOVHQONX RLNNNDI BdOVI QTBJQUII OG
hqUEl SAdTZj cVBDWn) 3ZDhB@ Ny SFZQVHYOW 9EUj NsbXpl Sm ZbW wZj M ckl | S2t PRmM
5GSE@S3I 3¢ Dk UVFCej V5OFMBUUOOK2 1we nNaTWZJI S2p SVEJ ETUJ JROEXVARFAOVCL 3\
dRSU1BWJIBZj hDQVFFdORNWIRW BQQVFI LOJBUURBZOI FTUI WROEXVWREZ1FXQkJ Sc X\
I | MITNGQRekVnRGLs RFpONAB0aEVz TFZ6QUt CZ2dxaG qT1BRUURBZ05J QURCRK FpRW
FNnSWXRXNz c1ZKd0Zy ZnpEMVdt K2FCN2t r T3l xbCGRI OUO3Rj B6ATNGN t r Q0I DYXRI VO\
WankvM-Zk Yy 9s RFkwiUk 5zeWkac EpCTDN6 Vyt pa09DdnZhSkV1l n19",

"signatures": [

"protected": "eyJ4NWM A si TU JQnh6QUNBVzZnQXdJQkFnSUdBW4z TkRs\
L01Bb0dD@FHUO00OUIBTUNNRMI4@BpBSkJIn Tl ZCQVI UQW GUk1Sc3dHUVI EVI FRSORC\
Sk52Vz UxWriLGanRI Vnl aVWEl 3TURFZ1FVY3hFek FSQndOVkJBc01Dazl 5W FnZ1ZXNXBk\
RUVARNpBVKJINTI ZCQULNRGs xaG& uVnil ZV04wZFhKb GNr TkINQ RYRFRIMELURXI PVEEL\
TVRVek 1Wb 1hEVEOWTVRFe U9 UQTVNVFV6 TVZv d 2 Fg RUX NQW HQTFVRUJ 0 TUNRVK V4R3p B\
Wk JINTI ZCQMNRWS x aGJ uVl ZV04wZ Fh Kb GNg QXd NUOJ CUnp FVEL CRUdIBMVWFQ@Bd3S1Qz\
Snb XQOJ WYl s MFFURXBN@ NHQTFVRUF3d2dUV0Z1ZFdaaFkz Uj Fj bVZ5SUZadnRXTrBa\
VEl nVTJIsbmlt bHVaeUIJMA hr d1dUQVRCZ2NxaG gqT1BRSUICZ2dxaG qT1BRTUICdO5D
QUFSRONIMDgWLOXr VWANZNDV1OEZTZ1RLN pLMJk3d2s1eWZEVWK 12el 02L3Y5NGIoNFBO\
URISU3cwSj Bvemhi L2hr RkVGeESmbkt 6\WWUE v T3d Dd U9n UENNUND4 SXd FREFPQrIOVKhR\
OEJBZj hFQkFNQOI 0QXdDZ1l JS29aSXpgMEVBdOI EUndBd1.JBSWI Cc UF3Vk Yx RBk RFBB\
Nzhj cnp2bW gSHBMUI RUMDhGcW 5UHRXTZz hwTj YwQOI BV1Il 6aUpUQk9x NXcx NXI 2Q05W
S1pYSEVGWSEt 2TkUxcj My TnpVWWIBQSEY1I | Osl nR5cCl 61 nZvdWNoZXI t andzK2pzb24i \
LCIhbGeci G JFUzI 1N J9",

"signature": "TYwc3Nzi 41 5A 326zr 0l Fvpqf zt 7v7Sqi dFK_Go4wNFVCnXa\
t 5GngoThoMGXOMeI f bx0LgxSt z5Tq- 5nFSvD2w'

}
]
}
Fi gure 6: Exanpl e Voucher Response

The following private key is used to sign a Voucher by MASA:
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----- BEG N PRI VATE KEY-----

VEECAQAWEWYHKO0ZI zj 0CAQYI KoZl zj ODAQcEJz Al AQEBBCAer gZDUWO0I Uzsqyl xKs
| 0KZZsqggcx+LKJIgl pDOagoi aWQ==

————— END PRI VATE KEY-----

————— BEG N CERTI FI CATE- - - - -

M | Bxz CCAWsgAW BAgl GAZN3NDI / MA0GCCq GSMA9BAMCMFgx Cz AJBgNVBAYTAK FR
MRs wGQYDVQRKDBINYWS 1 Znj dHVy ZXI wivDEg QUc x Ez ARBgNVBAsS MCk 9y Z1ggVW\bp
dEExFz AVBgNVBAMVDK 1hbnVmYWNOd XJ | ¢k NBNVB4XDTI OMTEy OTASMT Uz Mo XDTMD
MTEy OTASMT Uz Mowaj EL MAk GA1UEBhMCQVEX Gz AZBgNVBAOMEK LhbnVmyWNOd XJ |

cj AWVBBBRz ETMBEGA1TUECWWKT3JnWCBVb 0QTEp MCc GALUEAWMAM TWFUdWZh Y3R1
cnmvyl FZvdWNoZXI gU21 nbm uzZy BLZXKWWATBgcghkj OPQ BBggghkj OPQVBBWNC
AARGCI 3HO/ LkZsY45u8FSgTK6ZK1l 7wk5yf DZMrzZ6/ v94bh4Pt PORSW0J00zhb/

hk FEFxNf nKz YKo OnCuOg PCVRox | wEDACBgNVH@BBAf 8EBAMCB4AWCG Yl KoZl zj OE
Awl DRWAWRAI gBgAWZF1FodDPA78cr zvibj HoLRTT3HFqb9Pt WOBpNGOCI AWYzi JT
BOg5w15y v CNUKZXHEF1+vNELr 32Nz UYOPHF5

————— END CERTI FI CATE- - - - -

————— BEG N CERTI FI CATE- - - - -

M | B6DCCAY+gAw BAgl GAZN3NDI 2 MA0 GCCqGSMA9BAMCMFgx Cz AJBgNVBAYTAKFR
MRs wGQYDVQRKDBINYWS 1 Znj dHVy ZXI wivDEg QUc x Ez ARBgNVBAS MCk 9y Z1ggVW\bp
dEExFz AVBgNVBAMVDK 1hbnVmYWNOd XJ| ¢k NBVB4XDTI OMTEy OTASMT Uz Mo XDT Vb
MT Ey OT A5 MT Uz MVowWMDEL MAk GA1 UEBh MCQVEX Gz AZBgNVBAoOMEK LhbnVmyWNOd XJ |

cj AWVBBBRz ETMBEGALUECWWKT3JnWCBVbm 0QTEXMBUGAL UEAWMAMOTWFUAWZh Y3R1
cnmvy QQEWAWTATBgcghkj OPQ BBggghkj OPQVBBWNCAATT | / ScKL8r B6DPT) OX4ug/

ment rry59h0g4J0r / yEMhEGz KhNSskJ54u22g2kdGe Mo Al SH59a0SZ26mi p60FzLz
00UnwQz ASBgNVHRVBAf 8 ECDAGAQH AgEBMAAGALUd DWVEB/ WQEAW CBDAdBgNVHQAE
FgQUI U7Vft OKvopLzyj GaNB2f cQyB/ UwCgYl KoZIl zj OEAWM DRWAWRAI gNOnz Fk SM
i SMygr UBhPARi oFi Ab+zVPc7sdSy/ 03nf SYCI BxG zP3BssQJTj ni u8l ogHXyf 9m
JKYL4l AyTOnAQOj ¢

————— END CERTI FI CATE- - - - -
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