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Abstract

Thi s docunent extends the constrai ned Bootstrappi ng Renote Secure Key
Infrastructures (cBRSKI) onboardi ng protocol by adding a new network
function, the constrained Join Proxy. This function can be

i npl emented on a constrai ned node. The goal of the Join Proxy is to
hel p new constrai ned nodes ("Pledges") securely onboard into a new IP
network using the cBRSKI protocol. It acts as a circuit proxy for
User Datagram Protocol (UDP) packets that carry the onboardi ng
messages. The solution is extensible to support other UDP-based
onboardi ng protocols as well. The Join Proxy functionality is
designed for use in constrained networks, including | Pv6 over Low
Power Wrel ess Personal Area Networks (6LoWPAN) based networks in

whi ch the onboarding authority server ("Registrar") may be nultiple

I P hops amay froma Pledge. Despite this distance, the Pl edge only
needs to use link-local comunication to conplete cBRSKI onboarding.
Two nodes of Join Proxy operation are defined, statel ess and
stateful, to allow different trade-offs regardi ng resource usage,

i npl ementation conplexity and security.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-ani ma-constrained-j oi n-
proxy/ .
Di scussi on of this docunent takes place on the anima Wrking G oup
mailing list (mailto:anim@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/anim/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/aninm/.

Ri chardson, et al. Expires 6 January 2026 [ Page 1]



I nternet-Draft Joi n Proxy July 2025

Source for this draft and an issue tracker can be found at
https://github. com ani ma- wg/ const r ai ned-j oi n- pr oxy.
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Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
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Internet-Drafts are draft docunments valid for a maxi num of six mnonths
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material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 January 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents
I nt roducti on

1.
2. Termnology . . .
3 Join Proxy Probl em St at errent and Sol ut| on .

3.1. Problem Statenent

3.2. Solution . .

3.3. Solution for Nultlple Reglstrars . e e

3.4. Form ng 6LOWPAN Mesh Networks with CBRSKI e 8
4. Join Proxy Specification . . . . . . 10

4.1. Mode Inplenentation and Oonfl guratl on Reqm rerrent s . . . 10

4.2. Notation . . T A

4.3. Stateful Join Pr oxy e 2

4.4, Stateless Join Proxy . . . . . . . . . . . . . . . . . . 14

Ri chardson, et al. Expires 6 January 2026 [ Page 2]



I nternet-Draft Joi n Proxy July 2025

4.5. JPY Protocol and Messages . . . . . . . . . . . . . . . . 16
4.5.1. JPY Message Structure . . . . . . . . . . . . . . . . 17
4.5.2. JPY Message Port Usage . . T 4
4.5.3. JPY Message Overhead and NWU Srze e e e . . . . . . . 18
4.5.4. JPY Message Security . . e
4.5.5. Exanple Format for JPY Header Data e
4.5.6. Processing by Registrar . . . . . . . . . . . . . . . 20

4.6. Handling Miultiple Reglstrars 2

5. Discovery . . . e e e 22

5.1. Join Proxy D scovers Regrstrar e e e e e e e s 22
5.1.1. Stateless Case . . . . . . . . . . . . . . . . ... 22
5.1.2. Stateful Case . . . . . . . . . . . . . . . . . ... 23
5.1.3. Exanples . . . .

5.2. Pledge Discovers J0|n Proxy L e e e oo, 24

5.3. Pledge Discovers Miultiple Join Ports e . . . . . . . . 25

6. Conparison of Stateless and Stateful Mbdes . . . . . . . . . 26
7. Security Considerations . . . . . . . . . . . . . . . . . . . 28
8. | ANA Considerations . . . s

8.1. Resource Type Attrrbutes Regrstry < ¥ |

8.2 coaps+j py Schene Registration . . . . . . . . . . . . . . 31

8.3. Service Nanme and Transport Protocol Port Number

Registry . . . . . . . . . . . . .. . ... ... 32

9. References . . . e V4
9.1. Normative References e V4

9.2. Informative References . . B )
Appendi x A.  Statel ess Join Proxy JPY Nbssage Exanples . . . . . 36
Acknowl edgenents . . . . . . . . . 38
Changelog . . . e
Aut hor s’ Addresses - 0]

1. Introduction

The Boot strappi ng Renote Secure Key Infrastructure (BRSKI) protoco
described in [ RFC8995] provides a solution for a secure zero-touch
(aut omat ed) onboardi ng of new, unconfigured devices. In the context
of BRSKI, new devices, called "Pledges", are equipped with a factory-
installed Initial Device Identifier (IDevlD) [ieee802-1AR], and are
enrolled into a network. BRSKI makes use of Enroll nent over Secure
Transport (EST) [RFC7030] with [ RFC8366bi s] signed vouchers to
securely enroll devices. A Registrar provides the trust anchor of
the network domain to which a Pledge enrolls.

[cBRSKI] defines a version of BRSKI that is suitable for constrained
nodes ([ RFC7228]) and for operation on constrained networks

([ RFC7228]) including Low Power and Lossy Networks (LLN) [RFC7102].
It uses Constrained Application Protocol (CoAP) [RFC7252] nessages
secured by Datagram Transport Layer Security (DTLS) [RFC9147] to

i mpl ement the BRSKI functions defined by [ RFC8995].
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In this docunent, cBRSKI is extended such that a cBRSKI Pl edge can
connect to a Registrar via a constrained Join Proxy. In particular,
this solution is intended to support |IPv6 over Low Power Wreless
Personal Area Networks (6LoWPAN) [ RFC4944] nesh networks. 6Ti SCH
networks are not in scope of this docunent since these use the CoJP
[ RFC9031] proxy mechani sm

The Join Proxy as specified in this docunent is one of the Join Proxy
options referred to in Section 2.5.2 of [RFC8995] as future work.

However, in | P networks that require node authentication, such as
those using 6LoWPAN [ RFC4944], data to and fromthe Pledge will not
be routable over the I P network before it is properly authenticated
to the network. A new Pledge can initially only use a link-1loca

| Pv6 address to conmmunicate with a nmesh nei ghbor [RFC6775] until it
recei ves the necessary network configuration paraneters.

Before it can receive these paranmeters, the Pl edge needs to be

aut henti cated and authorized to onboard the network. This is done in
cBRSKI through an end-to-end encrypted DTLS session with a domain
Regi strar.

When this Registrar is not a direct (link-local) neighbor of the

Pl edge but several hops away, the Pl edge needs to discover a link-

| ocal neighbor that is operating as a constrained Join Proxy, which
hel ps forward the DILS nessages of the session between Pl edge and
Regi strar.

Because the Join Proxy is a regular network node that has already
been onboarded onto the network, it can send | P packets to the

Regi strar which are then routed over one or nore hops over the nesh
network -- and potentially over other IP networks too, before
reaching the Registrar. Likew se, the Registrar sends its response
| P packets which are routed back to the Join Proxy over the mesh
net wor K.

Once a Pl edge has enrolled onto the network in this manner, it can

optionally be configured itself as a new constrained Join Proxy. In
this role it can help other Pl edges performthe cBRSKI onboarding
process.

Two nodes of operation for a constrained Join Proxy are specified:

1. A stateful Join Proxy that locally stores UDP connection state
per Pl edge.
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2. A stateless Join Proxy that does not locally store UDP connection
state, but stores it in the header of a nessage that is exchanged
bet ween the Join Proxy and the Registrar.

Simlar to the difference between storing and non-storing Mdes of
Qperations (MOP) in RPL [ RFC6550], the stateful and statel ess nodes
differ in the way that they store the state required to forward
return UDP packets fromthe Registrar back to the Pl edge

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The following terns are defined in [ RFC8366bi s] and [ RFC8995], and
are used identically in this docunent: artifact, G rcuit Proxy, Join
Proxy, domain, inprint, Registrar, Pledge, and Voucher.

The term"installation" refers to all devices in the network and
their interconnections, including Registrar, enrolled nodes (with and
wi t hout constrained Join Proxy functionality) and Pl edges (not yet
enrol | ed).

(I'nstallation) I P addresses are assuned to be routabl e over the whol e
installation network, except for link-local |IP addresses.

The term"Join Proxy" is used in this docunent with the sane
definition as in [RFC8995]. However, in this docunent it refers
specifically to a Join Proxy that can support Pl edges to onboard
usi ng a UDP-based protocol, such as the c¢cBRSKI protocol [cBRSKI].
Thi s protocol operates over an end-to-end secured DILS session
bet ween a Pl edge and a cBRSKI Registrar.

The acronym "JPY" is used to refer to a new protocol and JPY nessage
format defined by this docunent. The message can be seen as a "Join
Proxy Yoke": connecting two data itens and letting these travel

t oget her over a network

Because UDP does not have the notion of a connection, the term "UDP
connection" in this docunent refers to a pseudo-connection, whose
establi shnent on the Join Proxy is triggered by receipt of a first
UDP packet from a new Pl edge source

The term "endpoint" is used as defined in [ RFC7252].
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3.

3.

The terms "6LOWPAN Router" (6LR), "6LOWPAN Border Router" (6LBR) and
"6LOWPAN | i nk" are used as defined in [ RFC6775].

Details of the |IP address and port notation used in the Join Proxy
specification are provided in Section 4. 2.

Join Proxy Problem Statenent and Sol ution
1. Problem Statenent

As depicted in Figure 1, the Pledge (P), in a network such as a
6LOWPAN [ RFC4944] mesh network can be nore than one hop away fromthe
Registrar (R) and it is not yet authenticated to the network. Al so,
the Pl edge does not possess any key material to encrypt or decrypt

i nk-1ayer data transm ssions.

In this situation, the Pledge can only comruni cate one-hop to its

nei ghbors, such as the constrained Join Proxy (J), using link-loca

| Pv6 addresses and using no link-layer encryption. However, the

Pl edge needs to communicate with end-to-end security with a Registrar
to authenticate and obtain its domain identity/credentials. 1In the
case of cBRSKI, the donmain identity is an X. 509 certificate. Domain
credentials may include key material for network access.

mul ti-hop mesh

L | Pv6
| R +---. oo + +---+ link-local +---+
| | \ | BLR +----+ J |.............. | P
fe-t I (. (.
R + +---+ +---+
Regi strar Joi n Proxy Pl edge

Figure 1: Multi-hop cBRSKI onboarding scenario in a 6LOWPAN nesh
net wor k

So one problemis that there is no IP routability between the Pl edge
and the Registrar, via internedi ate nodes such as 6LOWPAN Routers
(6LRs), despite the need for an end-to-end secured session between
bot h.

Furthernore, the Pledge is not be able to discover the | P address of
the Registrar because it is not yet allowed onto the network.
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3.2. Solution

To overcone these problens, the constrained Join Proxy is introduced.
This is specific functionality that all, or a specific subset of,

aut henticated nodes in an | P network can inplenent. Wen the Join
Proxy functionality is enabled in a node, it can help a neighboring
Pl edge securely onboard the network.

The Join Proxy perfornms relaying of UDP packets fromthe Pl edge to
the intended Registrar, and relaying of the subsequent return
packets. An authenticated Join Proxy can either be configured with
the routable I P address of the Registrar, or it can discover this
address as specified in this docunent. O her nethods of Registrar
di scovery (not yet specified in this docunent) can also be easily
added.

The Join Proxy acts as a packet-by-packet proxy for UDP packets

bet ween Pl edge and Regi strar. The cBRSKI protocol between Pl edge and
Regi strar [cBRSKI] which this Join Proxy supports uses UDP nessages
wi th DTLS-encrypted CoAP payl oads, but the Join Proxy as described
here is unaware of these payloads. The Join Proxy solution can
therefore be easily extended to work for other UDP-based protocols,
as long as these protocols are agnostic to (or can be nade to work
with) the change of the IP and UDP headers perfornmed by the Join

Pr oxy.

In sunmary, the following steps are typically taken for the
onboardi ng process of a Pl edge:

1. Join Proxies in the network |l earn the I P address and UDP port of
the Registrar.

2. A new Pledge arrives: it discovers one or nore Join Proxies and
sel ects one.

3. The Pledge sends a |link-1ocal UDP nessage to the selected Join
Pr oxy.

4. The Join Proxy relays the nessage to the Registrar (and port) of
step 1.

5. The Registrar sends a response UDP nessage back to the Join
Pr oxy.

6. The Join Proxy relays the nessage back to the Pl edge.

7. Step 3 to 6 repeat as needed, for nultiple nessages, to conplete
t he onboardi ng protocol
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8. The Pledge uses its obtained donmain identity/credentials to join
t he donmi n net wor k.

To reach the Registrar in step 4, the Join Proxy needs to be either
configured with a Registrar address or needs to dynanically discover
a Registrar as detailed in Section 5.1. This configuration/discovery
is specified here as step 1. Alternatively, in case of automated

di scovery it can al so happen on-demand in step 4, at the nonment that
the Join Proxy has data to send to the Registrar

3.3. Solution for Miultiple Registrars

The solution description in Section 3.2 assunes there is only one
Regi strar service configured or discovered by a Join Proxy, defined
by a single I P address and single UDP port.

However, there may be nultiple Registrars present in a network

depl oynent. There may be nultiple Registrars supporting the exact
same onboardi ng protocol, or multiple Registrars supporting different
onboardi ng protocols, or a conbination of both. Such cases are all
supported by this specification, to enable redundancy, backward-
conpatibility, and introduction of new variants of onboarding
protocols over tine. Further informtion about the "BRSKI variants"
concept can be found in [I-D.ietf-anima-brski-di scovery].

See Section 4.6 for the specific requirenments on the Join Proxy for
supporting multiple Registrars or multiple onboardi ng protoco
variants.

3.4. Form ng 6LOWPAN Mesh Networks with cBRSK

The Join Proxy has been specifically designed to set up an entire
6LoWPAN mesh networ k usi ng cBRSKI onboarding. This section outlines
how this process works and highlights the role that the Join Proxy
plays in form ng the nmesh network.

Typically, the first node to be set up is a 6LOWPAN Border Router
(6LBR) which will formthe new mesh network and deci de on the
network’s configuration. The 6LBR may be configured using for
exanpl e one of the below nethods. Note that multiple nethods may be
used within the scope of a single installation

1. Manual adninistrative configuration

2. Use non-constrai ned BRSKI [ RFC8995] to automatically onboard over
its high-speed network interface when it gets powered on
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3. Use cBRSKI [cBRSKI] to automatically onboard over its high-speed
network interface when it gets powered on

Once the 6LBR is enabled, it requires an active Registrar reachabl e
via | P communi cati on to onboard any Pl edges. Once cBRSKI onboardi ng
is enabled (either administratively, or automatically) on the 6BLR
it can support the onboarding of 6LOWPAN- enabl ed Pl edges, via its
6LOoWPAN network interface. This 6LBR may host the cBRSKI Registrar
itself, but the Registrar may al so be hosted el sewhere on the
installation network

At the tine the Registrar and the 6LBR are enabl ed, there may be zero
Pl edges, or there nay be already one or nore installed and powered

Pl edges waiting - periodically attenpting to di scover a Join Proxy
over their 6LOWPAN network interface.

A Regi strar hosted on the 6LBR will, per [cBRSKI], neke itself

di scoverabl e as a Join Proxy so that Pledges can use it for cBRSK
onboardi ng over a 6LOWPAN |ink (one hop). Note that only sone of

Pl edges waiting to onboard may be direct neighbors of the

Regi strar/6LBR Ot her Pledges would need their traffic to be rel ayed
by Join Proxies across one or nore enrolled nesh devices (6LR see
Figure 1) in order to reach the Registrar/6LBR  For this purpose,

all or a subset of the enrolled Pledges start to act as Join Proxies
thensel ves. VWhich subset is selected, and when the Join Proxy
function is enabled by a node, is out of scope of this docunent.

The desired end state of the installation includes a network with a
Regi strar and all Pl edges successfully enrolled in the network domain
and connected to one of the 6LOWPAN nmesh networks that are part of
the installation. New Pledges may al so be added by future network
mai nt enance work on the installation.

Pl edges enpl oy |ink-local comrunication until they are enrolled, at
whi ch point they stop being a "Pledge". A Pledge will periodically
try to discover a Join Proxy using for exanple link-local discovery
requests, as defined in [cBRSKI]. Pledges that are neighbors of the
Regi strar will discover the Registrar itself (which is posing as a
Join Proxy) and will be enrolled first, using cBRSKI. The Pl edges
that are not a neighbor of the Registrar will at first fail to find a
Join Proxy. Later on, they will eventually discover a Join Proxy so
that they can be enrolled with cBRSKI too. While this continues,
nmore and nore Join Proxies with a |arger hop distance to the
Registrar will enmerge. The nmesh network auto-configures in this way,
such that at the end of the onboarding process, all Pledges are
enrolled into the network domain and connected to the nesh network
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4.

4.

Join Proxy Specification

A Join Proxy can operate in two nodes
1. Stateful node

2. Statel ess node

The advant ages and di sadvant ages of the two npodes are presented in
Section 6.

1. Mode Inplenmentation and Configuration Requirenents

For a Join Proxy inplenmentation on a node, there are three possible
scenari os:

1. Both stateful and statel ess nodes are inplenented. The Join
Proxy can switch between these npdes, depending on configuration
and/ or auto-di scovery of Registrar(s) for each option.

2. Only stateful node is inplenented.
3. Only stateless node is inplenented.

Option 2 and 3 have the advantage of reducing code size, testing
efforts and depl oynent conplexity, but requires all devices in the
depl oynent to standardi ze on the sane choice

A standard for a network-w de application or ecosystemprofile, that
integrates the Join Proxy functionality as defined in this docunent,
MAY specify the use of any of these three options. It is expected
that nost depl oynents of constrained Join Proxies will be in the
context of such standards and that these standards will be able to
pick either option 2 or 3 based on considerations such as those in
Section 6.

A Join Proxy that is not adhering to such an additional standard MJST
i mpl ement both nodes (option 1). A Join Proxy or Registrar not
adhering to such additional standards is called "generic".

If a Join Proxy inplenents both nodes but does not inplenent nethods
to di scover avail able Registrars (for either nethod), then it MJST
use only the node that is currently configured for the network, or
configured individually for the device. The nethod or profile that
defines such a configuration is outside the scope of this docunent.
If the node is not configured and al so can not be di scovered
automatically, then the device MJST NOT operate as a Join Proxy.
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For a Join Proxy to be operational, the node on which it is running
has to be able to comunicate with a Registrar (that is, exchange UDP
messages with it). Establishing this connectivity can happen fully
automatically if the Join Proxy node first enrolls itself as a

Pl edge, and then discovers the Registrar | P address/port, and if
applicable its desired node of operation (stateful or stateless),

t hrough a di scovery nechani sm (see Section 5). Oher methods, such
as provisioning the Join Proxy are out of scope for this docunent but
equal ly feasible. Such nmethods would typically be defined by a
standard or ecosystemprofile that integrates Join Proxy
functionality. Such provisioning can also be fully automated, for
exanple if the Registrar |IP address/port are included in the network
configuration paraneters that are dissemnated to each trusted

net wor k node.

I ndependent of the node of the Join Proxy or its discovery/
configuration nethods, the Pledge first discovers (see Section 5.2)
and sel ects the nost appropriate Join Proxy. Fromthe discovery
result, the Pledge learns a Join Proxy's link-local |IP address and
UDP join-port. Details of this discovery are defined by the
onboardi ng protocol and are not in scope of this docunent. For
cBRSKI, this is defined in Section 10 of [cBRSKI].

A generic cBRSKI Registrar by design necessarily inplenments the
stateful node, and it SHOULD i npl ement support for Join Proxies
operating in the statel ess node. Support for only the statel ess node
is considered not to bring significant sinplifications to a generic
CcBRSKI Registrar inplenentation. However, the generic cBRSK

Regi strar MAY offer a configuration option to disable either the
stateful or stateless node, which can be useful in a particular

depl oynent. A cBRSKI Registrar that is only inplenented to support
an af orenmenti oned network-w de application or ecosystem profile MY

i mpl ement either stateful and/or statel ess node.

4.2. Notation

The following notation is used in this section in both text and
figures:

* The colon (:) separates |IP address and port nunber (<IP>:<port>).
* | P_P denotes the link-local |IP address of the Pledge. For
sinplicity, it is assuned here that the Pledge only has one

network interface.

* |P_R denotes the routable I P address of the Registrar.
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* | P_JlI denotes the link-local IP address of the Join Proxy on the
interface that connects it to the Pl edge.

* | P_Jr denotes the routable |IP address of the Join Proxy.

* p_P denotes the UDP port used by the Pledge for its onboarding/
joining protocol, which may be cBRSKI. The Pledge acts in a UDP
client role, specifically as a DILS client for the case of cBRSKI

* p_JlI denotes the join-port of the Join Proxy.

* p_Jr denotes the client port of the Join Proxy that it uses to
forward packets to the Registrar.

* p_R denotes the server port of the Registrar on which it serves
t he onboardi ng protocol, such as cBRSKI.

* p_R denotes the server port of the Registrar on which it serves
the JPY protocol

* JPY[H( ),C( )] denotes a JPY nessage, as defined by the JPY
protocol, with header H and content C indicated in between the
par ent heses.

Stateful Join Proxy

In stateful node, the Join Proxy acts as a UDP circuit proxy that
does not change the UDP payload (called "data octets"” in [RFC768])
but only rewites the IP and UDP headers of each UDP packet it
forwards between a Pl edge and a Registrar.

The UDP fl ow mappi ng state naintai ned by the Join Proxy can be
represented as a list of tuples, one for each active Pl edge, as
fol | ows:

Local UDP state Rout abl e UDP state Tine state
(IP_P:p P, IPJl:p Jdl) <===> (IP Jr:p Jdr, IP.Rp_ R (Exp-tiner)

In case a Join Proxy has multiple network interfaces that accept

Pl edges, an interface identifier needs to be added on the | eftnost
tupl e conponent. |If a Join Proxy has nmultiple network interfaces to
connect to (one or nore) Registrars, an interface identifier needs to
be added to the rightnost tuple conmponent. Both of these are not
shown further in this section, for better readability.
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The establishment of the UDP connection state on the Join Proxy is
solely triggered by receipt of a UDP packet froma Pledge with an
IP_P:p_P link-1ocal source and IP_Jl:p Jl link-local destination for
whi ch no mapping state exists, and that is termnated by a connection
expiry tinmer.

Fi gure 2 depicts an exanpl e DTLS session via the Join Proxy, to show
how this state is used in practice. 1In this case the Join Proxy
knows the I P address of the Registrar (IP_R) and the default CoAPS
port (P_R = 5684) on the Registrar is used to access cBRSKI
resources.

S S . e +
| Pl edge | Join Proxy | Registrar | UDP Message |
| (P) | () | (R | Src_IP:port | Dst_IP:port|
R R S S R +
| ---CientHello--> | IPP.p P | IPJl:p Jl |
| ---ClientHello--> | IP_Jr:p_Jdr| IP_R 5684 |
I I I
| <--ServerHello--- | IP_R 5684 | IP_Jr:p_Jr |
| : | | |
| <--ServerHell o--- | IP Jl:p Jdl| IPPp_ P |
I : : I : I : I
| [ DTLS nessages] | : | : |
I : : I : I : I
| ---Fini shed- - > : | IP P:p P | IPJl:p Jl |
| ---Fini shed- - > | IP Jr:p_Jr| IP_R 5684 |
I I I I
| <--Fini shed- - - | IP R5684 | IP Jr:p_ Jr |
| <- - Fi ni shed- - - | IP_Jl:p JdI| IPPp_ P |
I : I : I : I
o m e e e e e e e e e e e e e emamao - o m e e e oo - Fomm e oo - +

Figure 2: Exanple of the nessage flow of a DTLS session via a
stateful Join Proxy.

The Join Proxy MJST allocate a unique IP_Jr:p_Jr for every unique

Pl edge that it serves. This is typically done by selecting a unique
avail abl e port P_Jr for each Pledge. Doing so enables the Join Proxy
to correctly map the UDP packets received fromthe Registrar back to
the correspondi ng Pl edges. Also, it enables the Registrar to

correctly distinguish nultiple DTLS clients by nmeans of | P address/
port tuples.
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The default tineout for clearing the state for a Pl edge MJUST be 30
seconds after the last relayed packet was sent on a UDP connection
associated to that Pledge, in either direction. The default tineout
MAY be overridden by another value that is either configured, or

di scovered in some way out of scope of this docunent.

When a Join Proxy receives an | CWP [ RFC792] / |1 CVPv6 [ RFC4443] error
fromthe Registrar, this may signal a permanent change of the
Registrar’s | P address and/or port, or it may signal a tenporary

di sruption of the network. |In such case, the Join Proxy SHOULD send
an equi valent |ICVWP error nessage (with same Type and Code) to the

Pl edge. The specific Pledge can be determ ned fromthe | P/ UDP header
information that is contained in the | CVP error nmessage body, if
included. |In case the |ICVWP nessage body is enpty, or insufficient
information is included there, the Join Proxy does not send the |ICW
error nessage to the Pl edge because the intended recipient cannot be
det er mi ned.

To protect itself and the Regi strar agai nst mal functioni ng Pl edges
and/ or denial of service (DoS) attacks, the Join Proxy SHOULD linmit
the nunber of sinultaneous state tuples for a given IP_p to at nost
2, and it SHOULD limt the nunber of simnultaneous state tuples per
network interface to at nost 10.

When a new Pl edge connection is received and the Join Proxy is unable
to build new mapping state for it, for exanple due to the above
limts, the Join Proxy SHOULD return an | CMP Type 1 "Destination
Unreachabl e” error nessage with Code 1, "Comunication with
destination adm nistratively prohibited"

4.4. Statel ess Join Proxy

Statel ess Join Proxy operation elimnates the need and conplexity to
mai ntai n per-Pl edge UDP connecti on mappi ng state on the proxy and the
machinery to build, naintain and renove this mapping state. It also
renoves the need to protect this napping state agai nst DoS attacks
and may al so reduce nmenory and CPU requirenments on the proxy.

Statel ess Join Proxy operations work by introducing a new JPY nessage
used in conmuni cati on between Proxy and Registrar. This nessage wl|
store the state "in the network". It consists of two parts:

* Header (H) field: contains state information about the Pl edge (P)
such as the link-local |IP address and UDP port.

* Contents (C) field: the original UDP payload (data octets

according to [RFC768]) received fromthe Pl edge, or destined to
t he Pl edge.
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When the join proxy receives a UDP nessage froma Pl edge, it encodes
the Pledge’s link-local |IP address, interface I D and UDP (source)
port of the UDP packet into the Header field and the UDP payl oad into
the Contents field and sends the packet to the Registrar froma fixed
source UDP port. Wien the Registrar sends packets for the Pledge, it
MUST return the Header field unchanged, so that the join proxy can
decode the Header to reconstruct the Pledge's |ink-local |P address,
interace and UDP (destination) port for the return UDP packet.

Figure 3 shows this per-packet mapping on the join proxy for a DILS
sessi on.

The Registrar transiently stores the Header field information. The
Regi strar uses the Contents field to execute the Registrar
functionality. Wen the Registrar replies, it waps its DILS nessage
in a JPY nessage and sends it back to the Join Proxy. The Registrar
SHOULD NOT assune that it can decode the Header Field of a received
JPY nessage, it MJUST sinply replicate it when responding. The Header
of a reply JPY message contains the original source link-Iloca

address and port of the Pledge fromthe transient state stored
earlier and the Contents field contains the DILS payl oad created by
the Registrar.

On receiving the JPY nessage, the Join Proxy retrieves the two parts.
It uses the Header field information to send a |ink-local UDP nessage
contai ning the (DTLS) payload retrieved fromthe Contents field to a
particul ar Pl edge.

When the Registrar receives such a JPY nessage, it MJST treat the
Header H as a single additional opaque identifier of all packets
associ ated to a UDP connection with a Pledge. Wereas in the
stateful proxy case, all packets with the same 4-tuple (IP_Jr:p_Jr,
IP_Rp_R belong to a single Pledge’s UDP connection, in the

statel ess proxy case only the packets with the same 5-tuple
(IPJr:p Jdr, IPRp_R, H belong to a single Pledge's UDP
connection. The JPY nessage Contents field contains the UDP payl oad
of the packet for that Pledge’'s UDP connection. Packets with
different header H belong to different Pledge’s UDP connecti ons.

In the statel ess node, the Registrar MJST offer the JPY protocol on a
di scoverable UDP port (p_R). There is no default port numnber

avail abl e for the JPY protocol, unlike in the stateful node where the
Regi strar can host all its services on the CoAPS default port (5684).
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. S S RIS T +
| Pl edge | Join Proxy | Regi strar | UDP Message |
| (P) | () | (R | Src_I P:port| Dst_I P:port|
R R S S S +
---CientHello---> IPP.p P |IP_Jl:p_Jl
---JPY[H(IP P:p_ P), --> IPJr:p Jr|IP.RP_R
C(dientHello)] |
<--JPY[H(IP_P:p_P), --- IP.Rp_R [|IP_Jr:p_Jdr
|

C(ServerHell 0)]
<---ServerHello--- IP_Jl:p JI|IP_P:p_P
[ DTLS nmessages | : :

-~ -Fi ni shed- - - >

I
I
I
I P_ N | 1P_Jr:p_Jr
---JPY[H(IP_P:p_P), --> IP Jl:p JI|IP_RPpP_R
C(Fi ni shed) ] |
<--JPY[H(IP_P:p_P), --- IPRpPp R [IPJr:p_Jdr
C(Fi ni shed) ] |
<---Fi ni shed- - IP_Jl:p Jdl|IP_P:p_P
o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - R !I- ----------- +

Figure 3: Exanple of the nessage flow of a DTLS session via a
statel ess Joi n Proxy.

When a Join Proxy receives an | CVWP [ RFC792] / |1 CVPv6 [ RFC4443] error
fromthe Registrar, this may signal a permanent change of the
Registrar’s | P address and/or port, or it may signal a tenporary

di sruption of the network.

Unli ke a stateful Join Proxy, the statel ess Join Proxy cannot
determne the Pledge to which this ICVMP error should be mapped,
because the JPY header containing this information is not included in
the 1CVWP error nessage. Therefore, it cannot informthe Pl edge of
the specific error that occurred.

4.5. JPY Protocol and Messages

JPY messages are used by a stateless Join Proxy to carry required
state information in the rel ayed UDP nessages, such that it does not
need to store this state in nenory. JPY nessages are carried
directly over the UDP | ayer. So, there is no CoAP or DTLS | ayer used
bet ween the JPY nmessages and the UDP | ayer.

A Regi strar that supports the JPY protocol also uses JPY nessage to

return relayed UDP nessages to the statel ess Join Proxy, including
the state information that it needs.
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4.5.1. JPY Message Structure

Each JPY nmessage consists of one CBOR [ RFC38949] array with 2
el ement s:

1. The Header (H) with the Join Proxy' s per-nessage state data:
wapped in a CBOR byte string. The state data SHOULD be at nost
32 bytes.

2. The Content (C) field: the binary (DTLS) payl oad being rel ayed,
wrapped in a CBOR byte string. The payload is encrypted. The
Join Proxy cannot decrypt it and therefore has no know edge of
any transported (CoAP) messages, or the URI paths or nedia types
wi thin the CoAP nessages.

Usi ng CDDL [ RFC8610], the CBOR array that constitutes the JPY nessage
can be fornmally defined as:

j py_nessage =

j py_header : bstr,
i py_content : bstr,

Figure 4: CDDL representation of a JPY nessage

The j py_header state data is to be reflected (unnodified) by the
Regi strar when sending return JPY nessages to the Join Proxy. The
header’s internal representation is not standardized: it can be
constructed by the Join Proxy in whatever way. It is to be used by
the Join Proxy to record state for the included jpy_content field,
whi ch includes the information which Pledge the data in jpy_content
came from

This state data stored in the JPY nessage is simlar to the "state
obj ect” mechani sm described in Section 7.1 of [RFC9031]. However,
since the CoAP protocol layer (if any) is inside the DILS |layer, so
end-to-end encrypted between the Pl edge and the Registrar, it is not
possible for the Join Proxy to act as a CoAP proxy per Section 5.7 of
[ RFC7252] .

Det ai | ed exanpl es of a conpl ete JPY nessage are shown in Appendix A
4.5.2. JPY Message Port Usage
For the JPY nessages sent to the Registrar, the Join Proxy SHOULD use

the sane UDP source port and | P source address for the JPY nessages
sent on behalf of all Pl edges.
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Al t hough a Join Proxy MAY vary the UDP source port, doing so creates
more | ocal state. A Join Proxy with multiple CPUs (unlikely in a
constrai ned system but possible) could, for instance, use different
UDP source port nunbers to denultiplex connections across CPUs.

4.5.3. JPY Message Overhead and MIU Size

The use of the JPY nessage CBOR encodi ng adds a 3-6 byte overhead on
top of the data carried within the Header and Contents fields. The
Header state data itself (up to 32 bytes) al so adds an overhead on
each UDP nessage exchanged between Join Proxy and Registrar
Therefore, a protocol using the stateless Join Proxy MJST use (UDP)
payl oads that are bounded in size, such that the naxi mum payl oad

| ength used m nus the maxi mum over head size (38 bytes) stays bel ow
the MIU size of the network. cBRSKI is designed to work even for the
m nimum | Pv6 MIU of 1280 bytes, by configuring the DILS maxi mum
fragment | ength and using CoAP bl ockwi se transfer for |arge resource
transfers [cBRSKI].

At the CoAP level, using the cBRSKI [cBRSKI] and the EST- CoAPS

[ RFC9148] protocols, the CoAP bl ockwi se options [RFC7959] are often
used to split large payloads into nmultiple data blocks. The

Regi strar and the Pl edge MJUST sel ect a bl ock size that would all ow
the addition of the JPY nessage structure w thout violating MU

si zes.

4.5.4. JPY Message Security

Application or ecosystem standards adopting the statel ess Join Proxy
need to deternine if there is the potential for attacks originating
fromthe trusted network side of the Join Proxy. Such attacks would
i nvol ve senders other than a trustworthy Regi strar sendi ng packets to
the Join Proxy, imnpersonating the trusted Registrar by using its
source address and port. In many well-designed solutions, this
attack vector can be excluded because | P source addresses are
verified. For example, in Autonom c Networking Infrastructure (AN)
net wor ks, the Autonom c Control Plane (ACP) ([RFC8994]) ensures that
only trustworthy nodes can comuni cate anongst each other. 1In an
ACP, conprom sing an ACP node may be as hard as conprom sing the
Registrar itself. Likewise, in many W-Fi nesh networks and 6LoWPAN
mesh networks, |ink-layer security is applied and clained to achieve
simlar levels of secure and trusted comunication within the scope
of the mesh.
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For stateless Join Proxies that only operate in such secured network
environments, it can be sufficient to only accept JPY nmessages
originating froma Registrar’s | P address and port, and not use any
additional encryption or integrity protection of the JPY header. The
Registrar’s | P address and port are configured on the Join Proxy, or
di scovered by the Join Proxy, for sending JPY nessages.

Generic statel ess Join Proxies on the other hand can not assune any
such additional security neasures for the network that connects the
Proxy to the Registrar. For exanple, a generic Join Proxy’'s network
connection to a Registrar may pass through a lightly protected
enterprise network, such as a university or canmpus network, without
additional security. Therefore, a generic stateless Join Proxy
SHOULD encrypt and integrity-protect the state data prior to wapping
it in a CBOR byte string in jpy_header

It SHOULD be encrypted with a symmetric key known only to the Join
Proxy itself. When the Join Proxy attenpts to decrypt a receiver
j py_header byte string, and either the decryption or the integrity
check fails, it MIST silently discard the JPY message.

The symretric key need not persist on a long-termbasis, and MAY be
changed periodically. Because a key change during an onboardi ng
attenpt of a Pledge could lead to DTLS retransm ssions, or even
failure of the onboarding attenpt, it is RECOWENDED to change the
key infrequently: for exanple every 24 hours.

4.5.5. Exanple Format for JPY Header Data

A typical JPY nessage header format, prior to encryption, could be
constructed using the followi ng binary data structure (expressed in C
style notation):

struct jpy_header plaintext {
uint8 t famly; /1 Only valid in the range 0...1
uint8_t ifindex; // Only valid in the range 0...MAX_| NTERFACES
uintl6_t srcport; // Only valid > 0
uint8 t iid[8];

uint32_t zero; [l Only valid ==
s
This is illustrative only: the format of the data inside jpy_header
is not subject to standardi zation and nay vary across Pledges. It

may for exanple use a CBOR array encoding, formally defined and
constrai ned using CDDL [ RFC8610].
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The data structure stores the Pledge’s UDP source port (srcport), the
11D bits of the Pledge’s originating |IPv6 |ink-Local address (iid),
the 1Pv4/1Pv6 famly (as a uint8 value 0 or 1) and an interface index
(ifindex) to provide the link-local scope for the case that the Join
Proxy has nmultiple network interfaces. The zero field is both for

integrity protection and padding. It is always value zero (before
encryption) on sending and MJUST be zero after decryption on
reception.

The resulting plaintext size is 16 bytes. This size fits into a
singl e AES128 CBC bl ock for instance, resulting in a 16 byte bl ock of
encrypted state data, jpy_header ciphertext. Due to the way that CBC
encryption mixes all the contents of a block together, an attacker
that nmodifies any bit of this block will nost |ikely change one of
the zero bits in the famly and/or zero fields as well.

Thi s jpy_header ciphertext data is then wapped in a CBOR byte string
to formthe jpy_header elenent. This results in a jpy_header CBOR

el ement of 17 bytes which includes a 1-byte overhead to encode the
data as a CBOR byte string of length 16

Not e: when IPv6 is used only the |ower 64-bits of the source |Pv6
address need to be recorded, because they nust be by design all |Pv6
i nk-Local addresses, so the upper 64-bits are just "fe80::" and can
be elided. For IPv4, a link-Local |Pv4 address [RFC3927] woul d be
used, and it would always fit into the 64 bits of the iid field. On
link types where the Interface IDentifier (I1D) is not 64-bits, a
different field size for iid will be necessary.

Replay protection is not included in this exanple security sol ution,
because the regular transport |ayers of c¢cBRSKI and BRSKI
respectively UDP and TCP, also do not provide replay protection

Rat her, replay protection is handl ed by the higher |ayer protocol,
respectively DTLS and TLS. If replay attack protection is desired,
AES with GCM [ RFC5288] SHOULD be used

Det ai | ed exanpl es of a conplete JPY nessage are shown in Appendi x A
4.5.6. Processing by Registrar

On reception of a JPY nessage by the Registrar, the Registrar MJST

verify that the nunber of CBOR array elements is 2 or nore. To

i mpl ement this specification, only the first two elenents are used.

The data in the jpy_content field nust be provided as input to a DILS

library [RFC9147], which along with the 5-tuple defined in

Section 4.4 provides enough information for the Registrar to pick an
appropriate (active) client context. Note that the same UDP socket
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will need to be used for multiple DTLS flows, which is atypical for
how DTLS usual |y uses sockets. The jpy_context field can be used to
sel ect an appropriate DILS context, as DTLS headers do not contain
any kind of per-session context. The jpy _context field needs to be
linked to the DTLS context, and when a DTLS nessage need to be sent
back to the client, the jpy_context needs to be included in a JPY
message along with the DTLS message in the jpy_content field.

4.6. Handling Multiple Registrars

In a network depl oynment there MAY be nultiple Registrar hosts
present, each host operating one or nore Registrar service(s).

Regardl ess of the nunmber of (physical or logical) hosts, each of
these Registrar services is considered a separate Registrar. One or
more of these Registrars MAY be configured in a Join Proxy, by a

met hod out of scope of this specification. Al so one or nore of these
Regi strars MAY be found by a Join Proxy using its discovery

met hod( s) .

The Join Proxy is not necessarily aware of all onboardi ng protoco
variants that are enabled in its network. Specifically, it may not
be aware of the expected comunication tinmng characteristics for the
onboardi ng protocol that it is providing its proxy function for
Therefore, the final selection of onboarding protocol and Registrar
is left to the Pledge and not to the Join Proxy. Also the

determ nati on of "onboardi ng progress” and whether the Registrar is
consi dered responsive or not is left to the Pledge performng the
onboarding protocol. This is consistent with Section 4.1 of

[ RFC8995] which defines how a BRSKI Pl edge attenpts onboarding via
mul tiple Join Proxies and defines the related retry and sw tching
behavi ors.

If a Join Proxy discovers nore Registrars than it can sinmultaneously
offer to Pledges, given its resource limts or inplenentation-defined
limts, then the Join Proxy MJST select fromthe discovered

Regi strars in an inplenmentation-defined manner. Future work such as
[1-D.ietf-ani ma-brski-discovery] may define a selection process for
this case.

Ri chardson, et al. Expires 6 January 2026 [ Page 21]



I nternet-Draft Joi n Proxy July 2025

5.

5

As an exanple, a network deployment mght include a single Registrar
host that offers two Registrar services: cBRSKI and a hypothetica
"future BRSKI" (fuBRSKI). Both services are hosted on different UDP
ports. Each Join Proxy is configured with these two Registrar
services, and when a Pl edge is sending CoAP di scovery requests each
Join Proxy in range will respond with both services in a CoAP

di scovery response. The Join Proxy is able to distinguish the
properties of the two Registrar services by the differences in the
CoRE Link Format parameters included in the two responded onboardi ng
servi ce descriptions.

Di scovery

.1. Join Proxy Discovers Registrar

In order to accommpdat e automatic configuration of the Join Proxy, it
MUST di scover the |ocation and capabilities of the Registrar, in case
this information is not configured already.

In BRSKI [RFC8995] the GeneRi ¢ Autonom c Signaling Protocol (GRASP)

[ RFC8990] protocol is supported for discovery of a BRSKI Registrar in
an Autonomic Control Plane (ACP). However, this docunent does not
target the ACP context of use. Therefore, the definition of howto
use GRASP for discovering a cBRSKI Registrar in an ACP is left to
future work such as [I-D.ietf-anima-brski-discovery].

Al t hough mul tiple discovery nmethods can be supported in principle by
a single Join Proxy, this docunent only defines one default nethod
for a Join Proxy to discover a Registrar: using CoAP resource

di scovery queries [RFC6690] [RFC7252].

The CoAP di scovery query to use depends on the intended node of
operation of the Join Proxy: stateless or stateful. A stateless Join
Proxy needs to discover a UDP endpoint (address and port) that can
accept JPY nessages, supporting the coaps+jpy scheme. On the other
hand, a stateful Join Proxy needs to discover a single CoAPS endpoi nt
supporting the coaps schene that offers the full set of cBRSK

Regi strar resources

1.1. Statel ess Case

The statel ess Join Proxy can discover the JPY protocol endpoint of
the Registrar by sending a nulticast CoAP GET di scovery query to the
"/.well-known/core" resource including a resource type (rt) query
paraneter "brski.rjp". The latter CoAP resource type is defined in
Section 8. 1.
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Upon success, the return payload will contain the port of the
Regi strar on which the JPY protocol handler is hosted. This exchange
i s shown bel ow

REQ GET coap://[ff05::fd]/.well-known/core?rt=brski.rjp

RES: 2. 05 Content
Content - Format: 40
Payl oad:
<coaps+jpy://[ipv6_address]:port>;rt=brski.rjp

In this case, the nulticast CoAP request is sent to the site-loca
"Al'l CoAP Nodes" nulticast |IPv6 address ff05::fd. In sone

depl oynents, a smaller scope than site-local is nore appropriate to
reduce the network | oad due to this CoAP discovery traffic. For
exanple, in a 6LoOWPAN nesh network where a JPY protocol endpoint is
al ways hosted on a 6LoWPAN Border Router (6LBR), the real mloca
scope "All CoAP Nodes" address ff03::fd can be used.

The reason that the 1 Pv6 address (field ipv6_address) is always
included in the link-format result is that in the [RFC6690] I|ink
format, and per Section 3.2 of [RFC3986], the authority conponent
cannot include only a port nunber but has to include also the IP
addr ess.

The returned port is expected to process the encapsul ated JPY
messages described in Section 4.5. The scheme is coaps+jpy,
described in Section 8.2, and not regul ar coaps because the JPY
messages effectively forma new protocol that encapsul ates CoAPS

5.1.2. Stateful Case

The stateful Join Proxy can discover the Registrar’s cBRSKI resource
set by sending a nulticast CoAP GET di scovery query to the "/.well -
known/ core" resource including a resource type (rt) query paraneter
"brski". The latter CoAP resource type is defined in [cBRSKI].

Upon success, the return payload will contain the URI path and port
of the Registrar on which the cBRSKI resources are hosted. This
exchange is shown bel ow

REQ GET coap://[ff05::fd]/.well-known/core?rt=brsk
RES: 2. 05 Content
Content-Format: 40

Payl oad:
<coaps://[ipv6_address]:port/uri_path>;rt=brsk
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The port field and its preceding colon are optionally included: if

elided, the default CoAPS port 5684 is inplied. The uri_path field
may be a single CoAP URI path resource | abel, or it may be a

hi erarchy of resources. For efficiency, it is RECOWENDED for the

Regi strar to configure the URI path as short as possible, for exanple
b

Note that the Join Proxy does not use the returned uri_path
information, while it uses the ipv6_address and port information for
its relaying operations.

5.1.3. Exanples

A Registrar with address 2001: db8: 0: abcd: : 52, with the JPY protocol
hosted on port 7634, and the CoAPS resources hosted on default port
5684 could for exanple reply to a nulticast CoAP query of a statefu
Join Proxy as foll ows:

REQ GCET coap://[ff05::fd]/.well-known/ core?rt=brsk

RES: 2. 05 Content
Content-Format: 40
Payl oad:
<coaps://[2001: db8: 0: abcd: : 52] / b>; rt =br sk

The sane Registrar could for exanple reply to a nulticast CoAP query
of a stateless Join Proxy as foll ows:

REQ GET coap://[ff05::fd]/.well-known/core?rt=brski.rjp

RES: 2. 05 Content
Content - Format: 40
Payl oad:
<coaps+j py://[2001: db8: 0: abcd: : 52]: 7634>;rt=brski.rjp

In these exanples, the Join Proxy in a specific node of operation

(stateful or stateless) only queries for those cBRSKI services that
it mnimlly needs to performthe Join Proxy function in that node.
For this reason, wldcard queries (such as rt=brski*) are not sent.

5.2. Pledge Discovers Join Proxy
Regar dl ess of whether the Join Proxy operates in stateful or
statel ess nmode, it is discovered by the Pledge identically.

Section 10 of [cBRSKI] defines the details of the CoAP di scovery
request sent by the Pl edge.
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A Join Proxy inplenmentation by default MJST support this discovery
method. |If there is another method configured, by some neans outside
of the scope of this docunent, the default nethod MAY be deacti vat ed.

The join-port of the Join Proxy is discovered by sending a nmulticast
CGET request to "/.well-known/core" including a resource type (rt)

parameter with the value "brski.jp". This value is defined in
Section 8.1. Upon success, the return payload will contain the join-
port.

The net a- exanpl e bel ow shows the discovery of the join-port (field
join_port) of the Join Proxy:

REQ GCET coap://[ff02::fd]/.well-known/core?rt=brski.jp

RES: 2. 05 Content
Content - Format: 40
Payl oad:
<coaps://[I1P_address]:join_port>;rt=brski.jp

In actual exanples based on this, the field | P_address woul d contain
the link-local |IP address of the Join Proxy and the field join_port
woul d contain the join-port value as a deci mal nunber.

Note that the join_port field and precedi ng col on MAY be absent in
the di scovery response: this indicates that the join-port is the
default CoAPS port 5684.

In the returned CoRE |ink format docunent, discoverable port nunbers
are usually returned for the Join Proxy resource in the <URl-
Ref erence> of the link (see Section 5.1 of [RFC6690] for details).

5.3. Pledge Discovers Miultiple Join Ports

A Pl edge MJST be able to handle nultiple join-ports being returned in
a di scovery response sent by a Join Proxy. This can happen if the
networ k supports nultiple Registrars and/or nultiple Registrar-
services as defined in Section 4.6. Then, each Registrar gets
assigned its own join-port (up to a limt inposed by Join Proxy

i npl ementation) so that a Pledge is enabled to fail over to another
Registrar if a prior onboarding attenpt fails.

How t he Pl edge sel ects between the onboardi ng services matching its
query, is inplementation-specific and out of scope of this docunent.

Di scovery of nultiple Registrars works in the sane way as di scovery

of a single Registrar as defined in Section 5.2, except that nultiple
links are returned in the CoRE Link Format docunent.
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The net a- exanpl e bel ow shows the discovery of two join-ports (fields
join_portl and join_port2) on a Join Proxy, each associated to a

di fferent cBRSKI protocol variant, defined by two CoRE Link Format

I'i nks:

REQ GET coap://[ff02::fd]/.well-known/ core?rt=brski.jp

RES. 2. 05 Content
Content - Format: 40
Payl oad:
<coaps://[1P_address]:join_portl>;rt=brski.jp,
<coaps://[1P_address]:join_port2>;rt=brski.jp;
par anil=val uel; par an2=val ue2

In actual exanples based on this, the field | P_address would contain
the link-local |IP address of the Join Proxy and the fields join_portl
and join_port2 would contain distinct decinmal port nunber val ues.

The paraneter values (paraml and paranR) are included for
illustrative purposes. In a real exanple, these would contain Link
Format parameters specifically defined for the brski.jp resource
type. Such paraneters may be defined in future work

([1-D.ietf-ani ma-brski-discovery]). These paraneters, if understood
by the Pl edge, help in selecting the optinal natchi ng onboardi ng

protocol variant of cBRSKI. |f the Pledge does not understand these
paraneters, it can select any one of the two join-ports for cBRSKI
onboarding. |If the attenpt subsequently fails, the Pledge repeats

the attenpt using the other discovered join-port as defined by
[ cBRSKI ] .

Conparison of Stateless and Stateful Mdes

The stateful and statel ess node of operation for the Join Proxy each
have their advantages and di sadvantages. This section hel ps

operators and/or profile-specifiers to nake a choice between the two
nmodes based on the avail abl e device resources and network bandw dth.

Stateful node introduces the conplexity of maintaining per-connection
state, which can increase processing and nmenory requirenments on the
proxy conpared to the statel ess node under ideal conditions.
Additionally, it opens up a wider range of potential inplenentation
chal l enges in the presence of m sbehaving or malicious Pledges. For
exanmpl e: How can state be effectively linited? How can malicious

Pl edges be detected—or at |east prevented from negatively inpacting
non-mal i ci ous nodes? And so on
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If the proxy is depl oyed on nodes that support frequent and reliable
software updates, then tailoring software enhancenments based on the
observed attack profile(s) in the deploynent scenario is an effective
way to inprove and harden the inplenmentation. However, nany
constrai ned devices either lack this software agility or
intentionally avoid it. In such environments, statel ess node becones
advant ageous, as it offloads nost of the conpl ex hardening
responsibilities to the Registrar, allow ng the proxy inplenentation
to remain as |lightweight as possible. Utimtely, a statel ess proxy
requires no nore protective nechani sns than a basic packet-forwardi ng
router.

The main concern for a stateless Join Proxy is the risk of forwarding
an excessive number of packets to the Registrar, particularly over

| ow- bandwi dt h connecti ons such as 6LoWPAN |inks. Rate-linmiting
forwarded packets is the primary defense nechanismin such cases

Al'l other Pledge-specific protections can be delegated to the

Regi strar, which is expected to have the necessary software agility
to handl e these

The foll owi ng table sunmarizes nore conparison details.
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No information is
mai nt ai ned by the

State |
I
Joi n Proxy. |
I
I
I

The Join Proxy needs
additional storage to

mai ntai n mappi ngs bet ween
the address and port
nunber of the Pl edge and

those of the Registrar.

Regi strar transiently
stores the JPY
message header.

Packet size The size of a rel ayed
message is the sane as the
original message

| Size of a relayed |
| nessage is up to 38 |
| bytes larger than the

| original: due to |
| additional context |
I I

dat a.

. O O +
| Techni cal | The Join Proxy needs | Requires new JPY |
| conmplexity | additional functions to | nessage structure |
| | maintain state | (CBOR) in Join Proxy.

| | information, and specify | The Registrar |
| | the source and destination | requires a function |
| | addresses and ports of | to process JPY |
| | relayed nessages. | nessages. |
I T T T pe o meeeeeeeecieaaaas +
| Join Proxy | Join Proxy needs | Join Proxy needs |
| Ports | discoverable join-port | discoverable join- |
I I | port I
. O O +
| Registrar | Registrar can host on a | Registrar nust host |
| Ports | single UDP port. | on two UDP ports: one

| | | for DTLS, one for JPY |
| | | nessages. |
S oo e e e e e e e e oo - - o e e e e e e oo +

Tabl e 1. Conpari son between stateful and statel ess Join Proxy node
7. Security Considerations
For a Pl edge using a Join Proxy, all the security considerations and
requirenents in Section 4.1 of [RFC8995] apply. Wile doing
di scovery of Join Proxies, the Pledge can be deceived by nalicious
Joi n Proxy announcenents.

The subsequent conmunication of a Pledge with a Registrar that flows
via the Join Proxy is end-to-end protected by DTLS
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A malicious Join Proxy has a nunmber of relay/routing options for
messages sent by a Pl edge:

* |t relays nessages to a nmalicious Registrar. This is the sane
case as the presence of a "nmalicious Registrar" discussed in
[ RFC8995] .

* It does not relay nessages, or does not return the responses from
the Registrar to the Pledge. This is equivalent to the case of a
non-respondi ng Regi strar discussed in Section 4.1 of [RFC38995] and
Section 5.1 of [RFC8995].

* It uses the returned responses of the Registrar for its own
(attack) purposes. This is very unlikely due to the DILS
security.

* |t uses the request fromthe Pledge to take the Pledge certificate
and inpersonate the Pledge. This is very unlikely because that
requires it to acquire the private key of the Pl edge, for an
attack to be effective.

A malicious Pledge nmay al so craft and send nmessages to a Join Proxy:

* |t can construct an invalid DTLS or UDP nessage and send it to the
open join-port of the Join Proxy. A Join Proxy will accept the
message and relay to the Registrar wi thout checking the payl oad.
The Registrar will now parse the invalid message as DTLS protoco
payl oad. Due to the security properties of DILS, it is highly
unlikely that this malicious payload will |ead to nessage
acceptance or to the Registrar’s mal functioning. The Registrar of
course MJST be prepared to receive invalid and/or non-DTLS
payl oads in this way. |If the Pledge uses |arge UDP payl oads, the
attacker is able to m suse network resources. This way, a DoS
attack could be perforned by using nultiple nalicious Pledges, or
usi ng a single device posing as multiple Pledges.

For a malicious node that is either a neighbor of a Join Proxy, or is
a router on the network path to the Registrar, and the node is part
of the trusted network:

* |t may sniff the messages routed by the Join Proxy. It is very
unlikely that the malicious node can decrypt the DTLS payl oad.
The malicious node may be able to read the inner data structure in
the JPY Header field, if that is not encrypted. This does expose
some information about the Pledge attenpting to join, but this can
be mtigated by the Pl edge using a new (random |ink-1ocal address
for each onboarding attenpt.
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In case the JPY Header is not encrypted, a malicious node has a
nunber of options to craft a JPY nessage and send it to a statel ess
Joi n Proxy:

* |t can craft a JPY nessage with header fields of its choice based
on earlier observed contents of JPY nessages sent by a statel ess
Join Proxy. |In that case, the Join Proxy would accept the nessage
and send the Content field data to a Pl edge as a UDP nessage.

Such a nessage coul d di srupt an ongoi ng DILS session. It could
al so allow the attacker to access an unsecured UDP port that a
Pl edge may have exposed. For this reason, a Pledge MJUST NOT
accept nmessages on other UDP ports than its port used for
onboardi ng while an onboardi ng attenpt is ongoing.

It should be noted here that the JPY message CBOR array and the JPY
Header field are not DTLS protected. Wen the comruni cation between
statel ess Join Proxy and Regi strar passes over an unsecure network,
an attacker can change the CBOR array, and change the Header field if
no encryption is used there. These concerns are also expressed in

[ RFC8974]. It is also pointed out here that the encryption by the
source of the JPY Header, the Join Proxy, is a local matter. Simlar
to [ RFC8974], the use of AES-CCM [RFC3610] with a 64-bit tag is
recomended, conbined with a sequence nunmber and a replay w ndow.

A "malicious Registrar" (see [ RFC8995]) may al so be unknow ngly

sel ected by a genui ne (non-conprom sed) Join Proxy. This may happen
when the malicious Registrar either nodifies the network’s Registrar
address configuration or presents itself as a Registrar using the

di scovery nethod used in the network. |f the discovery of Registrars
is performed in an unsecured manner within the trusted network, it
woul d allow the nalicious Registrar to present itself as a Registrar
candi date. CoAP discovery defined in Section 5) is, for exanple,
defined without any transport-layer or application-layer security. A
trusted Join Proxy may therefore relay a Pledge’'s nessages to it.

It is the responsibility of a Pledge to nonitor if an onboarding
attenpt with the selected Join Proxy and selected join-port on this
Proxy (in case of nultiple) is proceeding sufficiently quickly. If
this is not the case, the Pledge needs to switch to another join-port
and/ or another Join Proxy to retry its onboarding attenpt. See
Section 4.6 for specification details on this.

In sone installations, layer 2 (link |ayer) security is provided
between all node pairs of a nesh network. In such an environment, in
case all nesh nodes are trusted, and the Registrar is also | ocated on
the mesh network, and on-nesh attackers are not considered, then
encryption of the JPY Header field as specified in this docunment is
not necessary because the layer 2 security already protects it.
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8.

8.

8.

1.

2

I ANA Consi derations
Resource Type Attributes Registry

This specification registers two new Resource Type (rt=) Link Target
Attributes in the "Resource Type (rt=) Link Target Attribute Val ues"
regi stry under the "Constrained RESTful Environnents (CoRE)

Par amet ers" registry group, per the [ RFC6690] procedure.

Attribute Value: brski.jp
Description: Constrained Join Proxy for cBRSKI onboardi ng protocol
Ref er ence: [ This RFC

Attribute Value: brski.rjp

Description: cBRSKI Registrar Join Proxy endpoint that supports the
JPY protocol

Ref er ence: [ This RFC

coaps+j py Schene Registration

This specification registers a new URI schene per [RFC7595] under the
I ANA "Uniform Resource Identifier (URI) Schenes" registry.

Schene nane: coaps+j py

St at us: per manent

Applications/protocols that use this scheme nane:
cBRSKI, constrained Join Proxy

Cont act : ANl MA WG

Change controller: |ESG

Ref erences: [This RF(C

The schene specification is provided bel ow

* Scheme syntax: identical to the "coaps" schene defined in
[ RFC7252] .

* Schenme semantics: identical to the "coaps" scheme, except that the
JPY message encapsul ati on nechani sm described in Section 4.5 of
[This RFC] is used to transport each CoAPS UDP dat agram

* Encodi ng considerations: identical to the "coaps" schene.

* |Interoperability considerations: identical to the "coaps" schene.

* Security considerations: all of the security considerations of the
"coaps" schenme apply. Users of this scheme should be aware that

as part of the intended use, a UDP nessage that was fornmed using
the "coaps" schene is enbedded by a Join Proxy as defined by [This
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8.

9.

9.

3.

1.

RFC] into a UDP nmessage conforming to the "coaps+jpy" scheme

wi t hout the Join Proxy being able to parse/decode whi ch CoAPS URI
was originally used by the sender, since that information is
stored as DTLS-protected data. The receiving server can transform
the "coaps+j py" schene back to the original "coaps" schene by
decodi ng the JPY nessage payl oad. However, any CoAP-rel ated

i nformati on not stored in the DILS-protected data (such as in the

UDP/ | P headers) may be changed by these schene transforns.
Servi ce Nane and Transport Protocol Port Nunmber Registry

This specification registers two service names under the | ANA
"Service Name and Transport Protocol Port Number" registry.

Servi ce Nanme: brski-jp

Transport Protocol (s): udp

Assi gnee: | ESG <iesg@etf.org>

Contact: |ESG <iesg@etf.org>

Description: Bootstrapping Renote Secure Key Infrastructure
constrai ned Join Proxy

Ref er ence: [ This RFC

Service Nanme: brski-rjp

Transport Protocol (s): udp

Assi gnee: | ESG <iesg@etf.org>

Contact: |ESG <iesg@etf.org>

Description: Bootstrapping Renmote Secure Key Infrastructure
Regi strar join-port, supporting the coaps+jpy
schene, used by statel ess constrai ned Join Proxy

Ref er ence: [ This RFC

Ref er ences
Nor mat i ve Ref erences

[ cBRSKI ] Ri chardson, M, Van der Stok, P., Kanpanakis, P., and E.
Dijk, "Constrai ned Bootstrappi ng Renmbte Secure Key
Infrastructure (cBRSKI)", Wbrk in Progress, Internet-
Draft, draft-ietf-ani ma-constrained-voucher-27, 3 March
2025, <https://datatracker.ietf.org/doc/htm/draft-ietf-
ani ma- constr ai ned- voucher - 27>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

Ri chardson, et al. Expires 6 January 2026 [ Page 32]



I nternet-Draft Joi n Proxy July 2025

[ RFC4443] Conta, A., Deering, S., and M CGupta, Ed., "Internet
Control Message Protocol (1CwWPv6) for the Internet
Prot ocol Version 6 (IPv6) Specification”, STD 89,
RFC 4443, DA 10. 17487/ RFC4443, March 2006,
<https://www. rfc-editor.org/rfc/rfcddd3>.

[ RFC5288] Sal owey, J., Choudhury, A, and D. MG ew, "AES Galois
Counter Mdde (GCM Cipher Suites for TLS', RFC 5288,
DA 10.17487/ RFC5288, August 2008,
<https://www. rfc-editor.org/rfc/rfc5288>.

[ RFC768] Postel, J., "User Datagram Protocol", STD 6, RFC 768,
DO 10.17487/ RFC0768, August 1980,
<https://www. rfc-editor.org/rfc/rfc768>.

[ RFC792] Postel, J., "Internet Control Message Protocol", STD 5,
RFC 792, DO 10.17487/ RFC0792, Septemnber 1981,
<https://www. rfc-editor.org/rfc/rfc792>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC8366bi s]
Watsen, K., Richardson, M, Pritikin, M, Eckert, T. T.,
and Q M, "A Voucher Artifact for Bootstrapping
Protocol s", Work in Progress, Internet-Draft, draft-ietf
ani ma-rfc8366hbi s-14, 1 April 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-aninma-
rf c8366bi s- 14>.

[ RFC8949] Bormann, C. and P. Hoffnman, "Concise Binary Object
Representation (CBOR)", STD 94, RFC 8949,
DO 10.17487/ RFC8949, Decenber 2020,
<https://www. rfc-editor.org/rfc/rfc8949>.

[ RFC8995] Pritikin, M, Richardson, M, Eckert, T., Behringer, M,
and K. Watsen, "Bootstrappi ng Renote Secure Key
Infrastructure (BRSKI)", RFC 8995, DO 10.17487/ RFC8995,
May 2021, <https://ww.rfc-editor.org/rfc/rfc8995>.

[ RFC9147] Rescorla, E., Tschofenig, H, and N. Mdadugu, "The
Dat agram Transport Layer Security (DTLS) Protocol Version
1.3", RFC 9147, DO 10.17487/ RFC9147, April 2022,
<https://www. rfc-editor.org/rfc/rfc9147>.

Ri chardson, et al. Expires 6 January 2026 [ Page 33]



I nternet-Draft Joi n Proxy July 2025

[ RFC9148] van der Stok, P., Kanpanakis, P., Richardson, M, and S
Raza, "EST-coaps: Enrollnment over Secure Transport with
the Secure Constrained Application Protocol", RFC 9148,
DO 10.17487/ RFC9148, April 2022,
<https://www. rfc-editor.org/rfc/rfc9148>.

9.2. Informative References

[1-D.ietf-ani ma-brski-discovery]
Eckert, T. T. and E. Djk, "BRSKlI discovery and
variations", Wrk in Progress, Internet-Draft, draft-ietf-
ani ma- br ski - di scovery-05, 21 Cctober 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-aninma-
br ski - di scovery-05>.

[1-D. kumar-di ce-dtl s-rel ay]
Kumar, S. S., Keoh, S. L., and O Garcia-Mrchon, "DILS
Rel ay for Constrai ned Environnments", Work in Progress,
Internet-Draft, draft-kumar-dice-dtls-relay-02, 20 Cctober
2014, <https://datatracker.ietf.org/doc/htm/draft-kumar-
di ce-dtl s-rel ay- 02>.

[1-D.richardson-ani ma-state-for-joinrouter]
Ri chardson, M, "Considerations for stateful vs stateless
join router in ANl MA bootstrap", Wrk in Progress,
Internet-Draft, draft-richardson-ani ma-state-for-
joinrouter-03, 22 Septenber 2020,
<https://datatracker.ietf.org/doc/htnm/draft-richardson-
ani ma-state-for-joinrouter-03>.

[i eee802- 1AR]
"I EEE 802. 1AR Secure Device ldentity", |EEE Standards
Associ ati on, 2018,
<https://standards.ieee.org/ieee/ 802. 1AR/ 6995/ >.

[ RFC3610] Wiiting, D., Housley, R, and N. Ferguson, "Counter wth
CBC-MAC (CCM ", RFC 3610, DO 10.17487/ RFC3610, Septenber
2003, <https://www. rfc-editor.org/rfc/rfc3610>.

[ RFC3927] Cheshire, S., Aboba, B., and E. Guttnan, "Dynamc
Configuration of IPv4 Link-Local Addresses", RFC 3927,
DO 10. 17487/ RFC3927, May 2005,
<https://ww. rfc-editor.org/rfc/rfc3927>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10.17487/ RFC3986, January 2005,
<https://www. rfc-editor.org/rfc/rfc3986>.

Ri chardson, et al. Expires 6 January 2026 [ Page 34]



I nternet-Draft Joi n Proxy July 2025

[ RFC4944] Montenegro, G, Kushal nagar, N., Hui, J., and D. Culler,
"Transm ssion of | Pv6 Packets over |EEE 802.15.4
Net wor ks", RFC 4944, DO 10. 17487/ RFC4944, Septenber 2007,
<https://www. rfc-editor.org/rfc/rfcd944>,

[ RFC6550] Wnter, T., Ed., Thubert, P., Ed., Brandt, A, Hui, J.,
Kel sey, R, Levis, P., Pister, K, Struik, R, Vasseur,
JP., and R Al exander, "RPL: IPv6 Routing Protocol for
Low Power and Lossy Networks", RFC 6550,
DA 10.17487/ RFC6550, March 2012,
<https://www. rfc-editor.org/rfc/rfc6550>.

[ RFC6690] Shel by, Z., "Constrai ned RESTful Environments (CoRE) Link
Format", RFC 6690, DO 10.17487/ RFC6690, August 2012,
<https://www. rfc-editor.org/rfc/rfc6690>.

[ RFC6775] Shelby, Z., Ed., Chakrabarti, S., Nordmark, E., and C
Bor mann, "Nei ghbor Discovery Optim zation for |Pv6 over
Low Power Wrel ess Personal Area Networks (6LOWPANs)",
RFC 6775, DO 10.17487/ RFC6775, Novenber 2012,
<https://www. rfc-editor.org/rfc/rfc6775>.

[ RFC7030] Pritikin, M, Ed., Yee, P., Ed., and D. Harkins, Ed.,
"Enrol | ment over Secure Transport", RFC 7030,
DO 10.17487/ RFC7030, Cctober 2013,
<https://www. rfc-editor.org/rfc/rfc7030>.

[ RFC7102] Vasseur, JP., "Terns Used in Routing for Low Power and
Lossy Networks", RFC 7102, DA 10.17487/ RFC7102, January
2014, <https://ww.rfc-editor.org/rfc/rfc7102>.

[ RFC7228] Bormann, C., Ersue, M, and A Keranen, "Term nol ogy for
Constr ai ned- Node Networks", RFC 7228,
DO 10.17487/ RFC7228, May 2014,
<https://www. rfc-editor.org/rfc/rfc7228>.

[ RFC7252] Shel by, Z., Hartke, K, and C. Bormann, "The Constrai ned
Application Protocol (CoAP)", RFC 7252,
DA 10.17487/ RFC7252, June 2014,
<https://ww. rfc-editor.org/rfc/rfc7252>.

[ RFC7595] Thaler, D., Ed., Hansen, T., and T. Hardie, "Quidelines
and Regi stration Procedures for URI Schenes", BCP 35,
RFC 7595, DO 10. 17487/ RFC7595, June 2015,
<https://www. rfc-editor.org/rfc/rfc7595>.

Ri chardson, et al. Expires 6 January 2026 [ Page 35]



I nternet-Draft Joi n Proxy July 2025

[ RFC7959] Bormann, C. and Z. Shel by, Ed., "Bl ock-Wse Transfers in
the Constrained Application Protocol (CoAP)", RFC 7959,
DA 10.17487/ RFC7959, August 2016,
<https://www. rfc-editor.org/rfc/rfc7959>.

[ RFC8610] Birkholz, H., Vigano, C., and C. Bornann, "Concise Data
Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://wwww. rfc-editor.org/rfc/rfc8610>.

[ RFC8974] Hartke, K and M Richardson, "Extended Tokens and
Stateless Clients in the Constrai ned Application Protocol
(CoAP)", RFC 8974, DA 10.17487/RFC8974, January 2021,
<https://www. rfc-editor.org/rfc/rfc8974>.

[ RFC8990] Bormann, C., Carpenter, B., Ed., and B. Liu, Ed., "GeneRic
Aut ononi ¢ Signaling Protocol (GRASP)", RFC 8990,
DO 10. 17487/ RFC8990, May 2021,
<https://www. rfc-editor.org/rfc/rfc8990>.

[ RFC8994] Eckert, T., Ed., Behringer, M, Ed., and S. Bjarnason, "An
Aut ononi ¢ Control Plane (ACP)", RFC 8994,
DA 10.17487/ RFC8994, May 2021,
<https://www. rfc-editor.org/rfc/rfc8994>.

[ RFC9031] Wuini, M, Ed., Sinon, J., Pister, K, and M
Ri chardson, "Constrained Join Protocol (CoJP) for 6Ti SCH',
RFC 9031, DO 10.17487/ RFC9031, My 2021,
<https://www. rfc-editor.org/rfc/rfc9031>.

Appendi x A. Stateless Join Proxy JPY Message Exanples

Thi s appendi x shows an exanpl e of a JPY nessage, sent by a stateless
Join Proxy to a Registrar, and an exanple of the return JPY nessage
sent by the Registrar. The DTLS payload itself, carried in the
Content (C) field of the JPY nessage, is not shown in detail but
abbr evi at ed.

First, assunme that a Pl edge creates a CoAP request to a Join Proxy
that it has just discovered and sel ected for perfornming [ cBRSKI]
onboar di ng.

This request may be a Pl edge Voucher Request (PVR) as foll ows:
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POST coaps://[fe80::1234:5678]: 45965/ . wel | - known/ brski /rv
Content-Format: 836
Payl oad:
<bytes of the COSE-sighed PVR>

Because a DTLS session is not yet established at this point, the
first step for the client is to send the DILS Cient Hello nessage to
the Join Proxy’s join-port 45965. Wen the Join Proxy receives this
UDP packet, it creates a JPY nessage with the foll ow ng UDP payl oad:

82 # array(2)
50 # bytes(16)
D01914BCC376A88FFECC50CA6017B0OCL  #
59 01AB # bytes(427)

16FEFDO000000000000000019E ..
<further bytes of DILS 1.2 Cient Hello>

The sane JPY nessage witten in CBOR diagnostic notation [ RFC8949]
is:

[ h"d01914bcc376a88ffecc50ca6017b0cl’
h’ 16f ef d0O000000000000000019e’ ... ' 3d45" ]

Above, the ellipsis ("...") notation in a CBOR diagnostic byte string
denotes a further sequence of bytes that is not shown for brevity.

The first CBOR byte string waps the 16 bytes of encrypted state
informati on of the Header (H) field. The second CBOR byte string
wraps the 427 bytes of the received DILS nessage.

After the Registrar has processed the received JPY nessage, it sends
a DILS 1.2 Hello Verify Request in response to the received dient
Hel |l o message. This Hello Verify Request is wapped in a new JPY
nmessage that it sends back to the Join Proxy:

82 # array(2)

50 # bytes(16)
D01914BCC376A88FFECC50CA6017B0C1L  #

58 3C # bytes(60)

16FEFDO000000000000000002F . .
<further bytes of DILS 1.2 Hello Verify Request>

The sane JPY nessage in CBOR diagnostic notation is:

[ h"d01914bcc376a88ffecc50ca6017b0cl’
h’ 16f ef d0O000000000000000002f" ... '66¢c1" ]
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Changel og
-16 to -17

* Added security consideration that a genuine Join Proxy may
relay to a malicious Registrar (#33, #77).

* Added sol ution and specification sections on the use of
mul tiple Registrars (#45, #65, #76).

* Added clarification that Registrar address(es) can be
configured, or discovered (#76).

* Define conditions for inplenenting only a single Join Proxy
mode - stateful or statel ess (#69, #73)

* | nproved JPY Header security by adding integrity protection
(#74).

* Fixed format definition of exanple JPY Header (#74).

* Editorial updates.

-15to -16
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*

L T T

Security considerations text reviewed and expanded with nore
attack types.

Defi ne CoAP discovery as default, renove GRASP/ 6Ti SCH (#68).
Abstract updated to describe higher-1level concepts (#47).
Applied Spencer’s TSVART revi ew coment 2022-05-16 in an

i mproved manner.

Applied Russ’ review comments from | OTDI R revi ew 2023- 08- 09.
Rewite Section 4.1 based on Russ’ review (#48).

Applied Toerless’ review comments from WALC (#63).

Applied review comments of Bill Atwood of 2024-05-21.
Clarify 'context payload term nology (#49).

Use shorter and consistent termfor Join Proxy (#58).
Appendi x A corrected to use |atest JPY nessage fornat.

Aut hor added.

Update reference RFC8366 to RFCB8366bi s.

Many editorial updates.

-13 to -15

*

Various editorial updates and m nor changes.

-12 to -13

*

j py nmessage encrypted and no | onger standardized

-11 to -12

*

*

many typos fixed and text re-organized
core of CGRASP and CoAP di scovery noved to constrai ned-voucher
docunent, only statel ess extensions remain

-10 to -11
* Join Proxy and Regi strar discovery nerged
* GRASP di scovery updat ed
* ARTART review
*

TSVART revi ew

-09 to -10

*
*
*
*

-07

OPSDI R revi ew
| ANA revi ew

SECDI R revi ew
GENART revi ew

to -09

* typos
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-06 to -07
* AD revi ew changes
-05 to -06

* RT value change to brski.jp and brski.rjp
* new registry values for | ANA
* inproved handling of jpy header array

-04 to -05

Join Proxy and join-port consistent spelling
some nits renoved

restructured di scovery

section

rephrased parts of security section

L I

-03 to -04
* mai|l address and reference
-02 to -03
* Term nol ogy updated
* Several clarifications on discovery and routability
* DTLS payl oad i ntroduced
-01 to -02

* Discovery of Join Proxy and Registrar ports

-00 to -01
* Regi strar used throughout instead of EST server
* Emphasi zed Join Proxy port for Join Proxy and Registrar
* updat ed di scovery accordingly
* updat ed statel ess Join Proxy JPY header
* JPY header described with CDDL
*

Exampl e sinplified and corrected
-00 to -00
* copi ed from vander st ok- ani ma- const r ai ned-j oi n- pr oxy-05

Aut hors’ Addr esses
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