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1. Introduction

In 10T that has devel oped rapidly in recent years, the traditiona
central i zed and human-cent ered network managenent nethods have
gradual |y shown defects such as |ow efficiency and hi gh operating
costs due to the growh in the nunmber, heterogeneity, diversity, and
the increasingly uncertain distribution of devices. Autononc

Net wor k[ RFC8993] enpowers networks and devices with sel f-nmanagenent
capabilities, enabling themto self-configure, self-optimze, self-
recover, and self-protect wi thout human intervention, effectively
inmproving the stability and reliability of the network, which neets
the devel opnent needs and trends of 10T and is essential for

i mpl ementing |1oT applications such as smart hones, smart cities, and
i ndustrial IoT.

As a new networ k managenent solution for TCP/I P networks, the

Aut ononi ¢ Network does not intend to break the existing |IP-based
network architecture. So does the GRASP[ RFC8990], the signaling
protocol in the Autonom c Network. Wile |ocated between the
transport layer and the application |layer, GRASP provides reliable
and efficient services for nodes in the Autononmi c Network, |ike

par aneter di scovery, exchange, and negotiation, based on the TCP/IP
protocols. Since it does not provide reliability mechani snms such as
error detection, retransm ssion, and flow control [ RFC8990], CRASP
must depend on the reliability mechani snms provided by the transport
| ayer, particularly its synchronization and negoti ati on procedures
based on one or nore round(s) of nessage interaction. It is
specified in [ RFC8990] that GRASP uni cast nmessages MJST use the
reliable transport |ayer protocol, e.g., TCP

However, the reliability provided by TCP is not free. GRASP nust
tolerate the inevitable additional |atency, control overhead, and
menory consunption caused by conplex reliability nechani sns of TCP
e.dg., the resource consunption and control overhead associated with
est abl i shing, maintaining, and closing TCP connections. |n addition,
the size of the TCP/IP stack on which GRASP relies and the menory
resources required to run it are not negligible, e.g., running a
standard full TCP/IP stack requires at |least tens to hundreds of KBs
of data and code nenory, and even TCP/IP stacks specifically designed
and i npl enented for resource-constrai ned devices require tens of KBs
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of menory. However, the resource-constrai ned device typically has
only about 50KB of nenory[ RFC7228]. Cbviously, in the |oT networks
dom nated by resource-constrained devices with limted CPU, nenory,
and power resources, the resource footprint of the TCP/IP stack and
its execution, especially the TCP, is |likely to be a limting factor
in the deploynent of the Autonom c Network and GRASP. Therefore,
maki ng GRASP |ightwei ght and renoving its dependence on TCP or even
IPis of great significance for the depl oynent and pronotion of GRASP
inthe IoT. 1In addition, considering the generally short |ength of
i nteracti on nessages between 10T nodes, it is also necessary to
shorten the I ength of GRASP nessages with the best efforts,
especially the control fields, which can al so reduce the overhead of
nodes in processing, parsing, and sendi ng GRASP nessages.

CoAP[ RFC7252] is a lightweight, RESTful protocol designed for
resource-constrai ned 10T devices, featuring reliability nechanisns
such as acknow edgenents, retransm ssions, and basic congestion
control. It enables efficient comunication in | ow power and | ow
bandwi dt h networks, driving its wide adoption in |oT. Considering
the demand for sel f-managenent and the resource-constrai ned nature of
| oT devices, as well as the wi de adoption and mature ecosystem of
CoAP[ RFC7252] in | ow power and | ow bandw dth networks, this docunent
proposes a constrai ned and |ightwei ght variant of GRASP (cCGRASP), a
constrained and |ightwei ght variant of GRASP that replaces TCP with
CoAP. Additionally, sone works on extendi ng CoAP nessaging to work
over non-1P network scenarios have been proposed, such as its
adaptation to Bluetooth Low Energy (BLE) via CoAP over

GATT[ CoAPover GATT], which are of great help for the future cGRASP | P-
i ndependent extension

The cGRASP sinplifies the objective option and retains GRASP

mul ticast relay mechanism By reduci ng nessage encodi ng size and
processi ng overhead, and by |leveraging the reliability mechani sm
provi ded CoAP, cGRASP enabl es reliable signaling services without
relying on TCP. cGRASP is specifically targeted at constrai ned nodes
as defined in [ RFC7228], particularly class Cl1 and C2 devices that
are capabl e of supporting CoAP but not TCP. While C ass CO devices
typically lack I P connectivity, the possible |IP-independent extension
is al so discussed, which can extend the use of cGRASP to non-IP
networks. By extending Autonom ¢ Network Infrastructure (AN)
signaling capabilities to constrained devices, cGRASP hel ps realize
i ghtwei ght, scal able, and self-managing |10T systens.
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2

3.

Requi rement s

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

c@ERASP enhancenents to the GRASP

CGRASP redefines the standard GRASP (hjective option as the cGRASP
oj ective option, by using a numeric objective identifier to mnimze
encodi ng overhead. This is particularly beneficial for constrained
nodes with limted processing or transm ssion capabilities. cCGRASP
retains the discovery, negotiation, synchronization, and fl ooding
procedures, as well as the defined nessages and options (except for
the ohjective option) of the standard GRASP. | n addition, cGRASP

still adheres to the High-Level Deploynent Mdel and Hi gh-Leve
Desi gn defined for GRASP, ensuring conpatibility with the overal
signaling architecture and objectives of the protocol. To

di stingui sh cGRASP from standard GRASP i nstances, cGRASP instances
SHOULD |isten for incom ng nessages on a new wel | - known port,
CCGRASP_LI STEN PORT (TBD1). This section focuses on the cGRASP-
speci fic enhancenents to the CGRASP

1. CcGRASP bjective option

Li ke standard GRASP, cCGRASP nessages continue to be transmtted in
Conci se Binary Ohject Representation (CBOR)[ RFC8949] and be descri bed
usi ng Conci se Data Definition Language (CDDL)[ RFC8610]. In
fragmentary CDDL, a cGRASP Objective option follows the pattern

CGRASP obj ective = [objective-num objective-flags, |oop-count,
?0bj ecti ve-val ue]

obj ective-num = 0..255

obj ective-val ue = any

| oop-count = 0..255

obj ective-flags = uint .bits objective-flag

obj ective-flag = &
F DI SC. 0; valid for discovery
F_NEG 1; valid for negotiation
F_SYNCH: 2; valid for synchronization
F_NEG DRY: 3; negotiation is a dry run

)

Instead of using a text string (i.e., objective-nanme) as the unique
identifier for the Objective option, the cGRASP (bj ective option uses
an unsigned integer in the range 0 - 255 (i.e., objective-num as its
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3.

4.

identifier. The remaining fields of the cGRASP (bjective option
remain consistent with those defined in the standard GRASP.

oj ective nunbers in the range 0 - 191 are reserved for generic
CGRASP (nj ectives, while nunbers in the range 192 - 255 are reserved
for privately defined cCGRASP (bjectives. Each generic cGRASP

oj ective MIST be assigned a uni que objective nunber and be publicly
registered for use by all cCGRASP nodes. Wen a private cGRASP
hjective is defined, it MJST al so be assigned a uni quely

di stingui shabl e objective nunber and be nade public within the
specific private domain.

In cCRASP, the identifier of the cGRASP hjective option is changed
froma text string to an unsigned integer in the range 0 - 255. This
can nminimze the size of the encoded cGRASP (bj ective option, avoid
the additional communication cost caused by excessively |ong

obj ective-nanme text strings, and elimnate the processing cost of

byt e- by-byte conparison required in standard GRASP

2. CQ@RASP constants
*  CGRASP_LI STEN_PORT( TBD1)

A wel | -known user port that every cGRASP-enabl ed network device
MUST listen to for cGRASP nessages.

In addition, the constants for cGRASP al so contain the

ALL CGRASP_NEI GHBORS, CGRASP_DEF_TI MEQUT, CGRASP_DEF LOOPCT
CCGRASP_DEF MAX Sl ZE, whose definitions and val ues are respectively
same as the ALL_GRASP_NEI GHBORS, GRASP_DEF Tl MEQUT, GRASP_DEF_LOOPCT,
GRASP_DEF MAX SI ZE in GRASP[ RFC8990] .

CoAP- based transm ssion for cGRASP

Consi dering the growi ng demand for cGRASP and the nmature ecosystem of
CoAP, utilizing CoAP would significantly benefit the depl oynent of
CCRASP in current 10T networks. This section focuses on the exchange
of CoAP-based cGRASP

1. CoAP-based cGRASP overvi ew

To access the cGRASP service over CoAP, this docunment defines the
wel | -known URI "grasp-coap" (to be assigned by |ANA). The /.well-
known/ grasp-coap URl is used with "coap", "coaps", "coap+tcp",
"coaps+tcp", "coaps+ws", or "coap+ws".

CoAP mai ntains two | ogical sublayers: the request/response subl ayer
and t he nessage subl ayer. However, the request/response nechani sm of
CoAP conflicts with the interaction procedures of cGRASP. In
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particular, it’s challenging to map the nmultiple rounds of
negoti ati on-rel ated cGRASP nmessages directly to the CoAP request-
response. For this reason, this docunment utilizes confirmabl e CoAP
messages as carriers for reliable cGRASP nessage distribution. To

m nimze nodifications to CoAP, cGRASP over CoAP reuses CoAP nessages
but does not invoke their associated nethods. In CoAP-based cGRASP
the cGRASP nessages MJST be encapsul ated as CoAP payl oads with the
content-format identifier application/cbor[RFC3949]. Upon receipt of
the request with the /.well-known/grasp-coap URI, the CoAP instance
MUST parse out the payload and forward it to the cGRASP i nstance,
bypassi ng associ ated resource processing. The cCGRASP instance SHOULD
handl e nessages from CoAP according to its specification and SHOULD
transmt subsequent nessages via separate CoAP responses or new
requests.

To ensure correct correl ati on between CoAP requests and responses
within a cGRASP session, each cGRASP session over CoAP MJST use a

uni que CoAP Token generated by the initiating node. This Token MJST
be used consistently across all CoAP nessages related to the same
CGRASP session and MJUST NOT be reused across di fferent sessions.

Once a session concludes, either successfully (e.g., upon receiving a
valid M END nessage) or due to failure or tinmeout, the associated
Token SHOULD be consi dered expired and di scarded.

If message retransm ssion is required, the original confirmable
message MJST be retransnmitted with the sane nessage I D and token,
ensuring the recipient can identify and suppress duplicates
appropriately. Since cGRASP does not define any internal idenpotency
mechani sm recipients of duplicate confirnable nessages SHOULD NOT
reprocess the cGRASP nessage logic. |Instead, they SHOULD retransmt
the original ACK or RST, along with any associ ated response, if
appl i cable. Relaxed duplicate handling strategies pernitted by CoAP
for idenpotent requests (e.g., GET or PUT) MJST NOT be applied to
CGRASP nessages unless explicitly specified in future extensions that
define cCGRASP-I| evel i denpotency.

4.2. CcGRASP interaction procedures over CoAP
4.2.1. cGRASP negoti ation and synchroni zati on over CoAP

The cGRASP negotiation is a bidirectional nmulti-round procedure,
wher eas synchroni zati on can be considered a single-round negotiation
The negotiation-related and synchroni zati on-rel at ed nmessages over
CoAP SHOULD use the confirmabl e CoAP POST request or their
correspondi ng response(separate or piggybacked). The follow ng
exanples illustrate a cGRASP negotiation procedure over CoAP:
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CGRASP negotiation initiator

Header: POST (T=Con, Code=0.02, M D=0x7d38)

Token: 0x53

Uri: coap://2001:db8::1/.well-known/ grasp

Content-fornmat: application/cbor

Accept: application/cbor

Payl oad: cGRASP M REQ NEG

wi th cGRASP obj ective[obj ective- num=0, expect ed- val ue="A"]

CGRASP negoti ati on responder
Header: (T=ACK, Code=0.00, M D=0x7d38)

Header: 2. 04(Changed) (T=Con, Code=2.04, M D=0xad7b)
Token: 0x53

Content-format: application/cbor

Payl oad: cGRASP M WAI T

CGRASP negotiation initiator
Header: (T=ACK, Code=0.00, M D=0Oxad7b)

Header: POST (T=Con, Code=0.02, M D=0x7d39)

Token: 0x53

Uri: coap://2001:db8::2/.well-known/grasp
Content-format: application/cbor

Accept: application/cbor

Payl oad: cGRASP M NEGOTI ATE

and cCGRASP obj ective[ obj ecti ve- num=0, expect ed- val ue="B"]

CGRASP negoti ati on responder
Header: (T=ACK, Code=0.00, M D=0x7d39)

Header: 2. 04(Changed) (T=Con, Code=2.04, M D=0xad7c)
Token: 0x53

Content-format: application/cbor

Payl oad: cGRASP M END with O ACCEPT

CGRASP negotiation initiator
Header: (T=ACK, Code=0.00, M D=0xad7c)

The following exanples illustrate a cGRASP synchroni zation procedure
over CoAP:
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CGRASP synchroni zation initiator:
Header: POST (T=Con, Code=0.02, M D=0x7d28)
Token: 0x54
Uri: coap://2001:db8::1/.well-known/ grasp
Content-fornmat: application/cbor
Accept: application/cbor
Payl oad: cGRASP M REQ SYN
wi th cGRASP obj ective[objective-num=0, value = ""]

CGRASP synchroni zati on responder:
Header: (T=ACK, Code=0.00, M D=0x7d28)

Header: 2. 04(Changed) (T=Con, Code=2.04, M D=0xad8c)
Token: 0x54

Content-format: application/cbor

Payl oad: cGRASP M SYNCH

wi th cGRASP obj ective[objective-num=0,value = "A"]

CGRASP synchroni zation initiator:
Header: (T=ACK, Code=0.00, M D=0xad8c)

4.2.2. CcGRASP discovery and floodi ng over CoAP

A cGRASP di scovery process will start with a nulticast discovery
message( M DI SCOVERY) on the local |ink, and nodes supporting the

di scovery objective will respond with discovery response(M RESPONSE)
messages. The cGRASP di scovery nmessage over CoAP SHOULD use the non-
confirmabl e CoAP nulticast Fetch request with the No-Response

option[ RFC7967] to suppress unnecessary responses and SHOULD use
standard CoAP nulticast addresses (e.g., 224.0.1.187 for |Pv4,

FFOX: : FD for | Pv6[ RFC7252]). The discovery response over CoAP SHOULD
use the CoAP unicast POST request. The follow ng exanples illustrate
the cGRASP di scovery and di scovery response nessages over CoAP:
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2

CCRASP di scovery initiator

Header: FETCH (T=Non, Code=0.05, M D=0x7d28)
Token: 0x55

Uri: coap://FF02::13/.well-known/ grasp-coap
Content-fornmat: application/cbor

Accept: application/cbor

No- Response

Payl oad: cGRASP M DI SCOVERY

Header: FETCH (T=Non, Code=0.05, M D=0x7d59)
Token: 0x56

Uri: coap://224.0.1.187/.well -known/ grasp-coap
Content-format: application/cbor

Accept: application/cbor

No- Response

Payl oad: cGRASP M DI SCOVERY

CGRASP di scovery responder

Header: POST (T=Con, Code=0.02, M D=0xad58)
Token: 0x57

Uri: coap://2001:db8::1/.well-known/grasp-coap
Content-format: application/cbor

Accept: application/cbor

Payl oad: cGRASP M RESPONSE

CGRASP di scovery initiator:
Header: (T=ACK, Code=0.00, M D=0xad58)

Since the cGRASP fl oodi ng procedure perforns network-w de
synchroni zati on by propagating a single flooding message, the cGRASP
fl oodi ng over CoAP SHOULD use the non-confirmabl e CoAP nulticast POST
request with the No- Response option

The following exanple illustrates the cGRASP fl ood nessage over CoAP:

CCRASP fl ooding initiator
Header: POST (T=Non, Code=0.02, M D=0x7d28)
Token: 0x58
Uri: coap://FF02::13/.well-known/ grasp-coap
Content-format: application/cbor
No- Response
Payl oad: cGRASP M FLOOD

3. CcGRASP relay over CoAP
G ven that CoAP | acks the hop-by-hop nmulticast, both the cGRASP

di scovery and fl oodi ng over CoAP SHOULD al so maintain the rel aying
i nstance defined in [ RFC8990] to expand the multicast scope.
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Once receiving a nulticast cGRASP fl ood synchronization or a
di scovery message from CoAP instance, the cGRASP rel ayi ng i nstance
MJST performthe foll ow ng steps:

1. Loop count check: If the 'loop-count’ field is zero, the nessage
MUST be di scarded. O herwi se, the |oop count MJST be decrenented
by one when rel ayi ng.

2. Duplicate suppression: The relaying instance MUST maintain a
cache of ’(session ID, initiator |locator)’ pairs for received
fl ood nessages. |If a nmessage with the sane session ID and
initiator has already been relayed within a configured period
(not less than tw ce CGRASP_DEF TI MEQUT), it MJST be discarded to
avoid re-fl ooding and a | oop.

3. Relay behavior: If eligible for relaying, the cGRASP nessage MJST
be encapsulated into a newy constructed CoAP request nessage
with the sane nethod as the inconing nessage and fresh transport -
| evel nmetadata (e.g., CoAP Message | D and Token) to ensure
correct processing by downstream nodes and to prevent ambiguity
or duplication. The new CoAP request MJST then be transnmited via
link-local multicast on all cGRASP-enabl ed interfaces, excluding
the interface on which the original nessage was received. The
session ID and initiator locator in the relayed nessage MJST
remai n unchanged.

In addition, the cGRASP rel ayi ng i nstance MJST enforce a reasonabl e
rate limt on flood relays, either through a fixed threshold or a
dynani ¢ mechani sm such as the Trickle al gorithnf RFC6206], to nitigate
the risk of denial-of-service attacks or excessive network
utilization.

5. I P-independent discussion

In sone 10T scenarios where the need for self-managenent is urgent,
resource-constrai ned devices in it my not or choose not to support

| P connectivity. Therefore, to inprove the generality of cCGRASP and
better support the self-managenent requirenments of the IoT, it is
necessary to further di scuss how cGRASP adapts to networks wi thout
the I P connecti on.
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5.1. How cGRASP adapts to networks without IP

The GRASP and its constrained version cGRASP can only work in IP
networ ks, due to the Locator options used by them The Locator
option is used to | ocate resources, services, devices, and interfaces
on the network and is the basis for GRASP and cCRASP di scovery,
negoti ati on, and synchronizati on procedures. All the four Locator
options defined in [ RFC8990] have unique identification capabilities
only within an IP network: O_IPv6_LOCATOR, O I Pv4_LOCATCOR,

O FQDN _LOCATOR, O URI _LOCATOR, which respectively depend on the | Pv6
address, |Pv4 address, Fully Qualified Domain Nane (FQDN), and

Uni form Resource identifier (URI) for identification and |ocation

Therefore, to enable the cGRASP to work without the I P connection and
provi de services to cGRASP-enabl ed nodes, it’s necessary to select an
identifier(such as the MAC address in the Ethernet) based on the

envi ronment and define a new Locator option in the cGRASP to identify
and | ocate a device, interface, resource, or service that can renove
dependence of the cGRASP on I P

Usi ng cGRASP wi thout the I P connection requires not only the
definition of new Locator options but also the identification of
CGRASP so that network nodes and devi ces can recogni ze cGRASP
messages encapsul ated in specific bearer protocol nessages. For
exanpl e, [ RFC8990] designs GRASP as a user program using a well-
known port to identify GRASP nmessages. |n practice, the protoco
identification of cGRASP should be chosen and extended by the bearer
protocol on which it depends, which is out of the scope of this
docunent .

5.2. An exampl e: Exchange cGRASP over BLE

In the 10T, where the need for self-nanagenent is nmore urgent, the
menory, energy, and conputation overheads associated with IP
connectivity and transm ssion nay be unacceptable for its resource-
constrai ned devices. In addition, considering the episodic feature
of information interactions between |oT devices, some resource-
constrai ned devices may prefer to use | ow power and | ow bandw dth

net wor k connecti ons based on technol ogi es such as Bl uetooth Low
Energy and Zighee rather than | P connections. This section discusses
how to adapt cGRASP to BLE environnents w thout |P connectivity.

The core protocol used to establish and nanage communi cati on between

devices in BLE is the Generic Attribute Profile (GATT, Volume 3 PART

G in [BTCorev5.4]), which defines how data is transferred between two
BLE devi ces based on the concepts of Services and Characteristics.

In BLE, data is transferred and stored in the form of

Characteristics, and the Service is a collection of Characteristics,

Zhu, et al. Expires 21 January 2026 [ Page 12]



I nternet-Draft CGRASP July 2025

both identified by a unique nuneric IDcalled UU D  GATT is at the
top |l ayer of the BLE stack and can provide APl interfaces directly to
the upper-layer applications, so it is possible to discuss the
CGRASP-over - GATT to exchange cGRASP over BLE

CCRASP- over - GATT can define and use one or nore GATT
Characteristic(s) to transport cCGRASP nessages. Wth the uni que
identification UU D of the GATT Characteristic, the device can easily
recogni ze whether the transmtted data is a cGRASP nessage or not.
Regardi ng address identification, BLE devices use a 48-bit device
address as a device identifier[BTCorev5.4]. As described in

Section 5.1, the cGRASP-over-GATT shoul d define and register a new
Locator option based on this identifier

However, since the read/wite semantics of the GATT characteristic do
not fully match the semantics of the actions associated with the
CGRASP interaction procedures, howto bridge this gap is an inportant
step in realizing cGRASP-over-GATT. In addition, BLE provides both
reliable ("wite with response”, "indicate") and unreliable ("wite
wi t hout response", "notify") data transm ssion, and how to choose
between the two nodes of data transm ssion for cCGRASP-over- GATT needs
to be carefully considered.

6. | ANA Consi derati ons

Thi s docunent defines the Constrained GeneRi ¢ Autonom ¢ Signaling
Pr ot ocol (CcGRASP).

As specified in Section 3.2, the ANA is requested to assign a USER
PORT( CGRASP_LI STEN PORT, TBD1) for use by cGRASP over UDP

Li ke the standard GRASP, cGRASP also requires ANA to create the
"Constrai ned GeneRi ¢ Autonom ¢ Signaling Protocol (cGRASP)

Par aneters" registry. The "Constrai ned GeneRi ¢ Aut onomi ¢ Signaling
Prot ocol (cGRASP) Paraneters" should al so include two subregistries:
"CGRASP Messages and Options" and "cGRASP Objective Numbers".

The "cGRASP Messages and Options” MJUST retain all the entries in the
"GRASP Messages and Options" subregistry assigned for the standard
GRASP.

The initial nunbers for the "cGRASP (bjective Nunbers" subregistry
assigned by this docunment are like the follow ng:

0-9 for Experinental
10- 255 Unassi gned
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8.

8.

Consi derations for | ANA regardi ng CoAP-based transm ssion for cGRASP
in this docunment are:

* Assignment of the URI /.well-known/ grasp-coap

* Assignment of the nmedia type "application/grasp-coap"

* Assignnent of the content format "application/grasp-coap"

* Assignment of the resource type (rt=) "core.grasp-coap"
Security Considerations

As a constrai ned version of GRASP, cCGRASP nust attach inportance to
the security considerations of GRASP discussed in [RFC8990]. In
addition, given the Iimted capabilities and weak tanper resistance
of constrai ned nodes, as well as their possible exposure to insecure
environnments, security issues associated with constrai ned nodes nust
not be ignored, e.g., the constrained code space and CPU for

i mpl ementing cryptographic primtives.

TODO nore security considerations.
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Appendi x A, UDP-based CGRASP

Thi s appendi x describles an informative description UDP-based

CGRASP( proposed in previous versions), which is designed to be a
constrai ned and |ightwei ght version of the GeneRi ¢ Autononic

Si gnaling Protocol (GRASP, or the standard GRASP), with shortened
messages and a built-in reliability nmechanism UDP-based cGRASP can
work reliably over UDP, nmaking it suitable for 10T, where |ightweight
and resource- constrained devices domnate. In this appendi x, cGRASP
stands for UDP-based cGRASP rather than CoAP-based cGRASP.

A.l. Built-inreliability mechani sm

UDP- based cGRASP is designed to avoid the additional control overhead
and nenory consunption caused by TCP, thus matching the capabilities
of 10T nodes. Meanwhile, to ensure reliability, the UDP-based cGRASP
i ntroduces a nessage-oriented built-in reliability nmechani sm

UDP- based cCRASP uses the 16-bit random nunber called Nonce to

i mpl ement t he acknow edgnment and retransm ssion mechani smfor
messages to avoid interaction failures caused by nessage | osses.
However, as discussed in Appendix A 2.3, not all cGRASP nessages
requi re acknow edgnment, such as multicast nessages. The UDP-based
CGRASP nmessages that require acknow edgnent are referred to in this
docunent as confirmabl e messages, and the others that do not require
acknow edgment are referred to as non-confirmabl e nessages. The
transm ssi on of confirmabl e messages MJST use the reliability
mechani sm defined in this section, while non-confirnmable messages do
not .

A.1.1. Reliable transm ssion for confirmabl e cGRASP nessages

When sending a confirmabl e nessage, the UDP-based cGRASP sender MJST
generate a 16-bit random Nonce and append the Nonce to the nmessage.
Upon recei pt of a confirmabl e nessage, the receiver MJUST acknow edge
i mredi ately using the same Nonce as that of the received, or wait for
a post-order nmessage in the sane direction and piggyback acknow edge
with this message within the CGRASP_ACK DELAYED TIME. The latter is
the del ayed acknow edgment, if there is no correspondi ng nessage to
be sent within the CGRASP_ACK DELAYED TI Mg, an ACK nessage MJUST be
sent inmmediately. UDP-based cGRASP defines two new options, i.e.,
the REQ ACK option and the ACK option. The REQ ACK option is used to
carry the Nonce generated by cGRASP for a specific confirmable
message and MUST be added to this message as an option. The ACK
option al so contains a Nonce for acknow edgi ng a correspondi ng
confirmabl e message, which MUST be added as an option to an ACK
message (i nmedi ate acknow edgnent) or a post-order nessage in the
same direction (delayed acknow edgnent). The REQ ACK option, the ACK
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option, and the ACK nessage are defined in Appendix A 2.2.2,
Appendi x A 2.2.3, and Appendi x A 2.3, respectively.

The Nonce can be regarded as the unique identifier of a confirmable
message before it is acknow edged. Thus, the cGRASP nodes MUST avoid
Nonce conflicts anmong unacknow edged confirmabl e nessages.
Specifically, the Nonce SHOULD be generated by a pseudo-random numnber
generator (PRNG based on the locally generated uni que seed to avoid
the conflict of Nonce generated by different nodes in the sane
network. Meanwhile, the cGRASP instance SHOULD create and naintain a
Nonce cache to record the Nonce used by confirmabl e nessages. After
generating a Nonce for a nessage, the cGRASP MUST check whether it
conflicts with an existing entry in the Nonce cache, and if it
doesn’t, it SHOULD record the Nonce in the cache. Oherw se, the
Nonce for the confirmabl e nessage MJST be regenerated. After the
CGRASP node receives a nessage with an ACK option(or nore than one
ACK option), it SHOULD first extract the Nonce fromit and check

whet her there is a corresponding entry with the sane Nonce value in
the Nonce cache; if not, the received nmessage SHOULD be directly
ignored. O herwi se, the cGRASP node SHOULD mark the Nonce entry as
acknow edged and delete it when the correspondi ng cGRASP session is
conpleted. It is worth enphasi zing that confirmabl e nessages narked
as acknow edged SHOULD al so be considered by the aforenenti oned Nonce
conflict detection.

The cCGRASP sender MJST set the retransnission tiner when sending a
confirmabl e nessage; see Appendix A 1.2 for details on setting the
timeout. |If the cGRASP confirmabl e message does not get an

acknow edgnent within the retransm ssion tineout, then the nessage
MUST be retransmtted. The retransnitted nmessage SHOULD retain the
same Nonce as the original nessage. However, when a confirmable
message has been accepted and processed by the receiver but is
retransmtted due to | ost acknow edgnent, the cGRASP can not identify
the retransm ssion nessage and will repeatedly process it, which can
be dangerous. Thus, the cGRASP receiver SHOULD record and cache the
Nonces of confirmabl e nessages that have been received and processed
for each cCGRASP session until it is conpleted and check whether the
Nonce of each arriving nessage conflicts with the cached Nonces, if
it doesn’'t, then accept and process it. Oherw se, which nmeans the
message is a retransm ssi on nessage, CGRASP SHOULD discard it and
send acknow edgnent, to avoid duplicated processing of the

retransm ssion and origi nal nessages due to the |oss of the

acknow edgnent .
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The del ayed acknow edgnent nechani sm can reduce the communi cation
cost caused by the ACK nmessage, but its waiting tine nay cause
unnecessary del ay, which reduces the efficiency of comunication. In
the actual cGRASP inpl enentation, users SHOULD be allowed to enable
or conpl etely disabl e del ayed acknow edgnent according to their
needs.

Al 2. Retransm ssion and retransm ssi on ti nmeout

The retransm ssion tinmeout for reliable transm ssion of cGRASP
messages i s CGRASP_RETRANS TIMEQUT. |f the cCGRASP nessage i s not
acknow edged within the retransmi ssion tinmeout and the nunber of
retransm ssi ons does not reach MAX RETRANS, the nmessage MJUST be
retransnmitted and the retransm ssion tinmer SHOULD be reset, the
retransm ssion tineout SHOULD be increnented to twi ce, and the numnber
of retransm ssions SHOULD be increnmented by 1. |If the cGRASP nessage
is not acknowl edged within the retransm ssion tineout and the nunber
of retransmi ssions exceeds MAX RETRANS, the retransni ssion MJST be

di scarded, and the transm ssion fails.

A 2. UDP- based cGRASP definition

CGRASP has nmade nodifications to the standard GRASP by reducing the
fixed fields and introducing a nessage-oriented built-in reliability
mechani smwith the acknow edgnment and retransm ssion capability based
on Nonce. To achieve this, cGRASP redefines the hjective option in
standard GRASP as the cGRASP (bjective option and defines a new
message naned ACK nmessage, along with two new options named REQ ACK
option and ACK option. However, cCRASP does not nodify the

di scovery, negotiation, synchronization, and flooding procedures, as
well as the defined options (except for the Cbjective option) of the
standard GRASP. In addition, cGRASP still adheres to the High-Leve
Depl oyment Model and Hi gh-Level Design defined for GRASP, so as not
to affect the signaling service provided by the protocol. |In order
to differentiate from standard GRASP, cGRASP instances SHOULD |isten
for messages using a new wel | -known port, CGRASP_LI STEN PORT (TBD1).

A 2.1. CcGRASP nessage fornat

Li ke standard GRASP, cCGRASP nessages continue to be transmtted in
Conci se Binary Ohject Representation (CBOR)[ RFC8949] and be descri bed
usi ng Concise Data Definition Language (CDDL)[ RFC8610]. The sessi on-
idin the cGRASP nessage is shortened from32 bits to 16 bits to
mnimze the I ength of the nmessage, while the neani ngs of the other
fields are still consistent with the standard GRASP nessage. In
fragmentary CDDL, a cGRASP nessage follows the pattern
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cgrasp-nmessage = (nmessage .within nmessage-structure) / noop-nessage

message-structure = [ C_MESSAGE_TYPE, session-id, ?initiator,
*cgrasp-option]

C_MESSAGE _TYPE = 0..255

session-id = 0..65535 ; up to 16 bits

cgrasp-opti on = any

A . 2.2. CcGRASP option

A 2.2.1. CcGRASP njective option
Same as the Section 3.1.

A 2.2.2. REQ ACK option

The REQ ACK option is used to indicate that the nessage MJIST be
acknow edged by the receiver. Wen a nessage needs acknow edgnent
(i.e., the confirnmable nessage), the sender MJST generate the REQ ACK
option and add it to the nessage to request the receiver to

acknow edge. The REQ ACK option MJST NOT be allowed to appear in the
non- confirmabl e message (li ke the Discovery nessage and the Fl ood
Synchroni zati on nessage) to avoid a | arge nunber of ACK nessages in a
short time. |In fragmentary CDDL, a REQ ACK option follows the
pattern:

reg-ack-option = [ O REQ ACK, Nonce]
Nonce = 0..65535

Nonce is a 16-bit random nunber and MUST avoid local conflicts. The
Nonce generation and conflict prevention nmechanisns are described in
Appendix A 1.1

A 2.2.3. ACK option

CCRASP al so defines an ACK option for acknow edgi ng messages carrying
a REQ ACK option. Upon receiving a nmessage with the REQ ACK opti on,
as specified in Appendix A 1.1, the cGRASP recei ver MIST either
pronptly send an ACK message with a correspondi ng ACK option; or wait
a while for a post-order nessage in the sane direction to be sent and
add the ACK option to that nessage to piggyback acknow edge. The ACK
option MJST only be allowed to appear in confirmable nessages, as

di scussed in Appendix A 2.3. In fragnentary CDDL, an ACK option
follows the pattern:

ack-option = [ O ACK, Nonce]
Nonce = 0..65535; sane as the reg-ack option
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Where, the Nonce MUST be the sane as the Nonce in the corresponding
REQ- ACK opti on.

A 2.3. CcGRASP nessage

CGRASP reserves all the nessage types and val ues of the standard
GRASP, as well as the definitions of each related field. cGRASP
extends its unicast nmessages to allowthemto carry the REQ ACK
option or the ACK option, enabling cGRASP to inplenment a built-in
reliability mechani sm

Al'l unicast nessages used in the three procedures of discovery,
negoti ati on, and synchronizati on of cGRASP MUST be acknow edged to
ensure the reliability and operational efficiency of the
interactions. At the sanme time, these unicast messages are all owed
to carry zero or nore ACK option(s) to acknow edge the confirmable
nmessage belonging to the sane or different interaction session(s).

In addition, Invalid nessages are used to respond to invalid nessages
and contain related diagnostic information which if |ost may affect

t he subsequent message interactions, thus its acknow edgment is
necessary and MJST carry a REQ ACK option. Simlarly, the Invalid
message can al so carry zero or nore ACK option(s) for acknow edgnent.

The Di scovery nessage and Fl ood Synchronizati on nessage that is

mul ticast, as well as the NOOP nessage that does not contain actua
information, are not allowed to carry the REQ ACK option or the ACK
option, i.e., non-confirmble nessage, whose definition is the same
as the standard GRASP and will not be repeated here. The CDDL
definitions for nmessages with extension( i.e. the confirnable
message) for reliability are defined as foll ows:
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response- nessage = [ M RESPONSE, session-id, initiator, ttl,
reqg- ack-option, *ack-option, (+l ocator-option
/1 divert-option), ?cGRASP objective]

ttl = 0..4294967295 ; in mlliseconds

request-negoti ati on-nessage = [ M REQ NEG session-id, req-ack-option
*ack- option, cGRASP objective]

request -synchroni zati on- nessage = [ M REQ SYN, session-id,
reg- ack-option,
*ack-option, cGRASP objective]

negoti ati on- nessage = [ M_.NEGOTI ATE, session-id, reg-ack-option,
*ack- opti on, cGRASP obj ecti ve]

end- nessage = [ M END, session-id, reg-ack-option, *ack-option,
CGRASP accept-option / decline-option]

[MWAIT, session-id, req-ack-option, *ack-option,
wai ting-time]
0..4294967295 ; in mlliseconds

wai t - message

wai ting-tinme

synch-nessage = [ M. SYNCH, session-id, req-ack-option, *ack-option,
CGRASP obj ecti ve]

i nval i d-message = [ M_INVALI D, session-id, reqg-ack-option, *ack-option,

?any]
In addition, cGRASP defines an ACK nessage for imediate
acknow edgnent. In fragmentary CDDL, an ACK nmessage follows the
pattern:

ack-nessage = [ M ACK, ack-option]

The Nonce in the ACK option nmust be the sanme as the corresponding
REQ ACK opti on.

A 2. 4. CGRASP const ants
*  CGRASP_LI STEN PORT( TBD1)

A wel | -known UDP user port that every cGRASP-enabl ed network
device MJST listen to for UDP-based nessages

*  CCGRASP_ACK_DELAYED TI ME(200 milliseconds)

The default maxi mumwaiting tinme for del ayed acknow edgnent.
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*  CGRASP_RETRANS_TI MEQUT(2000 milli seconds)

The default timeout is used to determne that a cGRASP confirmabl e
nmessage needs to be resent.

*  MAX_RETRANS( 3)

The default maximumti mes of retransm ssion for confirnable
messages.

In addition, the constants for cGRASP al so contain the

ALL_CGRASP_NEI GHBORS, CGRASP_DEF_TI MEQOUT, CGRASP_DEF LOOPCT,
CCGRASP_DEF_MAX Sl ZE, whose definitions and val ues are respectively
same as the ALL_GRASP_NElI GHBORS, GRASP_DEF_TI MEQUT, GRASP_DEF LOOCPCT,
GRASP_DEF_MAX_SI ZE i n GRASP[ RFC8990] .

A. 3. | ANA Consi derations

Thi s docunent defines the Constrained GeneRi ¢ Autonomnic Signaling
Prot ocol (CcGRASP).

As specified in Appendix A 2.4, the IANA is requested to assign a
USER PORT( CGRASP_LI STEN PORT, TBD1) for use by cGRASP over UDP.

Li ke the standard GRASP, cGRASP al so requires IANA to create the
"Constrai ned GeneRi ¢ Autonom ¢ Signaling Protocol (cGRASP)

Par anmet ers” registry. The "Constrai ned GeneRi ¢ Aut onom ¢ Signaling
Prot ocol (cGRASP) Paraneters" should al so include two subregistries:
"CcGRASP Messages and Options" and "cGRASP Objective Nunbers”.

The "cGRASP Messages and Options" MJST retain all the entries in the
"GRASP Messages and Options" subregistry assigned for the standard
GRASP, and MJST al so add three entries for the new nessage naned

"M ACK", and the two new options naned "O REQ ACK' and "O ACK", whose
initial values assigned by this docunent are like the foll ow ng:

M ACK = 10
O _REQ ACK = 107
O ACK = 108

The initial nunbers for the "cGRASP (bjective Nunbers" subregistry
assigned by this docunment are like the follow ng:

0-9 for Experinental
10- 255 Unassi gned
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A. 4. Security Considerations

As a constrai ned version of GRASP, cCRASP nust attach inportance to
the security considerations of GRASP discussed in [ RFC8990]. In
addition, given the Iimted capabilities and weak tanper resistance
of constrai ned nodes, as well as their possible exposure to insecure
environments, security issues associated with constrained nodes nust
not be ignored by the external secure infrastructure (e.g., the ACP)
on which the cGRASP is based, e.g., the constrai ned code space and
CPU for inplenmenting cryptographic primtives.
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