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Abst ract

Boot st rappi ng Renote Secure Key Infrastructures (BRSKI) defines how
to onboard a device securely into an operator-nai ntai ned
infrastructure. |t assumes that there is |ocal network
infrastructure for the device to discover. On networks without that,
there is nothing present to hel p onboard the devi ce.

Thi s docunent extends BRSKI and defines behavi or for bootstrapping
devi ces for depl oynents where no local infrastructure is available,
such as in a home or renmote office. This docunent defines how the
device can use a well-defined "call-home" mechanismto find the
oper at or - mai nt ai ned i nfrastructure.

Thi s docunent defines howto contact a well-known C oud Registrar,
and two ways in which the device may be redirected towards the
operator-nai ntai ned infrastructure. The C oud Registrar enables

di scovery of the operator-nmintained infrastructure, and may enabl e
establi shnent of trust with operator-nmaintained infrastructure that
does not support BRSKI mechani sms.

Thi s docunent updates RFC 8995 (BRSKI).
About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-anima-brski-cloud/.

Di scussi on of this docunent takes place on the anima Wrking G oup
mailing list (mailto:anim@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/anim/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/aninm/.
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Source for this draft and an issue tracker can be found at
https://github. com ani ma-wg/ br ski - cl oud.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

Boot st rappi ng Renote Secure Key Infrastructures [BRSKI] (BRSKI)
speci fies autonmated and secure provisioning of nodes (which are
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call ed Pl edges) with cryptographic keying material (trust anchors and

certificates) to enable authenticated and confidential comrunicatio
with other simlarly enrolled nodes. This bootstrapping process is
al so called enrollnent.

In BRSKI, the Pl edge performs enrollnent by communicating with a
BRSKI Regi strar belonging to the owner of the Pledge. The Pl edge
does not know who its owner will be when manufactured. Instead, in
BRSKI it is assunmed that the network to which the Pl edge connects
bel ongs to the owner of the Pledge and therefore network-supported

n

di scovery nechani sns can resol ve generic, non-owner specific nanes to

the owner’s Registrar.
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To support enroll nent of Pledges w thout such an owner based access
networ k, the mechani sms of BRSKI C oud are required, which assume
that Pl edge and Registrar sinply connect to the Internet.

This entire work is an update to [BRSKI].

Specifically, it extends [BRSKI], Section 2.7 to describe describes

how a Pl edge may contact a well-known URI of a Coud Registrar if a

| ocal Registrar cannot be discovered or if the Pledge is deployed in
a network that does not include a |ocal Registrar.

Thi s kind of non-network onboarding is sonetines called "Application
Onboardi ng", as the purpose is typically to deploy a credential that
will be used by the device in its intended use. For instance, a SIP
[ RFC3261] phone might have a client certificate to be used with a SIP

pr oxy.

Thi s docunent updates [BRSKI] by clarifying operations that are left
out of scope in [BRSKI]. Two npdes of operation are specified in
this document. The O oud Regi strar can choose between redirecting
the Pledge to the owner’s Registrar, or it may issue a voucher to the
Pl edge that includes the donmain of the owner’s Enroll ment over Secure
Transport [RFC7030] (EST) server

1.1. Termi nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
Thi s docunent uses the terns Domain, Pledge, Registrar, Mnufacturer
Aut hori zed Signing Authority (MASA), and Voucher from [BRSKI] and
[ RFC8366bi s] .

Cloud Registrar: The default Registrar that is deployed at a UR
that is well known to the Pledge.

Cloud VAR Registrar: The non-default Registrar that is operated by a
val ue added reseller (VAR

CSR  Certificate Signing Request
DHCP refers to DHCPv4 [ RFC2131] or DHCPv6 [ RFC8914].

EST: Enrollnment over Secure Transport [RFC7030].
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IDeviD: An initial device identity certificate as described in
[ 1 DEVI D]

LDeviD: A local device identity certificate as described in [IDEVID

Local Donmain: The donain where the Pledge is physically |ocated and
bootstrapping from This may be different fromthe Pl edge owner’s
domai n.

Manuf acturer: The term manufacturer is used throughout this docunent
as the entity that created the Pledge. This is typically the
ori gi nal equi prent manufacturer (OEM, but in nore conplex
situations, it could be a value added retailer (VAR), or possibly
even a systens integrator. Refer to [BRSKI] for nore detail ed
descriptions of manufacturer, VAR and OEM

CEM  Oiginal Equi prent Manufacturer. The conpany that nmanufactured
the device

Omner: The owner is the organization that has purchased the new
device (the pledge). The device mght be deployed in a network
that the owner does not control

Omner Del egate: The owner delegate is an entity distinct fromthe
Omner that has been contracted to operate/ manage the devices in
question. For instance, an |IT maintenance and support-desk

conpany.

Omner Donmin: The dommin that the Pledge needs to discover and
bootstrap with.

Omer Registrar: The Registrar that is operated by the Omer, or the
Omner’s delegate. There may not be an Omer Registrar in all
depl oynent scenari os.

Pl edge operator: The person or organi zation that renoves the device
fromthe shipping box and connects power and network to it.

Provisional TLS: A nmechanismdefined in [BRSKI], Section 5.1 whereby
a Pl edge establishes a provisional TLS connection with a Registrar
before the Pledge is provisioned with a trust anchor that can be
used for verifying the Registrar identity.

SIP: Session Initiation Protocol defined in [ RFC3261]

VAR: Val ue Added Reseller. A VAR w |l often collect products from
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1.

2

many OEMs, creating a conplete solution, and then sells that
composite solution to end customers. A VAR will often need to
provi sion products to operate in a specific manner. For instance,
a Vol P phone mght have SIP functionality as well as MSCP
functionality, but in a particular deploynent, only one will be
used.

Use Cases

Thi

s docunent specifies procedures for two high-level use cases.

* Bootstrap via Coud Registrar and Owmer Registrar: The operator-
mai ntai ned infrastructure supports BRSKI and has a BRSKI Registrar
depl oyed. Mdre details are provided in Section 1.2.1

* Bootstrap via Coud Registrar and Owmer EST Service: The operator-
mai ntai ned infrastructure does not support BRSKI, does not have a
BRSKI Regi strar depl oyed, but does have an Enrol |l ment over Secure
Transport (EST) [RFC7030] service deployed. Mre detailed are
provided in Section 1.2.2.

There are existing DHCP options that network operators use to
configure devices such as a Vol P phone. This includes DHCP options
66 [ RFC2132], 150 (TFTP/ HTTP server nanes) [RFC5859], and 120 (SIP
Server) [RFC3361], which informa Vol P phone about how to do
application onboarding. A network with an operator that is able to
provi sion these options would al so be able to use BRSKI without
changes. Such a network has no need for the nechani sns described in
thi s docunent!

Where the need for the mechanismis needed is to allow the use of
BRSKI in many small sites, such as tel eworkers working from hone,

wi th m ni mum expectati ons against their network infrastructure. In
particular, the home office user is not qualified or authorized to
change DHCP options for the | ocal network.

The procedures defined in this docunent support situations where a
Manuf acturer sells a nunber of devices (in bulk) to a Val ue Added
Reseller (VAR). The Manufacturer knows which devices have been sold
to which VAR, but not who the ultimate owner will be. The VAR then
sells devices to other entities, such as enterprises, and records
this in the VARs Cloud Registrar. Specifically, the VAR will record
that a specific device has been sold to an enterprise, and will know
that when this device bootstraps, it should be redirected to the
enterprise’s Ower Registrar or Omer EST Service.
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One exanple is a Vol P phone Manufacturer provides tel ephones to a

| ocal systemintegration conpany (a VAR). The VAR records this sale
inits Coud VAR Registrar system The VAR has sold a VolP systemto
an enterprise (e.g., a SIP PBX). Wen a new enpl oyee needs a phone
at their hone office, the VAR ships that unit across town to the

enpl oyee. \When the enpl oyee plugs in the device and turns it on, the
device will be provisioned with a LDevlD [IDEVID] and configuration
that connections the phone with the Enterprises’ VolP PBX. The hone
enpl oyee’ s network has no special provisions.

The procedures defined in this docunent al so support a chain of VARs
t hrough chained HTTP redirects. This also supports a situation where
in effect, a large enterprise mght also stock devices in a centra

| ocati on.

The Pl edge is not expected to know whet her the operator-naintained
infrastructure has a BRSKI Regi strar deployed or not. The Pl edge
determines this based upon the response to its Voucher Request
message that it receives fromthe Coud Registrar. The d oud

Regi strar is expected to determ ne whether the operator-maintained
infrastructure has a BRSKI Regi strar depl oyed based upon the identity
presented by the Pl edge.

A Coud Registrar will receive BRSKI comunications fromall devices
configured with its URI. This could be, for exanple, all devices of
a particular product line froma particular Manufacturer. Wen this
is asignificantly |large nunber, a Coud Registrar may need to be
scaled with the usual web-service scaling nechani sns.

1.2.1. Bootstrap via O oud Registrar and Omer Registrar

A Pl edge is bootstrapping froma location with no Local Domain

Regi strar (for exanple, the small site or tel eworker use case with no
| ocal infrastructure to provide for automated di scovery), and needs
to discover its Omer Registrar. The Coud Registrar is used by the
Pl edge to di scover the Omer Registrar. The Coud Registrar
redirects the Pledge to the Omer Registrar, and the Pl edge conpl etes
boot strap agai nst the Omer Registrar.

This nmechanismis useful to help an enpl oyee who is deploying a

Pl edge in a hone or snall branch office, where the Pledge belongs to
the enployer. As there is no Local Domain Registrar in the

enpl oyee’ s |l ocal network, the Pl edge needs to di scover and bootstrap
with the enployer’s Registrar which is deployed within the enployer’s
networ k, and the Pl edge needs the keying material to trust the
Registrar. As a very specific exanple, an enployee is deploying an

I P phone in a honme office and the phone needs to register to an IP
PBX depl oyed in their enployer’s office.
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Protocol details for this use case are provided in Section 4.1.
1.2.2. Bootstrap via Coud Registrar and Omer EST Service

A Pl edge i s bootstrappi ng where the owner organi zati on does not yet
have an Omer Regi strar depl oyed, but does have an EST service

depl oyed. The O oud Registrar issues a voucher, and the Pl edge
compl etes trust bootstrap using the Coud Registrar. The voucher

i ssued by the Coud Registrar includes domain information for the
owner’s EST service that the Pledge should use for certificate
enrol | ment.

For exanpl e, an organization has an EST service depl oyed, but does
not yet have a BRSKI-capabl e Regi strar service depl oyed. The Pl edge
is deployed in the organization’s domain, but does not discover a
Local Donmain Registrar or Owmer Registrar. The Pl edge uses the O oud
Regi strar to bootstrap, and the C oud Registrar provides a voucher
that includes instructions on finding the organization’s EST service.

This option can be used to introduce the benefits of BRSKI for an
initial period when BRSKI is not available in existing EST Servers.
Additionally, it can also be used |ong-termas a security-equival ent
solution in which BRSKI and EST Server are set up in a nodul ar

fashi on.

The use of an EST Server instead of a BRSKI Registrar may nean that
not all the EST options required by [BRSKI] may be avail abl e and
hence this option may not support all BRSKI depl oynent cases. For
exanple, certificates to enroll into an ACP [ RFC8994] needs to

i nclude an AcpNodeNane. See [RFC8994], Section 6.2.2, which non-
BRSKI - capabl e EST Servers nay not support.

Protocol details for this use case are provided in Section 4. 2.
2. Architecture

The high-level architectures for the two high-level use cases are
illustrated in Figure 1 and Figure 2

In both use cases, the Pledge connects to the Coud Registrar during
boot st r ap.

For the first use case, as described in Section 1.2.1, the C oud
Regi strar redirects the Pledge to an Owmer Registrar in order to
compl ete bootstrap with the Omer Registrar. Wen boot strapping
agai nst an Omer Registrar, the Owmer Registrar will interact with a
CA to assist in issuing certificates to the Pledge. This is
illustrated in Figure 1.
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Figure 1: Architecture: Bootstrap via Coud Registrar and Oaner
Regi strar

As depicted in Figure 1 and Figure 2, there are a nunber of parties
involved in the process. The Manufacturer, or Oiginal Equipnent
Manuf acturer (CEM builds the device, but also is expected to run the
MASA, or arrange for it to exist. The interaction between the C oud
Regi strar and the MASA is described by [BRSKI], Section 5.4.

In Figure 1 the two sighatures that the Pl edge and the Oaner

Regi strar place on the Voucher Request (VR) are shown as VR-sign(N)
and sign(VR-sign(N)) This is as described in [BRSKI], Section 3.
There are al so signatures from Pledge to C oud Registrar and to MASA
in Figure 2, but they are omitted as they woul d nmake the di agramt oo
busy.

For the second use case, as described Section 1.2.2, the d oud

Regi strar issues a voucher itself without redirecting the Pledge to
an Omer Registrar. The Coud Registrar will informthe Pl edge what
domain to use for accessing EST services in the voucher response. In
this nodel, the Pledge interacts directly with the EST service to
enroll. The EST service will interact with a CAto assist in issuing
a certificate to the Pledge. This is illustrated in Figure 2.
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Figure 2: Architecture: Bootstrap via Coud Registrar and Oaner
EST Service

It is also possible for the doud Registrar to redirect the Pledge to
anot her C oud Registrar operated by a VAR with that VAR s C oud

Regi strar then redirecting the Pledge to the Owmer Registrar. This
scenario is discussed further in Section 8.2 and 9. 3.

The nechani sns and protocols by which the Registrar or EST service
interacts with the CA are transparent to the Pledge and are outside
the scope of this docunent.

The architectures show the C oud Regi strar and MASA as bei ng
logically separate entities. The two functions could of course be
integrated into a single entity.

In the two use cases, there are different nechanisnms for a C oud
Regi strar to handl e voucher requests.

It can redirect the request to the Owmer Registrar for handling, or
it can return a voucher that includes an "est-domain" attribute that
points to the Owmer EST Service. Wen returning a voucher,
addi ti onal bootstrapping infornmation can be enbedded in the voucher
usi ng the additional-configuration-url attribute. The contents of
this additional configuration are device and Manufacturer specific.
Bot h nechani sns are described in detail later in this docunent.
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The network operator or enterprise is the intended owner of the new
device: the Pledge. This could be the enterprise itself, or in many
cases there is sone outsourced I T departnent that m ght be invol ved.
They are the operator of the Registrar or EST Server. They may al so
operate the CA, or they may contract those services from anot her
entity.

There is a potential additional party involved who nay operate the
Cloud Registrar: the value added reseller (VAR). The VAR works with
the CEMto ship products with the right configuration to the owner
For exanple, SIP tel ephones or other conferencing systens nmay be
installed by this VAR often shipped directly froma warehouse to the
customer’s renote office |location. The VAR and manufacturer are
awar e of which devices have been shipped to the VAR through sal es
channel integrations, and so the manufacturer’s C oud Registrar is
able to redirect the Pledge through a chain of Coud Registrars, as
explained in Section 3.3.1

2.1. Network Connectivity

The assunption is that the Pl edge al ready has network connectivity
prior to connecting to the Coud Registrar. The Pledge nust have an
| P address that is able to reach a recursive DNS server, and be able
to send requests to the Coud Registrar. There are nmany ways to
acconplish this, fromusing routable IPv4 or |IPv6 addresses, to use
of NAT44, to using HTTP or SOCKS proxi es.

The Pl edge operator has al ready connected the Pl edge to the network,
and t he mechani sm by which this has happened is out of scope of this
docunent .

For many tel ephony applications, this is typically going to be a
wi red connection. For wreless use cases, existing W-Fi onboarding
mechani sns such as [WPS] can be used

Simlarly, what address space the | P address bel ongs to, whether it
is an I Pv4 or IPv6 address, or if there are firewalls or proxies
depl oyed between the Pl edge and the cloud registrar are all out of
scope of this docunent.

2.2. Pledge Certificate Identity Considerations

[BRSKI], Section 5.9.2 specifies that the Pl edge MUST send an EST

[ RFC7030] Certificate Signing Request (CSR) Attributes request to the
EST server before it requests a client certificate. For the use case
described in Section 1.2.1, the Owmer Registrar operates as the EST
server as described in [BRSKI], Section 2.5.3, and the Pl edge sends
the CSR Attributes request to the Owmer Registrar. For the use case
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described in Section 1.2.2, the EST server operates as described in

[ RFC7030], and the Pl edge sends the CSR Attributes request to the EST
server. Note that the Pledge only sends the CSR Attributes request
to the entity acting as the EST server as per [RFC7030], Section 2.6,
and MUST NOT send the CSR Attributes request to the Coud Registrar,
because the O oud Regi strar does not have authority to issue a
certificate for the custonmer domain. (The Coud Registrar is not a
full EST server) If a Pledge erroneously sends a CSR Attri butes
request to the Cloud Registrar, then the C oud Registrar MJST reply
with 404 response code.

The EST server MAY use this mechanismto instruct the Pl edge about
the identities it should include in the CSR request it sends as part
of enrollnment. The EST server MAY use this mechanismto tell the

Pl edge what Subject or Subject Alternative Name identity information
toinclude in its CSR request. This can be useful if the Subject or
Subj ect Alternative Nane identity nust have a specific value in order
to conplete enrollnent with the CA

EST [ RFC7030] is not clear on how the CSR Attributes response shoul d
be structured, and in particular is not clear on how a server can
instruct a client to include specific attribute values in its CSR
[I-Dietf-lanmps-rfc7030-csrattrs] clarifies how a server can use CSR
Attributes response to specify specific values for attributes that
the client should include in its CSR

For exanple, the Pledge may only be aware of its |IDevlD Subject which
i ncludes a Manufacturer serial nunber, but nust include a specific
fully qualified domain nanme in the CSRin order to conplete donain
ownershi p proofs required by the CA

As anot her exanple, the Registrar may deemthe Manufacturer seria
nunber in an IDevliD as personally identifiable information, and may
want to specify a new random opaque identifier that the Pl edge should
use inits CSR

2.3. YANG extension for Voucher based redirect
[ RFC8366bi s] contains the two needed voucher attributes: est-domain
and addi tional -configuration-url which are needed when a client is
redirected to a | ocal EST server

3. Protocol Operation
This section outlines the high-level protocol requirenents and
operations that take place. Section 4 outlines the exact sequence of

nmessage interactions between the Pl edge, the Coud Registrar, the
Omner Regi strar and the Owner EST server
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3.1. Pledge Sends Voucher Request to C oud Registrar
3.1.1. doud Registrar Discovery

BRSKI defines how a Pl edge contacts a well-known URI of a Cl oud
Registrar if a Local Donmin Registrar cannot be di scovered.
Additionally, certain Pledge types mght never attenpt to discover a
Local Domain Registrar and might automatically bootstrap against a
Cl oud Regi strar

The details of the URI are Manufacturer specific. |If the Pledge
fails to connect to the Coud Registrar for any reason, it should
consider that this is a bootstrapping failure, and indicate this.

3.1.2. Pledge - Coud Registrar TLS Establishnent Details

According to [BRSKI], Section 2.7, the Pledge MJST use an Inplicit
Trust Anchor dat abase (see EST [RFC7030]) to authenticate the d oud
Regi strar service. The Pledge MJST establish a mutually

aut henticated TLS connection with the Coud Registrar. Unlike the
Provi si onal TLS procedures docunented in [BRSKI], Section 5.1, the

Pl edge MUST NOT establish a Provisional TLS connection with the d oud
Regi strar.

Pl edges MUST and C oud/ Omer Regi strars SHOULD support the use of the
"server _name" TLS extension (SN, [RFC6066]) when using TLS 1. 2.
Support for SNl is mandatory with TLS 1. 3.

Pl edges SHOULD send a valid "server_nane" extension (SN) whenever
they know the domain nane of the registrar they connect to. A Pledge
creating a Provisional TLS connection according to [BRSKI] will often
only know the |ink-local |1Pv6 address of a Join Proxy that connects
it to the Registrar. Registrars are accordingly expected to ignore
SNI information, as in nost cases, the Pledge will not know how to
set the SNI correctly.

The Pl edge MUST be nanufactured with prel oaded trust anchors that are
used to verify the identity of the O oud Registrar when establishing
the TLS connection. The TLS connection can be verified using a
public Wb PKI trust anchor using [ RFC9525] DNS-ID nechanisns or a
pinned certification authority. This is a local inplenentation
decision. Refer to Section 9.2 for trust anchor security

consi derati ons.
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The O oud Registrar MIUST verify the identity of the Pledge by sending
a TLS CertificateRequest nessage to the Pledge during TLS session
establishnent. The C oud Registrar MAY include a

certificate authorities field in the nessage to specify the set of

all oned I DevlD issuing CAs that Pledges MAY use when establishing
connections with the C oud Registrar

In addition to other protections agai nst DoS attacks, the C oud
Registrar is able to reject TLS connections when it can determ ne
during TLS authentication that it cannot support the Pl edge. For
exanpl e, the Pl edge cannot provide an |IDevlD signed by a CA
recogni zed/ supported by the C oud Registrar

3.1.3. Pledge Sends Voucher Request Message

After the Pledge has established a nmutually authenticated TLS
connection with the C oud Registrar, the Pledge generates a voucher
request message as outlined in [BRSKI], Section 5.2, and sends the
voucher request nessage to the O oud Registrar

3.2. doud Registrar Processes Voucher Request Message

The C oud Regi strar MJST deternine Pledge ownership. Prior to
ownershi p determ nation, the Registrar checks the request for
correctness and if it is unwilling or unable to handl e the request,
it MUST return a suitable 4xx or 5xx error response to the Pledge as
defined by [BRSKI] and HTTP [ RFC9110]. The Registrar returns the
followi ng errors:

* in the case of an unknown Pl edge, a 404 is returned.
* for a malformed request, 400 is returned.
* in case of server overload, 503 is returned.

If the request is correct and the Registrar is able to handle it, but
unabl e to deternine ownership at that time, then it MJST return a 401
Unaut hori zed response to the Pledge. This signals to the Pl edge that
there is currently no known owner dormain for it, but that retrying

| ater mght resolve this situation. |In this scenario, the Registrar
SHOULD i nclude a Retry-After [RFC9110] header that includes a tine to
defer. The absence of a Retry-After header indicates to the Pl edge
not to attenpt again. The Pledge MJST restart the bootstrapping
process fromthe beginning.

A Pledge with sone kind of indicator (such as a screen or LED) SHOULD

consider all 4xx and 5xx errors to be a bootstrapping failure, and
i ndicate this.
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3.

3.

If the Coud Registrar successfully determ nes ownership, then it
MJST take one of the foll owi ng actions:

* error: return a suitable 4xx or 5xx error response (as defined by
[BRSKI] and HTTP) to the Pledge if the request processing failed
for any reason.

* redirect to Ower Registrar: redirect the Pledge to an Omer
Regi strar via 307 response code.

* redirect to Owmer EST server: issue a voucher (containing an "est-
domai n" attribute) and return a 200 response code.

2.1. Pledge Oanership Look Up

The C oud Regi strar needs sonme suitable nechani smfor know ng the
correct owner of a connecting Pledge based on the presented identity
certificate. For exanple, if the Pledge establishes TLS using an

I Devi D that is signed by a known manufacturing CA, the Registrar
could extract the serial nunber fromthe IDeviD and use this to | ook
up a database of Pledge |IDevlD serial nunbers to owners.

The nechani sm by which the O oud Registrar determ nes Pl edge
ownership is, however, outside the scope of this document. The C oud
Registrar is strongly tied to the Manufacturers’ processes for device
identity.

2.2. Bootstrap via O oud Registrar and Owmer Registrar

Once the doud Registrar has determi ned Pl edge ownership, the C oud
Regi strar MAY redirect the Pledge to the Omer Registrar in order to
compl ete bootstrap. |If the owner wants the C oud Registrar to
redirect Pledges to their Omer Registrar, the owner nust register
their Owmer Registrar URI with cloud Registrar. The nechani sm by

whi ch Pl edge owners register their Omer Registrar URl with the d oud
Regi strar is outside the scope of this document.

In case of redirection, the Coud Registrar replies to the voucher
request with an HITP 307 Tenporary Redirect response code, including
the owner’s Local Domain in the HTTP Location header.

3.2.3. Bootstrap via O oud Registrar and Owmer EST Service

If the doud Registrar issues a voucher, it returns the voucher in an
HTTP response with a 200 response code.

The C oud Registrar MAY issue a 202 response code if it is willing to
i ssue a voucher, but will take sonme time to prepare the voucher.
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The voucher MJST include the new "est-domain" field as defined in
[ RFC8366bis]. This tells the Pl edge where the domain of the EST
service to use for conpleting certificate enrollnent.

The voucher MAY include the new additional -configuration-url field.
This field points the Pledge to a URI where Pl edge specific

addi tional configuration information SHOULD be retrieved. For
exanple, a SIP user agent (a UA, such as a desk phone) might retrieve
a Manufacturer specific configuration file that contains information
about how to do SIP Registration. One advantage of this mechani sm
over current nmechanisns |ike DHCP options 120 defined in [RFC3361] or
option 125 defined in [ RFC3925] is that the voucher is returned in a
confidential (TLS-protected) transport, and so can include device-
specific credentials for retrieval of the configuration

The exact Pl edge and Regi strar behavi or for handling and specifying
the additional-configuration-url field is outside the scope of this
docunent .

3.3. Pledge Handl es C oud Regi strar Response
3.3.1. Bootstrap via Coud Registrar and Owmer Registrar

The C oud Registrar has returned a 307 response to a voucher request.
The C oud Registrar MAY be redirecting the Pl edge to the Oaner
Registrar, or to a different C oud Registrar operated by a VAR

The Pl edge MUST restart its bootstrappi ng process by sending a new
voucher request nessage (with a fresh nonce) using the |ocation
provided in the HTTP redirect.

The Pl edge MUST attenpt to validate the identity of the C oud VAR
Regi strar specified in the 307 response using its Inplicit Trust
Anchor Database. |f validation of this identity succeeds using the
Implicit Trust Anchor Database, then the Pledge MAY accept a
subsequent 307 response fromthis Coud VAR Registrar

The Pl edge MAY continue to follow a nunber of 307 redirects provided
that each 307 redirect target Registrar identity is validated using
the Inplicit Trust Anchor Database. The Manufacturer MAY enforce a
Manuf acturer-specific limt on the nunber of 307 redirects that the
Pl edge will follow. The Pledge MAY be redirected to an Omner

Regi ster that then redirects the Pledge via a 3xx response. The

Pl edge MUST follow the rules outlined in [BRSKI], Section 5.6 for any
redirections other than 307 and MJUST NOT foll ow nore than one non- 307
redirection (3xx code other than 307) to another web origin.
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However, if validation of a 307 redirect target Registrar identity
using the Inplicit Trust Anchor Database fails, then the Pl edge MJST
NOT accept the 307 responses fromthe Registrar. At this point, the
TLS connection that has been established is considered a Provisiona
TLS, as per [BRSKI], Section 5.1

The Pl edge then (re)sends a voucher-request on this connection. As
expl ai ned by [BRSKI], the connection is validated using the pinned
credential fromthe voucher

The Pl edge MUST process any error nessages as defined in [BRSKI], and
in case of error MJUST restart the process fromits provisioned d oud
Regi strar. The exception is that a 401 Unauthorized code SHOULD
cause the Pledge to retry a nunber of tines over a period of a few
hours.

In order to avoid pernmanent bootstrap cycles, the Pledge MUST NOT
revisit a prior location on the sane attenpt. |If a |loop is detected,
then the Pl edge MUST abort the current attenpt, returning to the
initial state where it |ooks for local Registrars (as per [BRSKI]),
starting again with the initial Coud Registrar if none are found.

Section 8.2 further outlines risks associated with redirects.
However, in sonme scenarios, Pledges MAY visit the current |ocation
multiple tines, for exanple when handling a 401 Unauthori zed
response, or when handling a 503 Service Unavail abl e that includes a
Retry-After HTTP header. |If it happens that a location is repeated,
then the Pledge MUST fail the bootstrapping attenpt and go back to
the begi nning, which includes listening to other sources of

boot strapping information as specified in [BRSKI] section 4.1 and
5.0. The Pledge MJUST also have a limt on the total nunber of
redirects it will follow, as the cycle detection requires that it
keep track of the places it has been. That Iimt MJST be in the
dozens or nore redirects such that no reasonabl e del egation path
woul d be affected.

When the Pl edge cannot validate the connection, then it MJST
establish a Provisional TLS connection with the specified Loca
Domai n Regi strar at the | ocation specified.

The Pl edge then sends a voucher request nessage via the Local Donmain
Regi strar.

After the Pledge receives the voucher, it verifies the TLS connecti on

to the Local Domain Registrar and continues with enroll nent and
bootstrap as per standard BRSKI operation
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4.

4.

The Pl edge MUST process any error nessages as defined in [BRSKI], and
in case of error MUST restart the process fromits provisioned C oud
Regi strar.

The exception is that a 401 Unauthorized code SHOULD cause the Pl edge
to retry a nunber of times over a period of a few hours.

3.2. Bootstrap via Coud Registrar and Omer EST Service

The C oud Registrar returned a voucher to the Pledge. The Pl edge
MUST perform voucher verification as per [BRSKI], Section 5.6.1.

The Pl edge SHOULD extract the "est-domain" field fromthe voucher,
and SHOULD continue with EST enroll nent as per standard EST
operation. Note that the Pledge has been instructed to connect to
the EST server specified in the "est-domain" field, and therefore
SHOULD use EST nechani sns, and not BRSKI nechani sns, when connecting
to the EST server.

Protocol Details
1. Bootstrap via O oud Registrar and Owmer Registrar

This flowillustrates the "Bootstrap via C oud Regi strar and Oamner
Regi strar" use case. A Pledge is bootstrapping in a renote |ocation
with no Local Domain Registrar. The assunption is that the Omner
Regi strar domain is accessible, and the Pl edge can establish a
network connection with the Omer Registrar. This may require that
the owner network firewall exposes the Omer Registrar on the public
i nternet.
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| Pl edge | | doud |
| | Regi strar |

I
I
I
I
2. Voucher Request |
I
I
I

I e e >
I
| 3. 307 Location: owner-ra.exanple.com
R RREEEECEEE |
I I
I
| S + R +
| | Oaner | |  MASA |
| | Registrar | | |
| e + - +
| 4. Provisional TLS | |
R > |
I I I
| 5. Voucher Request | |
[---ccmmm e - >| 6. Voucher Request |
R >
I
I

| 7. Voucher Response

8. Voucher Response |

The process starts, in step 1, when the Pl edge establishes a Mitua
TLS channel with the Coud Registrar using the IDevlD certificate and
the trust anchors created during the nanufacturing process of the

Pl edge.

In step 2, the Pledge sends a voucher request to the C oud Registrar.
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The C oud Regi strar deterni nes Pl edge ownership | ook up as outlined

in Section 3.2.1, and determ nes the Owmer Registrar domain. 1In step
3, the Coud Registrar redirects the Pledge to the Omer Registrar
domai n.

Steps 4 and onwards follow the standard BRSKI fl ow, which includes
doi ng EST enroll operations. The Pledge establishes a Provisional
TLS connection with the Owmer Registrar, and sends a voucher request
to the Owmer Registrar. The Registrar forwards the voucher request
to the MASA. Assuming the MASA issues a voucher, then the Pl edge
verifies the TLS connection with the Registrar using the pinned-
domai n-cert fromthe voucher and conpl etes the BRSKI fl ow.

4.2. Bootstrap via Coud Registrar and Omer EST Service

This flowillustrates the "Bootstrap via C oud Registrar and Oamner
EST Service" use case. A Pledge is bootstrapping in a location with
no Local Dormain Registrar. The Coud Registrar is instructing the
Pl edge to connect directly to an EST server for enroll ment using EST
mechani sms.  The assunption is that the EST domain is accessible, and
the Pl edge can establish a network connection with the EST server.
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The process starts, in step 1, when the Pl edge establishes a Mt ual
TLS channel with the O oud Registrar/MASA using artifacts created
during the manufacturing process of the Pl edge.
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In step 2, the Pledge sends a voucher request to the C oud Registrar/
MASA

In step 3, the Coud Registrar/ MASA replies to the Pledge with an
[ RFC8366bi s] format voucher that includes its assigned EST donmain in
the "est-donain" attribute.

In step 4, the Pledge establishes a TLS connection with the EST RA
that was specified in the voucher "est-domain" attribute. The
connection may involve crossing the Internet requiring a DNS | ook up
on the provided nane. The resulting |P address can be of any scope:
a globally unique I P address, or a local IP address. An |IP address
literal MAY be used in the est-donmain attributes, including a |oca
address that includes an IP address literal including both |IPv4

[ RFC1918] and | Pv6 Uni que Local Addresses [ RFC4193].

The Pl edge attenpts to authenticate the TLS connection and verify the
EST server identity. The artifact provided in the pinned-donain-cert
is trusted as a trust anchor, and is used to verify the EST server
identity. The EST server identity MJST be verified using the pinned-
domai n-cert value provided in the voucher as described in [ RFC7030]
section 3.3.1.

There is a case where the pinned-donain-cert is the identical End-
Entity (EE) Certificate as the EST server. It also explicitly

i ncludes the case where the EST server has a self-signed EE
Certificate, but it MAY also be an EE certificate that is part of a
larger PKI. If the certificate is not a self-signed or EE
certificate, then the Pl edge SHOULD apply [ RFC9525] DNS-I1D
verification on the certificate against the donmain provided in the
"est-domain" attribute. |If the "est-domain" was provided with an IP
address literal, then it is unlikely that it can be verified, and in
that case, it is expected that either a self-signed certificate or an
EE certificate will be pinned by the voucher.

In steps 5.a and 5.b, the Pledge MAY optionally notify the d oud
Regi strar/ MASA of the success or failure of its attenpt to establish
a secure TLS channel with the EST server. This is described in
[BRSKI], Section 5.7 This telenetry returns allow for the Registrar
to better provide diagnostics in the event of failure to onboard. if
the Pledge fails to verify the identity of the EST server, it MJST
drop the connection and MJUST NOT continue with a CSR Attributes
request or an EST Enroll request.

In step 6, the Pledge follows the procedures outlined in Section 2.2

and sends a CSR Attributes request to the EST server before sending
the EST Enroll request.
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In step 7, the EST server returns the CSR Attributes response.
In step 8, the Pledge sends an EST Enroll request with the CSR
In step 9, the EST server returns the requested certificate.

Step 10 is described in [BRSKI], Section 5.9.4 as the Enroll nent
Status Telemetry. This telenetry return also allows for better
di agnostics in the event of a failure.

5. Lifecycle Considerations

BRSKI and the O oud Regi strar support provided in this docunent are
dependent upon the Manufacturer maintaining the required
infrastructure. [BRSKI], Section 10.7 outlines additiona

consi derati ons about Manufacturer |ife span

Sections 11.5 and 11.6 of [BRSKI] outline additional considerations
about device trust anchors and how devi ces establish trust.

The wel | -known URL that is used is specified by the Manufacturer when
designing its firmvare, and is therefore conpletely under the
Manufacturer’s control. |f the Manufacturer w shes to change the
URL, or discontinue the service, then the Manufacturer will need to
arrange for a firmmvare update where appropriate changes are nade.

Oten the firmvare can not be updated because there is significant
inventory in a warehouse. |f the Pledge were powered on and
connected, then it would get firmvare updates. Since it is not, any
URLs built-in to the old firmvare need to be maintained until al
copi es of that firmwvare have been replaced. This could be a
challenge if a conpany is going out of business, and in which case
the considerations from[BRSKI], Section 10.7 apply.

If a nerger between two conpani es happens, then it is possible to
consol i date the MASA of each company into a single system The
consol i dated MASA will need access to a MASA signing key for both
companies to operate correctly. One way is for both MASA names (such
as masa. conmpanyl. exanpl e, and masa. conpany?2. exanple) to be added as
Subj ect Al t Nanes for the HTTPS certificates used by the MASA. The
Cloud Registrar will need a simlar treatnent. As an alternative to
operating a Registrar under two nanes, all access to one d oud

Regi strar could be replaced with a 307 redirect as described in
Section 8. 2.

Additionally, in the hosted Registrar use case, with an Owmer EST

Server Section 4.2 use case, the O oud Registrar MJST know t he
certificate for the EST Server in order to pin it properly. In that
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8.

case, when the owner of the EST Server wi shes to change their
certificate, then they MJST coordinate this with the upstream C oud
Regi strar operator.

I ANA Consi derations
Thi s docunent nakes no | ANA requests.
Privacy Consi derations

Al'l privacy considerations outlined in [BRSKI], Section 10 are
appl i cabl e.

There are additional privacy considerations as the Pl edge connects to
a default O oud Registrar during bootstrap. |In particular, [BRSKI],
Section 10.3 docunents the information that is revealed to the MASA
When Pl edges use the nechansi sns described in this docunent, a subset
of this information is revealed to the C oud Registrar, nanely:

* the identity of the device being enrolled
* the time the device is activated

* the I P address of the device, or if the Pledge is behind a NAT,
the public I P of the NAT

Refer to [BRSKI], Section 10 for nore conprehensive informtion
I mpl enent ati on Consi derati ons
1. Captive Portals

A Pledge mght find itself deployed in a network where a captive
portal or an intelligent home gateway that provides access control on
all connections are al so depl oyed. Captive portals that do not
follow the requirenments of Section 1 of [RFC8952] might forcibly
redirect HTTPS connections. Wile this is a deprecated practice as
it breaks TLS in a way that npbst users can not deal with, it is stil
comon i n many networ ks.

When the Pl edge attenpts to connect to any O oud Registrar, an

i ncorrect connection will be detected because the Pledge will be
unable to verify the TLS connection to its C oud Registrar via DNS-1D
check [ RFC9525], Section 6.3. That is, the certificate returned from
the captive portal will not match
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At this point a network operator who controls the captive portal,
noticing the connection to what seens a legitimate destination (the
Cloud Registrar), MAY then permt that connection. This enables the
first connection to go through.

The connection is then redirected to the Registrar via 307, or to an
EST server via "est-domain" in a voucher. |If it is a 307 redirect,
then a Provisional TLS connection will be initiated, and it wll
succeed. The Provisional TLS connection does not do DNS-1D
verification ([ RFC9525], Section 6.3), so the forced redirection to a
captive portal systemw |l not be detected. However, the subsequent
BRSKI POST of a voucher request will npost |ikely be net by a 404 or
500 HTTP code. Even if sonehow it did work (because the captive
portal was in fact an attacker), any returned voucher would not be
signed by a trusted MASA

It is RECOVWENDED t herefore that the Pl edge | ook for Captive-Porta
Identification attributes [ RFC8910] in DHCP, and if present, use the
Captive-Portal APl [RFC8908] to learn if it is captive.

The scenarios outlined here when a Pl edge is deployed behind a
captive portal may result in failure scenarios, but do not constitute
a security risk, so long as the Pledge is correctly verifying all TLS
connections as per [BRSKI].

8.2. Miltiple HITP Redirects

If the Redirect to Registrar nmethod is used, as described in
Section 4.1, there MAY be a series of 307 redirects. An exanple of
why this mght occur is that the Manufacturer only knows that it
resold the device to a particul ar val ue added reseller (VAR, and
there MAY be a chain of such VARs. It is inportant the Pl edge avoid
being drawn into a loop of redirects. This could happen if a VAR
does not think they are authoritative for a particular device. A
"hel pful " programer mght instead decide to redirect back to the
Manufacturer in an attenpt to restart at the top: perhaps there is
anot her process that updates the Manufacturer’s database and this
process is underway. Instead, the VAR MJUST return a 404 error if it
cannot process the device. This will force the device to stop,
timeout, and then try all nechani sns agai n.

There are additional considerations regarding TLS certificate
validation as outlined in Section 3.3.1. |If the Registrar returns a
307 response, the Pledge MJUST NOT follow this redirect if the

Regi strar identity was not validated using its Inplicit Trust Anchor
Dat abase. |If the Registrar identity was validated using the Inplicit
Trust Anchor Database, then the Pl edge MAY follow the redirect.
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Security Considerations

The C oud Registrar described in this docunment inherits all the
strong security properties that are described in [BRSKI], and none of
the security nechanisns that are defined in [BRSKI] are bypassed or
weakened by this docunent. The O oud Registrar also inherits all the
potential issues that are described in [BRSKI]. This includes
dependency upon continued operation of the Manufacturer provided
MASA, as well as potential conplications where a Manufacturer m ght
interfere with resale of a device

In addition to the dependency upon the MASA, the successfu
enrol I ment of a device using a Coud Registrar depends upon the
correct and continued operation of this new service. This internet
accessi bl e service m ght be operated by the Manufacturer and/or by
one or nore val ue-added-resellers. Al the considerations for
operation of the MASA also apply to the operation of the d oud

Regi strar.

1. Security Updates for the Pl edge

Unl i ke many ot her uses of BRSKI, in the Coud Registrar case it is
assuned that the Pl edge has connected to a network, such as the
public Internet, on which some anmpbunt of connectivity is possible,
but there is no other local configuration available. (Note: there
are many possible configurations in which the device m ght not have
unlimted connectivity to the public Internet, but for which there
m ght be sone connectivity possible)

The Pl edge SHOULD NOT assune that the network is protecting the
device. In a majority of cases, the Pledge will be connected to a
networ k behind an enterprise firewall, or a hone router, with typica
restrictions on incom ng TCP connections due to NAT44 [ RFC6144] and
[ RFC7084], Section 3.1, and [ RFC6092], Section 4. In such
situations, the Pledge might think it can be assured that it can not
be attacked, but this is not the case!

Pl edges coul d be depl oyed on networ ks

* with unfiltered connectivity, including public IPv4 and | Pv6

* where incomng connections are enabled via explicit rules

* where there could be malicious devices within this network

The Pl edge SHOULD contact the Manufacturer before bootstrapping in

order to apply any available firmvare patches. Firmvare patches need
to validated before being applied. This is best done via signatures
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on the firmmvare updates, such as described in [RFCI019] or an
equi val ent nechanism Oigin authentication of updates is al so
somet i nes enough.

In order to best protect the Pledge fromattacks of all kinds,

Manuf acturers are encouraged to make MJD [ RFC8520] fil es avail able.
Care needs to be taken in those definitions to allow for retrieval of
firmvare updates. This may al so include updates to the Inplicit |ist
of Trust Anchors. |In this way, a Pledge that may have been in a
dusty box in a warehouse for a long tinme can be updated to the | atest
(exploit-free) firmvare before attenpting bootstrapping.

9.2. Trust Anchors for O oud Registrar

The HTTPS connections that the Pl edge nakes to the C oud Registrar,
and any subsequent Registrars that it nay be redirected to, MJST be
validated using the Inplicit Trust Anchor database as described in
[ RFC7030], Section 3.6.1. Mnufacturers MJST include all necessary
trust anchors in a Pledge's Inplicit Trust Anchor database so that
all expected Registrars can be validated.

Regi stars may use public (WbPKI) or private PKI Trust Anchors.

Wiile there is no requirenent that Registrar’s certificates are part
of any public (WebPKI) Trust Anchor lists, it nmay be sinpler and
cheaper for Registrars to use these easily obtained certificates,
rather than use a private PKI. It is recommended for Manufacturers
to work with their VARs to determ ne the subset of publicly trusted
(Web) PKI Trust Anchors and / or private PKI Trust Anchors that would
satisfy all their VARs, and to ship only that mninmal set in the
Implicit Trust Anchor database.

9.3. Considerations for HITP Redirect

When the default C oud Registrar redirects a Pl edge using HTTP 307 to
an Omer Registrar, or another Coud Registrar operated by a VAR the
Pl edge MUST have validated the TLS connection using an Inplicit Trust
Anchor .

However, when connecting to the target Omer Registrar, a provisiona
TLS connection is required as explained in [BRSKI], Section 5.1

Provi si onal TLS connections are not imediately validated. A

provi sional TLS connection can be intercepted by an attacker, as
unlike in [BRSKI], this connection crosses the Internet. There can
be I P address hijacks, possibly DNS attacks that could send the

Pl edge to the wong place. Such a diversion would be detected when
the resulting Voucher can not be validated.
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There is a conflict between these requirenments: one says to validate,
and the other one says not to. This is resolved by having the Pl edge
attenpt validation, and if it succeeds, then and only then, an HTTP
307 redirect will be accepted. |If validation fails, then an HTTP 307
redirect MJST be rejected as an error. |f that occurs, then the
onboardi ng process SHOULD restart after a delay. This failure should
be reported to the initial Coud Registrar via the nechani sm
described in [BRSKI], Section 5.7.

If the Pledge were to accept a 307 Redirect froma malicious entity,
then it could be directed to connect to sone other Registrar-Ilike
entity. This could be used to turn the Pledge into part of a

di stributed denial of service (DDoS) attack. As the Pledge will send
it’s details in the Voucher Request that it does send, there is also
a possible disclosure of the Pledge’s identifiable private

i nformation.

Note that for use case two, in which redirection to an EST Server
occurs, then there is no provisional TLS connection at all. The
connection to the last Coud Registrar is validated using the
Implicit Trust Database, while the EST Server connection is validated
by the certificate pinned by the Voucher artifact.

9.4. Considerations for Voucher est-domain

A O oud Registrar supporting the sanme set of Pledges as a MASA MAY be
integrated with the MASA to avoid the need for a network based AP

bet ween them and wi thout changi ng their external behavior as

speci fied here.

When a O oud Registrar handles the scenario described in

Section 1.2.2 by the returning "est-donmain" attribute in the voucher,
the O oud Registrar MIJST do all the voucher processing as specified
in [BRSKI]. This is an exanple depl oynent scenario where the C oud
Regi strar MAY be operated by the sane entity as the MASA, and it MAY
even be integrated with the MASA

When a voucher is issued by the O oud Registrar and that voucher
contains an "est-domain" attribute, the Pledge MJST verify the TLS
connection with this EST server using the "pinned-donain-cert"”
attribute in the voucher.

The reduced operational security nechanisns outlined in Sections 7.3
and 11 of [BRSKI] MAY be supported when the Pl edge connects with the
EST server. These mechani sns reduce the security checks that take
pl ace when the Pledge enrolls with the EST server. Refer to [BRSKI]
sections 7.3 and 11 for further details.
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