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Abst ract

Thi s docunent defines a vocabulary for expressing preferences
regarding how digital assets are used by automated processing
systens. This vocabulary allows for the declaration of restrictions
or permssions for use of digital assets by such systens.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
aipref.github.io/drafts/draft-ietf-aipref-vocab.htm. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-aipref-vocab/.

Di scussion of this docunent takes place on the Al Preferences Wrking
Goup mailing list (mailto:ai-control @etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ai-control/. Subscribe at
https://ww.ietf.org/mailman/listinfo/ai-control/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-aipref/drafts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

Thi s docunent defines a vocabul ary of preferences regardi ng how
aut omat ed systens process digital assets -- in particular, the
training and use of Al nodels. This vocabulary can be used to
describe the types of uses that a declaring party may wish to
explicitly restrict or allow

The vocabulary is intended to be used in jurisdictions where
expressing preferences results in legal obligations, as well as where
there are no associated | egal obligations. |In either case,
expressing preferences is without prejudice to applicable | aws,
including the applicability of exceptions and linmtations to
copyright.

Section 3 defines the data nodel for Al Preferences. Section 4
defines the terns of the vocabulary. Section 5 explains howto use
Al Preferences in a data processing application, and Section 6
describes a way to serialize preferences into a string. Section 5
describes a process for determning the preference for a category of
use.

[ ATTACH defines nmechani snms to associate preferences with assets.
O her nmeans of association mght be defined separately in the future.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the follow ng terns:

Artificial Intelligence (Al):
An engi neered system of sufficient conplexity that, for a given
set of hunman-defined objectives, learns fromdata to generate
out puts such as content, predictions, recomendations, or
deci si ons.

Al Trai ni ng:
The application of nmachine |earning to data to produce or inprove
a nodel for an artificial intelligence system

Asset :
A digital file or streamof data, usually w th associated
met adat a.

Decl ari ng party:
The entity that expresses a preference with regards to an Asset.
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Machi ne Learning (M):
The processing of data to produce or inprove a nodel that encodes
the rel ationship between the data and human- defi ned objecti ves.
Search Application:
A search application is a systemthat enables users locate itens
on the internet or in a specific data store.

3. Statenments of Preference

The vocabulary is a set of categories, each of which is defined to
cover a class of usage for assets. Section 4 defines the core set of
usage categories in detail

A statenment of preference -- or usage preference -- is made about an
asset. A statement of preference follows a sinple data nodel where a
preference is assigned to each of the categories of use in the
vocabulary. A preference is either to allow or disallowthe usage
associated with the category.

A statenment of preference can indicate preferences about some, all,
or none of the categories fromthe vocabulary. This can nmean that no
preference is stated for a given usage category.

Sone categories describe a proper subset of the usages of other
categories. A preference that is stated for the nore genera
category applies if no preference is stated for the nmore specific
cat egory.

For exanple, the Autonated Processing category m ght be assigned a
preference that allows the associated usage. In the absence of any
statement of preference regarding the Al Training category, that
usage woul d be also be allowed, as Al Training is a subset of the

Aut omat ed Processing category. In conparison, an explicit preference
regarding Al Training mght disallowthat usage, while pernmtting

ot her usage within the Autonmated Processing category.

After processing a statenent of preferences the recipient associates
each category of use one of three preference values: "all owed",

"di sall owed”, or "unknown". In the absence of a statenent of
preference, all usage categories are assigned a preference val ue of
"unknown" .

The process for consulting a statement of preference is defined in
Section 5.

Different declaring parties mght each nake their own statenent of

preference regarding a particular asset. The process for managi ng
multiple statements of preference is defined in Section 5.1
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An exenpl ary syntax for statenents of preference is defined in
Section 6.

3.1. Conformance

Thi s docunent and [ ATTACH] descri be how statenents of preference are
associated with assets. An inplenmentation is conformant to these
specifications if it correctly follows all normative requirements
that apply to it.

The process of obtaining a statenent of preference has very linited
scope for variation between inplenentations.

3.2. Applicability and Effect

Thi s specification provides a set of definitions for different
categories of use, plus a systemfor associating sinple preferences
to each (allow, disallow, or no preference; see Section 3).

Thi s specification does not provide any enforcenment mechani smfor
those preferences, and conformance to it does not enconpass whet her
preferences are actually respected during data processing.

Preferences do not thenselves create rights or prohibitions, either
in the positive or the negative. Oher mechani sms—technical, |egal,
contractual, or otherwi se—m ght enforce stated preferences and
thereby determ ne the consequences of follow ng or not follow ng a
stated preference.

An entity that receives usage preferences MAY choose to respect those
preferences it has discovered, according to an understandi ng of how

the asset is used, how that usage corresponds to the usage categories
wher e preferences have been stated, and the applicable | egal context.

Usage preferences can be ignored due to express agreenents between
rel evant parties, explicit provisions of |aw, or the exercise of
discretion in situations where widely recogni zed priorities justify
doing so. Priorities that could justify ignoring preferences
include—but are not limted to—free expression, safety, education,
schol arshi p, research, preservation, interoperability, and
accessibility.

The following lists exanples of cases where other priorities could

| ead soneone to ignore expressed preferences in a particul ar
si tuati on:
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* People with accessibility needs, or organizations working on their
behal f, mi ght decide to ignore a preference disallow ng Automated
Processing (Section 4.1) in order to access automated captions or
generate accessible fornmats.

* A cultural heritage organi zation mnmight decide to ignore a
preference disall owi ng Automated Processing (Section 4.1) in order
to provide nore useful, reliable, or discoverable access to
hi stori cal web coll ections.

* An educational institution nmight decide to ignore a preference
di sal | owi ng Foundati on Model Production (Section 4.2) in order to
enabl e scholars to devel op or use tools to facilitate scientific
or other types of research.

* A website that permts user uploads might decide to ignore a
preference disall owi ng Autormated Processing (Section 4.1) in order
to devel op or use tools that detect harnful content according to
established terms of use.

Because enforcenent is not provided by this specification, the

consequences of ignoring preferences could vary dependi ng upon how a

given legal jurisdiction recognizes preferences.

4. Vocabul ary Definition
This section defines the categories of use in the vocabul ary.

Figure 1 shows the relationship between these categori es:
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Figure 1: Rel ationsehip Betweeen Categories of Use
4.1. Automated Processing Category
The act of using automated processing on one or nore assets to
anal yze text and data in order to generate information which includes
but is not limted to patterns, trends and correl ati ons.

The use of assets for automated processing enconpasses all the
subsequent categori es.

4.2. Foundation Mdel Production Category
The act of using an asset to train or fine-tune a foundation nodel.
Foundati on nmodel s are large nodels that are produced using deep
| earni ng or other machine | earning techni ques. Foundation nodels are
trained on very |arge nunbers of assets so that they can be applied
to a wide range of use cases. Foundation nodels typically possess
generative capabilities in one or nore nedia.

Fi ne-tuni ng can speci alize a general -purpose foundati on nodel for a
narrower set of use cases.

The use of assets for Foundation Mddel Production is a proper subset
of Automat ed Processing usage.
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4.3. Al CQutput

The act of using an asset in an Al-based systemto generate outputs
that are presented to clients of that system

This does not apply to any assets that are directly provided as
inputs to the systemby clients. This does not include the
construction of the system only its use.

This includes the output of search results. This includes outputs
that are presented to hunan users and outputs that are presented to
automat ed clients.

The Al Qutput category of use includes whatever nodel training is
necessary to produce the nodels that are used in the generation of
t hese out puts.

The use of assets for Al Qutput is a proper subset of Autonated
Processi ng usage.

4.4. Search

The Search category of use is a refinement of the Al Qutput category,
with the addition of the followi ng two conditions:

* Areference to the |ocation that the asset was obtained is
presented as part of the output.

* The asset can only be represented in the output with excerpts that
are drawn verbatimfromit.

If these conditions cannot be net, the asset then is not included in
the out put.

Wth both these conditions, a preference to all ow Search usage

enabl es the presentation of links and titles in what is considered

“traditional ” search results.

Li ke the Al CQutput category of use, Search includes whatever node

training is necessary to produce the nodels that are used in the

generation of these outputs.

The use of assets for Search is a proper subset of Al Qutput usage.
4.5. Vocabul ary Extensions

Extensions to this vocabulary need to be defined in an RFC t hat
updat es this docunent.
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Any future extensions to this vocabulary MJST NOT introduce

addi tional categories that include existing categories defined in the
vocabulary. That is, new categories of use can be defined as a
subset of an existing category, but not a superset.

Systens that use this vocabulary m ght define their own extensions as
part of a larger data nodel. Section 6.6 describes how concepts from
an alternative format m ght be mapped to this vocabul ary.

5. Applying Statenments of Preference

After acquiring a statenment of preference, which night use the
process in Section 6.5, an application can determne the status of a
speci fic usage category as foll ows:

1. |If the statement of preference contains an explicit preference
regarding that category of use -- either to allow or disallow --
that is the result.

2. Oherwise, if the usage category is a proper subset of another
usage category, recursively apply this process to that category
and use the result of that process.

3. Oherwise, no preference is stated.
This process results in one of three potential answers: allow,
di sal l ow, and unknown. Applications can use the answer to guide
t heir behavi or.
One approach for dealing with an "unknown" outcone is to assign a
default value. This docunent takes no position on what default m ght
be assi gned.

5.1. Conbining Preferences
The application mght have nultiple statenents of preference,
obt ai ned using different nethods or fromdifferent declaring parties.
This mght result in conflicting answers.

Absent some ot her neans of resolving conflicts, the follow ng process
applies to each usage category:

* |f any statenment of preference indicates that the usage is
disallowed, the result is that the usage is disall owed.

* (Oherwise, if any statenent of preference allows the usage, the
result is that the usage is all owed.
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* Otherwi se, no preference is stated.
Thi s process ensures that the nost restrictive preference applies.
5.2. Mre Specific Instructions

A recipient of a statement of preferences that foll ows the nodel in
Section 3 nmight receive nore specific instructions in two ways:

* Extensions to the vocabulary m ght define nore specific categories
of usage. Preferences about nore specific categories override
those of any nore general category.

* Contractual agreenments or other specific arrangenents m ght
override statenents of preference

For instance, a statenent of preferences mght indicate that the use
of an asset is disallowed for Al Training. |f arrangenments, such as
| egal agreenents, exist that explicitly permt the use of that asset,
those arrangenents likely apply despite the exi stence of machi ne-
readabl e statenents of preference, unless the terns of the
arrangenment explicitly say otherwi se.

6. Exenplary Serialization Format

This section defines an exenplary serialization format for
preferences. The format descri bes how the abstract nodel could be
turned into Unicode text or sequence of bytes.

The format relies on the Dictionary type defined in Section 3.2 of
[FIELDS]. The dictionary keys correspond to usage categories and the
di ctionary val ues correspond to explicit preferences, which can be
either y or n; see Section 6. 2.

For exanple, the following states a preference to allow aut onated
processing (Section 4.1), disallow foundati on nodel production
(Section 4.2), and and states no preference for other categories
ot her than subsets of these categories:
bot s=y, train-ai=n

6.1. Usage Category Labels

Each usage category in the vocabulary (Section 4) is mapped to a
short textual label. Table 1 tabulates this mapping.
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| Category | Label | Reference |
[} e ——————————————————— Ll —_—_————— Ll p—p—p—_—_——r L
| Autorated Processing | bots | Section 4.1 |
O S . +
| Foundation Mddel Production | train-ai | Section 4.2 |
T T re e S IR I +
| Al Qutput | ai-output | Section 4.3

o e e e e e e e e m o R S +
| Search | search | Section 4.4

O S . +

Table 1: Mappings for Categories
These tokens are case sensitive.

Tokens defined for a new usage category can only use |owercase latin
characters (a-z), digits (0-9), " ", "-", ".", or "*"., These are
encoded using the mappings in [ASCII1].

6. 2. Pr ef erence Label s

The data npdel in Section 3 used has two options for preferences
associated with each category: allow and disallow These are nmapped
to single byte Tokens (Section 3.3.4 of [FIELDS]) of y and n,
respectively.

6.3. Text Encoding

Structured Fields [FIELDS] describes a byte-level encoding of
i nformati on, not a text encoding. This rmakes this format suitable
for inclusion in any protocol or format that carries bytes.

Sone formats are defined in terns of strings rather than bytes.

These fornmats m ght need to decode the bytes of this fornat to obtain
a string. As the syntax is limted to ASCII [ASCII], an ASC I
decoder or UTF-8 decoder [UTF8] can be used. This results in the
strings that this docunent uses.

Processing (see Section 6.5) requires a sequence of bytes, so any
format that uses strings needs to encode strings first. Again, this
process can use ASCI| or UTF-8.

6.4. Syntax Extensions

There are two ways by which this syntax m ght be extended: the
addition of new | abels and the addition of paraneters.
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New | abel s might be defined to correspond to new usage categories.
Section 4.5 addresses the considerations for defining new categories.
New | abel s m ght al so be defined for other types of extension that do
not assign a preference to a usage category. In either case, when
processing a parsed Dictionary to obtain preferences, any unknown

| abel s MUST be i gnor ed.

The Dictionary syntax (Section 3.2 of [FIELDS]) can associate
paraneters with each key-value pair. This document does not define
any semantics for any paraneters that mght be included. Wen
processing a parsed Dictionary to obtain preferences, any unknown
paraneters MJST be ignored

In either case, new extensions need to be defined in an RFC that
updat es this docunent.

6.5. Processing Al gorithm

To process a series of bytes to recover the stated preferences, those
bytes are parsed into a Dictionary (Section 4.2.2 of [FIELDS]), then
preferences are assigned to each usage category in the vocabul ary.

Thi s al gorithm produces a keyed col |l ection of val ues, where each key
has at nost one val ue and optional paraneters.

To obtain preferences, iterate through the defined categories in the
vocabul ary. For the | abel that corresponds to that category (see
Table 1), obtain the correspondi ng value fromthe collection,

di sregarding any paraneters. A preference is assigned as foll ows:

* |f the value is a Token with a value of y, the associated
preference is to allow that category of use

* |f the value is a Token with a value of n, the associated
preference is to disallow that category of use

* Otherwi se, no preference is stated for that category of use.

Note that this last alternative includes the key being absent from
the collection, values that are not Tokens, and Token val ues that are
other than y or n. Al of these are not errors, they only result in
no preference being inferred.

It is inportant to note that if the same key appears multiple tinmes,
only the last value is taken. This means that duplicating a key
could result in unexpected outcones. For exanple, the follow ng
expresses no preferences:
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train-ai=y, train-ai="n", search=n, search, bots=n, bots=()

If the parsing of the Dictionary fails, no preferences are stated.
Thi s includes where keys include uppercase characters, as this format
is case sensitive (nore correctly, it operates on bytes, not
strings).

Thi s docunent does not define a use for parameters. \WWere paraneters
are used, only those paraneters associated with the value that is

sel ected according to Section 4.2.2 of [FIELDS]. Paranmeters can
therefore be carried for any preference value, including where no
preference is expressed.

For exanple, the followi ng train-ai preference has paraneters even
though no preference is expressed:

train-ai;has; paranmeters="7?";

Thi s process produces an abstract data nodel that assigns a
preference to each usage category as described in Section 3.

6.6. Alternative Formats

This format is only an exenplary way to represent preferences. The
data nodel described in Section 3, can be used without this
serialization.

Any alternative fornmat needs to define the mapping both fromthat
format to the nodel used in this docunent and fromthe nodel to the
alternative format. This includes any potential for extensions
(Section 6.4).

The mappi ng between the data nodel and the alternative format does
not need to be conplete, it only needs to be clear and unanbi guous.

For exanple, an alternative format might only provide the ability to
convey preferences for a subset of the categories of use. A mapping
m ght then define that no preference is associated with other

cat egori es.

7. Security Considerations

Preferences are not a security nechanism Section 3.2 addresses what
it means to express a preference.

Processing a concrete instantiation of the exenplary format described

in Section 6 is subject to the security considerations in Section 6
of [FIELDS].
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8. | ANA Consi derati ons

Thi s docunment has no | ANA acti ons.
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