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Abst ract

Thi s docunent proposes a standardi zed vocabul ary for expressing
preferences related to how digital assets are used by autonated
processing systems. This vocabulary allows for the creation of
structured decl arations about restrictions or permni ssions for use of
digital assets by such systens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The | atest revision of this draft can be found at https://ietf-wg-
aipref.github.io/drafts/draft-ietf-aipref-vocab. htm. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-aipref-vocab/.

Di scussion of this docunent takes place on the Al Preferences Wrking
Goup mailing list (mailto:ai-control @etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ai-control/. Subscribe at
https://wwv. ietf.org/mailman/listinfo/ai-control/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wg-aipref/drafts.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent defines a common vocabul ary of terns for automated
systens that process digital assets. The primary purpose of this
vocabul ary is to enabl e nachi ne-readabl e expressi ons of preferences
about how digital assets are used by automated processing systens in
the context of training Al nodels and other forns of autonmated
processi ng.

The terns defined by the vocabulary can be used to describe, in a
standardi zed way, the types of uses that a declaring party may wi sh
to explicitly restrict or allow. Preferences are then expressed as a
grant or denial of perm ssion concerning each of the types of use
defined in the vocabul ary. This ensures that preferences can be
communi cat ed, processed, and stored in a consistent and interoperable
manner .

The vocabul ary or the preferences that night be expressed do not
proscri be how aut omat ed processing systenms obtain or act on
preferences. Separate documents will describe how preferences m ght
be associated with assets. It is designed to ensure that preference
i nformati on can be exchanged between di fferent systens and

consi stently under st ood.

The vocabul ary is intended to be usable both where expressing
preferences results in legal obligations and where there are no
associ ated | egal protections. That is, preferences can be expressed
to invoke specific protections, or they can be nade wi thout any
presunpti on of specific |egal consequences. Potential |ega
obligations include rights reservations nmade by rightholders in
jurisdictions with conditional exceptions on copyright protections.
Expressing preferences is without prejudice to applicable | aws,
including the applicability of exceptions and limtations to
copyright.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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Thi s docunent uses the follow ng terns:

Al :
Artificial intelligence or machi ne | earning, which are used
i nterchangeably in this docunent, refer to conputer systens or
algorithnms that are trained to acconplish a task
Al Trai ni ng:
Processing input data to identify statistical trends in order to
produce an Al system
Asset:
A digital file or streamof data, usually wi th associated
nmet adat a.
Decl ari ng party:
The entity that expresses a preference with regards to an Asset.

3. Statenents of Preference

The vocabulary is a set of categories, each of which is defined to
cover a class of usage for assets. Section 4 defines these
categories in nore detail.

A statenent of preference is nade about an asset. Statenments of
preferences can assign preferences to each of the categories of use
in the vocabul ary. Preferences regarding each category can be
expressed either to allow or disallowthe usage associated with the
cat egory.

A statenent of preferences can express preferences about sone, all,
or none of the categories fromthe vocabulary. This can nean that no
preference is expressed for a given usage category.

Sone categories describe a proper subset of the usages of other
categories. A preference that is expressed for the nore genera
category applies if no preference is expressed for the nore specific
cat egory.

For exanple, the Autonmated Processing category nmight be assigned a
preference that allows the associated usage. In the absence of any
statement of preference regarding the Al Training category, that
usage woul d be also be allowed, as Al Training is a subset of the

Aut omat ed Processing category. In conparison, an explicit preference
regarding Al Training mght disallowthat usage, while pernmitting

ot her usage within the Automated Processing category.

After processing a statenent of preferences the recipient assigns

each category of use one of three preference val ues: "all owed",
"di sal | omed", or "unknown".
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In the absence of a statement of preference, all usage categories are
assigned a preference val ue of "unknown".

3.1. Conformance

Thi s docunment -- and those documents that define concrete uses of
this vocabulary -- describe how usage preferences are associated with
assets. Conformance to the specification nmeans follow ng the
normative | anguage that defines the construction and interpretation
of usage preferences. The process of obtaining preferences has very
limted scope for variation between inplenentations.

Variation in what usage preferences mght be obtained are limted to:

* the choice of which methods for expressing preferences -- such as
those defined in [ATTACH -- are inplenented and used, and

* the terns that are in the vocabul ary, as might be added by updates
to this docunment; see Section 6. 4.

There is considerably nore discretion involved in respecting
preferences. An entity MAY choose to respect these preferences when
processing assets. This is done according to both:

* an understanding of the nature of that processing and how it
corresponds to the usage categories where preferences have been
expressed, and

* the legal context that applies; see Section 8.

Usage preferences can be overridden through express agreenents
between rel evant parties. There are also many situations where other
priorities could override any usage preferences. For exanple, people
with accessibility needs mght override a preference to disallow Al
Use (Section 4.4) so that they m ght access autonmated captions or
sunmmari es. Another case night involve the use of assets for

research. Such overrides mght be explicitly pernmitted in law, or
coul d be based on the judgnment of individual system users.

4. Vocabul ary Definition
This section defines the categories of use in the vocabul ary.

Figure 1 shows the relationship between these categories:
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Figure 1: Rel ationship Between Categories of Use
4.1. Automated Processing Category
The act of using one or nore assets in the context of autonated
processing ainmed at analyzing text and data in order to generate
i nformati on which includes but is not limted to patterns, trends and
correl ations.

The use of assets for automated processing enconpasses all the
subsequent categori es.

4.2. Al Training Category

The act of training machine | earning nodels or artificial
intelligence (Al)

The use of assets for Al Training is a proper subset of Autonated
Processi ng usage.
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4.3. Cenerative Al Training Category

The act of training general purpose Al nodels that have the capacity
to generate text, inages or other forns of synthetic content, or the
act of training nore specialized Al nodels that have the purpose of
generating text, inmages or other fornms of synthetic content.

The use of assets for Generative Al Training is a proper subset of Al
Trai ni ng usage.

4.4. Al Use Category

The act of using one or nore assets as input to a trained Al/M nodel
as part of the operation of that nodel (as opposed to the training of
the nodel).

The use of assets for Al Use is a proper subset of Autonated
Processi ng usage.

4.5. Search Category

Usi ng one or nore assets in a search application that directs users
to the location fromwhich the assets were retrieved.

The purpose of defining a distinct Search category is to allow
preferences to be expressed about search applications, independent of
other categories of use. A distinct Search category allows for
preferences specific to search applications, even if the use of Al is
involved in their inplenmentation

The use of assets for Search is a proper subset of Autonated
Processi ng usage.

5. Usage
The vocabulary is used by referencing the terns defined in Section 4,
directly or via mappings, in accordance with how they are defined in
this docunent.

5.1. More Specific Instructions

A recipient of a statement of preferences that follows this nodel
m ght receive nore specific instructions in two ways:

* Extensions to the vocabulary might define nore specific categories

of usage. Preferences about nore specific categories override
those of any nore general category.
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* Statenents of preferences are general purpose, nachi ne-readabl e
statenments that cannot override contractual agreements or nore
specific statenents.

For instance, a statenent of preferences might indicate that the use
of an asset is disallowed for Al Training. |f arrangenments, such as
| egal agreenents, exist that explicitly permt the use of that asset,
those arrangenents likely apply, unless the terns of the arrangenent
explicitly say otherw se.

5.2. Vocabul ary Extensions

Systens referencing the vocabul ary MJST NOT introduce additiona
categories that include existing categories defined in the vocabul ary
or otherw se include additional hierarchical relationships.

6. Exenplary Serialization Fornmat

This section defines an exenplary serialization format for
preferences. The format describes how the abstract nodel could be
turned into Unicode text or sequence of bytes.

The format relies on the Dictionary type defined in Section 3.2 of
[FIELDS]. The dictionary keys correspond to usage categories and the
dictionary values correspond to explicit preferences, which can be
either y or n; see Section 6. 2.

For exanple, the follow ng expresses a preference to allow Al
training (Section 4.2), disallow generative Al training
(Section 4.3), and and expresses no preference for other categories
other than subsets of these categories:
train-ai=y, train-genai=n

6.1. Usage Category Labels

Each usage category in the vocabulary (Section 4) is mapped to a
short textual label. Table 1 tabulates this mapping.
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[ oo sl sy o}
| Category | Label | Reference

[ e ——————————————— Ll ————————— Ll —p—p—(————
| Autorated Processing | all | Section 4.1

R L R LT R LT +
| Al Training | train-ai | Section 4.2
oo R R +
| Generative Al Training | train-genai | Section 4.3

o e e e e e e e e oo o - S S +
| Al Use | ai-use | Section 4.4

o m e R LT R LT +
| Search | search | Section 4.5
oo R R +

Table 1: Mappings for Categories

Any mapping for a new usage category can only use |owercase latin
characters (a-z), digits (0-9), " ", "-", ".", or "*"., These are
encoded using the mappings in [ASCII1].

6. 2. Pr ef erence Label s

The abstract nodel used has two options for preferences associated
with each category: allow and disallow These are mapped to single
byte Tokens (Section 3.3.4 of [FIELDS]) of y and n, respectively.

6.3. Text Encoding

Structured Fields [FIELDS] describes a byte-level encoding of
informati on, not a text encoding. This nmakes this format suitable
for inclusion in any protocol or format that carries bytes.

Sone formats are defined in terns of strings rather than bytes.

These fornmats m ght need to decode the bytes of this format to obtain
a string. As the syntax is linmted to ASCII [ASCII], an ASClI
decoder or UTF-8 decoder [UTF8] can be used. This results in the
strings that this docunent uses.

Processing (see Section 6.5) requires a sequence of bytes, so any
format that uses strings needs to encode strings first. Again, this
process can use ASCII or UTF-8.

6.4. Syntax Extensions

There are two ways by which this syntax m ght be extended: the
addition of new | abels and the addition of paraneters.
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New | abel s might be defined to correspond to new usage categories.
Section 5.2 addresses the considerations for defining new categories.
New | abel s m ght al so be defined for other types of extension that do
not assign a preference to a usage category. In either case, when
processing a parsed Dictionary to obtain preferences, any unknown

| abel s MUST be i gnor ed.

The Dictionary syntax (Section 3.2 of [FIELDS]) can associate
paraneters with each key-value pair. This document does not define
any semantics for any paraneters that mght be included. Wen
processing a parsed Dictionary to obtain preferences, any unknown
paraneters MJST be ignored

In either case, new extensions need to be defined in an RFC that
updat es this docunent.

6.5. Processing Al gorithm

To process a series of bytes to recover the expressed preferences,
those bytes are parsed into a Dictionary (Section 4.2.2 of [FIELDS]),
then preferences are assigned to each usage category in the

vocabul ary.

The parsing algorithmfor a Dictionary produces a keyed coll ection of
val ues, each with a possibly-enpty set of parameters. The parsing
process guarantees that each key has at nost one val ue and

par ameters

To obtain preferences for each of the categories in the vocabul ary,
iterate through the categories. For the |abel that corresponds to
that category (see Table 1), obtain the corresponding value fromthe
col l ection, disregarding any paraneters. A preference is assigned as
fol | ows:

* |f the value is a Token with a value of y, the associated
preference is to allow that category of use

* |f the value is a Token with a value of n, the associ at ed
preference is to disallow that category of use

* (Otherwise, a preference is not expressed for that category of use.
Note that this last alternative includes the key being absent from
the collection, values that are not Tokens, and Token val ues that are

other than y or n. Al of these are not errors, they only result in
no preference being inferred.
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An inmportant note about this process and format is that, if the same
key appears nultiple tines, only the last value is taken. This nmeans
that duplicating the same key could result in unexpected outcones.

For exanple, the foll ow ng expresses no preferences:

train-ai=y, train-ai="n", train-genai=n, train-genai, all=n, all=()

If the parsing of the Dictionary fails, no preferences are expressed.
Thi s includes where keys include uppercase characters, as this format
is case sensitive (nore correctly, it operates on bytes, not
strings).

Thi s process produces an abstract data structure that assigns a
preference to each usage category as described in Section 3.

6.6. Alternative Formats

This format is only an exenplary way to represent preferences. The
nmodel described in Section 3, can be used without this serialization

Any alternative format needs to define the mapping both fromthat
format to the nmodel used in this docunent and fromthe nodel to the
alternative format. This includes any potential for extensions
(Section 6.4).

The mappi ng between the nodel and the alternative formt does not
need to be complete, it only needs to be clear and unanbi guous.

For exanple, an alternative format might only provide the ability to
convey preferences for a subset of the categories of use. A nmapping
nm ght then define that no preference is associated with other

cat egori es.

7. Consulting a Preference Expression

After processing a preference expression (Section 6.5), an
application can request the status of a specific usage category.

A single preference expression can be evaluated for a usage category
as foll ows:

1. |If the expression contains an explicit preference (either to
allow or disallow), that is the result.

2. Oherwise, if the usage category is a proper subset of another

usage category, recursively apply this process to that category
and use the result of that process.
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3. Oherwise, no preference is expressed.

This process results in three potential answers: allow disallow and
no preference. Applications can use the answer to guide their
behavi or.

One approach for dealing with an "unknown" or "no preference" answer
is to assign a default. This docunment takes no position on what
default m ght be chosen as that will depend on policy constraints
beyond the scope of this specification

7.1. Conbining Preferences

The application mght have nultiple preference expressions, obtained
usi ng different methods.

If multiple preference expressions are active, all preference
expressions are consulted (Section 7). This might result in
conflicting answers.

Absent some ot her nmeans of resolving conflicts, the follow ng process
applies to each usage category:

* |f any preference expression indicates that the usage is
disallowed, the result is that the usage is disall owed.

* Otherwise, if any preference preference allows the usage, the
result is that the usage is allowed.

* (Qtherwise, no preference is expressed.
Thi s process ensures that the nost restrictive preference applies.
8. Applicability and Legal Effect

Thi s docunment provides a set of definitions for different categories
of use, plus a systemfor associating sinple preferences to each
(allow, disallow, or no preference; see Section 3).

The categories of use that are defined as part of the vocabulary are
not always clearly applicable or inapplicable to a particular system
or application. The universe of possible systens is far nore conpl ex
than any sinple vocabul ary is capabl e of describing. That neans that
some di scretion could be involved in deciding whether a preference
appl i es.
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10.

11.

11.

The expression of preferences nmight activate regulatory or |ega
consequences, which has inplications for entities that consume those
preferences. Their interpretation of the meaning of different terns
could have legal ramfications. Different jurisdictions could reach
subtly different conclusions about the applicability of each category
of use to specific applications.

It is the responsibility of those that process affected assets to
understand the |l egal inplications of their use of digital assets.

Thi s includes understandi ng:

* obligations regarding how preferences are obtained (in particular,
whi ch net hods of associating preferences with content are expected
to be understood),

* the specific uses to which assets are put,

* how preferences apply to the those uses, and

* how relevant jurisdictions mght interpret those preferences.

These considerations will depend on jurisdiction and the details of
the system

Security Considerations
TODO Security
I ANA Consi derations
Thi s docurment has no | ANA acti ons.
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