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Abst ract

Thi s docunent defines Encrypted DNS Server Redirection (EDSR), a
mechani sm for encrypted DNS servers to redirect clients to other
encrypted DNS servers. This enables dynamic routing to geo-Ilocated
or otherw se nore desirable encrypted DNS servers wi thout nodifying
DNS client endpoint configurations or the use of anycast by the DNS
server.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
add. gi t hub. i o/ EncDNSSer ver Redi r ect / dr af t - add- encr ypt ed- dns- ser ver -
redirection.htm. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-ietf-add-encrypted-dns-
server-redirection/.

Di scussion of this docunent takes place on the add Wrking G oup
mailing list (mailto:add@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/add/. Subscribe at
https://ww.ietf.org/mailman/listinfo/add/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wy-add/ EncDNSSer ver Redi r ect .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 25 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

3.

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

I nt roducti on

Encrypted DNS Server Redirection (EDSR) is a protocol that allows an
encrypted DNS resol ver whose configuration is well known to clients
to redirect themto other, nore desirable resolvers without having to
support anycast and wi thout having to configure clients with these

ot her resolvers ahead of time. |t uses a sinilar nechanismto the
one defined by Section 4 of [RFC9462] to redirect an encrypted DNS
client fromone encrypted DNS resol ver to another encrypted DNS
resolver. Were DDR uses a threat nodel that presunes the initia
DNS traffic could be unencrypted, EDSR only ever applies when the
initial DNS traffic is already encrypted.

One exanpl e of what nakes redirection to another resol ver desirable
is geolocation. A DNS service may document one or a few well known
resol ver configurations even though it routes traffic to hundreds or
t housands of resolvers that are closer to the client, reducing

| at ency and naking DNS resol utions nore applicable to the client.

DNS cl i ent behavi or
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3.1. Discovering redirections

VWhen a DNS client first opens a connection to an encrypted DNS
server, it MJST use the Discovery Using Resol ver Nanes mechani sm
defined in Section 5 of [RFC9462] to send a SVCB query for the nane
of the resolver to discover its encrypted DNS configuration. The DNS
client SHOULD open a connection to the server returned in the SVCB
query using the same domai n nane as the original server and one of
the I P addresses returned in additional A/ AAAA records for the sane
nane. Once a connection has been successfully opened, as
subsequently described by reaching a suitable server at the end of
the redirection chain, the client SHOULD cl ose the first connection

3.1.1. Use of Delegated Credentials

If the DNS client’s TLS dependency supports Del egated Credentials

[ RFC9345], it SHOULD present the "del egated credential" TLS extension
inits CientHello as described in Section 4.1.1 of [RFC9345] to
maxi m ze conpatibility with EDSR-supporting servers. This is because
some server operators MAY redirect to servers controlled by other
entities which do not have access to its private key but which
neverthel ess have the ability to terminate TLS connections for the
server’s name.

3.1.2. Redirection after Discovery Using Resolver |P Addresses

EDSR assumes that the original server is identified by domain nane
fromthe client’s perspective. Exanples include when the client was
configured with the resol ver through endpoi nt nanagenent or DNR

di scovery [RFC9463]. However, when the server was di scovered using
DDR s Di scovery Using Resolver | P Addresses Section 4 of [RFC9462],
this is not the case. Due to the threat nodel that node of DDR
operates under, where it has to start from an unencrypted resol ver,
the identity of the server used for verification is its |IP address.
The risks involved with using the domai n nane of resol vers di scovered
by Di scovery Using Resolver |IP Addresses are further explored in the
Security Considerations section Section 6.

When clients use EDSR with a resol ver di scovered using DDR s

Di scovery Using Resol ver | P Addresses Section 4 of [RFC9462], the
only difference is that the destination server it was redirected to
MJUST be able to claimthe | P address of the previous server inits
SAN fi el d.

This section applies to both the Verified and Opportunistic forns of
DDR s Di scovery Using Resolver | P Addresses nechani sm
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I dentifying self-redirections

If the set of I P addresses that are valid for the server being
redirected to include the I P address of the current server, the
client SHOULD ignore the redirection, treating it the sane as
receiving no response or a NODATA response fromthe SVCB query.
However, clients receiving preferable encryption parameters as part

of the SVCB response MAY choose to reconnect to negotiate to upgrade
to the preferred encryption nmethod. Wen doing so, the client SHOULD
NOT i mredi ately repeat EDSR as the redirection fromthe server to
itself has terminated the redirection chain.

Waiting for redirections

The client does not need to wait for the results of the redirection
di scovery query before sending other DNS queries on the connection,

t hough they SHOULD gracefully close the connection as soon as it has
successfully established a connection to the server it was redirected
to and received or tined out the outstanding queries on the origina
connecti on.

See the Depl oynment Considerations section for reasons a client MAY
choose to decline a redirection

Refreshing redirections

If a chain of redirections was foll owed, the effective TTL of the
redirection is the mninmumof the TTLs encountered al ong the chain.
If the effective TTL of the redirection is considered to be too short
for the client’'s performance (because it would require frequent
repetition of EDSR), clients MAY refuse to follow the redirection
Servers SHOULD NOT redirect clients in a way that results in short

ef fective TTLs.

When the redirection TTL expires or connectivity to the server the
client was redirected to fails, the client MJUST cl ose the connection
and return to using the servers it is currently configured to use by
its local configuration before using EDSR again. This allows the
client to honor the intention of whatever configuration nethod was
used to provide it with a set of DNS servers to use

If the client DNS server remmins the sane, it SHOULD repeat the EDSR
mechani sm before the effective TTLS expires so that if the sane
redirection is valid, it can avoid needing to tear down the current
connection by refreshing its effective TTL.
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3.5. Miltiple redirections

When clients receive nore than one valid SVCB response, they SHOULD
prefer using the redirections that match their configuration (such as
supported I P address fam |y or desired encrypted DNS protocol) in
ascendi ng order of the SVCB priority. Once a successful connection
is mude to a redirected destination, clients MIST discard results for
other servers. Entries returned for the sane | P address MAY be
retained for multi-protocol path diversity to what is presuned to be
the sane server. Later unsuitability of all connections to the
server MJST result in restarting EDSR

Redi rections are considered to be a one-to-one relationship (starting
with one recursive resolver and following its redirections should
result in one replacement recursive resolver). It is not expected
that a stub resolver ends up using nore recursive resolvers than it
was originally configured with when using EDSR

3.6. Network changes

VWhen a client device changes what network it is connected to, it
SHOULD forget pre-existing redirections and start EDSR over with the
originally configured resolvers. This ensures that a resol ver which
redirects clients based on their source network can behave
accordingly.

Note that this is unrelated to what resolvers a client is originally
configured with. For exanple, a client which is configured to al ways
used the resol vers advertised by DHCP will likely start with
different original resolvers when changing networks. How a client is
configured with DNS resolvers is out of scope for this document.

EDSR only provides a nechanismfor clients to discover redirections
fromresolvers they were previously configured to use.

4. DNS server behavi or
DNS resol vers who want to redirect clients to other resolvers MJST
respond to SVCB [ RFC9461] queries for their own domain nanes with
records that describe the configuration of the destination server
Guidance in Section 5 of [ RFC9460] to inprove performance by

i ncludi ng additional A AAAA records with the SVCB response SHOULD be
fol | owed.
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If the server knows it supports Discovery Using Resolver |IP

Addr esses, or does not know for sure, it MJST be prepared for clients
to connect without an SNI because clients m ght have di scovered the
server that way. Oherwise, if the server knows it does not support
Di scovery Using Resol ver | P Addresses, it MAY refuse connections

wi t hout an SN instead.

The destination server MAY use Del egated Credentials [ RFC9345] if the
DNS client advertises its support for Del egated Credentials as
described in Section 4.1.1 of [RFC9345]. This is valid so |long as
the del egated credential is valid for the same dormai n nanme used by
the referring server.

Del egated Credentials are one approach for servers which need to
redirect clients to servers owed by other entities, as is the case
with CDN contracts. Another approach is using [ RFC9115] to del egate
Short-Term Autonatically Renewed (STAR) certificates to the servers
that need to serve a nanme on behalf of a nanme’s owner. This approach
woul d not require protocol changes for EDSR peers comunicating wth
one another, unlike Del egated Credentials. Oher trade-offs between
these approaches are beyond the scope of this docunent.

4.1. Ensuring conpatibility

Redi rections MJUST only redirect to resolvers which support at |east
the sane protocol, address famly, port, and TLS m ni mum versi ons as
the referring resolver. This ensures that redirections do not |ead
clients to resolvers that are not conpatible with the client. In
addition, servers SHOULD avoid redirecting to servers which will also
redirect clients unless they are actively coordinating to ensure a
positive client experience. See the Deploynment Considerations
section for nore details.

4.2. Dealing with persistent clients

Servers SHOULD be prepared for clients to not follow the redirection
i mredi ately as connection failures, other technical issues, or even
client policy affecting server choice may lead to clients being
unable to follow the redirection pronptly or at all. Servers who are
redirecting due to being overl oaded MAY respond as they normally
woul d to overwhelming traffic.
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4.3. Redirection to servers controlled by third parties

Server operators ought to consider using del egated credentials

[ RFC9345] when they wish to redirect general clients to other servers
operated by other entities. This allows the server operator to avoid
giving access to their domain’s private key to third parties but al so
ensure general clients have a secured, same-origin redirection

experi ence.

5. Depl oynent Considerations
5.1. Large trees of redirections

It is possible for DNS servers to redirect clients to DNS servers
which also redirect clients. Cients which are presented with |ong
chains of redirections MAY choose to stop following redirections to
reduce connection thrashing. DNS server operators SHOULD depl oy
redirection behavior nmndfully to avoid I ong chains of redirection

Servers SHOULD ensure their redirections do not create |oops, where
clients are redirected to a server it already encountered earlier in
the process. Clients MAY stop follow ng redirections when they
detect this, but MAY also take a sinpler approach, following only a
maxi mum nunmber of redirections.

5. 2. Redi rection TTLs

Servers SHOULD provide sufficiently long TTLs for clients to avoid
the need to constantly repeat EDSR queries. Server operators should
be m ndful of redirection chains because unless they collaboratively
control the TTLs of one another’s redirections, redirection chains
will end up with greatly reduced effective TTLs because the client
will always use the lowest. When they do coll aboratively control the
TTLs of one another’s redirections, there is probably a way to do a
singl e-hop redirection instead.

5.3. Including I P addresses in EDSR responses

If a recursive resol ver does not include additional A/ AAAA records
per Section 5 of [RFC9460], stub resolvers mght end up failing the
redirection if the redirection destination name cannot be resol ved.
Additionally, the recursive resolver SHOULD ensure records
conntaining the sane | P version as the existing connection are
returned (if the stub is currently connected over |Pv4, one or nmore A
records SHOULD be included, and if the stub is currently connected
over | Pv6, one or nore AAAA records SHOULD be i ncl uded).

Todd, et al. Expi res 25 October 2025 [ Page 8]



I nternet-Draft EDSR April 2025

5.4. Deternmining suitability of destinations for a given client

Because servers are required to ensure redirections are to servers
that at | east support the sane protocols as the current connection,
server operators will often need to know at run-tinme which of the
potential redirection destinations are appropriate for the client
beyond what ever business logic requires the redirection in the first
pl ace. Wiile out of scope for protocol design, it is worth calling
out that inplenentors need to consider howthey will handle this. A
strai ghtforward exanple would be a cache of the potential redirection
destinations that map to their capabilities, with consideration for
how that table is popul ated and updated (exanple: TLS 1.3 support is
rolled out to server which previously only served TLS 1.2). Any such
out - of - band | ookup woul d be much better than attenpting just-in-tinme
checking with the potential destinations of their capabilities, which
woul d negatively inpact the client experience when done during its
redirection.

Note that even if there is only one redirection candidate to choose
from the server still needs to know when to not offer the
redirection due to conpatibility issues.

5.5. Conparison to Discovery Using Resol ver Nanes

Di scovery Using Resol ver Names as defined in Section 5 of [RFC9345]

descri bes di scovery of the encrypted DNS configuration for a server

using its domain nanme. The technical nechani sm described there and

EDSR are the sane in the context of on-wire behavior; they differ by
how clients and servers depl oy them

For Di scovery Using Resol ver Nanes, servers are free to return

what ever subset of valid configurations for the domain name provided
by the client it wi shes, such as those it sees as valid for the
client’s apparent geolocation. |In the case of EDSR, servers are
expected to only return configurations if it wants the client to be
redirected to another resolver. Servers inplenenting EDSR SHOULD
only answer SVCB queries for its own domain nane in the EDSR cont ext
following its requirenents

For Di scovery Using Resol ver Nanes, clients are querying for
encrypted DNS configurations available for a given server donain
nane. EDSR does not restrict clients fromissuing these queries
whenever they want. However, clients ought to consider that querying
an encrypted DNS server for its own configuration that supports EDSR
(which is not inherently discoverable by the client) mght only
return configuration it is ok with the client using to i mediately
reconnect.
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6. Security Considerations
6.1. Trusting the redirected connection

EDSR does not provide novel authentication or security mechani sns.
Redirection is trusted by virtue of the server authentication via PKI
through TLS [ RFC5280]. The DNS stub resol ver inplenmenting EDSR
SHOULD use whatever policies it uses for other TLS connections for
encrypted DNS traffic to determine if a given TLS cert chain is
trustworthy before proceeding with EDSR

EDSR MUST NOT be used with encrypted DNS protocols that are not based
on TLS. This scenario will require future standards worKk.

EDSR shoul d not introduce any additional security considerations
beyond use of the original encrypted resolver prior to redirection
Because the original connection was trusted, information sent over it
about a new connection to use should be as trusted. However, clients
that wish to time bound vulnerabilities to attackers who conprom se
the original resolver MAY choose to inplenment a maxi mum TTL to honor
on SVCB records that redirect to other servers.

6.2. Use with unencrypted DNS

EDSR MUST NOT be used to redirect unencrypted DNS traffic to any
other resolver. This use case is called "designation" and is covered
by Di scovery of Designated Resolvers (DDR) as defined in [ RFC9462],
specifically Section 4: "Discovery Using Resolver |P Addresses”. Not
followi ng that security guidance opens up a DNS client to malicious
redirection to an attacker-controlled DNS server. For nore

i nformati on, see Section 7 of [RFC9462].

EDSR al so MUST NOT be used to redirect encrypted DNS traffic to a
resol ver that advertises support for unencrypted DNS. This would
reduce the security posture of the client. Cients MJST NOT foll ow
an encrypted DNS redirection and then send unencrypted DNS traffic to
t he new resol ver.

6.3. Use with DDR discovery from|P addresses

When a resolver is discovered using DDR s Di scovery Using Resolver |IP
Addr esses nmechani sm defined in Section 4 of [RFC9462], the server’'s
identity used for TLS purposes is its |IP address, not its domain
nane. This neans servers and clients MJST use the original server’s

| P address, not the |IP address of the previous server in the event of
redirection chains, in the SAN field of destination servers to
validate the redirection
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The reason for this is due to an attack where the DDR SVCB query
response is nodified by an active attacker to have a different domain
nane in its "dohpath" SVCB key. Wen the client uses it to issue the
EDSR query to the (valid) DDR-designated resolver, it will innocently
forward the query upstreamand return the result. The result may
even be DNSSEC signed since it was issued by the valid owner of the

attacker’s domain nane. |If this redirection is then foll owed and
validated with the attacker’s domain nane, it will succeed and the
client will have been nmaliciously redirected to use an attacker’s

server at the |ow cost of a port 53 attack wi thout breaking
encryption or conprom sing the encrypted DNS server DDR desi gnat ed.

There is no harmin using the nane of the server for the EDSR query
so long as the validation of the destination server is perforned
using the original |IP address and not the name. This ensures EDSR
clients can consistently use the domain nanme of a server for
redirection discovery. Use of the DDR- defined SUDN "resol ver. arpa"
was consi dered and rejected because this would conflate DDR
configurati on and EDSR configuration by placing themin the same
zone, using the same DNS record type.

7. Privacy Considerations

A client MAY choose to not send other nane queries until redirection
is conplete, but there should be no privacy issue with sending
queries to intermedi ate resol vers before redirection takes place.
This is because the internedi ate resolvers are considered to be
appropriate destinations by the client even if the resolver wants to
substitute another resolver for reasons other than nanme resol ution
results such as latency optinization or |oad bal anci ng.

8. Data Fl ow Considerations

8.1. Data Scope
EDSR does not result in any additional data being shared by the end
user, as the DNS queries going to the new resol ver were already going
to go to the original resolver.

8.2. Data Visibility
EDSR results in a 1:1 replacenent of DNS resolvers used (future
queries sent to the new resolver will not be sent to the origina

resol ver anynore). This neans the nunber of servers which see any
gi ven query renmain the sane.
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This is only true if clients only use one redirected DNS server per
original DNS server. |If the DNS server offers nore than one
redirection, and the client validates and uses two or nore of those
redirections, then there will be greater data visibility (nore
destinations). This is however entirely within the client’s choice
followi ng their own policy as a redundancy versus vol ume of exhausted
data trade-off.

EDSR requires the redirection to another server to al so use encrypted
DNS, so no third-party will be introduced to the data flow unless the
encryption is broken.

Data centralization

EDSR can only increase data centralization if multiple resolver
operators choose to redirect DNS clients to the sane, other DNS
resolver. To prevent the reduction of their resolution redundancy,
DNS clients MAY choose to ignore redirections if they find that they
point to resolvers they are already configured to use, by a previous
redirection or sone other configuration.

I ANA Consi derati ons
This draft has no | ANA consi derati ons.
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