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Abstract
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1. Introduction

ACME [ RFC8555] defines a protocol that a certification authority (CA)
and an applicant can use to automate the process of dommi n nane
ownership validation and X 509 (PKIX) [RFC5280] certificate issuance.
The protocol is rich and flexible and enables nmultiple use cases that
are not inmmediately obvious fromreading the specification. This
docunent explicitly outlines multiple advanced ACME use cases

i ncl udi ng:

* ACME integration with EST [ RFC7030]

* ACME integration with BRSKI [RFC8995]
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* ACME integration with BRSKI Default C oud Registrar
[1-D.ietf-ani ma-brski-cl oud]

* ACME integration with TEAP [ RFC7170]

The integrations with EST, BRSKI (which is based upon EST), and TEAP
enabl e autonated certificate enroll nent for devices.

Optionally, ACME for subdomains [I-D.ietf-acne-subdomains] offers a
useful optimzation when ACME is used to issue certificates for |arge
nunbers of devices in the same domain; it reduces the domain
ownership proof traffic as well as the ACME traffic overhead. This
is acconplished by conpleting a chall enge agai nst the parent domain

i nstead of a chall enge agai nst each explicit subdomain. Use of ACME
for subdommins is not a requirenent.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
The following terns are defined in DNS Term nol ogy [ RFC8499],
Section 2 and used in this docunent. Please refer to [ RFC8499],
Section 2 for a definition of these terns.
*  Label
*  Domai n Nane
*  Subdomai n
* Fully-Qualified Dormai n Name (FQDN)
The following terms are used in this docunent:
* BRSKI: Bootstrappi ng Renote Secure Key Infrastructures [ RFC3995]
* Pledge: from[RFC8366], the prospective device attenpting to find
and securely join a donmain. Wen shipped, it only trusts
aut hori zed representatives of the manufacturer.
* Certification Authority (CA): An organization that is responsible
for the creation, issuance, revocation, and managenent of

Certificates. The termapplies equally to both Root CAs and
Subor di nate CAs
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* CMS: Cryptographic Message Syntax [ RFC5652]

* CMC. Certificate Managenent over CM5 [ RFC5272]
* CSR Certificate Signing Request [RFC2986]

* EST: Enrollnment over Secure Transport [RFC7030]

* MASA: Manufacturer Authorized Signing Authority as defined in
[ RFC8995]

* PKCS: Public-Key Cryptography Standards [ RFC8017]
*  PKCS#7: PKCS Cryptographi c Message Syntax [ RFC2315]
*  PKCS#10: PKCS Certification Request Syntax [RFC2986]
* RA: PKI Registration Authority [ RFC2986]
* TEAP: Tunnel ed Extensible Authentication Protocol [RFC7170]
* TLV: Type-Length-Value format defined in TEAP [ RFC7170]
3. Pre-requisites for Integration
In order for the EST server or TEAP server that is part of the BRSKI
Regi strar to use ACME to create new certificates it needs to have the
ability to satisfy the dns-01 challenges that the ACME will issue.
The EST Registration Authority (RA) is configured with the DNS donai n
for which it will issue certificates. In the exanples below, it is
"exanpl e. cont
The EST RAis configured with a credential that allows it to update
the contents of the DNS domain. This could be in the formof an
[ RFC3007] credential such as a TSIG key or a SIG0) key. It could
al so be sonme other proprietary credential that allows the EST RA to
updat e the dat abase on the DNS provider directly. As a third option,
the EST RA could maintain a zone itself, configured as a stealth
primary, with a DNS NS zone cut pointing at the EST RA's DNS server.
4. ACME Integration with EST
EST [ RFC7030] defines a mechanismfor clients to enroll with a PKI

Regi stration Authority by sending Certificate Managenent over CMS
(CMC0) [RFC5272] nessages over HITP. EST [ RFC7030] Section 1 states:

Friel, et al. Expires 14 January 2024 [ Page 4]



I nternet-Draft ACME- | NTEGRATI ONS July 2023

"Architecturally, the EST service is |ocated between a Certification
Authority (CA) and a client. It performs several functions
traditionally allocated to the Registration Authority (RA) role in a
PKI . "

EST [ RFC7030] Section 1.1 states that:

"For certificate issuing services, the EST CA is reached through the
EST server; the CA could be logically "behind" the EST server or
enbedded within it."

Wien the CAis logically "behind" the EST RA, EST does not specify
how t he RA conmunicates with the CA. EST [ RFC7030] Section 1 states:

"The nature of communi cati on between an EST server and a CA is not
described in this docunent."”

This section outlines how ACME coul d be used for communi cation
between the EST RA and the CA. The exanple call flow | everages
[1-D.ietf-acme-subdomai ns] and shows the RA proving ownership of a
parent domain using the 'dns-01' chall enge type, w th individua
client certificates being subdonmai ns under that parent domamin. ACME
[ RFC8555], Section 8.4 defines how the ACME client, which in this
example is the EST RA, and ACME server interact with the DNS system
Pl ease refer to ACME [ RFC8555] for details on all relevant DNS
operati ons.

Use of [I-D.ietf-acnme-subdonmains] is an optional optimnzation that
reduces DNS and ACME traffic overhead. The RA could of course prove
ownership of every explicit client certificate identifier.

The call flowillustrates the client calling the EST /csrattrs API
before calling the EST /sinmpleenroll API. This enables the server to
i ndicate what fields the client should include in the CSR that the
client sends in the /sinpleenroll API. CSR Attributes handling are
di scussed in Section 8. 2.

If the CSR includes an identifier that the EST RA does not control,
the RA MJUST respond with a 4xx HITTP [ RFC9110] error code. Refer to
section Section 8.5 for further details on error handling.

The call flowillustrates the EST RA returning a 202 Retry-After
response to the client’s sinpleenroll request. This is an optiona
step and may be necessary if the interactions between the RA and the
ACME server take sone tine to conplete. The exact details of when
the RA returns a 202 Retry-After are inplenentation specific.
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This exanple illustrates, and all subsequent exanples in this
docunent illustrate, the use of the ACMVE 'dns-01' chall enge type.

Thi s does not preclude the use of any other ACME chal | enges, however,
exanples illustrating the use of other challenge types are not

docunent ed her e.

STEP 1: Pre-Authorization of parent domain

I
| POST / newAut hz

| "exanple.cont

|
|
|
R s >
|
|

I
Publ i sh DNS TXT |
"exanpl e. cont |

I
Del ete DNS TXT |
"exanpl e. cont |

I
|
I I
| 200 X |
| SEQUENCE {AttrOrQA D} |
| SAN A D |
| "client.exanple.cont |
|

I I
| POST /sinpleenroll |
| PCSK#10 CSR |
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STEP 3: RA pl aces ACME order

I
| POST / newOrder

I
I
| "client.exanple.con |
I
I
I

I
PCST /finalize |
PKCS#10 CSR |
"client.exanple.com |
I
I
I

I
| PKCS#7
I
I
I

STEP 4: Cient retries enroll

PCSK#10 CSR

I

| POST /sinpleenroll

I

| "client.exanple.cont

I

| 200 K

| PKCS#7

| "client.exanple.cont
I

et al.
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5. ACME Integration wth BRSKI

BRSKI [ RFC8995] is based upon EST [ RFC7030] and defines how to

aut onom cal ly bootstrap PKI trust anchors into devices via nmeans of
si gned vouchers. The signed vouchers are issued by the Mnufacturer
Aut hori zed Signing Authority (MASA) service as described in BRSKI.

EST certificate enrollment may then optionally take place after trust
has been established. BRKSI voucher exchange and trust establishnent
are based on EST extensions and the certificate enroll nent part of
BRSKI is fully based on EST. Simlar to EST, BRSKI does not define
how t he EST RA communi cates with the CA. Therefore, the mechani sns
outlined in the previous section for using ACME as the communi cati ons
prot ocol between the EST RA and the CA are equally applicable to
BRSKI .

The followi ng call flow shows how ACME nmay be integrated into a ful
BRSKI voucher plus EST enrol |l ment workflow. For brevity, it assunes
that the EST RA has previously proven ownership of the certificate

identifier. This ownership proof could have been by fulfilling an
aut hori zati on chal |l enge against the explicit identifier
"pl edge. exanpl e. cont', or by fulfilling an authorization challenge

agai nst the parent domai n "exanpl e.conm' | everaging
[1-D.ietf-acne-subdonai ns].

The domai n ownershi p exchanges between the RA, ACME and DNS are not
shown. Simlarly, not all BRSKI interactions are shown and only the
key protocol flows involving voucher exchange and EST enrol | nent are
shown.

Simlar to the EST section above, the client calls EST /csrattrs API

before calling the EST /sinmpleenroll API. This enables the server to
i ndi cate what fields the pledge should include in the CSR that the
client sends in the /sinpleenroll API. Refer to section Section 8.2

for nore details.

If the CSR includes an identifier that the EST RA does not control,
the RA MUST respond with a 4xx HTTP [ RFC9110] error code. Refer to
section Section 8.5 for further details on error handling.

The call flowillustrates the RAreturning a 202 Retry-After response
to the initial EST /sinpleenroll API. This may be appropriate if
processing of the /sinpleenroll request and ACME interactions takes
some tinme to conplete

This exanple illustrates the use of the ACME 'dns-01" chall enge type
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NOTE: Pre-Authorization of "pledge.exanple.conm is conplete

I I I
STEP 1: Pl edge requests Voucher

| |

| POST /requestvoucher | |
I

I

| POST /requestvoucher

I
| 200 OK Voucher |

200 K Voucher | |

N
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
N
]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
_ 1
1
1
1
1
1
1
1
1
1
1
1

I
STEP 2: Pl edge enrol |l s agai nst RA

|
| CGET /csrattrs

I

I

I I
| 200 X |
| SAN: |
| "pledge. exanpl e. cont |
| <o |
I I
| POST /sinpleenroll |
| PCSK#10 CSR |
| "pledge. exanpl e. cont' |
|

I

I

e mmmmme e eeeeaeaaaaa |

I
STEP 3: RA pl aces ACME order

I
| PGST / newOr der
| "pledge. exanpl e. cont’

AN
1
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

POST /finalize
PKCS#10 CSR
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| "pledge. exanpl e. cont |

|
| PKCS#7
I
|
STEP 4: Pl edge retries enrol

PCSK#10 CSR

I

| POST /sinpl eenrol

I

| "pl edge. exanpl e. cont

200 &

I
I
I
I
: :
| PKCs#7 |
I I

"pl edge. exanpl e. cont

6. ACME Integration with BRSKI Default C oud Registrar

BRSKI Cl oud Registrar [I-D.ietf-aninma-brski-cloud] specifies the
behavi or of a BRSKI C oud Registrar, and how a pl edge can interact
with a BRSKI O oud Registrar when bootstrapping. Simlar to the

| ocal dommin registrar BRSKI flow, ACME can be easily integrated with
a cloud registrar bootstrap fl ow.

BRSKI cloud registrar is flexible and allows for nultiple different

| ocal dommin discovery and redirect scenarios. The est-domain |eaf
defined in [I-D.ietf-ani ma-brski-cloud] allows the specification of a
bootstrap EST domain. 1In this exanmple, the est-domain extension
allows the cloud registrar to specify the local domain RA that the

pl edge should connect to for the purposes of EST enroll nent.

For brevity, it assunes that the EST RA has previously proven
ownership of the certificate identifier. This ownership proof could
have been by fulfilling an authorization chall enge agai nst the
explicit identifier "pledge.exanple.cont, or by fulfilling an

aut hori zati on chal l enge agai nst the parent domain "exanpl e.conf

| everaging [I-D.ietf-acne-subdonains]. The domain ownership
exchanges between the RA, ACME and DNS are not shown.
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the client calls EST /csrattrs API

chal | enge type.

T + T + T S +
| Pl edge | | EST RA | | ACME | Coud RA |
Fo-em- - + Fo-em- - + | Server | / MASA |

| | E S S +
| . o
NOTE: Pre-Authorization of "pledge.exanple.cont is conplete
I I I I
STEP 1: Pl edge requests Voucher from O oud Registrar
I
| POST /requestvoucher |
| |
| 200 OK Voucher (includes 'est-donain’) |
| S |
| | _ l |
STEP 2: Pl edge enrolls against |ocal domain RA
I I I I
| GET /csrattrs | | |
| o >| | |
I I I I
| 200 XK | | |
| SAN: | | |
| "pledge. exanpl e. cont' | | |
| <o | | |
| _ | | |
| POST /sinpleenroll | | |
| PCSK#10 CSR | | |
| "pl edge. exanpl e. cont | | |
|- > | |
I I I I
| 202 Retry-After | | |
| <o | | |
I I I I
STEP 3: RA pl aces ACME order
I I I I
| | POST / newOrder | |
| | "pledge. exanpl e. cont' | |
| | o | |
I I I I
| | 201 status=ready | |
| | <o | |
| | o | |
| | POST /finalize | |
Friel, et al. Expires 14 January 2024 [ Page 11]
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| | PKCS#10 CSR | |
| | "pledge. exanpl e. cont' | |
| R > |
| | o |
| | 200 K status=valid | |
| ESRREEEEEEEETEEERPREEE | |
| | o | |
| | POST /certificate | |
| R > |
I I I
| 200 K | I
| PKCS#7 | |
| "pl edge. exanpl e. cont' | |
| S | |
| , | |
STEP 4: Pl edge retries enrol

I

| POST /sinpleenrol

| PCSK#10 CSR

| "pl edge. exanpl e. cont

200 &

I
I
I
I
I
|
p
I
I
I
I
|
| |
| PKCS#7 |
I I

"pl edge. exanpl e. cont

7. ACME Integration with TEAP

TEAP [ RFC7170] defines a tunnel -based EAP nethod that enabl es secure
communi cati on between a peer and a server by using TLS to establish a
mutual |y authenticated tunnel. TEAP enables certificate provisioning
within the tunnel. TEAP [RFC7170] does not define how the TEAP
server comuni cates with the CA

This section outlines how ACME coul d be used for communi cati on

bet ween the TEAP server and the CA. The exanple call flow | everages
[1-D.ietf-acme-subdomai ns] and shows the TEAP server proving
ownership of a parent domain, with individual client certificates
bei ng subdonai ns under that parent donmin.

For brevity, it assunes that the TEAP server has previously proven
ownership of the certificate identifier. This ownership proof could
have been by fulfilling an authorization chall enge agai nst the
explicit identifier "client.exanple.cont, or by fulfilling an

aut hori zati on chal l enge agai nst the parent domain "exanpl e.conf

| everaging [I-D.ietf-acne-subdonains]. The domain ownership
exchanges between the TEAP server, ACME and DNS are not shown.
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After establishing the outer TLS tunnel,
the client to enroll
the body of a Request-Action TLV.

PKCS#10 TLV that contains its CSR
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the TEAP server
for a certificate by sending a PKCS#10 TLV in
The client then replies with a
The TEAP server

July 2023

instructs

interacts with

the ACMVE server for certificate issuance and returns the certificate
in a PKCS#7 TLV as per TEAP [ RFC7170].

This exanple illustrates the use of the ACME 'dns-01’

Friel,

N

et

AN

NOTE: Pre-Authorization of

I
STEP 1: Establish EAP Quter Tunnel

EAP- Request /
Type=ldentity

EAP- Response/
Type=ldentity

EAP- Request /
Type=TEAP,
TEAP Start,
Aut hority-1D TLV

EAP- Response/
Type=TEAP,
TLS(C i ent Hel | 0)

EAP- Request /
Type=TEAP,
TLS( Server Hel | o,
Certificate,

Ser ver KeyExchange,
CertificateRequest,

Server Hel | oDone)

EAP- Response/
Type=TEAP,

al . Expires 14 January 2024

chal | enge type.

"client.exanple.com is conplete
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TLS(Certificate,
C i ent KeyExchange,
CertificateVerify,
ChangeCi pher Spec,
Fi ni shed)

EAP- Request /
Type=TEAP,
TLS( ChangeCi pher Spec,
Fi ni shed),
{Crypt o-Bi ndi ng TLV,
Result TLV=Success}

ACME- | NTEGRATI ONS

e |
|
EAP- Response/ |
Type=TEAP, |
{Crypto-Binding TLV, |
Result TLV=Success} |
R R LR I
| |
| EAP-Request/ |
| Type=TEAP, |
| {Request-Action TLV: |
| St at us=Success, |
| Act i on=Pr ocess- TLV,
| TLV=PKCS#10} |
T |
STEP 2: Enroll for certificate
I I I
I I I
| EAP-Response/ | |
| Type=TEAP, | |
| {PKCS#10 TLV: | |
| "client.example.conl'} | |
|- | |
| | POST / newOrder |
| | "client.exanple.cont |
| R >
I I I
| | 201 status=ready |
I | <---mmmmmee I
I I I
| | POST /finalize |
| | PKCS#10 CSR |
| | "client.exanple.cont |
I R R EEE R >|
et al. Expires 14 January 2024
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8.

8.

1.

PKCS#H7

AN
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

EAP- Request /
Type=TEAP,
{PKCS#7 TLV,

Result TLV=Success}

I
EAP- Response/ |
Type=TEAP, |
{Result TLV=Success} |
I

I

I

ACME | ntegration Considerations
Service Qperators

The goal of these integrations is enabling issuance of certificates
with identifiers in a given domain by an ACME server to a client.

The operator of the EST RA or TEAP server nust be able to fulfil ACVE
chal | enges that prove domain ownership for issuance of certificates
with identifiers in that donmain. The ACMVE server is not necessarily
operated by the organi zation that controls the donain.

If the client sends a certificate enroll ment request for an
identifier in a domain that the EST RA or TEAP server does not have
operational control over, the server MJST reject the request with a
suitable error i mediately, and MJUST NOT send a certificate
enrol | nent request to the ACME server. See Section 8.5 for nore
informati on on error handli ng.
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8.2. CSR Attributes

In all EST and BRSKI integrations, the client MIST send a CSR
Attributes request to the EST server prior to sending a certificate
enrol I nment request. This enables the server to indicate to the
client what attributes, and what attribute values, it expects the
client to include in the subsequent CSR request. For exanple, the
server could instruct the peer what Subject Alternative Nane entries
to include in its CSR

EST [ RFC7030] is not clear on how the CSR Attributes response shoul d
be structured, and in particular is not clear on how a server can
instruct a client to include specific attribute values in its CSR
[I-D.ietf-lanmps-rfc7030-csrattrs] clarifies how a server can use CSR
Attributes response to specify specific values for attributes that
the client should include in its CSR

Servers MJST use this mechanismto tell the client what identifiers
to include in CSR request. ACME [RFC8555] allows the identifier to
be included in either CSR Subject or Subject Aternative Nane fields,
however [I-D.ietf-uta-rfc6125bis] states that Subject Alternative
Nanme field MJUST be used. This docunent aligns with
[I-Dietf-uta-rfc6125bis] and Subject Alternate Nanme field MJST be
used. The identifier MJST be a subdomain of a domain that the server
has control over and can fulfill ACME chall enges against. The

|l eftnost part of the identifier MAY be a field that the client
presented to the server in an | EEE 802. 1AR [ Devl D] .

Servers MAY use this field to instruct the client to include other
attributes such as specific policy ODs. Refer to EST [ RFC7030]
Section 2.6 for further details.

8.3. Certificate Chains and Trust Anchors

ACME [ RFC8555] Section 9.1 states that ACME servers may return a
certificate chain to an ACME client where an end entity certificate
is followed by certificates that certify it. The trust anchor
certificate SHOULD be omtted fromthe chain as it is assumed that
the trust anchor is already known by the ACME client i.e. the EST or
TEAP server.

8.3.1. EST /cacerts

EST [ RFC7030] Section 4.2.3 states that the /sinpleenroll response
contains "only the certificate that was issued". EST [RFC7030]
Section 4.1.3 states that the /cacerts response "MJST include any
additional certificates the client would need to build a chain from
an EST CA-issued certificate to the current EST CA TA"
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Therefore, the EST server MJST return only the ACME end entity
certificate in the /sinpleenroll response. The EST server MJST
return the remai nder of the chain returned by the ACME server to the
EST server in the /cacerts response to the client, appending the
trust anchor root CA if necessary.

8.3.2. TEAP PKCS#7 TLV

TEAP [ RFC7170] Section 4.2.16 allows for downl oad of a PKCS#7
[ RFC2315] certificate chain in response to a TEAP PKCS#10 [ RFC2986]
TLV request. TEAP also allows for downl oad of multiple PKCS#7
certificates in response to a TEAP Trusted-Server-Root TLV request.

The TEAP server MJST return the full ACME client certificate chain in
the PKCS#7 response to the PKCS#10 TLV request. The TEAP server MJST
return the ACME server trust anchor in a PKCS#7 response to a

Trust ed- Server-Root TLV request. As outlined in Section 8.4, the
TEAP server SHOULD al so return the trust anchor that was used for
issuing its owm identity certificate, if different fromthe ACME
server trust anchor.

8.4. id-kp-cntRA

BRSKI [ RFC8995] nandates that the id-kp-cntRA extended key usage O D
is set in the Registrar (or EST RA) end entity certificate that the
Regi strar uses when signi ng voucher request nessages sent to the
MASA.  Public ACME servers may not be willing to issue end entity
certificates that have the id-kp-cntRA extended key usage O D set.

In these scenarios, the EST RA nay be used by the pledge to get

i ssued certificates by a public ACME server, but the EST RA itself
will need an end entity certificate that has been issued by a
different CA (e.g. an operator deployed private CA) and that has the
i d-kp-cntRA A D set.

8.5. FError Handling

ACME [ RFCB8555] Section 6.7 defines nultiple errors that may be
returned by an ACME server to an ACME client. TEAP [RFC7170]
Section 4.2.6 defines nultiple errors that may be returned by a TEAP
server to a client in an Error TLV. EST [RFC7030] Section 4.2.3
defines how an EST server may return an error encoded in a CMC

[ RFC5272] response, or nmay return a human readable error in the
response body.
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10.

If aclient sends a certificate enroll ment request to an EST RA for
an identifier that the RA does not control, the RA MJST respond with
a suitable 4xx HTTP [ RFC9110] error code, and MJST NOT send an
enrol Il ment request to the ACME server. The RA MAY include a
CMCFai | Info [ RFC5272] error code of badldentity.

If aclient sends a certificate enroll ment request to a TEAP server
for an identifier that the TEAP server does not control, the TEAP
server MJST respond with an Error TLV with error code 1024 Bad
Identity In Certificate Signing Request, and MJST NOT send an
enrol I nent request to the ACME server

If the EST RA or TEAP server sends an enroll nent request to the ACME
server and receives an error response fromthe ACME server, the

foll owi ng mapping from ACME errors to CMC [ RFC5272] Section 6.1.4
CMCFai | Info and TEAP [ RFC7170] Section 4.2.6 error codes is
RECOMVENDED.

| ACME | CMCFaillnfo | TEAP Error Code |
[} e ————————— = —p—_——————_————_ Ll —p—_——(—————————
| badCSR | badRequest | 1025 Bad CSR |
e +
| caa | badRequest | 1025 Bad CSR |
I dememmeeemeeaaaas e T e +
| rejectedldentifier | badldentity | 1024 Bad ldentity In CSR |
o e e e o e e e oo S +
| all other errors | internal CAError | 1026 Internal CA Error |
e +
Table 1

I ANA Consi derati ons

Thi s docunent does not nmake any requests to | ANA
Security Considerations

This draft is informational and makes no changes to the referenced
specifications. Al security considerations fromthese referenced
docunents are applicabl e here:
* EST [ RFC7030]
*  BRSKI [ RFC8995]

* BRSKI Default Coud Registrar [I-D.ietf-anina-brski-cloud]
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*  TEAP [ RFC7170]

Additionally, all Security Considerations in ACME in the foll ow ng
areas are equally applicable to ACME I ntegrations.

It is expected that the integration nechani sns proposed here wll
primarily use the 'dns-01' chall enge docunented in [ RFC8555]
Section 8.4. The security considerations in [ RFC8555] says:

The DNS is a common point of vulnerability for all of these
chal l enges. An entity that can provision false DNS records for a
domain can attack the DNS chal |l enge directly and can provision fal se
A AAAA records to direct the ACME server to send its HTTP validation
query to a renote server of the attacker’s choosing.

It is expected that the TEAP-EAP server/EST Registrar will perform
DNS dynani ¢ updates. This can be done in a variety of ways,

i ncludi ng use of [ RFC3007] Dynami c updates (with [ RFC2136]), secured
with either SIG0) [RFC2931], or TSIG keys. Oher proprietary APls
and interactions are also common, secured by some |ocal credential.

A concern is the disclosure of the credential used to update the DNS
records. |If an attacker gains access to the credential, they can
provision their own certificates into the nanme space of the entity.

For many uses, this may allow the attacker to get access to sone
enterprise resource. Wen used to provision, for instance, a (SIP)
phone systemthis would permit an attacker to inpersonate a

|l egitimate phone. Not only does this allow for redirection of phone
calls, but possibly also toll fraud.

Operators should consider restricting the integration server such
that it can only update the DNS records for a specific zone or zones
where ACME is required for client certificate enroll ment autonation.
For exanple, if all |oT devices in an organization enroll using EST
against an EST RA, and all |oT devices will be issued certificates in
a subdomai n under iot.exanple.com then the integration server could
be issued a credential that only allows updating of DNS records in a
zone that includes domains in the iot.exanple.com nanespace, but does
not allow updating of DNS records under any other exanpl e.com DNS
namespace

When perforning challenge fulfilnment via witing files to HITP
webservers, wite access should only be granted to a specific set of
servers, and only to a specific set of directories for storage of
chal l enge files
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10.

10.

11.

11.

1. Denial of Service against ACME infrastructure

The internedi ate node (the TEAP-EAP server, or the EST Registrar)
shoul d cache the resulting certificates such that if the

conmmuni cation with the pledge is | ost, subsequent attenpts to enrol
will result in the cache certificate being returned.

As many public ACME servers have per-day, per-1P and per-
subjectAltName linmits, it is prudent not to request identica
certificates too often. Wen the linmts are hit, it is often a sign
of operator or installer error: Miltiple configuration resets
occurring within a short period of tine.

Many private CA rel ationshi ps use [ RFC8555] as their enroll ment
protocol, and in those cases, there may be very different linmts.
But, rate limting and caching still has sonme value in protecting
external infrastructure.

The cache shoul d be i ndexed by the conplete contents of the
Certificate Signing Request, and should not persist beyond the
not After date in the certificate.

This neans that if the private/public keypair changes on the pl edge,
then a new certificate will be issued. |If the requested
Subj ect Al t Nane changes, then a new certificate will be requested.

In a case where a device is sinply factory reset, and enrolls again,
then the sane certificate can be returned.

2. TLS Channel Bindings

EST [ RFC7030], Section 3.5 and TEAP [ RFC7170], Section 3.8.2 specify
mechani sms to bind the PKCS#10 CSR request with the TLS tunnel used
to transport the CSR request by using the tls-unique value fromthe
TLS subsystem It is RECOMVENDED that inplenentations use these tls-
uni que channel bi ndi ng nechani sns.
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