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Abst r act

Thi s docunent outlines a new DNS-based chal |l enge type for the ACVE
protocol that enables nmultiple independent systens to authorize a
singl e domai n name concurrently. By adding a unique |abel to the DNS
validation record name, the dns-account-01 chall enge avoi ds CNAMVE

del egation conflicts inherent to the dns-01 challenge type. This is
particularly valuable for multi-region or nmulti-cloud depl oynents
that wish to rely upon DNS-based domain control validation and need
to independently obtain certificates for the sane donain

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://github. com aaomi di /draft-ietf-acme-dns-account-chall enge
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-acme-dns-account-| abel/.
Di scussion of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto:acnme@etf.org), which is archived at
https://datatracker.ietf.org/wy/ acne/about/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/acne/.

Source for this draft and an issue tracker can be found at
https://github. com aaonmi di/draft-ietf-acnme-dns-account-chall enge.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 May 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The dns-01 chall enge specified in section 8.4 of [RFC8555] uses a
singl e DNS authorization | abel (_acne-challenge) for domain
validation. This single-label approach creates a limtation in
domai n validation: each domain can only delegate its validation to
one ACME client at a time. Since del egation requires the use of
CNAME records, of which only one can exist per DNS name, operators
are forced to choose a single ACME chal |l enge sol ver for their domain
narme.

This limtation becomes particularly problematic in nodern depl oynent
architectures. |In nulti-region deploynents, separate availability
zones serve the same content while avoi ding cross-zone dependenci es.
These zones need to independently obtain and manage certificates for
the sane donmain nane. Sinmilarly, during zero-downtine mgrations,
two different infrastructure setups may coexi st for extended peri ods,
with both requiring access to valid certificates. Oher use cases

i nclude multi-CDN depl oynents and the provision of backup
certificates for use when an active certificate nust be quickly
revoked.

Thi s docunent specifies a new challenge type: dns-account-01, which
addresses these operational needs. The dns-account-01 chall enge

i ncorporates the ACME account URL into the DNS validation record
nane, allow ng nultiple independent ACME clients to perform domain
validation concurrently. Since these authorization |abels depend on
the ACME account KID ([ RFC8555], Section 7.3), operators can generate
and configure the necessary DNS records in advance.

Thi s RFC does not deprecate the dns-01 chall enge specified in

[ RFC8555]. The ability to conplete the dns-account-01 chall enge
requires ACME server operators to depl oy new code, naking adoption of
this chall enge an opt-in process.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

3.

DNS- ACCOUNT- 01 Chal | enge

The dns-account-01 challenge allows a client to prove control of a
domai n nane by provisioning a TXT resource record containing a
designated value for a specific validation domain nane. |t |everages
the ACME account URL to construct a unique but stable validation
domai n nane. The ACME server validates control of the domai n nane by
perform ng one or nore DNS queries to this validation domain name,
foll owi ng CNAME records, to arrive at one or nore TXT resource
record. The ACME server verifies that the contents of one or nore of
these TXT record(s) match the digest value of the key authorization
that is constructed fromthe token value provided in the challenge.

1. Challenge Definition
The chal | enge object contains the follow ng fields:
* type (required, string): The string "dns-account-01".
* token (required, string): A randomvalue that uniquely identifies
the chall enge. This value MJST have at |east 128 bits of entropy.
It MJUST NOT contain any characters outside the base64url al phabet,
i ncludi ng paddi ng characters ("="). See [RFC4086] for additiona

i nformati on on additional requirenents for secure randommess.

Exanpl e chal | enge obj ect:

{
"type": "dns-account-01",
"url": "https://exanpl e.com acne/chall/i OOMGYWLW x",
"status": "pending",
"t oken": " ODEAOANYANTKt Yj hmySOOYmY1LTk5MDgt ZTFj YTZm\j ZI YTUx"
}

2. Challenge Fulfill nent
To fulfill this challenge, a client perfornms the follow ng steps:

1. Construct Key Authorization - Construct a key authorization
[ RFC8555], Section 8.1 fromthe token value provided in the
chal l enge and the client’s account key - Conpute the SHA-256
di gest [FI PS180-4] of the key authorization

2. DNS Record Creation - Construct the validation domai n nane by
prepending the following two | abels to the domai n name bei ng
val i dat ed:

" " ]| base32(SHA-256( <ACCOUNT_URL>)[0:10]) || "._acme-chall enge"
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* SHA-256 is the SHA hashing operation defined in [ RFC6234]

* [0:10] is the operation that selects the first ten bytes
(bytes 0 through 9 inclusive) fromthe previ ous SHA- 256
operation

* base32 is the operation defined in [ RFC4648]

* ACCOUNT_URL is defined in [ RFC8555], Section 7.3 as the val ue
in the Location header field

* The || operator indicates concatenation of strings

* Provision a DNS TXT record with the base64url| digest val ue under
the constructed domain validation nane

1. Challenge Response - Respond to the ACME server with an enpty
object ({}) to acknow edge that the challenge can be validated by
the server

Exanpl e DNS record for domai n exanple.org with account URL
htt ps://exanpl e. conf acne/ acct / Exanpl eAccount :

_uj movf 2vn55t gye. _acne-chal | enge. exanpl e. org 300 I N TXT "LogXcYV8. . .jxA Eux0. 9j g46\B3. .
fm21lngTl"

Exanpl e response to server:
PCST /acne/ chal | / Rg5dV14Gn1Q

Host: exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({
"al g": "ES256",
"kid": "https://exanple.conm acne/acct/ Exanpl eAccount ",
"nonce": "SS2sS| 1Pt spvFZ0O8kNt zKd",
"url": "https://exanpl e.com acne/chal | / Rg5dvV14Ghl1lQ'
1.
"payl oad": base64url ({}),
"signature": "QLbURgJoEs| bDlc5. .. 3pYdSM.i 057mONN4"
}

3.3. Server Validation
Upon receiving the chall enge response, the server

1. Perforns the typical JWS validation
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2. Constructs and stores the key authorization

3. Conputes the SHA-256 digest [FIPS180-4] of the stored key
aut hori zation

4. Conputes the validation domain name using the KID value fromthe
JWS nessage

5. Queries for TXT records at the validation domai n nane
6. Verifies that one TXT record matches the conputed di gest val ue

The validation succeeds only if all verifications pass. The server
MUST mark the challenge as invalid if any verification fails.

The client SHOULD de-provision the resource record(s) provisioned for
this chall enge once the challenge is conplete, i.e., once the
"status" field of the challenge has the value "valid" or "invalid".

3. 4. Errors

The server SHOULD follow the guidelines set in [RFC8555], Section 6.7
for error conditions that occur during chall enge validation

If the server is unable to find a TXT record for the validation
domain nanme, it SHOULD include the account URL it used to construct
the validation domain nane in the problem docunent. Cients MJST NOT
use or rely on the presence of this field to construct the validation
donmmi n nane.

3.5. Inplenmentati on Considerations

As this challenge creates strong dependency on the kid account
identifier, the server SHOULD ensure that the account identifier is
not changed during the lifetinme of the account. This contains the
entire URI, including the ACME endpoi nt domain nanme, port, and ful
HTTP pat h.

4. Security Considerations

The sane security considerations apply for the integrity of
aut hori zati ons ([ RFC8555], Section 10.2) and DNS security ([RFC8555],
Section 11.2) as in the original specification for dns-01

To all ow for seam ess account key rollover without the |abe
changi ng, the dynamc part of the |abel depends on the ACME account
and not the account key. This allows for long-lived | abels, without
the security considerations of keeping the account key static.
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In terms of the construction of the account | abel prepended to the
domai n nane, there is no need for a cryptographic hash. The goal is
to sinply create a long-lived and statistically distinct |abel of
m ni mal size. SHA-256 was chosen due to its existing use in the
dns-01 chal | enge ([ RFC8555], Section 8.1).

The first 10 bytes were picked as a tradeoff: the value needs to be
short enough to stay |lower than the size Iimts for DNS ([ RFC1035],
Section 2.3.4), long enough to provide sufficient probability of

col lision avoi dance across ACME accounts, and just the right size to
have Base32 require no padding. As the algorithmis used for a
uniformdistribution of inputs, and not for integrity, we do not
consider the trinming a security issue.

5. | ANA Consi der ations
5.1. ACME Validation Mt hod

The "ACME Validation Methods" registry is to be updated to include
the follow ng entries:

| abel : dns-account-01
identifier-type: dns
ACME: Y

Ref erence: This document
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