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1. Introduction

The Automatic Certificate Managenent Environment (ACME) [ RFC8555]
standard specifies nethods for validating control over identifiers,
such as domain nanes. It is also useful to be able to validate
properties of the device requesting the certificate, such as the
identity of the device and whether the certificate key is protected
by a secure cryptoprocessor.

Many operating systens and device vendors offer functionality
enabling a device to generate a cryptographic attestation of their
identity, such as:

* Android Key Attestation
(https://source.android. com security/keystore/attestation)

* Chrome CS Verified Access (https://devel opers. googl e. conl chrome/
verified-access/ overvi ew)

* Trusted Pl atform Mdul e
(https://trustedconputinggroup. org/resource/trusted-platform
nmodul e-t pm sunmmary/)

* Managed Device Attestation for Apple Devices
(https://support.appl e. conf en- onl gui de/ depl oynent / dep28af bde6a/
web)

Usi ng ACVE and device attestation to issue client certificates for
enterprise PKI will be a compn use case. The follow ng variances to
the ACME specification are described in this docunent:

* Addition of permanent-identifier [RFCA043] and hardware-nodul e
[ RFC4108] identifier types.

* Addition of the device-attest-01 challenge type to prove contro
of the permanent-identifier and hardware-nodul e identifier types.

* The chal | enge response payl oad contains a serialized WebAut hn
attestation statenent format instead of an enpty JSON object ({}).

* Accounts and external account binding being used as a nmechanismto
pre-authenticate requests to an enterprise CA

Thi s docunent does not specify the attestation verification
procedures. Section 13 of [WbAuthn] gives sone gui dance, however
verification procedures are conplex and nay require changes to
address future security issues.
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Efforts are underway within the Renpte ATtestation ProcedureS (RATS)
wor ki ng group to define a set of standard formats and protocols for
attestation. An explicit aimof this docunment is to support vendor
specific formats and protocols that are wi dely depl oyed at
publication tinme of this specification

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Per manent ldentifier

A new identifier type, permanent-identifier is introduced to
represent the identity of a device assigned by the manufacturer,
typically a serial nunber. Additionally, the assigner of the
identifier MAY al so be specified. The nane of this identifier type
was chosen to align with [RFC4043]. This specification does not
prescribe the lifetine of the identifier, which is at the discretion
of the Assigner Authority.

Al 't hough [ RFC4043] pernmits any valid UTF-8 string to be used as the
identifier, this specification mandates that identifiers MJST NOT
contain the forward-slash "/" (UTF-8: U+002F) character. This
restriction is required to make the ABNF production rule for the
per manent -i denti fi er-val ue unanbi guous.

3.1. Representation in O der resources

The identifier’'s value field contains a UTF-8 string representation
of the identity of the device. In addition to the value being a
valid UTF-8 string, the value MJST match the permanent-identifier-
val ue production rule as defined in this ABNF [ RFC5234] synt ax:

assi gner-val ue = first-and-second-conmponents *("." conponent)

first-and-second-conponents = (("0" / "1") "." (*1(%31-33) %%30-39))) / ("2" "." conpone

nt)

conmponent = "0" / (%31-39 *%30-39)

device-identifier-value = 1*(%00-2E / %30-FF)

permanent -i dentifier-value = device-identifier-value ["/" assigner-val ue]
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A valid permanent-identifier-value value is a UTF-8 string that
contains an identity consisting of one or nore characters wi thout any
forward-slash "/" (UTF-8: W002F) characters. Optionally, a forward-
slash "/" character and "dotted-decinmal" object identifier
identifying the assigner may follow the identity. The assigner-val ue
is a dotted-decinmal representation of an ASN. 1 OBJECT | DENTI FI ER

The Server MUST verify that identifier values in newOrder requests
conformto the permanent-identifier-value production rule and MJST
reject requests containing non-conformng values with a "nal fornmed"
error.

Exanpl e identifier without an assigner:

{
"type": "permanent-identifier",
"val ue": " ABCDEF123456"

}

Exanpl e identifier with an assigner:

{
"type": "permanent-identifier",
"val ue": "ABCDEF123456/1.2.3.4"

}

3.2. Representation in Certificate Signing Requests (CSRs) and X 509
Certificates

This section describes the X 509 representation of the permanent-
identifier. Oher credential types nmay use the sane identifier
values with representations appropriate to those credential types.

The identity is included in the Subject Alternative Nanme Extension
using the identifierValue field of the Permanentldentifier form
described in [RFC4043]. Although [RFC4043] pernmits the requester to
include the identifierValue in a serial Nunber subject attribute, this
speci fication mandates that the identifierValue field of the

Per manent I dentifier MJST be present and MJST contain the identifier.

The value of the identifierValue field of the Permanentl|dentifier
MJUST be an octet-for-octet match of the device-identifier-value val ue
as encoded in the Order resource. |f the assigner-value value is
included in the identifier as encoded in the Order resource, then the
assigner field of the Permanentldentifier MJST be the encoding of the
"dotted-deci mal " object identifier encoded as the assigner-val ue

val ue.
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This strict matching requirenent ensures that the SAN in the issued
certificate appears exactly as it appeared during proof-of-ownership
validation, preventing identifier malleability. Serial nunber

al | ocati on schenmes may be case-sensitive or otherw se sensitive to
exact byte representation, so no nornalization or transformation is
permitted.

To ensure that the identifier as presented in the Order resource and
CSR match, the Server MJIST performthe | ogical equival ent of
extracting the device-identifier-value and assi gner-val ue val ues from
the CSR and reconstructing the UTF-8 representation of the
identifier. The Server MJST then ensure that the UTF-8
representation and the identifier presented in the Order resource are
an octet-for-octet match and reject the Order otherw se. Servers
that derive identifier values directly fromverified attestation
evidence and construct the certificate SAN fromthat evidence,

provi ded the derived values are verified against the attested device
identity in the attestation statenent, satisfy the intent of this
requirenent.

[ RFC8555] section 7.4 mandates that "The CSR MJST indicate the exact
sanme set of requested identifiers as the initial newOrder request”.
However, there are sone environnents where the Server requires
validation of the identifier but does not include the identifier in
certificates due to privacy concerns. To support privacy-preserving
certificates, Cients MAY omt this identifier in the certificate
signing request (CSR). Simlarly, if the Server wishes to issue
privacy-preserving certificates, it MAY reject CSRs containing a

Per manent | dentifier in the subjectAltNane extension. See the
Section 7 for nore information.

4, Har dwar e Mbdul e

A new identifier type, hardware-nodule is introduced to represent the
identity of the secure crypto-processor that generated the
certificate key. The identity is nodeled after the

Har dwar eMbdul eNane form described in [RFC4108]. It consists of two
components: an OBJECT IDENTIFIER to represent the type of hardware
modul e, and a serial nunber that identifies the specific hardware
nmodul e.

Al 't hough [ RFC4108] specifies that serial nunbers can be represented
as any sequence of bytes, this specification requires that seria
nunbers MJST be representable as valid UTF-8 strings consisting of at
| east one code point and MUST NOT contain a forward-slash "/" (UTF-8:
U+002F) character. This restriction ensures that serial nunbers can
be included in hardware-nodul e identifier string values and that the
ABNF production rule for the value is unanbi guous.
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4.1. Representation in Oder resources

The identifier’'s value field contains a UTF-8 string representation
of the identity of the hardware nodule. 1In addition to the value
being a valid UTF-8 string, the value MJUST match t he har dwar e- nodul e-
val ue production rule as defined in this ABNF [ RFC5234] synt ax:

hwt ype-val ue = first-and-second-conponents *("." conponent)

first-and-second-conponents = (("0" / "1") "." (*1(%31-33) %%30-39))) / ("2" ".

nt)
conmponent = "0" / (%31-39 *%30-39)
hwseri al - num val ue = 1*(%00- 2E / 9%30- FF)

har dwar e- nodul e-val ue = hwserial -numvalue ["/" hwtype-val ue]

A valid hardware-nodul e-value value is a UTF-8 string that contains a
serial nunber consisting of one or nore characters w thout any
forward-slash "/" (UTF-8: W002F) characters. Optionally, a forward-
slash "/" character and "dotted-decimal" object identifier
identifying the hardware type may follow the serial nunber.

The Server MUST verify that identifier values in newOrder requests
conformto the hardware-nodul e-val ue production rule and MJST reject
requests containing non-conform ng values with a "mal formed" error

Exanpl e identifier with the type of the hardware nodul e represented
using the OBJECT I DENTIFIER "1.2.3.4" and a serial nunber of "ABCD':

{

"type": ‘hardware-nodul e,
"val ue": "ABCD/ 1.2.3.4"
}
Exanpl e identifier with no type specified and a serial nunber of
" ABCD":
{
"type": ‘hardware-nodul e,
"val ue": "ABCD"
}

4.2. Representation in Certificate Signing Requests and X. 509
Certificates

This section describes the X 509 representation of the hardware-
nmodul e identifier. Qher credential types may use the sane
identifier values with representati ons appropriate to those
credential types.
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The hardware nodule identity is included in the Subject Alternate
Nanme Extension using the HardwareMdul eName form described in

[ RFC4108]. The Hardwar eModul eName is encoded as an otherName with
the A D id-on-hardwareMdul eNane (1.3.6.1.5.5.7.8.4) and consists of:

*  hwType: An OBJECT | DENTIFIER that identifies the type of hardware
nmodul e

*  hwSerial Num An OCTET STRING containing the hardware nodul e seria
number

The val ue of the hwSerial Numfield of the HardwareMdul eNane MJUST be
an octet-for-octet match of the hwserial-numval ue val ue as encoded
in the Order resource. |If the hwtype-value value is included in the
identifier as encoded in the Oder resource, then the hwlype field of
t he Har dwar eModul eNane MUST be the encodi ng of the "dotted-decinal"
obj ect identifier encoded as the hwtype-val ue val ue.

This strict matching requirenent ensures that the SAN in the issued
certificate appears exactly as it appeared during proof-of-ownership
validation, preventing identifier malleability. Serial nunber

al | ocati on schenmes may be case-sensitive or otherw se sensitive to
exact byte representation, so no nornalization or transformation is
permitted.

To ensure that the identifier as presented in the Order resource and
CSR match, the Server MJIST performthe | ogical equival ent of
extracting the hwserial -numval ue and hwtype-val ue values fromthe
CSR and reconstructing the UTF-8 representation of the identifier.
The Server MJUST then ensure that the UTF-8 representation and the
identifier presented in the Order resource are an octet-for-octet

mat ch and reject the Order otherwi se. Servers that derive identifier
values directly fromverified attestati on evidence and construct the
certificate SAN fromthat evidence, provided the derived values are
verified against the attested device identity in the attestation
statement, satisfy the intent of this requirenent.

[ RFC8555] section 7.4 mandates that "The CSR MJST indicate the exact
same set of requested identifiers as the initial newOrder request”.
However, there are sone environnents where the Server requires
validation of the identifier but does not include the identifier in
certificates due to privacy concerns. To support privacy-preserving
certificates, Cients MAY onmit this identifier in the certificate
signing request (CSR). Simlarly, if the Server wishes to issue
privacy-preserving certificates, it MAY reject CSRs containing a

Har dwar eModul eName i n the subject Alt Nanme extension. See the

Section 7 for nmore information.
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5.

Devi ce Attestation Chall enge
The Client can prove control over a permanent identifier of a device
by providing an attestation statenent containing the identifier of
t he device
The devi ce-attest-01 ACME chal | enge object has the foll owing format:

type (required, string): The string "device-attest-01"

token (required, string): A randomvalue that uniquely identifies
the chal |l enge

{
"type": "device-attest-01",
"url": "https://exanple.com acne/chal | / Rg5dv14GhlQ',
"status": "pending",
"token": "evaGxf ADs6pSRb2LAvII Zf 17Dt 3j uxGJ- PCt 92w - 0A"
}

A dient fulfills this challenge by constructing a key authorization
(Section 8.1 of [RFC8555]) fromthe "token" value provided in the
chal l enge and the Cient’s account key. The Cient then generates a
WebAut hn attestati on object using the key authorization as the
chal | enge

Thi s specification borrows the WebAuthn _attestati on object _
representation as described in Section 6.5.4 of [WbAuthn] for
encapsul ating attestation formats, but with these nodifications:

* The key authorization is used to form _attToBeSigned_. This
repl aces the concatenation of _authenticatorData_and
_clientDataHash_. _attToBeSi gned_ is hashed using an al gorithm
specified by the attestation format.

* Sonme attestation formats use an external attestation authority
that issues a certificate binding the challenge to the device
before the Cient’s account key is available. 1In these formats,
_attToBeSigned_ is formed fromthe token al one rather than the
full key authorization, because the external authority signs at
attestation tine before the account key thunbprint can be
i ncorporated. The token construction provides freshness. The key
aut hori zation construction additionally binds the attestation to a
speci fic account key. The Server MJST consult format-specific
docunentati on to determ ne which construction applies and MJST
verify accordingly. Attestation formats whose signing procedure
does not incorporate _attToBeSi gned_ cannot be used to satisfy
this chal |l enge type
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* The _authData_ field carries browser-context data (including the
RP I D hash) that has no neaning in the ACME context and SHOULD be
om tted.

A Cient responds with the response object containing the WbAut hn
attestation object in the "attOhj" field to acknow edge that the
chal l enge can be validated by the Server. dients MAY include
additional fields beyond "attCbhj" in the response object. Servers
MJST i gnore unrecogni zed fields in the challenge response.

On receiving a response, the Server constructs and stores the key
aut hori zation fromthe challenge’'s "token" value and the current
Cient account key.

To validate a device attestation challenge, the Server perforns the
fol |l owi ng steps:

1. Performthe verification procedures described in Section 6 of
[ WebAut hn] .

2. Verify that _attToBeSi gned_ contains the key authorization or the
token, according to the construction required by the attestation
format, and that the value matches what the Server stored.

3. Verify that the attestation statenent contains a device
identifier and that it matches the identifier in the Order. The
means by which the identifier is encoded in the attestation
statenent are specific to the attestation format.

If any of the steps fail, then the Server MJST respond to the Cient
with a "badAttestationStatenent" error and set the status of the

chal  enge object to "invalid'. The Server SHOULD provi de the reason
for rejecting the challenge in the "detail"” field of the problem
docunent .
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POST /acne/ chal | / Rg5dV14Gh1Q
Host: exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({
n al gII : n E8256II ,
"kid": "https://exanpl e.com acne/acct/evOr KhNU60OwWg" ,
"nonce": "SS2sS| 1Pt spvFZO8kNt zKd",
"url": "https://exanpl e.com acne/chal | / Rg5dvV14GhlQ'
K
"payl oad": base64url ({
"attObj": base64url (/* WebAuthn attestation object */),
1),
"signature": "QlLbURgJoEs| bD1c5. .. 3pYdSM.i 057 mONN4"
}

The webaut hn payl oad MAY contain any identifiers registered in
"WebAut hn Attestation Statement Format ldentifiers"” and any
ext ensions registered in "WbAut hn Extension Identifiers"

[ I ANA- Webaut hn], [ RFC8809] .

6. Operational Considerations

Al 't hough this document focuses guidance on inplenenting new
identifier types and a challenge for certificate issuance using ACVE,
it does not define a new protocol, a protocol extension, or an
architecture.

6.1. Enterprise PK

ACMVE was originally envisioned for issuing certificates in the Wb
PKI, however this extension will primarily be useful in enterprise
PKI .

6.1.1. External Account Binding

An enterprise CAlikely only wants to receive requests from

aut hori zed devices. It is RECOMVENDED that the Server require a
val ue for the "external AccountBinding" field to be present in
"newAccount" requests.

If an enterprise CA desires to linmit the number of certificates that
can be requested with a given account, including linmting an account
to a single certificate, after the desired nunber of certificates
have been issued to an account the Server MAY revoke the account as
described in Section 7.1.2 of [RFC8555].
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6.1.2. Attestation Posture

Enterprise depl oynents often consist of heterogeneous device fleets
where not all devices are capable of hardware attestation. A Server
MAY of fer device-attest-01 al ongside other challenge types within a
singl e authorization, allow ng capabl e devices to conpl ete devi ce-
attest-01 while other devices conplete an alternative chall enge
This posture allows operators to observe fleet attestation coverage
before enforcing policy and is conpatible with phased depl oynments.

Servers MAY rely on other authorization nmechani snms, such as externa
account binding or pre-authorized accounts, to establish device
identity instead of conpleting the device-attest-01 chall enge

6.1.3. Miltiple Challenge Types

[ RFC8555] pernits a Server to offer nultiple challenge types within a
single authorization, with any one being sufficient to conplete it.
Servers MAY offer device-attest-01 al ongside other chall enge types
for the same authorization, allow ng capable devices to attest while
ot her devices use an alternative challenge type

6.2. Attestation Trust

Attestation formats differ in the authority that enforces the
boundary around the attested key and in the claims that authority can
make. At one end, dedicated security hardware (such as a TPM or HSM
provi des manuf act urer - backed guarantees that the key is generated and
stored within the hardware and cannot be exported. At the other end,
OS-enforced isol ati on boundari es (such as pl atform keystores
protected by the operating system kernel) provide nmeani ngful key
protection guarantees w thout discrete security hardware.

I nternedi ate cases include TEE-based attestati on where a hypervi sor
or trusted execution environnment acts as the authority.

Servers SHOULD consider the trust properties of each attestation
format when establishing i ssuance policy, including the nature of the
authority making the attestation and the key protection guarantees it
can assert. The key authorization construction described in

Section 5 also contributes to this trust nodel: formats that use the
full key authorization as _attToBeSigned_ bind the attestation to a
speci fic account key, while formats that use the token al one provide
freshness wi thout account key binding.
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7. Privacy Considerations

This section anal yzes the privacy inplications of the permanent-
identifier and hardware-nodul e identifier types introduced in this
docunent. The guidance here is inforned by the threat taxonony
defined in [RFC6973] and is intended to help inplenenters nake

i nformed deci si ons about whether and when to include these
identifiers in certificate requests and issued certificates.

Both identifier types represent unchangi ng hardware-bound properties
of a device. Unlike domain nanes or other identifiers whose lifetime
i s bounded by operational changes, these identifiers typically
persist across the entire operational |life of a device and cannot be
rotated or revoked by the device owner. This pernmanence has material
privacy consequences that inplementers must weigh carefully.

The privacy anal ysis bel ow addresses the two phases in which these
identifiers appear: the attestati on exchange between the Cient and
server during challenge validation, and the optional enbeddi ng of
identifiers in the issued certificate.

7.1. ldentification and Correl ation

The permanent-identifier type encodes a manufacturer assigned device
identity, typically a serial nunber. The hardware-nodul e type
encodes the identity of the secure cryptoprocessor that generated the
certificate key. 1In both cases, the identifier is globally unique
within its assigner scope and unchanging for the lifetine of the

devi ce or hardware nodul e.

From the perspective of [RFC6973] Section 5.2.2, such identifiers
enabl e direct identification of a device across protoco

i nteractions, deploynents, and tine. Any entity that receives or
observes these identifiers, including the server, internediary
infrastructure, and any relying party that processes the issued
certificate acquires an observable reference that can be used to
track the device's certificate issuance history, renewal patterns,
and operational context.

When the sane pernmanent-identifier or hardware-nodul e val ue appears

across multiple certificate requests (as it will in any recurring
renewal workflow), it enables [ RFC6973] correlation: an observer with
access to server |logs can reconstruct the full lifecycle of a

device's certificate activity. Simlarly, when such identifiers are
included in issued certificates, logging issued certificates in a
central location (in certificate transparency |logs, etc.) produces a
persistent device audit trail regardless of whether the | og operator
intends to nmaintain one.
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I mpl enent ers SHOULD assess whet her the operational benefit of
unchangi ng device identification outweighs this correlation exposure.
I n depl oynents where device anonymity or pseudonymity is a

requi renent, such as systens handling sensitive workl oads on behal f
of individuals, inplenmenters SHOULD consi der whether alternative
val i dation nechani sns that do not bind the certificate to a pernanent
hardware identifier are nore appropriate.

7.2. Fingerprinting via Attestation Payl oads

The devi ce-attest-01 chall enge response carries a WbAut hn
attestation object that may contain significantly nore information
than the identifier value alone. Depending on the attestation
format, this payload may include device nodel, firnmnare version
boot | oader state, hardware security level, and operating system
version. Even when the resulting certificate is issued in a privacy-
preserving formthat omits the identifier fromthe subject A tNanme
extension (see Section 3.2 and Section 4.2), the attestation payl oad
itself is transnitted to and eval uated by the server during chall enge
val i dati on.

This constitutes a fingerprinting surface as defined in [ RFC6973]
Section 3.2. The conbination of a hardware serial nunber, hardware
type O D, and firmvare attestation attributes may uniquely identify
not just the device nodel but the specific device unit, even in the
absence of an explicit permanent-identifier value. |nplementers
operating servers may consider applying data m nimzation principles
to attestation payload handling by Iimting only the attributes
necessary to make the authorization decision should be eval uated, and
the full attestation payl oad SHOULD NOT be retai ned beyond the
duration of the challenge validation exchange unless there is a
speci fic, docunented operational requirenent to do so

I mpl enenters operating ACME Cients SHOULD be aware that the
attestation format selected may expose nore device state than is
necessary to satisfy the server’s authorization policy. Were
multiple attestation formats are available, Cients SHOULD prefer
formats that mnimze the set of disclosed attributes.

7.3. Secondary Use of Attestation Data
The server receives attestation data in the context of authorizing a
certificate issuance request. [RFC6973] Section 5.2.3 identifies

secondary use as the processing of data for purposes beyond the
original collection context and as a distinct privacy threat.
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Attestation payl oads received during challenge validation may contain
i nformati on about device health, software configuration, and hardware
capability that is operationally useful beyond certificate issuance.
For exanple, for asset inventory, conpliance nonitoring, or security
posture assessnment. |nplenmenters operating servers nust clearly
define and document the purposes for which attestation data is
processed and rmust not process attestation data for purposes
materially different fromauthorization of the certificate request

wi thout explicit policy disclosure to the device owner or operator.

I npl enenters integrating ACME device attestation into enterprise PK
pl atforns should publish a clear attestation data handling policy
that specifies what attributes are evaluated, how |l ong they are
retai ned, and whether they are shared with ot her systens.

7.4. Privacy-Preserving Certificate |Issuance

Thi s docunent provides an explicit nechanismto decouple attestation-
based validation fromidentifier disclosure in the issued
certificate. dients MAY onmt the permanent-identifier or hardware-
modul e fromthe CSR, and servers MAY issue certificates that do not
contain these identifiers in the subjectAl tNane extension, even when
those identifiers were used to authorize the request.

I mpl enenters should treat this privacy-preserving node as the default
posture unless there is a specific operational requirenent for the
identifier to appear in the certificate. The follow ng
considerations apply to this decision:

* |f the issued certificate will be presented to relying parties
out side the issuing organization's trust boundary, enbedding a
permanent -i dentifier or hardware-nodule value in the certificate
enabl es those relying parties to correlate certificate
presentations with specific physical hardware. This may be
acceptable in closed enterprise environnents but is likely
i nappropriate in any context where the certificate is presented to
external services, counter-parties, or public infrastructure.

* |f the certificate is used for nmutual TLS in a workl oad identity
context, enbeddi ng an unchangi ng hardware identifier couples the
cryptographic identity of the workload to the physical device
rather than to the logical identity of the workload. This can
i npede key rotation, device replacenent, and workl oad m grati on,
in addition to creating the correlation risks described above. In
such cases, inplenenters should prefer |ogical workload
identifiers (such as SPIFFE URIs) in the issued certificate and
treat the hardware attestation as a bootstrap authorization
mechani sm onl y.
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* |f the certificate is intended for use in certificate transparency

| ogs, inplementers MJIST consider that emnmbeddi ng a permanent -
identifier or hardware-nodule value will nake that identifier
permanently and publicly discoverable, indexed by issuance tineg,

i ssuer, and subject. This constitutes an irreversible disclosure
under [RFC6973] Section 5.2.4 and shoul d be avoi ded unl ess public
di scoverability of the device identifier is an explicit
operational requirenent.

Stored Data and Account Bi ndi ng

Thi s docunent recommends the use of external AccountBinding to pre-
aut henticate device requests to an enterprise server. Wen an ACME
account is persistently bound to a device identity, the server’s
account store contains a durable mapping between the cryptographic
account credential and the physical device. Per [RFC6973]

Section 5.1.2, this stored association constitutes a target for
conprom se: an attacker who obtains the account store gains not only
account credentials but a historical record of device-to-identity
mappi ngs across all certificate issuances.

I npl enenters operating servers SHOULD store account-to-device

bi ndings using the mininumfidelity necessary for authorization

deci sions. Were the operational requirement is only to confirmthat
a given device is authorized to request certificates, it may be
sufficient to store a hash or other one-way transformation of the
device identifier rather than the identifier itself. |Inplementers
shoul d al so define and enforce retention limts on historica
account-to-certificate |inkage records.

| mpl ement er Deci si on Gui dance

I mpl enent ers consi dering whether to include permanent-identifier or
har dwar e- nodul e in CSRs and i ssued certificates SHOULD work through
the follow ng questions before enabling these identifiers:

* |s unchanging hardware identity in the certificate necessary for
the relying party to nmake authorization decisions, or is it
sufficient for the server to have validated it at issuance tine?
If the latter, prefer privacy-preserving certificate node

* WII the certificate be logged to a certificate transparency |og
or otherwi se nmade publicly accessible? If so, enbedding a
per manent hardware identifier creates an irrevocable, publicly
i ndexed di scl osure and shoul d be avoi ded unless explicitly
required.
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* WII the certificate be presented to parties outside the issuing
organi zation’'s adnministrative control? |If so, consider whether
those parties should have visibility into the device s hardware
identity.

* Does the depl oynent have requirenents for device replacenent or
key rotation w thout service interruption? Binding the
certificate’'s identity to a specific hardware nodule O D and
serial nunber conplicates these operational scenarios and may
require reissuance policies that expose additional identifier
churn in | ogs.

* \What is the attestation data handling policy of the server
operator? |If this is not docunented or auditable, device
operators SHOULD treat the attestati on exchange as a ful
disclosure of all attributes present in the attestati on payl oad.

8. Security Considerations
Pl ease reference [ RFC8555] for other security considerations.

See Section 13 of [WbAuthn] for additional security considerations
related to attestation statenent formats, including certificate
revocati on.

Key attestation statenents may include a variety of information in
addition to the public key being attested. Wile not described in
this docunment, the Server NMAY use any policy when evaluating this
information. This evaluation can result in rejection of a
certificate request that features a verifiable key attestation for
the public key contained in the request. For exanple, an attestation
statenment may indicate use of an unacceptable firmnare version

The "token" value MJUST have at | east 128 bits of entropy. It MIJST
NOT contain any characters outside the base64url al phabet, including
paddi ng characters ("="). See [|-D.ietf-tls-rfc8446bis],

Appendi x C.1 for additional information on randonmess requirenents.
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The bi ndi ng between the certified public key and the device
identifier is established through the attestati on statement rather
than through the CSR alone. The attestation authority
cryptographically binds the public key to the device identity, either
by signing the attestation statenment directly, by issuing an
attestation certificate, or by other cryptographic neans specific to
the attestation format. The Server verifies this chain: the
attestation is produced by a trusted attestation authority, the
public key in the attestati on matches the public key in the CSR and
the device identifier in the attestation nmatches the identifier in
the Order. This three-way binding is the basis on which the Server
can associate a certified public key with a particul ar device.

9. | ANA Consi derations
9.1. ACME ldentifier Types

The "ACME ldentifier Types" registry is to be updated to include the
followi ng entries:

e sty et
| Label | Reference

S Pttt ety el
| permanent-identifier | RFC XXXX

I T I +
| hardwar e- nodul e | RFC XXXX |
R i F--- - - - +

Table 1
9.2. ACME Validation Mthod

The "ACME Val idation Methods"” registry is to be updated to include
the followi ng entries:

B oo s s el bt T e et
| Label | ldentifier Type | ACME | Reference

Yoo oo oo ===+
| device-attest-01 | permanent-identifier | Y | RFC XXXX |
R i R +------ F-- - - - +
| device-attest-01 | hardware-nodul e | Y | RFC XXXX |
R I I I I i I I +------ I +

Tabl e 2
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9.3. New Error Types

The "ACME Error Types" registry is to be updated to include the
followi ng entries:

| Type | Description | Reference |
| badAttestationStatenent | The attestation statenent | RFC XXXX |
| | is unacceptable (e.g. not | |
| | signed by an attestation | |
| | authority trusted by the | |
I | CA) I I
St Tt N +
Tabl e 3
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