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Abst r act

Aut omat ed Certificate Managenent Environment (ACME) core protoco
addresses the use case of web server certificates for TLS. This
docunent extends the ACME protocol to add 3 chall enge types that may
support service account authentication credentials, mcro-service
accounts credentials, device client, code signing, docunent signing
certificates and keys.
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 12 February 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
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1. Introduction

ACME [ RFC8555] is a mechanismfor automating certificate nanagenent
on the Internet. It enables adnministrative entities to prove

ef fective control over resources |ike domain names, and automates the
process of generating and issuing certificates.

The core ACME protocol defined challenge types specific to web server
certificates with the possibility to create extensions, or additiona
chal  enge types for other use cases and certificate types. dient
certificates, such as end user, device (including |oT), signature,
and service authentication also benefit from automated nmanagenent to
ease the depl oynment and mai ntenance of these certificate types, thus
the definition of this extension defining challenge types for end
users and service accounts (e.g. cloud native containers,

m croservices). Use cases for digital signatures are increasingly
becom ng foundational for integrity protection, origin authentication
and data provenance including the follow ng that may benefit from
automating the certificate and key nanagenent for functions such as
code signing, docunent signing (e.g. PDF), and format signing (e.g.
JWI, SPDX, XM.).
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End User Cient Certificates

A client certificate used to authenticate an end user or (10T) device
may be used for nutual authentication in TLS, EAP-TLS, or nessaging.
The client certificate and key in this case nmay be stored in a
browser, PKCS-#11 contai ner, Key Managenment Interoperability Protoco
(KM P), or another key store. To obtain an end user client or

m croservice or container certificate and associ ated key pair, there
are several possibilities to automate authentication of an identity
credential intended to be tied to an end user, device, service,
application, or container.

This draft adds chall enge types to ACME for this purpose and
i ncl udes:

0 Public Key Infrastructure, x.509,
o FI DO Credenti al s/ WebAut hn/ Passkeys, and
o One Tine Passwords

Exi sting credentials, for instance, FIDO or WBC WebAut hn may be used
to automate the challenge required to obtain a certificate and key
pair through ACME for use cases such as client certificates, code
signing certificates, docunent signing certificates, and interactions
bet ween mi croservices in cloud native environments. User interaction
may be required when these credentials are used to respond to a

chal  enge and that requirenment nmay be appropriate for the certificate
type requested, yet still easing the certificate managenent burden

FI DO uses a public and private key pair and does not performidentity
proofing, identity proofing is a separate function and its

requi renent depends on the application and policy. FIDO

aut hentication provides a different key pair to each authenticating
entity and service pair using FIDO for authentication, which are
generated at the client and registered by the server. This may
require using the FI DO or WebAut hn credentials froma specific
service for authentication to gain ACME issued certificates and keys.
The key pairs for FIDO WbAuthn, or Passkeys may be stored in a
system based or hardware-based (e.g. FIDO approved hardware token,
hardwar e security nodul e) key store.

One-time password (OTP) authentication is also an option providing
multiple factors of authentication, designed with a human entering
the OTP code manually. In cases where a higher assurance |level is
needed, OTP may be a good choi ce and nmany options exist today for OTP
that could use an app on a phone for instance tied to an existing (or
new y established) password. The OTP nay be tied to an out-of - band
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process and may be associated with a usernane/ password and ot her

accounts. It is possible that the OTP response is automated, but
that elimnates the second factor if two-factor authentication was
desired.

PKI may be fully autonated to serve as the credential type in the
chal | enge response for ACVE

One consideration is to understand if the use case could use FIDO
credentials, WebAuthn, or Passkeys directly and not require an
additional or new set of PKI keys for the service or end user

aut henti cation, nmeaning ACME client certificates and keys. FIDO
Credential s provide a nmechanismto have uni que public key pair based
access for client authentication to web sites and they are worki ng on
non-web. ldentity proofing is intentionally decoupled from
authentication in this nodel as that is in line with NI ST 800-63r3
recomrendations for privacy protections of the user. The credentia
inthis case is authenticated and woul d be consistent for its use,
but the identity proofing for that credential is not perforned.
Qoviously, identity proofing is nore inportant for some services,
Iike financial applications where tying the user to the identity for
access to financial information is inportant.

It is inportant to keep in nmind that the chall enge types defined nay
be used to have a hunman in the loop in order to establish PKI
certificate and key pairs that may then be used for automated

aut hentication. The issued certificate and key pairs can be stored
in system based key stores or external hardware based key stores
usi ng PKCS 11.

Three nethods for ACME client authentication, not identity proofing,
are proposed in the Chall enge Type Section

3. Pre-authorization

Addi tional challenge types are defined here for the verification of
adm nistrators at an organi zation requesting certificates with the
ext ended key usage (EKU) for CodeSi gning or Docunent Signing. Emai
is listed as possible in RFC8555 and may be used singularly or in
conbi nation as the ACME protocol allows for nultiple pre-

aut hori zation challenges to be issued. Additional pre-authorization
types are defined that provide a higher |evel of assurance to

aut hori ze a request.

Moriarty Expires 12 February 2026 [ Page 4]



I nternet-Draft draft-ietf-acnme-client-14 August 2025

4. Chal l enge Types

The chal l enge types defined in the foll owi ng subsections are to

aut henticate individuals or holders of specific pre-issued
credentials (users acting in roles for an organi zation). The
chal | enge types can be used to obtain end user certificate types or
as a pre-authorization challenge with certificate types such as
digital signature with the EKU set for code signing or docunent
signing. Please note that the pre-authorization challenge is also
coupled with the account certificate in ACME for verification. The
process for obtaining EV Code Signing Certificates typically requires
aut horization fromone or nore individuals in a role for the

organi zation. The use of pre-issued secure credentials, at an
assurance | evel appropriate for the certificate type being issued,
provides a way to automate the issuance and renewal process.

4.1. One Tinme Password (OTP)

There are nunerous one-tine password technol ogies with slight

vari ati ons between inplenentations. The response to the challenge is
entered in the provided URL, offering flexibility to those using this
chal | enge type to acconmpdate the specific requirenents of their
solution. Looking at 2 OTP solutions, the challenge response is
provided via a tool or app without any user interaction of
information required fromthe server to generate the challenge. The
2 solutions that operate in this manner include Securel D and Duo
Security. If a challenge is required to generate the response to be
provided in the URL, the token can supply the chall enge.

type (required, string): The string "otp-01".

token (required, string): A random value that uniquely identifies
the chall enge. OIP types and i nput vary between technol ogi es.

The token value will match the type expected for the pre-issued
OTP credential. The user will be able to supply a response in the
provided URL fromthis challenge. It MJST NOT contain any
characters outside the base64url al phabet and MJST NOT i ncl ude
base64 paddi ng characters ("="

{
"type": "otp-01",
"url": "https://exanple.com acne/chall/WV_H87EyD3",
"status": "pending",
"token": "chall enge”
}
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4.1.1. HMAC- Based One-Ti ne Password (HOTP)

HOTP( [ RFC4226]) describes an algorithmfor the generation of time-
based password val ues.

type (required, string): The string "hotp-01".

token (required, string): The HOTP value. This SHOULD be the 6
digit representation

{
"type": "hotp-01",
"url": "https://exanpl e.com acne/chall/WV_H87EyD3",
"status": "pending",
"t oken": "123456"
}

4.1.2. Tinme-Based One-Tine Password (TOTP)

TOTP([ RFC6238] ) describes an algorithmfor the generation of time-
based password val ues, an extension from HOTP.

type (required, string): The string "totp-01".

token (required, string): The TOTP value. This SHOULD be the 6
digit representation

{
"type": "totp-01",
"url": "https://exanple.com acne/chall/WV_H87EyD3",
"status": "pending",
"t oken": "123456"
}

4.1.3. Ceneric One Tine Password (OTP)

There are nunerous other one-time password technol ogies with slight
vari ati ons between inplenentations. The response to the challenge is
entered in the provided URL, offering flexibility to those using this
chal | enge type to acconmpdate the specific requirenents of their
solution. Looking at 2 OTP solutions, the challenge response is
provided via a tool or app without any user interaction of
information required fromthe server to generate the challenge. The
2 solutions that operate in this manner include Securel D and Duo
Security. If a challenge is required to generate the response to be
provided in the URL, the token can supply the chall enge.

type (required, string): The string "otp-01".
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4.

2

token (required, string): A random value that uniquely identifies
the chall enge. OIP types and i nput vary between technol ogi es.

The token value will match the type expected for the pre-issued
OTP credential. The user will be able to supply a response in the
provided URL fromthis challenge. It MJST NOT contain any
characters outside the base64url al phabet and MJST NOT i ncl ude
base64 paddi ng characters ("=").

{
"type": "otp-01",
"url": "https://exanple.comacne/chall/WV_H87EyD3",
"status": "pending",
"token": "chal |l enge"
}

Publ i c Key Cryptography

Certificates may be pre-issued and stored according to assurance

| evel requirenments for the purpose of identifying a user’'s identity.
If a higher assurance level is needed for a user serving in a
specific role or for that individual, it is possible for identity
proofing to occur in person using identifiers acceptable for the
specified process and the private key stored appropriately for the
required assurance level. PKCS#11 software or hardware tokens are
both possible options. This nodel assunes that there may be nultiple
aut hori zed users with different certificates that can be used for the
aut hori zati on or pre-authentication challenge. As such, the user
first provides the digital signature, so the account nanagenent can
determine if one of the acceptable certificates was used to digitally
sign the token.

type (required, string): The string "cert-01".

token (required, string): A random value that uniquely identifies
the challenge. The token for a certificate authentication
chal l enge includes a value for the recipient to digitally sign
using their private key and post to the provided URL. The ACME
server then uses the digitally signed content to verify that the
chal | enge was signed using authorized credentials (certificate

i ssued and authorized for this challenge type). 1t MJST NOT
contain any characters outside the base64url| al phabet and MJST NOT
i ncl ude base64 paddi ng characters ("=").
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4. 3.

5.

{
"type": "cert-01",
"url": "https://exanpl e.com acne/chall/WV_H37EyD3",
"status": "pending",
"token": "Some challenge to digitally sign"
}
WebAut hn or Public/Private Key Pairs
WBC s WebAut hn/ Passkeys use raw public/private key pairs that are
i ssued specific to a service. |f WebAuthn or public/private key
pairs (PPKP) are selected as the challenge type, the account and
credential issuance will have to occur prior to use of this challenge

type. The WebAuthn or public/private key pair credentials would be
specific to the certificate managenent account and woul d be created
by the client, then registered with the service as occurs wth nornal
WebAut hn regi stration of credentials. As with nornmal WebAuthn and
public/private key pairs, the token or challenge is digitally signed
to prove possession of the private key.

Passkeys need to be pre-registered with the ACME service since they
are origin bound.

type (required, string): The string "ppkp-01".

token (required, string): A random value that uniquely identifies
the challenge. This challenge will operate nmuch in the sane way
as the certificate challenge as the operations are largely the
same. The user will be able to supply a response in the provided
URL fromthis challenge. |t MJST NOT contain any characters
out si de the base64url al phabet and MUST NOT i ncl ude base64 paddi ng
characters ("="

{
"type": "ppkp-01"
"url": "https://exanple.com acne/chall/WV_H87EyD3",
"status": "pending",
"token": "Sonme chall enge to sign”
}

Security Considerations

The additional challenge types may be used for any certificate type
as ACMVME' s design allows for that flexibility. Careful consideration
i s reconmended when sel ecting the appropriate challenge types for
certificate and key pairs. |In the case of code or docunent signing
certificate and key pairs, policy for an issuing organizati on may
require processes involving challenges to nore than one person in the
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organi zation with specific challenge types required. The challenge
type may be tied back to specific authentication |levels, for instance
the authentication levels defined in NI ST SP 800-63. The

aut hentication process nmay also be tied to roles in the organization
as opposed to individuals. Policy and application of policy are
out si de the scope of this docunent.

Policy considerations for m croservices accounts and ot her aut omat ed
service accounts may include the required authentication | evel to be
used for the initial challenge type. The policy should al so consider
what is acceptable for subsequent key renewal and if automation is
possible with other PKI or WbAuthn keys for instance. The security
| evel s of the service may dictate the appropriate and required

aut hentication levels for both the initial challenge type and the
subsequent chal |l enge types for renewal s in advance of certificate and
key pair expiration dates.

The chal l enge types may or nmay not be tied to identity proofing
processes and is to be deternined by the certificate authority (CA)
policy. The policies my vary based on the CA as well as the type of
certificate being issued or the assurance |level of the certificate,
or other factors that are outside the scope of this docunent.

As with the TLS certificates defined in the core ACME docunent <xref
target ="RFC8555"/>, identity proofing for ACME i ssued end user
client, device client, 10T device client, service accounts, code
signing certificates, and docunent signing certificates is a separate
process outside of the automation of ACME. Ildentity proofing may be
an out-of-band process, if needed, and for this draft is likely tied
to the credentials used for the defined chall enge types.

Identity proofing for these certificate types present some chall enges
for process automation. N ST SP 800-63 r3 [N ST800-63r3] serves as
gui dance for identity proofing further detailed in NI ST SP 800-63A

[ NI ST800- 63A] that mamy occur prior to the ability to autonmate
certificate managenent via ACME or nay obviate the need for it

wei ghi ng end user privacy as a higher concern and allow ng for
credential issuance to be decoupled fromidentity proofing (1AL1).
This is noted as a security and privacy consideration and is not in
scope for this docunent.

6. | ANA Consi derati ons

This menmo includes no request to | ANA, yet.
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A. 1. CodeSigning Certificates

The process to retrieve a code signing certificate is simlar to that
of a web server certificate, with differences primarily in the CSR
request and the resulting certificate properties. The storage and
access of a code signing certificate nust be protected and is
typically done through hardware, a hardware security nodule (HSM,
which likely has a PKCS#11 interface. A code signing certificate may
either be a standard one or an extended validation (EV) certificate.

For autonmation purposes, the process described in this docunent wll
follow the standard process and any out-of -band preprocessing can

i ncrease the level of the issued certificate if the CA offers such
options and has additional identity proofing mechanisns (in-band or
out - of - band) .

Strict vetting processes are necessary for nany code signing
certificates to provide a high assurance on the signer. |n sone
cases, issuance of a standard CodeSigning certificate will be
appropriate and no additional "challenges" [RFC8555 Section 8] will
be necessary. In this case, the standard option could be automated
very simlarly to web server certificates with the only changes being
in the CSR properties. However, this may not apply to all scenari os,
such as those requiring EV certificates with the possibility for

requi red out-of-band initial authentication and identity proofing.

EV code signing certificates have a distinct set of requirenments from
EV web certificates. |In particular, they don't have associ ated
domai n nanes, nor is CAA checking done. The code signing certificate
links a public key to an organization, not a domain. CAs may choose
different nethods to enable the use of ACME for EV code signing
certificates. The intent of this work is to provide additiona

aut henti cati on chall enge types that may enable their automation
process.

Organi zation validation is required for standard code signing
certificates fromnost issuers. The CSRis used to identify the
organi zation fromthe included domain nane in the request. The
resulting certificate, however, instead contains the organization’s
nane and for EV certificates, other identifying information for the
organi zation. For EV certificates, this could require that the
domain is registered with the Certificate Authority provider, listed
in CAA [ RFC6844], and adnministrators for the account are naned with
provi ded portal access for certificate issuance and nmanagenent
options.
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While ACME allows the client to directly establish an account with a
CA, an initial out-of-band process for this step may assist with the
additional requirements for EV certificates and assurance |evels
typically required for code signing certificates. For standard
certificates, with a reconmendati on for additional vetting through
extended chal |l enge options to enable ACVE to establish the account
directly. In cases where code signing certificates are used heavily
for an organi zation, having the portal access replaced with ACME
authenticated client access with extra challenges for authentication
may be an option to automate the functionality.

To inprove the vetting process, ACME s optional use of CAA [ RFC6844]
with the Directory "nmeta" data "caaldentities" ([RFC8555]

Section 9.7.6) assists with the validation that a CA may have issue
certificates for any particular domain and i s RECOWENDED for use
with code signing certificates for this additional |evel of

val i dation checking on issued certificates.

As noted in RFC8555, "the external account binding feature (see
Section 7.3.4) can allow an ACME account to use authorizations that
have been granted to an external, non-ACME account. This allows ACMVE
to address issuance scenarios that cannot yet be fully autonated,
such as the issuance of "Extended Validation" certificates."

The ACME chal | enge object, [RFC8555] Section 7.1.5 is RECOMVENDED f or
use for Pre-authorization ([RFC8555] Section 7.4.1). Additiona
chal | enge types are added to provide higher |evels of security for
this issuance verification step. The use of OIP, FIDO credentials
(public/private key pairs), or validation froma certificate issued
at account setup tine are defined in Section 8. Pre-Authorization.

ACME provides an option for notification of the operator via email or
SMS upon issuance/renewal of a certificate after the domai n has been
val i dated as owned by the requestor. This option is RECOMVENDED due
to the security considerations of code signing certificates as a way
tolimt or reduce the possibility of a third-party gaining access to
a code signing certificate inappropriately. The devel opnent of

addi tional challenge types is included in this docunent to support
this for pre-authorization, which would better match the security
considerations for this certificate type
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Since DNS is used to identify the organization in the request, the
identifier "type" ([RFC8555]Section 7.4) is set to dns, not requiring
any additions to the ACME protocol for this type of certificate. The
distinction lies in the CSR, where the values are set to request a
CodeSigning certificate for a client certificate. [Question: Is it
hel pful to define an identifier for the adnministrator or for the
devel oper to distinguish the certificate type in ACME and not just

t he CSR?]

KeyUsage (Digital Signature) and Ext endedKeyUsage (CodeSi gning) in the
CSR MUST be set to the correct values for the CAto see the request
is for a code signing certificate. The Extended Key Usage SHOULD be
set to showthis is a CodeSigning certificate, using OD
"1.3.6.1.5.5.7.3.3". The CN MJIST be set to the expected registered
domain with the CA account.

An advantage of ACME is the ability to automate rollover to allow for
easy managenent of short expiry tinmes on certificates. The lifetine
of CodeSigning certificates is typically a year, and automation coul d
all ow for shorter expiry tines becom ng feasible. However, lifetines
are less of an issue for code signing certificates than other
certificate types. However, there is a legitimate case for "one
signature per certificate." Automation m ght be helpful in this case
i f patches or software updates were frequent or to mninize the

know edge needed for the organi zation using this nethod.

Aut omat i on of storage to a hardware security nodule (HSM, which
typically requires authentication is intentionally |eft out-of-scope
since standards exist for key storage and this docunment is linted to
addi ng new chal | enge types.

A. 2. Docunent Signing

The chal l enge type may al so be used to obtain a docunent signing
certificate. The CSR nust be configured with the correct information
to obtain this certificate type

KeyUsage (Digital Signature) and Ext endedKeyUsage (Document Signing) in
the CSR MUST be set to the correct values for the CAto see the
request is for a Docunment Signing certificate. The Extended Key
Usage SHOULD be set to showthis is a client certificate, using QD
"1.3.6.1.5.5.7.3.36". The CN MJST be set to the expected registered
domain with the CA account. [RFC9336]
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A.3. Mcro-Services, Service, or Automated Authentication Accounts

For service accounts, including mcroservices, it may be desirable to
establish PKI based certificate and key pairs for use to performthe
aut onat ed aut hentication functions necessary. As such, a challenge
type paired with ACVE can be supported to request the appropriate
certificate type by defining the characteristics required in the CSR
to be presented to the CA. The challenge type may be completely
automated as in the TLS server use case or nmay require user
interaction with the defined challenge types in this docunent. The
chal | enge types could be used as the challenge to obtain certificates
of a defined lifetime, with a certificate update process follow ng
the sane requirenents or presentation of a challenge type that can be
ful l y aut omat ed.

The CSR nmust be set to the appropriate values in order to obtain the
desired certificate type and key pairs for use with the service,
server, application, or microservice. ACME can be used for issuance
of any of the possible certificate and key types by setting the CST
val ues appropriately for the use case.

KeyUsage (Digital Signature) and Ext endedKeyUsage (serverAuth) in the
CSR MUST be set to the correct values for the CA to see the request
is for a server authentication certificate and associated key pair.
The Extended Key Usage SHOULD be set to show this is a server
certificate, using OD "1.3.6.1.5.5.7.3.1". The CN MJST be set to
the expected regi stered domain with the CA account.

If other properties are necessary for a particular use case, the

chal l enge types defined in this document may be used in conbination

with the values asserted in the CSR to obtain the correct certificate

type if supported by the certificate authority and its policies.
Appendi x B. Open | ssues

Note to RFC Editor: please renmpove this appendi x before publication as
an RFC

Aut hor’ s Addr ess

Kathleen M Moriarty

SecurityBi aS

Arlington,

United States of Anerica

Emai | : Kathleen. Moriarty.ietf @nmail.com

Moriarty Expires 12 February 2026 [ Page 15]



