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Abst r act
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1. Introduction

The validation of certificate extensions that constrain the use of a
certificate's credentials, such as the JWd ai nConstrai nts extension
defined in [ RFC3226] and t he EnhancedJWId ai mConstrai nts extension
defined in [RFC9118], is critical for defining the scope of an issued
certificate. This docunent specifies an authority token profile for
validating these constraints, nodeled after the authority token
framework established in [RFC9447] and the TNAut hLi st validation
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defined in [ RFC9448].

This profile facilitates proper del egati on and authorization for
entities requesting certificates under ACME and simlar frameworks.
It defines the use of the JWC ai nConstraints Authority Token in the
ACME chal | enge to prove an authoritative or trusted use of the
contents of the JWIC ai nConstrai nts and EnhancedJWCl ai nConstraints
ext ensi ons based on the issuer of the token

Thi s docunent is intended for use by Secure Tel ephone ldentity (STI)
Certification Authorities. 1In this ecosystem certificates contain

t el ephone- nunber-rel ated (TNAut hLi st) extensions and

JWId ai mConstraints extensions defined in [ RFC8226] and [ RFC9118],
and certificate issuance is governed by a set of STl-specific Token
Authorities. The TNAuthList Authority Token profile ([RFC9448]) is
the parallel specification for tel ephone nunber authorization in this
ecosystemand is already w dely deployed. This docunent follows the
sanme pattern to address authorization of the JWd ai mConstraints and
EnhancedJWICl ai nConstrai nts extensions. ACME inplenmenters unfamliar
with the STIR ecosystemcan treat the validation of the

JWId ai nConstraints token value as a domai n-specific authorization
step anal ogous to TNAut hLi st validation: the ACME wire protocol
mechani cs are identical, and the Token Authority is responsible for

t he domai n-specific semantic validation described in [ RFC8226] and

[ RFC9118] .

Thi s docunent al so discusses the ability for an authority to
authorize the creation of CA types of certificates for del egation as
defined in [ RFC9060] .

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. ACME neworder ldentifiers for JWC ai nConstraints

In [ RFC8555], Section 7 defines the procedure that an ACME client
uses to order a new certificate froma Certification Authority (CA)
This draft defines a new type of identifier object called

JWIC ai mConstraints. A JWC ainConstraints identifier contains the
Token C aim Constraints information to be populated in the

JWICl ai mConstrai nts or EnhancedJWId ai nConstraints of the new
certificate.
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For the JWIC ai nConstraints identifier, the new order request
includes a type set to the string "JWJd ai mConstraints". The val ue
of the JWIQ ai nConstraints identifier MUST be set to the details of
the JWId ai nConstraints or EnhancedJWICl ai nConstrai nts extension
request ed.

The format of the string that represents the JWC ai mConstrai nts MJST
be constructed using base64url encoding, as per [RFC8555] base64url
encodi ng described in Section 5 of [RFC4648] according to the profile
specified in JSON Wb Signature in Section 2 of [RFC7515]. The
base64url encodi ng MJST NOT include any paddi ng characters and the
JWIdl ai nConstraints ASN. 1 obj ect MJUST be encoded usi ng DER encodi ng
rul es.

An exanpl e of an ACME order object "identifiers"” field containing a
JWI'Cl ai nConstraints certificate:

"identifiers": [{"type":"JWC ai nConstraints",
"val ue":"F83n2a...avn27DN3"}]

where the "val ue" object string represents the arbitrary |ength
base64url encoded string.

A full new order request would | ook as foll ows,

POST /acme/ new order HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({

"al g": "ES256",
"kid": "https://exanpl e.com acne/acct/evO KhNU60OwWg" ,
"nonce": "5XJ1L3l EKM57t R6pA0Oc! A",
"url": "https://exanpl e. conl acne/ new or der "
1)
"payl oad": base64url ({
"identifiers": [{"type":"JWC ai nConstraints",
"val ue":"F83n...n27DN3"}],
"not Before": "2025-01-01T00: 00: 002",
"not After": "2025-01-08T00: 00: 00Z"

1),
"signature": "H6ZXtG TZyUnPeKn. .. wEA4Tkl Bdh3e454g"

}

On receiving a valid neworder request, the ACMVE server creates an
aut hori zati on object, [RFC8555] Section 7.1.4, containing the
chal  enge that the ACME client nust satisfy to denonstrate authority
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for the identifiers specified by the new order (in this case, the
JWIC ai mConstraints identifier). The CA adds the authorization
object URL to the "authorizations" field of the order object, and
returns the order object to the ACME client in the body of a 201
(Created) response.

HTTP/ 1.1 201 Created

Cont ent - Type: application/json

Repl ay- Nonce: MrAuvQpaol i ywTezi zk5vw
Location: https://exanpl e.com acne/ order/ 1234

{

"status": "pending",
"expires": "2025-01-08T00: 00: 00Z",

"not Bef ore": "2025-01-01T00: 00: 002",
"not After": "2025-01-08T00: 00: 002",
"identifiers": [
{"type": "JWId ai mConstraints",
"val ue": "F83n2a...avn27DN3"}
1

"aut hori zations": [
"https://exanpl e. conl acne/ aut hz/ 1234"
]

1 inalize": "https://exanple.com acne/order/1234/finalize"

4., JWd ai nConstrai nts Authorization

On receiving the neworder response, the ACME client queries the
ref erenced authorization object to obtain the challenges for the
identifier contained in the new order request.

POST /acne/ aut hz/ 1234 HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({
"al g": "ES256",
"kid": "https://exanple.com acne/acct/evO KhNU60wg" ,
"nonce": "u@s§Sj | Rb4AvQvg VYAyyUWN" ,
"url": "https://exanpl e.com acne/ aut hz/ 1234"
1.
"payl oad": "",
"signature": "nuSDl SbWESBMWET7H. . . QyVUL68yzf 3Zawps"
}
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HTTP/ 1.1 200 &K
Cont ent - Type: application/json
Li nk: <https://exanpl e. com acne/ sone-directory>;rel ="i ndex"

{

"status": "pending",
"expires": "2025-01-08T00: 00: 00Z",

"identifier": {
"type": "JWIC ai nConstraints",
"val ue": "F83n2a...avn27DN3"

}1
"chal | enges": [
{
"type": "tkauth-01",
"tkaut h-type": "atc",
"token-authority": "https://authority.exanple.org",
"url": "https://boul der. exanpl e. com acne/chal | / prV_B7yEyA4",
"token": "IlirfxKKXAsHt neK29Pj 8A"
}

]
}

When processing a certificate order containing an identifier of type
"JWC ai mConstraints", a CA uses the Authority Token chal |l enge type
of "tkauth-01" with a "tkauth-type" of "atc", defined in [RFC9447],
to verify that the requesting ACVE client has authenticated and

aut hori zed control over the requested resources represented by the
"JWId ai nConstraints" val ue.

The chal l enge "t oken-authority" parameter is OPTIONAL. If a "token-
authority" parameter is present, the ACME client MAY use this val ue
to identify the URL representing the Token Authority that wll
provide the JWC ai mConstraints Authority Token response to the
challenge. |If the "token-authority" parameter is not present, the
ACME client MJUST identify the Token Authority based on locally
configured information or |ocal policies.

The ACME client responds to the chall enge by posting the

JWId ai nConstraints Authority Token to the challenge URL identified
in the returned ACVE aut horization object.
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POST /acne/chal | / prV_B7yEyA4 HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: application/jose+json

{
"protected": base64url ({
n al gII : n E8256II ,
"kid": "https://exanpl e.com acne/acct/evOr KhNU60OwWg" ,
"nonce": "Q s3MWQTO5Tr dkM2MIDcw' ,
"url": "https://exanpl e.com acne/chall/prV_B7yEyA4"
K
"payl oad": base64url ({
"tkaut h": " DGyRej nCef e7v4N. .. vb29Hhjj LPSggw E"
1),
"signature”: "9cbg5JOLG 5YLjj z. .. SpkUf cdPai QuVvYYQ'
}

The "tkauth" field in the chall enge response object is specific to
the tkauth-01 challenge type. When responding to a challenge for a
JWICd ai mConstraints identifier, this field SHALL contain the

JWICl ai mConstraints Authority Token defined in the next section.

5. JWd ai nConstraints Authority Token

The JWIC ai nConstraints Authority Token is a profile instance of the
ACMVE Aut hority Token defined in [ RFC9447].

The JWICl ai nConstraints Authority Token Protected header MJUST conply
with the Authority Token Protected header as defined in [ RFC9447].

5.1. JWId ai mConstraints Authority Token Payl oad

The JWICl ai nConstraints Authority Token Payl oad MJST include the
mandatory clainms "exp", "jti", and "atc", and MAY include the
optional clains defined for the Authority Token.

5.1.1. "iss" claim

The "iss" claimis an optional claimdefined in [ RFC7/519]

Section 4.1.1. It can be used as a URL identifying the Token
Authority that issued the JWd ai nConstraints Authority Token beyond
the "x5u" or other Header clains that identify the |Iocation of the
certificate or certificate chain of the Token Authority used to

val i date the JWIC ai mConstraints Authority Token.
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5.1.2. "exp" claim

The "exp" claim defined in [RFC7519] Section 4.1.4, MJST be included
and contains the DateTinme value of the ending date and tinme that the
JWId ai nConstraints Authority Token expires.

5.1.3. "jti" claim

The "jti" claim defined in [RFC7519] Section 4.1.7, MJST be included
and contains a unique identifier for this JWd ai nConstraints
Aut hority Token transaction

5.1.4. "atc" claim

The "atc" claimMJIST be included and is defined in [ RFC9447]. It
contains a JSON object with the follow ng el enents:

* a "tktype" key with a string value equal to "JWJd ai mConstraints"
to represent a JWd ai nConstraints profile of the authority token
[ RFC9447] defined by this docunment. "tktype" is a required key and
MJUST be i ncl uded.

* a "tkvalue" key with a string value equal to the base64url
encodi ng of the JWIC ai nConstrai nts or EnhancedJWd ai nConstraints
certificate extension ASN. 1 object using DER encoding rules.
"tkvalue" is a required key and MUST be incl uded.

* a "ca" key with a bool ean value set to false (since the
JWId ai nConstraints extension is applicable only to end-entity
certificates). "ca" is an optional key; if not included, the "ca"
val ue is considered fal se by default.

* a "fingerprint" key is constructed as defined in [ RFC3555]
Section 8.1 corresponding to the conputation of the fingerprint
step using the ACVME account key credentials. "fingerprint" is a
required key and MUST be incl uded.

An exanpl e of the JWId ai mConstraints Authority Token is as foll ows:
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{
"protected": base64url ({
"typ": "Jwr,
"al g": "ES256",
"x5u": "https://authority.exanple.org/cert"
1),
"payl oad": base64url ({
"iss": "https://authority.exanple.org",
"exp": 1640995200,
"jti": "ide098364921",
"atc": {
"tktype": "JWd ai nConstraints",
"tkval ue": "F83n2a...avn27DN3",
"ca": false,
"fingerprint": "SHA256 56: 3E: CF: AE: 83: CA: 4D: 15: BO: 29: FF: 1B: 71
D3: BA: B9: 19: 81: F8: 50: 9B: DF: 4A: D4: 39: 72: E2: B1: FO: B9: 38: E3"
}
1),
"signature": "9cbgb5JOLG 5YLjj z... SpkUf cdPai QuVvYYQ'
}

5.2. Acquiring the token fromthe Token Authority

Fol | owi ng [ RFC9447] Section 5, the authority token should be acquired
usi ng a RESTful HTTP POST transaction as foll ows:

POST /at/account/:id/token HITP/ 1.1
Host: authority.exanple.org
Cont ent - Type: application/json

The request will pass the account id as a string in the request
paraneter "id". Note that this account identifier refers to the ACVE
client’s account with the Token Authority, and is distinct fromthe
ACME account used with the CA. There is assuned to be a
correspondi ng authentication procedure that can be verified for the
success of this transaction, for exanple, an HTTP Authorization
header field containing valid authorization credentials as defined in
[ RFC7231] Section 14.8.

The body of the POST request MJUST contain a JSON object with key
val ue pairs corresponding to values that are requested as the content
of the claims in the issued token

As an exampl e, the body SHOULD contain a JSON object as follows:
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"atc": {
"tktype": "JWd ai nConstraints",
"tkval ue": "F83n2a...avn27DN3",
"ca": false,
"fingerprint": "SHA256 56: 3E: CF: AE: 83: CA: 4D: 15: BO: 29: FF: 1B: 71: D3

:BA: B9: 19: 81: F8: 50: 9B: DF: 4A: D4: 39: 72: E2: B1: FO: B9: 38: E3"
}
}

The response to the POST request if successful returns a 200 OK with
a JSON body that contains, at a mnimm the JWd ai nConstraints

Aut hority Token as a JSON object with a key of "token" and the
base64url encoded string representing the atc token. JSON is easily
extensi ble, so users of this specification my want to pass other

pi eces of infornmation relevant to a specific application

An exanpl e successful response would be as foll ows:

HTTP/ 1.1 200 K
Cont ent - Type: application/json

{"token": "DGyRej nCefe7v4N...vb29Hhjj LPSggw E"}

The ACVE client then uses the value of the "token" field as the
"tkauth" field in the challenge response POST to the ACME chal |l enge
URL, as described in Section 4.

If the request is not successful, the response should indicate the
error condition. Specifically, for the case that the authorization
credentials are invalid or if the Account |ID provided does not exist,
the response code MJST be 403 - Forbidden. Oher 4xx and 5xx
responses MJST foll ow standard [ RFC7231] HITP error condition
conventi ons.

5.3. Token Authority Responsibilities

When creating the JWd ai mConstraints Authority Token, the Token
Aut hority MJST validate that the information contained in the ASN. 1
JWId ai nConstraints accurately represents the correspondi ng

JWI]d ai nConstrai nt resources the requesting party is authorized to
represent based on their pre-established and verified secure

rel ati onship between the Token Authority and the requesting party.
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The fingerprint in the token request is not nmeant to be verified by
the Token Authority. Rather, it is meant to be signed as part of the
token so that the party that requests the token can, as part of the
chal | enge response, allow the ACME server to validate that the token
requested and used canme fromthe sanme party that controls the ACME
client.

5.4. Scope of the JWId ai mConstraints

Because this specification involves the JWd ai nConstraints and
EnhancedJWICl ai nConstrai nts extensions, the client MAY request an
Aut hority Token with some subset of its own authority as the

JWId ai nConstraints provided in the "tkvalue" elenent of the "atc"
JSON obj ect. JWIC ai nConstraints can be constructed to define a
limted scope of clainms and claimvalues the client has authority
over.

5.5. ACME Chall enges requiring nmultiple Authority Tokens

The ACME new-order request may include multiple identifiers, each of
which is authorized separately. Wth the introduction of this
specification, for STIR certificates [ RFC8226], a certificate order
may require two Authority Token identifier types:

*  The JWId ai nConstraints identifier defined in this docunment, and
* The TNAut hLi st identifier defined in [ RFC9448].

O her Authority Token types nmay be introduced in future Authority
Token profile specifications with sinmilar requirenents.

Thi s section describes scenarios where a new order request contains
both of these identifier types. In such cases, the CA requires the
ACME client to provide both a JWd ai nConstraints Authority Token and
a TNAut hLi st Authority Token as part of the chall enge response.

The TNAut hLi st Authority Token authorizes the token hol der to obtain
certificates containing a TNAut hLi st extensi on whose scope is |ess
than or equal to the scope of the TNAuthList identifier in the token

The JWICl ai nConstraints Authority Token authorizes the token hol der
to obtain a certificate containing a JWC ai nConstraints or
EnhancedJWI'Cl ai nConstrai nts extension, provided that the extension is
within the scope of the JWC ai mConstraints identifier in the token
Since these two certificate extensions constrain the resources and
clainms available to the certificate, there is an inherent interaction
bet ween these two types of Authority Tokens.
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The "value" field of the JWd ai nConstraints identifier, and the
correspondi ng "tkvalue" in the "atc" claim is a base64url -encoded
DER representation of a JWC ai nConstraints or

EnhancedJWICl ai nConstraints ASN. 1 object as defined in [ RFC8226] and
[ RFC9118]. Fromthe ACME server’'s perspective this value is opaque:
validation step 5 in Section 6 requires only that the value in the
token matches the value in the order. The semantic content of the
extension — which clainms are pernmitted or excluded, and for which

t el ephone nunbers — is a STIR ecosystem concern governed by [ RFC8226]
and [ RFC9118], and is validated by the Token Authority prior to token
i ssuance (see Section 5.3). Informative exanpl es of

JWId ai nConstraints ASN. 1 structures, their DER encodings, and
correspondi ng base64url values are provided in Appendi x A

5.5.1. ACME Procedures when Chall enge requires two Authority Tokens

Sections 3 and 4 describe the ACME procedures for issuing a
certificate based on a single JWC ai nConstraints identifier. This
section describes how these procedures are nodified to support the
case where the new order request contains both a TNAuthList and
JWICl ai nConstraints identifier

First, the "identifiers" field in the new order request includes both
i dentifier types:

"identifiers": [
{"type": "TNAuthList",
"val ue": "KHn6xf...jwiAlvgh"},
{"type": "JWId ai nConstrai nts",
"val ue": "F83n2a...avn27DN3"}]

The CA includes two "authorizations" URLs in the 201 (Created)
response to the new order request, one for each identifier

"aut hori zations": [
"https://exanpl e. com acne/ aut hz/ 1234",
"https://exanpl e. com acne/ aut hz/ 5678"]

The ACME client then queries each "authorizations®™ URL as shown in
Section 4. The CA returns the Authority Token chall enge for each
identifier. The ACME client responds to each challenge by providing
an Authority Token of the appropriate type.
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6. Validating the JWC ai mConstraints Authority Token

Upon receiving a response to the chall enge, the ACME server MJST
performthe following steps to determine the validity of the
response. Steps 1 through 3 and steps 6 through 8 are general ACVE
authority token validation steps applicable to any Authority Token
profile. Steps 4 and 5 are specific to the JWC ai nConstraints
profile. The semantic validation of whether the JWC ai mConstraints
or EnhancedJWd ai nConstraints content accurately reflects the
requesting party’s authorized resources is the responsibility of the
Token Authority prior to issuing the token (see Section 5.3), and is
governed by [RFC8226] and [ RFC9118].

1. Verify that the value of the "atc" claimis a well-fornmed JSON
obj ect containing the nandatory key val ues ("tktype", "tkval ue",
"fingerprint").

2. Verify Token Issuer: |If there is an "x5u" paraneter, verify the
"x5u" paraneter is an HTTPS URL with a reference to a certificate
representing the trusted issuer of authority tokens. |If there is
an "x5c" paraneter, verify the certificate array contains a
certificate representing the trusted issuer of authority tokens.

3. Verify Signature: Verify the JWd ai nConstraints Authority Token
signature using the public key of the certificate referenced by
the token's "x5u" or "x5c" paraneter.

4. Verify Token Type: Verify that the "atc" claimcontains a
"tktype" identifier with the value "JWd ai nConstraints".

5. Verify Constraints Match: Verify that the "atc" claim"tkval ue"
identifier contains the equival ent base64url encoded
JWId ai nConstraints or EnhancedJWd ai nConstraints certificate
extension string value as the ldentifier specified in the
original challenge

6. Verify dains: Verify that the remaining clains are valid (e.g.,
verify that the token has not expired using the "exp" clain).

7. Verify Account Control: Verify that the "atc" claim"fingerprint"
is valid and matches the account key of the client naking the
request .

8. Verify CA Flag: Verify that the "atc" claim"ca" identifier
bool ean corresponds to the CA boolean in the Basic Constraints
extension in the Certificate Signing Request (CSR) for either a
CA certificate or an end-entity certificate.
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If all steps in the token validation process pass, then the ACME
server MJST set the challenge object "status" to "valid". |If any
step of the validation process fails, the "status"” in the chall enge
obj ect MJST be set to "invalid".

7. Using ACME-issued Certificates with JSON Web Signature

JSON Web Signature (JW5) objects can include an "x5u" header
paraneter to refer to a certificate for signature validation. In
order to support this usage, the Certificate Authority (CA) MAY host
the newy issued certificate and provide a URL that the ACME client
owner can directly reference in the "x5u" header paraneter of their
si gned JW5 obj ect s.

To facilitate this, the CA MAY add a newmy defined field called "x5u"
to the 200 (OK) order object response when the certificate is ready
for the finalize request:

x5u (optional, string): A URL that can be used to reference the
certificate in the "x5u" paranmeter of a JW5 object.

An exanple of a 200 (OK) response containing the new "x5u" field:
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HTTP/ 1.1 200 K

Cont ent - Type: application/json

Repl ay- Nonce: CG 81JWBsq8Qyl gPCi 90X

Li nk: <https://exanpl e.com acne/directory>; rel ="i ndex"
Location: https://exanple.com acne/ order/ TA ocE8rfgo

{

"status": "valid",
"expires": "2016-01-20T14: 09: 07. 992",

"not Before": "2016-01-01T00: 00: 00Z",
"not After": "2016-01-08T00: 00: 00Z",

"identifiers": [
"type": "JWC ai nConstraints”,
"val ue": "F83n2a...avn27DN3"

] i)
"aut hori zations": ["https://exanple.conlacrme/ aut hz/ 1234"],
"finalize": "https://exanple.conm acne/ order/ TA ocE8rfgo/finalize",

"certificate": "https://exanpl e.com acne/ cert/ mAt 3xBGobw'

x5u": "https://exanpl e.conifcert-repo/giJl53knm23. pent

8. Security Considerations

The token represented by this docunent has the credentials to
represent JWIC ai nConstraints and EnhancedJWd ai nConstrai nts, which
constrain the resources and clains a certificate holder can assert.
The creation, transport, and any storage of this token MJST foll ow
the strictest of security best practices, beyond the recomendati ons
of the use of encrypted transport protocols in this docunent, to
protect it fromgetting in the hands of bad actors with illegitinmate
intent to inpersonate or mnisuse the constrained resources.

Thi s docunent inherits the security properties of [RFC9447].
I npl enent ati ons SHOULD fol |l ow the best practices identified in
[ RFC8725] for cryptographic security.

Thi s docunment only specifies SHA256 for the fingerprint hash
However, the syntax of the fingerprint object would pernit other
algorithnms if, due to concerns about algorithmc agility, a nore
robust algorithmwere required at a future tinme. Future
specifications CAN define new algorithns for the fingerprint object
as needed.
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9. | ANA Consi derations

Thi s docunent requests the addition of a new identifier object type
to the "ACME Identifier Types" registry defined in Section 9.7.7 of
[ RFC8555] .

T S +
| Label | Reference |
o e e e e e oo - R +
| JWIC ai mConstraints | RFCThis |
S +
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Appendi x A, JWd ai nConstraints ldentifier Value Exanpl es

Thi s appendi x provides informative exanples of JWd ai nConstraints
and EnhancedJWICl ai nConstraints ASN. 1 structures as defined in

[ RFC8226] and [RFC9118], along with their DER encodi ngs and base64url
val ues as used in the ACME identifier "value" field and the "tkval ue"
of the "atc" claim These exanples are intended for inplenenters of
STI Token Authorities and certificate requestors in the STIR SHAKEN
ecosystem ACME server inplenmentations treat the identifier value as
opaque and are not required to parse or validate its internal
structure.
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Note: single-quote delimters in the ASN.1 notati on bel ow denote
string val ues; inner double quotes are part of the JSON-formatted
cl ai mval ues as defined in [ RFC8226].

A.1. No Extended C ainms Authorized

In this case, the requestor is authorized to use a set of tel ephone
nunbers but no optional claiminformtion. The

EnhancedJWCl ai nConstrai nts extension uses a must Excl ude constraint
to prohibit all optional clains relevant to the application

SEQUENCE {
must Excl ude [2] {
SEQUENCE {
| ABString 'attest’
| ABString 'origid
| A5String 'div’
I A5String 'rph’
I A5String ' sph’
| A5String 'rcd
I A5String 'rcdi
I A5String "crn’
}
}
}

DER encodi ng (51 bytes, hex):

30 31 a2 2f 16 06 61 74 74 65 73 74 16 06 6f 72
69 67 69 64 16 03 64 69 76 16 03 72 70 68 16 03
73 70 68 16 03 72 63 64 16 04 72 63 64 69 16 03
63 72 6e

base64url| val ue:
MDG LXYGYXROZXNOFgzZvcnm naWQWA2RpdhYDenBoFgNz c GgWA3Jj ZBYEcn\kaRYDY3Ju

A simpler alternative for requestors not authorized to include
optional clainms is to submt a new order request containing only a
TNAut hLi st identifier. |In this case, the absence of a

JWId ai nConstraints identifier MAY trigger local policy in the CAto
include a restrictive EnhancedJWd ai nConstraints extension in the

i ssued certificate.
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A. 2. Extended O ains Authorized (Uniform Constraints)

In this case, the requestor is authorized to assert a specific set of
claiminformation that applies uniformy across all authorized

t el ephone nunbers. The extension uses a permttedVal ues constraint
for the authorized clainms and a nust Excl ude constraint for the

remai nder .
SEQUENCE {
perm ttedval ues [1] {
SEQUENCE {
SEQUENCE {
I A5String 'rcd
SEQUENCE {
UTE8String ' "nant: "James Bond"’
}
I A5String "crn’
SEQUENCE {
UTF8String ' "For your ears only"’
}
}
}
}
must Excl ude [2] {
SEQUENCE {
| A5String 'attest’
| A5String 'origid
I A5String 'div’
| A5String ' rph
I A5String ' sph’
| A5String "rcdi’
}
}
}

DER encodi ng (104 bytes, hex):

30 66 al 3d 30 3b 30 39 16 03 72 63 64 30 15 Oc
13 22 6e 61 6d 22 3a 20 22 4a 61 6d 65 73 20 42
6f 6e 64 22 16 03 63 72 6e 30 16 Oc 14 22 46 6f
72 20 79 6f 75 72 20 65 61 72 73 20 6f 6e 6¢C 79
22 a2 25 16 06 61 74 74 65 73 74 16 06 6f 72 69
67 69 64 16 03 64 69 76 16 03 72 70 68 16 03 73
70 68 16 04 72 63 64 69

base64ur| val ue:
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MGahPTA7MDkWA3Jj ZDAVDBM bt | j ogl kphbWzl EJvbny FgN cmdwkFgwUl kZv
ci B5b3Vyl GvhcnMgb25seSKi JRYGYXROZXNOFgZvem naWQWA2RpdhYDcnBoFgNz

cGgWBHIj ZCk

A. 3. Extended O ains Authorized (Per-TN Subset Constraints)

In this case, the requestor is authorized to assert different sets of

clainms for distinct subsets of tel ephone nunbers.
by including an "orig" claimin the pernmittedVal ues entry to

This is expressed

associate specific claimvalues with a particular set of tel ephone

nunbers.
SEQUENCE {
permttedVal ues [1] {
SEQUENCE {
SEQUENCE {
| A5String 'rcd’
SEQUENCE {
UTF8String ' "nanm': "Janmes Bond"’
}
I A5String "crn’
SEQUENCE {
UTF8String ' "For your ears only"’
}
| A5String 'orig’
SEQUENCE {
UTF8String '"12025551000"’
UTF8String ' "12025551001"’
}
}
}
}
must Excl ude [2] {
SEQUENCE {
| A5String 'attest’
| A5String "origid
I A5String " div’
| A5String 'rph
| A5String ’sph’
| ABString "rcedi’
}
}
}

DER encodi ng (143 bytes, hex):
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30 81 8c al 63 30 61 30 5f 16 03 72 63 64 30 15
Oc 13 22 6e 61 6d 22 3a 20 22 4a 61 6d 65 73 20
42 6f 6e 64 22 16 03 63 72 6e 30 16 Oc 14 22 46
6f 72 20 79 6f 75 72 20 65 61 72 73 20 6f 6e 6¢
79 22 16 04 6f 72 69 67 30 1e Oc 0d 22 31 32 30
32 35 35 35 31 30 30 30 22 Oc 0d 22 31 32 30 32
35 35 35 31 30 30 31 22 a2 25 16 06 61 74 74 65
73 74 16 06 6f 72 69 67 69 64 16 03 64 69 76 16
03 72 70 68 16 03 73 70 68 16 04 72 63 64 69

base64ur| val ue:

M GVOVWMWYTBF FgNy Y2QWFQWTI mbhbSI 61 CIKYWLI cyBCb25k1 hYDY3JuMBYMFCIG
b3l geVWd1lci Bl YXJzl ubHki FgRvcm nMB4ANDSI xM Ay NTULMTAWMCI MDSI xM Ay
NTULMIAWVBKi JRYGYXROZXNOFgZvcm naWWA2RpdhYDecnBoFgNz c GgWBHI j ZGk
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