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Abstract

Thi s docunent updates the Authentication and Authorization for
Constrai ned Environnments Franework (ACE, RFC 9200) as follows. (1) It
defines the Short Distribution Chain (SDC) workflow that the

aut hori zati on server (AS) can use for uploading an access token to a
resource server on behalf of the client. (2) For the QAuth 2.0 token
endpoint, it defines new paraneters and encodings and it extends the
semantics of the "ace profile" paraneter. (3) It defines howthe
client and the AS can coordinate on the exchange of the client’'s and
resource server’'s public authentication credentials, when those can
be transported by value or identified by reference; this extends the
semantics of the "rs_cnf" paraneter for the QAuth 2.0 token endpoint,
thus updating RFC 9201. (4) It extends the error handling at the AS,
for which it defines a new error code. (5) It deprecates the origina
payl oad format of error responses conveying an error code, when CBOR
is used to encode nessage payl oads. For those responses, it defines
a new payl oad fornmat aligned with RFC 9290, thus updating in this
respect also the profiles defined in RFC 9202, RFC 9203, and RFC
9431. (6) It amends two of the requirenents on profiles of the

f ramewor k.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-ace-workfl ow and-parans/.

Di scussion of this docunent takes place on the Authentication and
Aut hori zation for Constrai ned Environnents (ace) Wrking G oup
mailing list (mailto:ace@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ace/. Subscribe at
https://ww.ietf.org/mailman/listinfol/acel.
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Source for this draft and an issue tracker can be found at
https://github. com ace-wy/ ace-wor kf | ow and- par ans.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
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1.

I nt roducti on

The Authentication and Authorization for Constrained Environments
(ACE) framework [RFC9200] defines an architecture to enforce access
control for constrained devices. A client (C requests an assertion
of granted perm ssions froman authorization server (AS) in the form
of an access token, then uploads the access token to the target
resource server (RS), and finally accesses protected resources at the
RS according to the perm ssions specified in the access token

The framework has as main building bl ocks the QAuth 2.0 franework

[ RFC6749], the Constrained Application Protocol (CoAP) [RFC7252] for
message transfer, Concise Binary (bject Representation (CBOR)

[ RFC8949] for conpact encodi ng, and CBOR Object Signing and
Encryption (COSE) [ RFC9052][ RFC9053] for self-contained protection of
access tokens. |In addition, separate profile docunents define in
detail how the participants in the ACE architecture comrunicate,
especially as to the security protocols that they use.

Thi s docunent updates [ RFC9200] as fol | ows.

* |t defines the Short Distribution Chain (SDC) workflow for the ACE
framework (see Section 2), according to which the AS upl oads the
access token to the RS on behalf of C and then infornms C about the
outcome. The SDC workflow is especially convenient in deploynments
where the comunication | eg between C and the RS is constrained,
but the communication | eg between the AS and the RS is not.

The SDC wor kfl ow has no anbition to replace the original workflow
defined in [RFC9200]. The AS can use one workfl ow or the other
dependi ng, for exanple, on the specific RS for which an access
token has been issued and the nature of the comunication leg with
that RS.

* |t defines new paraneters and encodings for the QAuth 2.0 token
endpoint at the AS (see Section 3). These include:

- "token_upload", used by Cto informthe AS that it opts in to
use the SDC workfl ow and by the AS to inform C about the
out cone of the token uploading to the RS per the SDC wor kfl ow.

- "token_hash", used by the AS to provide C with a token hash,
whi ch corresponds to an access token that the AS has issued for
C and has successfully uploaded to the RS on behal f of C per
the SDC wor kf | ow.

Til oca & Sel ander Expi res 8 January 2026 [ Page 4]



I nternet-Draft New ACE Wor kfl ow and Paraneters July 2025

- "to_rs", used by Cto provide the AS with information to rel ay
to the RS, upon asking the AS to upload the access token to the
RS per the SDC workflow. Its specific use with the OSCORE
profile [RFC9203] is al so described, as effectively enabling
the use of the SDC workflow for that profile.

- "fromrs", used by the ASto provide Cwith information to
relay fromthe RS, after the AS has successfully upl oaded the
access token to the RS per the SDC workflow. Its specific use
with the OSCORE profile [ RFC9203] is al so described, as
effectively enabling the use of SDC workfl ow for that profile.

- "rs_cnf2", used by the AS to provide Cwith the public keys of
the RSs in the group-audience for which the access token is
i ssued (see Section 6.9 of [RFC9200]).

- "audi ence2", used by the ASto provide Cwith the identifiers
of the RSs in the group-audience for which the access token is
i ssued.

- "anchor _cnf", used by the AS to provide Cwith the public keys
of trust anchors, which C can use to validate the public key of
an RS (e.g., as provided in the "rs_cnf" paraneter defined in
[ RFC9201] or in the "rs_cnf2" paraneter defined in this
docunent) .

- "token_series_id", used by the ASto provide Cwth the
identifier of a token series and by Cto ask the AS for a new
access token in the sane token series that dynam cally updates
access rights. A correspondi ng access token claim nanely
"token_series_id", is also defined.

* |t extends the semantics of the "ace_profile" paraneter for the
QAuth 2.0 token endpoint at the authorization server defined in
[ RFC9200] (see Section 4).

* It defines how C and the AS can coordi nate on the exchange of the
client’s and resource server’'s public authentication credentials,
when those can be transported by value or identified by reference
in the access token request and response (see Section 5).

This extends the semantics of the "rs cnf" paraneter for the QAuth

2.0 token endpoint defined in [ RFC9201] and therefore updates
[ RFC9201] .
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* |t extends the error handling at the AS, for which it defines a
new error code that the AS can use for error responses sent to the
client, after failing to verify the proof of possession of the
client’s private key when processing an access token request (see
Section 6).

* |t deprecates the original payload format of error responses that
convey an error code, when CBOR is used to encode nessage payl oads
in the ACE framework. For such error responses, it defines a new
payl oad format according to the problemdetails format specified
in [ RFC9290] (see Section 7).

In this respect, it also updates the profiles of the ACE franework
defined in [ RFC9202], [RFC9203], and [ RFC9431].

* |t amends two of the requirenents on profiles of the ACE franework
originally conpiled in Appendi x C of [RFC9200] (see Section 8).

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Readers are expected to be famliar with the ternms and concepts
described in the ACE framework for Authentication and Authorization
[ RFC9200] [ RFC9201], as well as with terns and concepts related to
CBOR Wb Tokens (CWs) [ RFC8392] and CW Confirmati on Met hods

[ RFC8747] .

The term nol ogy for entities in the considered architecture is
defined in QAuth 2.0 [RFC6749]. In particular, this includes client
(O, resource server (RS), and authorization server (AS)

Readers are also expected to be faniliar with the ternms and concepts
related to CoAP [ RFC7252], Concise Data Definition Language (CDDL)

[ RFC8610], CBOR [ RFC8949], JavaScript Object Notation (JSON)

[ RFC8259], and COSE [ RFC9052] [ RFC9053] .

Note that the term"endpoint” is used here following its QAuth
definition [ RFC6749], ainmed at denoting resources such as /token and
/introspect at the AS, and /authz-info at the RS. The CoAP
definition, which is "[a]ln entity participating in the CoAP protocol"
[ RFC7252], is not used in this docunent.

Furthernmore, this docunment uses the follow ng terns.
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* Token series: a set of access tokens, all of which are bound to
the sane proof-of - possessi on (PoP) key and are sequentially issued
by the sanme AS for the sane pair (client, audience) per the sane
profile of ACE. A token series ends when the | atest access token
of that token series becones invalid (e.g., when it expires or
gets revoked).

Profiles of ACE can provide their extended and specialized
definition, e.g., by further taking into account the public
aut hentication credentials of C and the RS

* Token hash: identifier of an access token, in binary format
encodi ng. The token hash has no relation to other access token
identifiers possibly used, such as the "cti’ (CA ID) claim of
CBOR Wb Tokens (CW's) [ RFC8392].

CBOR [ RFC8949] and CDDL [RFC8610] are used in this docunment. CDDL
predefined type names, especially bstr for CBOR byte strings and tstr
for CBOR text strings, are used extensively in this docunent.

Exampl es t hroughout this docunent are expressed in CBOR diagnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610]. Diagnostic notation conments are often used to provide a
textual representation of the paraneters’ keys and val ues.

In the CBOR diagnostic notation used in this docunent, constructs of
the forme” SOVE_NAME are replaced by the val ue assigned to SOVE_NAME
in the CDDL nodel shown in Figure 11 of Appendix C. For exanple,
{e"audience2’ : ["rs1", "rs2"]} stands for {53 : ["rsl1l", "rs2"]}.

Note to RFC Editor: Please delete the paragraph i medi ately precedi ng
this note. Also, in the CBOR diagnhostic notation used in this
docunent, please replace the constructs of the forme’ SOVE_NAVE w th
the val ue assigned to SOVE NAME in the CDDL nodel shown in Figure 11
of Appendix C. Finally, please delete this note.

2. The Short Distribution Chain (SDC) Workfl ow

As defined in Section 4 of [RFC9200], the ACE framework relies on its
basi ¢ protocol workflow shown in Figure 1.

That is, the client first sends an access token request to the token
endpoint at the AS (Step A), specifying perm ssions that it seeks to
obtain for accessing protected resources at the RS, possibly together
with information on its own public authentication credential
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Then, if the request has been successfully verified, authenticated,
and authorized, the AS replies to the client (Step B), providing an
access token and possibly additional parameters as access information
including the actually granted perm ssions.

Finally, the client uploads the access token to the RS and,
consistently with the pernissions granted according to the access
token, accesses a resource at the RS (Step C, which replies with the
result of the resource access (Step F). Details about what protoco
the client and the RS use to establish a secure association, nmutually
aut henticate, and secure their comunications are defined in the
specific profile of ACE used, e.g., [RFC9202][ RFC9203][ RFCO431][I-D.i
etf-ace-edhoc-oscore-profile][l-D.ietf-ace-group-oscore-profile].

Further interactions are possible between the AS and the RS, i.e.,
the exchange of an introspection request and response where the AS
val i dates a previously issued access token for the RS (Steps D and

Fomm e - o - + o m e e e oo - +
---(A)-- Token Request ------- >| |

| Authorization |

<--(B)-- Access Token --------- | Server |

+ Access Information | |

+ Refresh Token (optional) +--------------- +

I I
I I
I I
I I
I I
I I n
| | I ntrospecti on Request (D]
| dient | Response |
I I I
I I I
I I
I I
I I
I I
I I

. (E)
(optional exchange)

Ry +

---(Q-- Token + Request ----- >| |

| Resource |

<--(F)-- Protected Resource ---| Ser ver |

! |

Fo-m-m--- + . L

Figure 1: ACE Basic Protocol Wbrkfl ow.

This section defines the alternative Short Distribution Chain (SDQ)
wor kfl ow shown in Figure 2, which MAY be supported by the AS. Unlike
in the original workflow defined in [ RFC9200], the AS upl oads the
access token to the RS on behalf of the client and then inforns the
client about the outcone.

If the token upl oadi ng has been successfully conpleted, the client

typically does not need to obtain the access token fromthe AS
altogether. That is, the client sinply establishes a secure
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association with the RS (if that has not happened al ready) and then
accesses protected resources at the RS, according to the perm ssions
granted per the access token and specified by the AS as access

i nfornation.

T + o e e e e e i eee oo n +
| |---(A)-- Token Request ------- >| |
| | | Aut hori zati on |
| | <--(B)-- Token Response ------- | Server |
| | + Access Information | |
| | + Access Token (optional) +---------mmmmmmmi +
| | + Refresh Token (optional) A | ~

| | | ] | | Token-Upl oad
| | I ntrospecti on Request (D)| | (AL | | Request
| dient | Response | (B | | (A2) Response
| | (optional exchange) | | | |

I I | v v

| | . +
| |---(Cl)-- Token (Optional) --->| |
I I I I
| | ---(C2)-- Protected Request -->| Resour ce |
| | | Server |
| | <--(F)--- Protected Resource --| |
A e L

Figure 2: ACE Short Distribution Chain (SDC) Workfl ow.
More specifically, the SDC workfl ow consists of the follow ng steps.

* Step A - Like in the original workflow, the client sends an access
token request to the token endpoint at the AS, with the additional
indication that it opts in to use the SDC workfl ow.

As defined in Section 3.1, this infornmation is conveyed to the AS
by nmeans of the "token_ upload" paraneter. The paraneter al so
specifies what the AS has to return in the access token response
at Step B, follow ng a successful uploading of the access token
fromthe AS to the RS.

* Step AL - This new step consists of the AS uploading the access
token to the RS, typically at the authz-info endpoint, just |ike
the client does in the original workflow.

* Step A2 - This new step consists of the RS replying to the AS,
foll owi ng the uploading of the access token at Step Al.
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* Step B - In the access token response, the AS tells the client
that it has attenpted to upload the access token to the RS
speci fying the outcome of the token uploading based on the reply
received fromthe RS at Step A2.

As defined in Section 3.1, this information is conveyed to the
client by nmeans of the "token_upl oad" paraneter included in the
access token response. |If the token uploading has failed, the
access token response al so includes the access token. O herw se,
the access token response includes information consistent with
what was specified by the "token_upl oad" paraneter of the access
token request at Step A

* Step ClL - This step occurs only if the token uploading fromthe AS
has failed, and the AS has provided the client with the access
token at Step B. In such a case, the client uploads the access
token to the RS just like at Step C of the original workflow.

* Step C2 - The client attenpts to access a protected resource at
the RS, according to the perm ssions granted per the access token
and specified by the AS as access information at Step B.

* Steps D, E, and F are as in the original workflow

The SDC wor kfl ow has no anbition to replace the original workflow
defined in [ RFC9200]. The AS can use one workflow or the other
dependi ng, for exanple, on the specific RS for which the access token
has been issued and the nature of the communication leg with that RS

When using the SDC workflow, all the communications between the AS
and the RS MUST be protected, consistent with Sections 5.8.4.3 and
6.5 of [RFC9200]. Unlike in the original workflow, this results in
protecting al so the uploading of the first access token in a token
series, i.e., in addition to the uploading of the follow ng access
tokens in the token series for dynamcally updating the access rights
of the client.

The SDC workflow is also suitable for deployments where clients are
not aware of details such as the need for access tokens to be issued
by the AS and upl oaded at the RS. Consistent with the intended
access policies, the AS can be configured to automatically issue
access tokens for such clients and upl oad those access tokens to the
RS. This neans that such clients do not have to request for an
access token to be issued in the first place. That is, they can

i medi ately send requests to the RS for accessing its protected
resources, in accordance with the access tokens already issued and
upl oaded by the AS.
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3.

New Par anet ers

The rest of this section defines a nunber of additional paraneters
and encodings for the QAuth 2.0 token endpoint at the AS.

3. 1.

t oken_upl oad

This section defines the additional "token_upload" paraneter. The
paraneter can be used in an access token request sent by Cto the
token endpoint at the AS, as well as in the successful access token
response sent as reply by the AS.

*

The "token_upl oad" parameter is OPTIONAL in an access token
request. The presence of this paranmeter indicates that C opts in
to use the SDC workfl ow defined in Section 2, whose actual use for
upl oadi ng the issued access token to the RS is an exclusive
prerogative of the AS.

Thi s paraneter can take one of the follow ng integer values. Wen
the access token request is encoded in CBOR those values are
encoded as CBOR unsigned integers. The value of the parameter

det erm nes whether the follow up successful access token response
will have to include certain information, in case the AS has
successful ly upl oaded the access token to the RS

- 0: The access token response will have to include neither the
access token nor its correspondi ng token hash.

- 1. The access token response will have to include the token
hash corresponding to the access token, but not the access
t oken.

- 2: The access token response will have to include the access

token, but not the correspondi ng token hash

If the AS supports the SDC wor kfl ow and the access token request

i ncludes the "token_upl oad" paranmeter with value 0, 1, or 2, then
the AS MAY use the SDC workflow to upload the access token to the
RS on behalf of C. OQherwise, follow ng that access token
request, the AS MUST NOT use the SDC wor kfl ow.

The "token_upl oad" parameter is REQU RED in a successful access
token response with response code 2.01 (Created), if both the
followi ng conditions apply. Qherw se, the "token_upl oad”
paraneter MJUST NOT be present.

- The correspondi ng access token request included the
"t oken_upl oad" paraneter, with value 0, 1, or 2.
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- The AS has attenpted to upload the issued access token to the
RS as per the SDC workflow, irrespective of the result of the
t oken upl oad.

When the "token_upl oad" paraneter is present in the access token
response, it can take one of the follow ng integer values. Wen
the access token response is encoded in CBOR those values are
encoded as CBOR unsi gned i ntegers.

- |If the token upload to the RS was not successful, then the
"t oken_upl oad" paraneter MJST specify the value 1.

In this case, the access token response MJST include the
"access_token" paraneter specifying the issued access token

- |If the token upload at the RS was successful, then the
"t oken_upl oad" paraneter MJST specify the value O.

In this case, the access token response can include additiona
paraneters as defined bel ow, depending on the value of the
"token_upl oad" paraneter in the correspondi ng access token
request.

o |If the "token_ upload" paraneter in the access token request
specified the value 0, then the access token response MJST
NOT include the "access_t oken" paraneter and MJST NOT
i nclude the "token_hash" parameter defined in Section 3.2.

o |If the "token_upload" paraneter in the access token request
specified the value 1, then the access token response MJST
NOT i nclude the "access_t oken" parameter and MJST i ncl ude
the "token_hash" paraneter defined in Section 3.2,
speci fying the hash corresponding to the issued access token
and conputed as defined in Section 3.2.

o |If the "token_ upload" paraneter in the access token request
specified the value 2, then the access token response MJST
i nclude the "access_token" paraneter specifying the issued
access token and MJUST NOT include the "token_hash" paraneter
defined in Section 3.2.

3.1.1. Exanples
Figure 3 shows an exanple, with first an access token request fromC

to the AS and then an access token response fromthe ASto C
followi ng the issue of an access token bound to a symetric PoP key.
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The access token request specifies the "token_upl oad" paraneter with
value 0. That is, Cindicates that it requires neither the access
token nor the corresponding token hash fromthe AS, in case the AS
successful ly upl oads the access token to the RS

The access token response specifies the "token_upl oad" parameter with
val ue 0, which indicates that the AS has successfully upl oaded the
access token to the RS on behalf of C

Consi stent with the value of the "token_upl oad" parameter in the
access token request, the access token response includes neither the
access token nor its correspondi ng token hash. The access token
response also includes the "cnf" paraneter specifying the symretric
PoP key bound to the access token.

Access token request

Header: POST (Code=0.02)

Uri-Host: "as.exanple.cont

Uri-Path: "token"

Content-Format: 19 (application/ace+chbor)

Payl oad:
/ audience / 5 : "tenpSensor4711",
/| scope / 9 : "read",
e’ token_upload : O

}

Access token response

Header: Created (Code=2.01)
Content-Format: 19 (application/ace+chbor)
Max- Age: 3560

Payl oad:
e’ token_upl oad’ : O,
/| expires_in / 2 : 3600,
[ cnf [/ 8 : {

/| COSE Key / 1 : {
[ kty I 1 : 4/ Symetric /,
/ kid/ 2 : h 3d027833fc6267ce’,
/ k1 -1: h 73657373696f 6e6b6579’
}
}
}
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Figure 3: Exanpl e of Access Token Request- Response Exchange
Fol I owi ng a successful uploading of the access token fromthe AS
to the RS, the access token response includes the "token_upl oad”

paraneter but not the access token, which is bound to a symetric
key and was upl oaded to the RS by the AS.

Figure 4 shows another exanple, with first an access token request
fromCto the AS and then an access token response fromthe AS to C
al so followi ng the issue of an access token bound to a symretric PoP
key.

The access token request specifies the "token_upload" paraneter with
value 2. That is, Cindicates that it requires the access token from
the AS, even in case the AS successfully upl oads the access token to
the RS.

The access token response specifies the "token_upl oad" parameter with
value 0, which indicates that the AS has successfully upl oaded the
access token to the RS on behalf of C

Consistent with the value of the "token_upl oad" parameter in the
access token request, the access token response includes the
"access_token" paraneter specifying the issued access token. The
access token response also includes the "cnf" paraneter specifying
the synmetric PoP key bound to the access token.
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Access token request

Header: POST (Code=0.02)

Uri - Host: "as. exanpl e. cont

Ui-Path: "token"

Content-Format: 19 (application/ace+chor)

Payl oad:
/[ audience / 5 : "tenpSensor4711",
/ scope / 9 : "read",
e’'token_upload’ : 2

}

Access token response

Header: Created (Code=2.01)
Content-Format: 19 (application/ace+chor)
Max- Age: 3560

Payl oad:

e’ token_upl oad’ : O,
/| access_token / 1 : h'd08343al...4819
[ (full CAT elided for brevity;
CW contains the symmetric PoP key in the "cnf" clain /
/| expires_in / 2 @ 3600,
[ cnf [/ 8 :
/| COSE Key / 1 : {
[ kty I 1 : 4/ Symetric /,
/ kid/ 2 : h 3d027833fc6267ce’,
/ k1 -1: h 73657373696f 6e6b6579

}
}

Figure 4. Exanpl e of Access Token Request- Response Exchange
Fol I owi ng a successful uploading of the access token fromthe AS
to the RS, the access token response includes the "token_upl oad”
paraneter as well as the "access_token" paraneter conveying the
access token, which is bound to a symmetric key and was upl oaded

to the RS by the AS.

Figure 5 shows another exanple, with first an access token request
fromCto the AS and then an access token response fromthe AS to C
al so followi ng the issue of an access token bound to a symretric PoP
key.
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The access token request specifies the "token_upl oad" paraneter with
value 0. That is, Cindicates that it requires neither the access
token nor the corresponding token hash fromthe AS, in case the AS
successful ly upl oads the access token to the RS

In this exanple, the access token response includes the

"t oken_upl oad" paraneter with value 1, which indicates that the AS
has attenpted and failed to upload the access token to the RS on
behal f of C. The access token response al so includes the
"access_token" paraneter specifying the issued access token, together
with the "cnf" paraneter specifying the symmetric PoP key bound to
the access token

Note that, even though the AS has failed to upload the access token
to the RS, the response code 2.01 (Created) is used when replying to
C, since the access token request as such has been successfully
processed at the AS, with the follow ng issue of the access token
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Access token request

Header: POST (Code=0.02)

Uri - Host: "as. exanpl e. cont

Ui-Path: "token"

Content-Format: 19 (application/ace+chor)

Payl oad:
/[ audience / 5 : "tenpSensor4711",
/ scope / 9 : "read",
e’'token_upload : O

}

Access token response

Header: Created (Code=2.01)
Content-Format: 19 (application/ace+chor)
Max- Age: 3560

Payl oad:

e’ token_upl oad’ : 1,
/| access_token / 1 : h'd08343al...4819
[ (full CAT elided for brevity;
CW contains the symmetric PoP key in the "cnf" clain /
/| expires_in / 2 @ 3600,
[ cnf [/ 8 :
/| COSE Key / 1 : {
[ kty I 1 : 4/ Symetric /,
/ kid/ 2 : h 3d027833fc6267ce’,
/ k1 -1: h 73657373696f 6e6b6579
}
}

Figure 5. Exanpl e of Access Token Request- Response Exchange
Following a failed upl oading of the access token fromthe AS to
the RS, the access token response includes the "token_upl oad”
paraneter with value 1 as well the "access_token" paraneter
conveying the access token bound to a symmetric key.

3.2. token_hash
This section defines the additional "token_hash" paraneter. The

paraneter can be used in a successful access token response sent as
reply by the ASto C
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The following refers to the base64url encoding w thout padding (see
Section 5 of [RFC4648]) and denotes as "binary representation" of a
text string the correspondi ng UTF-8 encodi ng [ RFC3629], which is the
implied charset used in JSON (see Section 8.1 of [RFC8259]).

The "token_hash" paraneter is REQU RED in a successful access token
response with response code 2.01 (Created), if both the follow ng
conditions apply. Oherw se, the "token_hash" paraneter MJST NOT be
present.

* The correspondi ng access token request included the "token_upl oad"
paraneter with value 1.

* The access token response includes the "token_upl oad" paraneter
with value 0. That is, the AS has successfully upl oaded the
i ssued access token to the RS, as per the SDC workfl ow.

Thi s paraneter specifies the token hash corresponding to the access
token issued by the AS and successfully uploaded to the RS on behal f
of C. In particular:

* |f the access token response is encoded in CBOR, then the
"token_hash" paraneter is a CBOR byte string, with value the token
hash.

* |f the access token response is encoded in JSON, then the
"token_hash" paraneter has as val ue the base64url - encoded text
string that encodes the token hash

The AS conputes the token hash as defined in Section 3.2.1

3.2.1. Computing the Token Hash

The AS conputes the token hash over the value that the "access_token"

paraneter woul d have had in the same access token response, if it was

i ncluded therein and specifying the access token

In particular, the input HASH | NPUT over which the token hash is
computed is deternined as foll ows.

* |f the access token response is encoded in CBOR, then
- BYTES denotes the value of the CBOR byte string that would be
conveyed by the "access_token" paraneter, if this was included

in the access token response.

- HASH I NPUT_TEXT is the base64url-encoded text string that
encodes BYTES
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- HASH INPUT is the binary representation of HASH_ | NPUT_TEXT.

* |f the access token response is encoded in JSON, then HASH | NPUT
is the binary representation of the text string conveyed by the
"access_token" paraneter, if this was included in the access token
response.

Once determ ned HASH | NPUT as defined above, a hash val ue of
HASH | NPUT is generated as per Section 6 of [RFC6920]. The resulting
output in binary format is used as the token hash. Note that the
used binary fornat enbeds the identifier of the used hash function in
the first byte of the conputed token hash

The specific hash function used MJIST be collision resistant on byte
strings and MJST be selected fromthe "Named Informtion Hash

Al gorithm Regi stry" [I ANA Hash. Algorithns]. Consistent with the
conpliance requirenents in Section 2 of [RFC6920], the hash function
sha- 256 as specified in [ SHA-256] is nmandatory to inplenent.

The conputation of token hashes defined above is aligned with that
specified for the computation of token hashes in Section 4 of

[ RFC9770], where they are used as identifiers of revoked access
tokens. Therefore, given a hash algorithmand an access token, the
AS conputes the sanme correspondi ng token hash in either case.

If the AS supports the nethod specified in [RFCO770], then the AS
MJST use the sane hash algorithmfor conputing both the token hashes
to include in the "token_hash" paranmeter and the token hashes
conputed per that nethod to identify revoked access tokens.

3.2.2. Exanple

Figure 6 shows an exanple, with first an access token request fromC
to the AS and then an access token response fromthe ASto C
followi ng the issue of an access token bound to a symetric PoP key.

The access token request specifies the "token_upl oad" paraneter with
value 1. That is, Cindicates that it requires the token hash
corresponding to the access token fromthe AS, in case the AS
successful ly upl oads the access token to the RS

The access token response specifies the "token_upl oad" parameter with
val ue 0, which indicates that the AS has successfully upl oaded the
access token to the RS on behalf of C

Consistent with the value of the "token_upl oad" parameter in the

access token request, the access token response includes the
"t oken_hash" paraneter, which specifies the token hash correspondi ng
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to the issued access token. The access token response al so includes
the "cnf" paranmeter specifying the synmetric PoP key bound to the
access token.

Access token request

Header: POST (Code=0.02)

Uri-Host: "as.exanple.cont

Uri-Path: "token"

Content-Format: 19 (application/ace+chor)

Payl oad:
/ audience / 5 : "tenpSensor4711",
/ scope / 9 : "read",
e’ token_upload : 1

}

Access token response

Header: Created (Code=2.01)
Content-Format: 19 (application/ace+chor)
Max- Age: 3560

Payl oad:

e’ token_upl cad’ : O,
e’ token_hash’ : h’ 0153269057e12f e2b74ba07c892560a2d7
53877eb62f f 44d5a19002530ed97f f e4’ ,
/| expires_in / 2 : 3600,
/ cnf [/ 8 : {
/| COSE_Key / 1 : {
[ kty / 1 : 4] Symetric /,
/ kid/ 2 : h 3d027833fc6267ce’,
I k1 -1: h 73657373696f 6e6h6579’
}
}
}

Figure 6: Exanple of Access Token Request- Response Exchange
Fol | owi ng a successful uploading of the access token fromthe AS
to the RS, the access token response includes the "token_upl oad"

paraneter as well as the "token_hash" parameter. The
"t oken_hash" paraneter conveys the token hash corresponding to
the i ssued access token, which is bound to a synmretric key and
was upl oaded to the RS by the AS.
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3.3. to_rs and fromrs

The rest of this section defines the additional paraneters "to_rs"
(see Section 3.3.1) and "fromrs" (see Section 3.3.2).

The "to_rs" paraneter can be used in an access token request sent by
Cto the token endpoint at the AS. The "fromrs" paraneter can be
used in an access token response sent by the AS, in reply to a
request to the token endpoint fromC

The semantics and encoding of the information specified in the two
paraneters depend on the specific profile of ACE and application
used.

For instance, when using the OSCORE profile of ACE [ RFC9203], C and
RS can use the two paraneters to exchange the expected nonces and
identifiers via the AS. Section 3.3.3 describes how the two
paraneters are used when the OSCORE profile of ACE is used, thereby
effectively enabling the use of the SDC workflow for that profile.

3.3.1. to_rs

The "to_rs" paraneter is OPTIONAL in an access token request. The
presence of this paranmeter indicates that:

* Cwshes the ASto relay the information specified therein to the
RS, when the AS uploads the issued access token to the RS per the
SDC wor kfl ow defined in Section 2; and

* Cwishes the ASto relay information received fromthe RSto C
after having successfully upl oaded the access token to the RS per
the SDC wor kfl ow defined in Section 2.

Thi s paraneter MJST NOT be present if the "token_upl oad" paraneter
defined in Section 3.1 is not present in the access token request.
Al so, this paranmeter MJUST NOT be present if the requested access
token is not the first one of a new token series, i.e., if Cis
asking the AS for a new access token in the sane token series that
dynani cal | y updates access rights.

If C wishes that the AS relays information fromthe RS after
successful ly upl oadi ng the access token but C does not have any
information to be relayed to the RS, then this paraneter MJST specify
the CBOR sinple value null (0xf6).

O herwi se, this paraneter specifies the information that C wi shes the

AS to relay to the RS, when upl oading the access token to the RS on
behal f of C
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Such information consists in what C would provide to the RS in
addition to the access token, by sending a POST request to the authz-
i nfo endpoint in case the original workflow was used.

When conposing the paraneter "to_rs", C considers the sane
informati on and MJUST wap it in a data structure STRUCT, by using the
same nmethod that it enpl oys when using the original workflow For
exanple, with reference to the OSCORE profile of ACE [ RFC9203], such
a met hod conposes STRUCT as a CBOR nmap, which has to be sent as

payl oad of a request with Content-Fornmat "application/ace+cbor".

After that, C builds a CBOR byte string STR, whose value is the
bi nary representation of STRUCT

If and only if the request to the authz-info endpoint has to be sent
with a Content-Format ct different fromthe one specified by the
profile of ACE used, then C MUST tag the CBOR byte string STR (see
Section 3.4 of [RFC8949]). The tag nunber TN MJST be the one
associated with the Content-Format ct and is determined according to
the techni que described in Appendi x B of [RFCO277]. For exanple, the
Cont ent - Format "appl i cati on/ ace+cbor™ has Content-Format 1D 19 and
therefore has 1668546836 as its associ ated tag nunber.

When the access token request is encoded in CBOR the value of the
"to_rs" paraneter is the (tagged) CBOR byte string STR

When the access token request is encoded in JSON, the value of the
"to_rs" paraneter is a text string, which encodes the binary
representation of the (tagged) CBOR byte string STR in base64url

wi t hout paddi ng (see Section 5 of [RFC4648]).

If the "to_rs" parameter is present and specifies a value different
fromthe CBOR sinple value null (0xf6), the AS proceeds as foll ows
when conposi ng the POST request to send to the authz-info endpoint on
behal f of C

1. The AS sets the Content-Format of the request to be either
* the one specified by the profile of ACE used, if the CBOR byte
string STR conveyed by the "to _rs" paraneter is not tagged;
or, otherwi se

* the one associated with the tag nunber TN of the tagged CBOR
byte string STR conveyed by the "to_rs" paraneter.
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2. The AS retrieves the structure STRUCT from STR and extends STRUCT
by adding the issued access token, consistently with the profile
of ACE used and the Content-Format determ ned at the previous
st ep.

For exanpl e, when using the OSCORE profile of ACE [ RFC9203] and
the Content-Format to use is "application/ace+cbor”, STRUCT is a
CBOR map and the access token is included therein as an entry
that has: as map key, 1 encoded as a CBOR integer; as map val ue,
a CBOR byte string whose value is the binary representation of
the access token

Taggi ng the CBOR byte string as defined above ensures that the AS can
relay the information specified in the "to_rs" paraneter as intended
by C, i.e., by sending to the authz-info endpoint a POST request that
has the correct Content-Format and conveys the correct payl oad.

As a case in point, using the DTLS profile of ACE [ RFC9202] typically
results in a POST request to the authz-info endpoint with Content-
Format "application/cwt", as per Section 5.10 of [RFC9200]. However,
the DTLS profile of ACE can be conbined with application profiles of
[ RFC9594]. In such a case, the POST request mi ght convey both the
access token and additional paraneters fromC (e.g., "sign_info"
defined in Section 3.3 of [RFC9594]), which requires the request to
have Content-Format "application/ace+cbor" (see Section 3.3 of

[ RFC9594]).

3.3.2. fromrs

The "fromrs" paraneter is OPTIONAL in an access token response. The
presence of this paraneter indicates that the ASis relaying the
informati on specified therein to C, which the AS has received from
the RS after having successfully upl oaded the access token to the RS
per the SDC workfl ow defined in Section 2

Thi s paraneter MJST be present if and only if both the follow ng
condi tions apply:

* The "token_upl oad" paraneter defined in Section 3.1 is present
with value 0 in the access token response.

* The "to_rs" paraneter was present in the access token request
corresponding to the access token response.

This paraneter specifies the information that the ASis relaying to C

fromthe RS, follow ng the successful upload of the access token to
the RS on behalf of C
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Such information consists in what C would receive in a successfu
response fromthe authz-info endpoint, if the access token was
upl oaded per the original workfl ow

When conposing the paraneter "fromrs", the AS builds a CBOR byte
string STR as foll ows:

* |f the successful response fromthe authz-info endpoi nt does not
include a payload, then STRis the enpty CBOR byte string (0x40);
ot herwi se

* The value of STR is the payload of the successful response from
the aut hz-info endpoint.

If and only if the response specifies a given Content-Format ct
(i.e., by nmeans of the CoAP Content-Format Option), then the AS
MUST tag the CBOR byte string STR (see Section 3.4 of [RFC8949]).
The tag nunber TN MUST be the one associated with the Content-
Format ct and is determined according to the techni que descri bed
in Appendi x B of [RFC9277].

When the access token response is encoded in CBOR the value of the
"fromrs" paraneter is the (tagged) CBOR byte string STR

When the access token response is encoded in JSON, the value of the
"fromrs" paraneter is a text string, which encodes the binary
representation of the (tagged) CBOR byte string STR in base64url

wi t hout paddi ng (see Section 5 of [ RFC4648]).

When C receives fromthe AS the successful access token response
speci fying the "token_upl oad" paranmeter with value 0, Cretrieves
fromthe "fromrs" parameter the information relayed by the AS, just
like when retrieving that information froma 2.01 (Created) response
with Content-Format ct that C receives fromthe RS when using the
ori gi nal workfl ow.

In particular, if the CBOR byte string STRis not the enpty CBOR byte
string (0x40), C considers as the Content-Format ct either:

* the one specified by the profile of ACE used, if the CBOR byte
string STR conveyed by the "fromrs" paranmeter is not tagged; or,
ot herw se

* the one associated with the tag nunber TN of the tagged CBOR byte
string STR conveyed by the "fromrs" parameter
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3.3.3. Use with the OSCORE Profile

This section describes how to use the paraneters "to_rs" and
"fromrs" when the OSCORE profile of ACE [ RFC9203] is used.

Wthin the access token request fromC to the AS, the value of the
"to_rs" paraneter is a CBOR byte string, whose value is the binary
representation of a CBOR map C MAP composed of two fiel ds:

* Afield with the CBOR unsigned integer 40 as map key and with
val ue the nonce N1 generated by C, encoded a CBOR byte string (see
Section 4.1 of [RFC9203]).

* Afield with the CBOR unsigned integer 43 as map key and with
value the Recipient 1D IDl generated by C, encoded as a CBOR byte
string (see Section 4.1 of [RFC9203]).

When buil ding the POST request for uploading the access token to the
authz-info endpoint at the RS, the AS sets the Content-Format of the
request to "application/ace+cbor" and conposes the request payload as
specified in Section 4.1 of [RFC9203]. |In particular, the CBOR nap
speci fied as payl oad incl udes:

* The "access_token" field, with value the access token to upl oad
encoded as a CBOR byte string and with the CBOR unsigned integer 1
as map key.

* The "noncel" field, with value the sane CBOR byte string specified
by the field of C MAP that has the CBOR unsigned integer 40 as nmap
key.

* The "ace_client_recipientid" field, with value the same CBOR byte
string specified by the field of C_ MAP that has the CBOR unsigned
i nteger 43 as map key.

If the upload of the access token to the RS fromthe AS is
successful, the RSreplies to the ASwith a 2.01 (Created) response,
whi ch has Content-Format "application/ace+cbor"” and whose payload is
a CBOR map RS_MAP that includes:

*  The "nonce2" field, with value the nonce N2 generated by the RS
encoded as a CBOR byte string (see Section 4.2 of [RFC9203]).

* The "ace_server_recipientid" field, with value the Recipient ID

I D2 generated by the RS, encoded as a CBOR byte string (see
Section 4.2 of [RFC9203]).
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Wthin the access token response fromthe ASto C, the value of the
"fromrs" paraneter is a CBOR byte string, whose value is the binary
representation of a CBOR map conposed of two el enents:

* Afield with the CBOR unsigned integer 42 as map key and with
val ue the sanme CBOR byte string specified by the "nonce2" field of
RS _MAP.

* Afield with the CBOR unsigned integer 44 as map key and with
val ue the sane CBOR byte string specified by the
"ace_server_recipientid" field of RS _MAP.

When C receives fromthe AS the successful access token response
speci fying the "token_upl oad" parameter with value 0, Cretrieves the
nonce N2 and the Recipient IDID2 fromthe "fromrs" paraneter, just
Iike when retrieving those froma 2.01 (Created) response received
fromthe RS when using the original workflow.

Fi gure 7 shows an exanple where the OSCORE profile is used, with
first an access token request fromC to the AS and then an access
token response fromthe ASto C, follow ng the issue of an access
token bound to a symretric PoP key.

The access token request specifies the "token_upload" paraneter with
value 0. That is, Cindicates that it requires neither the access
token nor the correspondi ng token hash fromthe AS, in case the AS
successful ly upl oads the access token to the RS. Al so, the access
token request includes the "to rs" paraneter, specifying the val ues
of N1 = 0x018a278f 7f aab55a and 1 D1 = 0x1645 intended to the RS

The access token response specifies the "token_upl oad" paranmeter with
val ue 0, which indicates that the AS has successfully upl oaded the
access token to the RS on behalf of C

Consistent with the value of the "token_upl oad" parameter in the
access token request, the access token response includes neither the
access token nor its correspondi ng token hash. The access token
response al so includes the "cnf" paraneter specifying the symretric
PoP key bound to the access token, as an OSCORE_I nput _Material object
(see Section 3.2.1 of [RFC9203]). Also, the access token response
includes the "fromrs" paraneter, specifying the values of N2 =
0x25a8991cd700ac01 and 1 D2 = 0x0000 received fromthe RS and intended
to C
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Access token request

Header: POST (Code=0.02)
Uri - Host: "as. exanpl e. cont
Ui-Path: "token"
Content-Format: 19 (application/ace+chor)
Payl oad:

/[ audience / 5 : "tenpSensor4711",

/ scope / 9 : "read",

e’ token_upl oad’ : O,

e'to rs’ h' a2182848018a278f 7f aab55a182b421645’

Access token response

Header: Created (Code=2.01)
Content-Format: 19 (application/ace+chor)
Max- Age: 3560

Payl oad:

e’ token_upl oad’ : O,
e fromrs’ h' a2182a4825a8991cd700ac01182¢c420000’ ,
| ace_profile / 38 : / coap_oscore / 2,

/| expires_in / 2 : 3600,
[ cnf [/ 8 : {
[ osc | 4 : {
/id/ 0: ho01,
I ms | 2 h’' f 9af 838368e353e78888e1426bd94e6f "’

}
}
}

Figure 7: Exanple of Access Token Request-Response Exchange where
the OSCORE Profile is Used. Follow ng a successful uploading of
the access token fromthe AS to the RS, the access token response
i ncludes the "token_upl oad" paraneter but not the access token,
which is bound to a symretric key and was upl oaded to the RS by
the AS. C and the RS exchange N1, I1Dl, N2, and ID2 via the AS by
means of the paraneters "to rs" and "fromrs"

rs_cnf2 and audi ence2

Thi s section defines the additiona

paraneters "rs_cnf2" and

"audi ence2" for an access token response,
a request to the token endpoint fromC
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* The "rs_cnf2" paraneter is OPTIONAL if the token type is "pop",
asymmetric keys are used, and the access token is issued for an
audi ence that includes multiple RSs (i.e., a group-audi ence, see
Section 6.9 of [RFC9200]). Oherwi se, the "rs_cnf2" paraneter
MUST NOT be present.

Thi s paraneter specifies infornmation about the public keys used by
the RSs of a group-audi ence for authenticating thenselves to C

It is used in case the binding between the public keys and the
corresponding RS identities are not established through other
means. |f this paraneter is absent, either the RSs in the group-
audi ence do not use a public key, or the AS knows that the RSs can
aut henti cate thenselves to C without additional infornation.

If present, this paraneter MJST encode a non-enpty CBOR array of N
el ements, where N is the nunber of RSs in the group-audi ence for
whi ch the access token is issued. Each elenment of the CBOR array
specifies the public key of one RS in the group-audi ence, and MJST
foll ow the syntax and semantics of the "cnf" claimeither from
Section 3.1 of [RFC8747] for CBOR-based interactions, or from
Section 3.1 of [RFC7/800] for JSON based interactions. It is not
required that all the elenents of the CBOR array rely on the sane
confirmation nethod.

Any of the public keys may be provided together with information
such as the public key algorithmand use (e.g., specified by neans
of the paraneters "al g" and "key_ops"” in a COSE Key structure).

If such information is specified, a client MJUST NOT use a public
key that is inconpatible with the profile of ACE used or with the
PoP al gorithm according to that information. An RS MJST reject a
proof of possession that relies on such a key and MJST reply with
a response code equivalent to the CoAP code 4.00 (Bad Request).

* The "audi ence2" paraneter is OPTIONAL and specifies the
identifiers of the RSs in the group-audi ence for which the access
token is issued.

If present, this paraneter MJST encode a non-enpty CBOR array of N
el ements, where N is the nunber of RSs in the group-audi ence for
whi ch the access token is issued. Each elenment of the CBOR array
in the "audi ence2" paraneter MJST be a CBOR text string, with
value the identifier of one RS in the group-audi ence.
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3.

4.

1.

The el ement of the CBOR array referring to an RS in the group-

audi ence SHOULD have the sane val ue that woul d be used to identify
that RS through the "audi ence"” paranmeter of an access token
request to the AS (see Section 5.8.1 of [RFC9200]) and of an
access token response fromthe AS (see Section 5.8.2 of

[ RFC9200]), when requesting and issuing an access token for that

i ndi vi dual RS

The "audi ence2" parameter is REQURED if the "rs_cnf2" parameter
is present. In such a case, the i-th elenent of the CBOR array in
the "audi ence2" paraneter MJST be the identifier of the RS whose
public key is specified as the i-th elenment of the CBOR array in
the "rs_cnf2" paraneter.

Exampl e

Fi gure 8 shows an exanpl e of access token response fromthe ASto C
followi ng the issue of an access token for a group-audi ence conposed
of two RSs "rsl1" and "rs2" and bound to C s public key as asymetric
PoP key. The access token response includes the access token as well
as the paraneters "audi ence2" and "rs_cnf2". These specify the
public key of the two RSs as intended recipients of the access token
and the identifiers of those two RSs, respectively.

Til oca & Sel ander Expi res 8 January 2026 [ Page 29]



Internet-Draft

3.5.

New ACE Wor kfl ow and Par aneters

Access token response

Header: Created (Code=2.01)
Cont ent - For mat :

Max- Age: 3600

Payl oad:
{

/ access _token / 1

[ (full

e’ audi ence?’

19 (application/ace+chor)

b64’ Sl AV32hk. .. 12",

CW elided for brevity;
CWI contains the client’s RPK in the "cnf" clain /
/| expires_in/ 2 : 3600,

e'rs_cnf2' : |

}

[ kty [ 1:
[ crv [ -1:
[ x|/ -2
[yl -3
COSE_Key /

[ kty [ 1:
[ crv [ -1:
I x|/ -2
Iyl -3

["rs1", "rs2"],

/| COSE Key / 1 : {

2/ EC2 [/,

1/ P-256 1/,

h’ bbc34960526ea4d32e940cad2a234148
ddc21791al2af bcbhac93622046dd44f 0

h’ 4519e257236b2a0ce2023f 0931f 1f 386

July 2025

ca7af da64f cde0108c224c51eabf 6072

1

A

2/ EC2 /,

1/ P-256 1/,

h’ ac75e9ece3e50bf c8ed6039988952240
5c47bf 16df 96660a41298cb4307f 7eb6

h’ 6e5de611388a4bh8aB8211334ac7d37ech

52a387d257e6db3c2a93df 21f f 3aff c8

Fi gure 8: Exanpl e of access token response with an access token
usi ng the paraneters "audi ence2" and

bound to an asymmetric key,

anchor _cnf
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The "anchor_cnf" paranmeter is OPTIONAL if the token type is "pop" and
asymmetric keys are used. Oherw se, the "anchor_cnf" paranmeter MJST
NOT be present.

Thi s paraneter specifies informati on about the public keys of trust
anchors, which C can use to validate the public key of the RS/ RSs
included in the audience for which the access token is issued. This
paraneter can be used when the access token is issued for an audi ence
including one RS or nultiple RSs.

If this paraneter is absent, either the RS/RSs in the audi ence do not
use a public key, or the AS knows that C can validate the public key
of such RS/RSs without additional information (e.g., C has already
obt ai ned the required public keys of the involved trust anchors from
the AS or through ot her neans).

If present, this paraneter MJST encode a non-enpty CBOR array that
MUST be treated as a set, i.e., the order of its elenents has no
meani ng. Each el enment of the CBOR array specifies the public key of
one trust anchor, which can be used to validate the public key of at
| east one RS included in the audience for which the access token is

i ssued. Each elenent of the CBOR array MJST follow the syntax and
semantics of the "cnf" claimeither from Section 3.1 of [ RFC8747] for
CBOR-based interactions, or from Section 3.1 of [RFC7800] for JSON
based interactions. It is not required that all the elenents of the
CBOR array rely on the sane confirmati on nethod.

Any of the public keys conveyed in the "anchor_cnf" parameter nmay be
provi ded together with informati on such as the public key algorithm
and use (e.g., specified by nmeans of the paraneters "al g" and
"key_ops" in a COSE_Key structure). |If such information is
specified, a client MJUST NOT use a public key that is inconpatible
with the profile of ACE used or with the public keys to validate and
the way to validate those

The presence of this paranmeter does not require that the access token
response also includes the "rs_cnf" paranmeter defined in [ RFC9201] or
the "rs_cnf2" paraneter defined in Section 3.4 of this docunent.

That is, C may be able to obtain the public keys of the RS/ RSs for
whi ch the access token is issued through other neans.

When the access token response includes both the "anchor_cnf"
paraneter and the "audi ence2" parameter defined in Section 3.4, then
C MUST nake sure that a public key PK RS is associated with an RS
identified by an el enent of "audi ence2", before using any of the
public keys specified in "anchor_cnf" to validate PK RS
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When the access token response includes the "anchor_cnf" paraneter
but not the "audi ence2" paraneter, then C can use any of the public
keys specified in "anchor_cnf" to validate the public key PK RS of
any RS in the targeted audience. This allows Cto use the access
token with an RS that is deployed |later on as part of the sane

audi ence, which is particularly useful in the case of a group-

audi ence.

3.5.1. Exanple

Figure 9 shows an exanpl e of access token response fromthe ASto C
followi ng the issue of an access token for a group-audi ence and bound
to Cs public key as asymetric PoP key.

The identifier of the group-audi ence was specified by the "audi ence"
paraneter of the access token request to the AS, is specified by the
"aud" claimof the issued access token, and is not repeated in the
access token response fromthe AS.

The access token response includes the "anchor_cnf" paraneter. This
specifies the public key of a trust anchor that C can use to validate
the public keys of any RS with which the access token is going to be
used. By neans of the CAM confirnmation nmethod "x5chain" defined in
[1-D.ietf-ace-edhoc-oscore-profile], the public key of the trust
anchor is here conveyed within an X. 509 certificate [RFC5280] used as
public authentication credential for that trust anchor.
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Access token response

Header: Created (Code=2.01)
Content-Format: 19 (application/ace+chor)
Max- Age: 3600
Payl oad:
{
/| access_token / 1 : b64’ S| AV32hk...12',
[ (full OAI elided for brevity;
CWI contains the client’s RPK in the "cnf" clain /
/| expires_in/ 2 : 3600,
e’ anchor_cnf’ : [

e’ x5chain’ : h’308201363081dea003020102020301f 50d30
0a06082a8648ce3d04030230163114301206
035504030c0b524643207465737420434130
1e170d3230303130313030303030305a170d
3231303230323030303030305a3022312030
1e06035504030¢1730312d32332d34352d46
462d46452d36372d38392d41423059301306
072a8648ce3d020106082a8648¢ce3d030107
03420004b1216ab96e5b3b3340f 5bdf 02e69
3f 16213a04525ed44450b1019c2df d3838ab
ac4el14d86c0983ed5e9eef 2448c6861cc406
547177e6026030d051f 7792ac206a30f 300d
300b0603551d0f 040403020780300a06082a
8648ce3d04030203470030440220445d798¢c
90e7f 500dc747a654cec6ef a6f 037276el4e
52ed07f c16294¢84660d02205a33985df bd4
bf dd6d4acf 3804c3d46ebf 3b7f a62640674f
c0354f a056dbaeab’

}

Fi gure 9: Exanple of Access Token Response with an access token
bound to an asynmetric key, using the "anchor_cnf" paraneter.

3.6. token_series_id

This section defines the additional "token_ series id" paraneter. The
paraneter can be used in an access token request sent by Cto the
token endpoint at the AS as well as in the successful access token
response sent as reply by the AS

* The "token_series_id" paranmeter is OPTIONAL in an access token

request. The presence of this paraneter indicates that C wi shes
to obtain a new access token for dynam cally updating its access
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rights. That is, the new access token is intended to be the next
one in an active token series and to supersede the | atest access

token in that token series. This parameter MJST NOT be present if
the requested access token is the first one of a new token series.

If present, this parameter specifies the identifier of the token
series that the new access token is intended to extend. The
identifier does not change throughout the lifetime of the token
series and was provided to Cin the successful access token
response that the AS sent when issuing the first access token in
that token series. Wen the access token request is encoded in
CBOR, the value of this paraneter is encoded as a CBOR byte
string.

* The "token_series_id" paranmeter is OPTIONAL in an access token
response. This paraneter MJST NOT be present if the issued access
token is not the first one of the token series it belongs to.

If present, this parameter specifies the identifier of the token
series to which the issued access token belongs. When the access
token response is encoded in CBOR, the value of this paraneter is
encoded as a CBOR hyte string.

If the ASrelies on the "token_ series id" paraneter to exchange the
identifier of token series with clients, then the follow ng applies.

* The value assigned to the identifier of a token series MIST be
associated with all the access tokens issued by the AS for that
token series and MJST be selected froma pool that the AS
excl usively controls.

In particular, the triple (TS_ID, C, AUD) MJST uniquely identify a
token series and its correspondi ng access tokens, where TS ID is
the identifier of the token series, while C and AUD are the client
and the audi ence for which the access token is issued,
respectively. The AS MJST take into account both ongoing and
ended token series for selecting a new TS_ID that conplies with
the above requirements.

Note that the ACE profile is not part of the triple, hence the
requi renent spans across all the ACE profiles that the AS and its
regi stered clients/RSs support.

* An issued access token that belongs to a token series MJST include
the identifier of that token series. This allows the RS to
identify the | atest access token in the token series to be
superseded by the issued access token
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In particular, each of such access tokens MJST include a claim
specifying the identifier of the token series to which the access
token bel ongs. Wen CMs are used as access tokens, this

i nformati on MUST be transported in the "token_ series_id" claim
registered in Section 10. 4.

If a profile of ACE relies on a construct that uses different
paraneters/clains to transport the identifier of a token series, then
the new "token_series_id" parameter and "token_series_id" claimMJST
NOT be used when using that profile.

For exanple, a nunber of paraneters/clains are already used to
transport information that acts de facto as identifier of token
series, in the PSK node of the DTLS profile [RFC9202], in the OSCORE
profile [RFC9203], and in the EDHOC and OSCORE profile
[1-D.ietf-ace-edhoc-oscore-profile].

4. Updated "ace profile" Paraneter

This section extends the semantics of the "ace_profile" paraneter
defined in [ RFC9200] for the QAuth 2.0 token endpoint at the
aut hori zati on server.

In addition to what is specified in Sections 5.8.1, 5.8.2, and
5.8.4.3 of [RFC9200], the follow ng applies.

* \When sending an access token request to the token endpoint at the
AS (see Section 5.8.1 of [RFC9200]), C MAY include the
"ace_profile" paraneter, specifying the identifier of the profile
that C wi shes to use towards the RS

* |f the AS receives an access token request that includes the
"ace_profile" paraneter specifying the identifier of a profile,
then the AS proceeds as foll ows.

In case the AS does not issue access tokens per the profile
specified in the access token request, or C and the RS do not
share that profile, then the AS MIST reject the request and MJST
reply with an error response (see Section 5.8.3 of [RFC9200]).
The error response MUST have a response code equivalent to the
CoAP code 4.00 (Bad Request) and MUST include the error code
"inconpatible _ace profil es"

In case the AS issues an access token to C, the access token MJST

be per the profile whose identifier was specified by the
"ace_profile" paraneter in the access token request.
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In case the ASreplies to Cwith a successful access token
response (see Section 5.8.2 of [RFC9200]), then the response MAY
include the "ace_profile" paraneter. |If it is included in the
access token response, the "ace _profile" paraneter MJIST specify
the sane profile identifier that was specified by the
"ace_profile" paranmeter of the correspondi ng access token request.

Coordi nati ng on the Exchange of Public Authentication Credentials

In sone profiles of ACE, it is possible for C and the RS to use
public authentication credentials. Depending on the specific
profile, the access token request and response exchanged between C
and the AS can specify those authentication credentials as
transported by value or instead identified by reference. For
instance, this is the case in the EDHOC and OSCORE profile
[1-D.ietf-ace-edhoc-oscore-profile] and in the DILS profile [ RFC9202]
as extended in [I-D.ietf-ace-authcred-dtls-profile].

At sonme point, the AS (C) m ght beconme unable to use a credentia
identifier as a reference for accessing the authentication credential
of C (of the RS) obtained earlier, e.g., due to having deleted the
credential fromits |ocal storage. This can prevent the AS (C) from
successfully processing an incoming access token request (response)
that specifies the authentication credential of C (of the RS) as
identified by reference. Utimtely, this can prevent the AS from

i ssuing an access token and C from securely accessi ng protected
resources at the RS

Conversely, unbeknown to the AS, C might already be storing the
aut hentication credential of the RS when sending the access token
request. In such a situation, the AS would specify the

aut hentication credential of the RS by value in the access token
response. However, it would be sufficient for C that the response
specified the credential of the RS as identified by reference, or
even that the response onmtted the credential altogether

In order to allow C and the AS to coordinate on the exchange of the
authentication credentials of C and the RS, the rest of this section
defi nes:

* How the AS can instruct Cto specify its public authentication
credential by value in the "reqg _cnf" parameter of an access token
request (see Section 5.1).
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* How C can instruct the AS to specify the public authentication
credential (s) of the RS(s) by value or by reference in the
"rs_cnf" or "rs_cnf2" paraneter of an access token response (see
Section 5.2), or instead to omt the credential (s) fromthe access
t oken response.

1. Instructing C on Howto Provide its Authentication Credentia

VWhen the AS receives an access token request and this includes the
"req_cnf" paraneter identifying the public authentication credentia
of C by reference, it mght happen that the AS is not able to access
the credential by using the specified reference.

In such a case, the AS MIUST reject the request and MJST reply with an
error response (see Section 5.8.3 of [RFC9200]). The error response
MUST have a response code equivalent to the CoAP code 5.00 (Interna
Server Error) and MJST include the error code

"unknown_credential _referenced". The error code and its CBOR
abbreviation are registered in Section 10.5 and Section 10. 6,
respectively.

After receiving such an error response, C can send a new access token
request, where the "req_cnf" paraneter specifies the authentication
credential of C by val ue.

2. Instructing the AS on How to Provide the RS s Authentication
Credenti al

When C receives an access token response and this includes the
"req_cnf" or "req_cnf2" paranmeter identifying the authentication
credential (s) of the RS(s) by reference, it might happen that Cis
not able to access the authentication credential (s) by using the
specified reference(s).

Conversely, if the response includes the "rs _cnf" or "rs_cnf2"
paraneter specifying the authentication credential (s) of the RS(s) by
val ue, it mght happen that C has already been storing those
credential (s), unbeknown to the AS. |In fact, it would have been
sufficient that the "rs_cnf" or "rs_cnf2" paranmeter identified the
credential (s) by reference, or that neither paraneter was included in
the response.

The foll owi ng extends the semantics of the "rs_cnf" paraneter defined
in [RFC9201], so that C can include the "rs_cnf" paranmeter in an
access token request. Wen doing so, Cinstructs the AS about

whet her and how t he successful access token response should specify
the authentication credential (s) of the RS(s) belonging to the
target ed audi ence.
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Per its extended semantics, the "rs_cnf" parameter is also OPTI ONAL
to include in an access token request for requesting the first access
token in a token series, if the token type is "pop" and asymretric
keys are used. Oherw se, the paraneter MJUST NOT be included in an
access token request.

When C includes the "rs_cnf" paranmeter in an access token request,
the paraneter MJST have one of the follow ng encodings.

* |f the paraneter specifies the CBOR sinple value true (0xf5), then
it instructs the AS to include in the successful access token
response the "rs_cnf" or "rs_cnf2" paraneter, specifying the
aut henti cation credential (s) of the RS(s) by val ue.

In the successful access token response, each pertaining
aut hentication credential MJST be specified by val ue.

* |f the paraneter specifies the CBOR sinple value false (0xf4),
then it instructs the AS to include in the successful access token
response the "rs_cnf" or "rs_cnf2" paraneter, specifying the
aut henti cation credential (s) of the RS(s) by reference.

In the successful access token response, each pertaining
aut henti cation credential MJST be specified by reference, or
alternatively by value only in case that was not possible.

* |f the paraneter specifies the CBOR sinmple value null (0xf6), then
it instructs the ASto omt the "rs_cnf" and "rs_cnf2" paraneters
fromthe successful access token response.

In the successful access token response, the "rs_cnf" and
"rs_cnf2" paraneters MJST NOT be i ncluded.

If the ASis not able to conply in the first two cases above, then
the AS MUST reject the request and MJST reply with an error response.
The error response MJST have a response code equivalent to the CoAP
code 5.00 (Internal Server Error).

Irrespective of what "rs_cnf" specifies in the access token request,
C MUST rely on the authentication credential (s) specified by the
paraneter "rs_cnf" or "rs_cnf2" in the access token response, as
those that are used by the RS(s) to authenticate.

If C does not currently store the authentication credential (s) of the

RS(s), then C MJUST NOT include the "rs_cnf" paraneter specifying the
CBOR sinple value null (0xf6) in an access token request.
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6. Failed Verification of Proof of Possession at the AS

When sendi ng an access token request to the AS (see Section 5.8.1 of
[ RFC9200]), a client can include the "req _cnf" paraneter defined in
Section 3.1 of [RFC9201] in order to provide the AS with a specific
PoP key to bind to the requested access token

Typically, the PoP key in question is the client’s public key. In
such a case, as per Section 3.1 of [RFC9201], the AS has to verify
proof of possession of the client’s private key, i.e., that the
client is indeed in possession of the private key corresponding to
the public key conveyed in the "req_cnf" paraneter.

The AS m ght have previously achi eved proof of possession of the
private key in question, e.g., fromprevious interactions with the
client or through out-of-band neans. Alternatively, a profile of ACE
m ght define how the AS verifies a PoP evidence that the client
conmputes and provides to the AS by neans of a paraneter included in
the access token request (e.g., see
[1-D.ietf-ace-group-oscore-profile]).

Irrespective of the nmethod used, if the AS fails to verify the proof
of possession of the client’s private key, then the AS MJST reject
the access token request and MUST reply with an error response (see
Section 5.8.3 of [RFC9200]). The error response MJST have a response
code equivalent to the CoAP code 4.00 (Bad Request) and MUST i ncl ude
the error code "failed pop_verification".The error code and its CBOR
abbreviation are registered in Section 10.5 and Section 10. 6,
respectively.

7. Updated Payl oad Format of Error Responses

This section deprecates the original payload format of error
responses conveying an error code, when CBOR is used to encode
message payloads in the ACE framework. That format is referred to,
e.g., when defining the error responses of Sections 5.8.3 and 5.9.3
of [ RFC9200].

Al so, this section defines a new payload format that allows such
error responses to convey an error code together with further error-
specific information, according to the problemdetails fornat
specified in [ RFC9290] .

Such error responses MJST have Content-Format set to "application/
conci se-probl em detai | s+cbor”. The payl oad of these error responses
MUST be a CBOR map specifying a Concise ProblemDetails data item
(see Section 2 of [RFC9290]). The CBOR map is formatted as foll ows:
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* It MJST include the Custom Problem Detail entry "ace-error"
registered in Section 10.7 of this docunent.

This entry is formatted as a CBOR map including only one field,
nanely "error-code". The map key for the "error-code" field is
the CBOR unsigned integer with value 0. The value of the "error-
code" field is a CBOR integer specifying the error code associ ated
with the occurred error. This value is taken fromthe "CBOR

Val ue” columm of the "QAuth Error Code CBCOR Mappi ngs" registry

[ ACE. QAut h. Error. Code. CBOR Mappi ngs] .

The new payl oad format MJST use the "error-code" field in order to
convey the same information that the origi nal payl oad format
conveys through the "error" paraneter (see, e.g., Sections 5.8.3
and 5.9.3 of [RFC9200]).

The CDDL notation [RFC8610] of the "ace-error" entry is given
bel ow.

ace-error = {
& error-code: 0) => int

}

* |t MAY include further Standard Problem Detail entries or Custom
Problem Detail entries (see [RFC9290]). The foll owi ng Standard
Problem Detail entries are of particular relevance for the ACE
f ramewor k.

- "detail" (map key -2): its value is a CBOR text string that
speci fi es a human-readabl e di agnostic description of the
occurred error (see Section 2 of [RFC9290]).

The di agnostic text is intended for software engi neers as well
as for device and network operators in order to aid in
debuggi ng and provi de context for possible intervention. The
di agnosti c nessage SHOULD be | ogged by the sender of the error
response. The "detail" entry is unlikely to be relevant in an
unatt ended setup where human intervention is not expected.

The new payl oad format MJST use the Standard Probl em Det ai
entry "detail" in order to convey the sane infornation that the
ori gi nal payl oad format conveys through the "error_description"
parameter (see, e.g., Sections 5.8.3 and 5.9.3 of [RFC9200]).

- "instance" (map key -3): its value is a URl reference

identifying the specific occurrence of the error (see Section 2
of [RFC9290]).
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The new payl oad format MJST use the Standard Probl em Detai l
entry "instance" in order to convey the same information that
the original payload format conveys through the "error_uri™
paraneter (see, e.g., Sections 5.8.3 and 5.9.3 of [RFC9200]).

An exanpl e of an error response using the problemdetails format is
shown in Figure 10.

Header: Bad Request (Code=4.00)
Content-Format: 257 (application/concise-problemdetail s+chor)
Payl oad:

[ title/ -1 : "lInconpatible ACE profile",
/ detail / -2 : "The RS supports only the OSCORE profile",
e’ ace-error’: {
/| error_code / 0: 8 / inconpatible ace profiles /

}

Figure 10: Exanple of Error Response with Problem Details.

When the ACE framework is used with CBOR for encodi ng nessage
payl oads, the follow ng applies.

* |t is RECOVMWENDED that authorization servers, clients, and
resource servers support the payload format defined in this
section.

* Authorization servers, clients, and resource servers that support
the payload format defined in this section MJST use it when
composi ng an outgoing error response that conveys an error code.

8. Updated Requirenents on Profiles of ACE

Appendi x C of [RFC9200] conpiles a list of requirenents on the

profiles of ACE. This docurment anends two of those requirenents as

fol | ows.

The text of the fifth requirenent

| Specify the security protocol the client and RS nust use to

| protect their communication (e.g., OSCORE or DTLS). This nust

| provide encryption and integrity and replay protection

| (Section 5.8.4.3).

is replaced by the follow ng text:
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| Specify the security protocol the client and RS nust use to

| protect their communication (e.g., OSCORE or DTLS). In

| conbination with the used conmuni cati on protocol, this nust

| provide encryption, integrity and replay protection, and a binding
| between requests and responses (Section 5.8.4.3 and Section 6.5).

The text of the tenth requirenent

| Specify the comunication and security protocol for interactions
| between the client and AS. This nust provide encryption,

| integrity protection, replay protection, and a bi ndi ng bet ween

| requests and responses (Sections 5 and 5. 8).

is replaced by the follow ng text:

| Specify the communi cati on and security protocol for interactions

| between the client and AS. The conbi ned use of those protocols

| must provide encryption, integrity protection, replay protection,
| and a binding between requests and responses (Sections 5 and 5.8).

At the time of witing, all the profiles of ACE that are published as
RFC (i.e., [RFC9202][ RFC9203][ RFC9431]) already conmply with the two
updat ed requirenents as formul ated above.

Security Considerations
The sane security considerations fromthe ACE framework for
Aut henti cation and Authorization [ RFC9200] apply to this docunent,
together with those fromthe specific profile of ACE used, e.g., [RFC
9202] [ RFC9203] [ RFC9431] [ I - D. i et f - ace- edhoc-oscore-profile][I-D.ietf-a
ce-group-oscore-profile] [ RFC9431].
When using the problemdetails format defined in [ RFC9290] for error
responses, then the privacy and security considerations from Sections
4 and 5 of [RFC9290] al so apply.

Editor’s note: add nore security considerations.

I ANA Consi derati ons
Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph.
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I ANA is asked to add the followi ng entries to the "QAuth Paraneters”

registry within the "QAuth Parameters" registry group.

*

Nane: token_upl oad

Par amet er Usage Location: token request and token response

Change Controller: |ETF

Ref erence: [ RFC XXXX]

Nane: token_hash
Par anet er Usage Location: token response
Change Controller: |ETF

Ref erence: [ RFC XXXX]

Nanme: to_rs
Par amet er Usage Location: token request
Change Controller: |ETF

Ref erence: [ RFC XXXX]

Nane: fromrs
Par amet er Usage Location: token response
Change Controller: |ETF

Ref erence: [ RFC XXXX]

Nane: rs_cnf2

Par anet er Usage Location: token response
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Change Controller: |ETF

Ref erence: [ RFC XXXX]

Nane: audi ence2
Par amet er Usage Location: token response
Change Controller: |ETF

Ref erence: [ RFC XXXX]

Nane: anchor _cnf
Par anet er Usage Location: token response
Change Controller: |ETF

Ref erence: [ RFC XXXX]

Nanme: token_series_ id
Par anet er Usage Location: token request and token response
Change Controller: |ETF

Ref erence: [ RFC XXXX]

the sane registry, 1ANA is asked to update the entry for "rs_cnf"
be as foll ows:

The "Paraneter Usage Location" columm specifies "token request,
t oken response".

The "Reference" columm specifies "[RFC9201, Section 5][ RFC XXXX,
Section 5.2]".
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I ANA is asked to add the following entries to the "QAuth Parameters
CBOR Mappi ngs" registry within the "Authenticati on and Authorization

for Constrained Environments (ACE)" registry group,

procedure specified in [ RFC9200].

*

Nane: token_upl oad

CBOR Key: TBD (val ue between 1 and 255)
Val ue Type: unsigned integer

Ref erence: [ RFC XXXX]

Original Specification: [RFC XXXX]

Nanme: token_hash

CBOR Key: TBD (val ue between 1 and 255)
Val ue Type: unsigned integer

Ref erence: [ RFC XXXX]

Original Specification: [RFC XXXX]

Nanme: to_rs

CBOR Key: TBD (val ue between 1 and 255)

Val ue Type: Null or byte string or #6.<uint>(bstr)
Ref erence: [ RFC XXXX]

Original Specification: [RFC XXXX]

Name: fromrs

CBOR Key: TBD (val ue between 1 and 255)

Val ue Type: byte string or #6.<uint>(bstr)

Expi res 8 January 2026
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*  Reference: [RFC XXXX]

* Original Specification: [ RFC XXXX]

*  Nane: rs_cnf2

*  CBOR Key: TBD (val ue between 1 and 255)
* Val ue Type: array

* Reference: [RFC XXXX]

* Original Specification: [ RFC XXXX]

*  Name: audi ence2

*  CBOR Key: TBD (val ue between 1 and 255)
* Val ue Type: array

* Reference: [RFC XXXX]

* Original Specification: [ RFC XXXX]

* Nane: anchor_cnf

*  CBOR Key: TBD (val ue between 1 and 255)
* Val ue Type: array

* Reference: [RFC XXXX]

* Original Specification: [ RFC XXXX]

* Nanme: token_series_id

* CBOR Key: TBD (val ue between 1 and 255)

* Value Type: byte string
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*  Reference: [RFC XXXX]

* Original Specification: [ RFC XXXX]

In the same registry, IANA is asked to update the entry for "rs_cnf"
to be as foll ows:

* The "Value Type" colum specifies "True or False or Null or map".

*  The "Reference" colum specifies "[ RFC9201, Section 3.2][ RFC XXXX,
Section 5.2]".

3. JSON Wb Token C ains Registry

I ANA is asked to add the following entry to the "JSON Wb Token
Clains" registry within the "JSON Web Token (JWI)" registry group,
foll owi ng the procedure specified in [ RFC7519].

* Claim Name: token_series_id

* ClaimDescription: The identifier of a token series

* Change Controller: |IETF

* Reference: [ RFC XXXX]

4. CBOR Wb Token (CWI) dainms Registry

I ANA is asked to add the following entry to the "CBOR Wb Token ( COAI)
Clains" registry within the "CBOR Wb Token (CAW) d ains" registry
group, follow ng the procedure specified in [ RFC3392].

* C aimNane: token_series_id

* ClaimDescription: The identifier of a token series

* JWI daimName: token_series_id

* (CaimKey: TBD (val ue between 1 and 255)

* (CaimValue Type: byte string

* Change Controller: |ETF

* Reference: Section 3.6 of [RFC XXXX]
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I ANA is asked to add the following entries to the "QAuth Extensions

Error

*

10. 6.

Name: unknown_credenti al _referenced
Usage Location: token error response
Pr ot ocol Extension: [RFC XXXX]
Change Controller: |ETF

Ref erence: Section 5 of [RFC XXXX]

Nane: failed pop_verification

Usage Location: token error response
Pr ot ocol Extension: [RFC XXXX]
Change Controller: |ETF

Ref erence: Section 6 of [RFC XXXX]

QAuth Error Code CBOR Mappi ngs Registry

Regi stry" within the "QAuth Parameters" registry group.

I ANA is asked to add the following entries to the "QAuth Error Code
CBOR Mappi ngs" registry within the "Authenticati on and Authorization

for Constrained Environments (ACE)" registry group.

*

Nanme: unknown_credential _referenced
CBOR Val ue: TBD (val ue between 1 and 255)
Ref erence: [ RFC XXXX]

Original Specification: [RFC XXXX]

Nane: failed_pop_verification
CBOR Val ue: TBD (val ue between 1 and 255)

Ref erence: [ RFC XXXX]
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Speci fication: [RFC XXXX]

Probl em Detai|l Keys Registry

I ANA is asked to register the following entry in the "Custom Probl em
Detail Keys" registry within the "Constrai ned RESTful Environnments
(CoRE) Paraneters" registry group.

* Key Value: TBD (val ue between 0 and 23)

*  Nane: ace-error

* Brief Description: Carry ACE [ RFC9200] problemdetails in a

Conci se

Problem Details data item

* Change Controller: |ETF

* Reference: Section 7 of [ RFC XXXX]
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Appendi x A. Benefits for ACE Profiles
For any profile of ACE, the follow ng holds.
* The SDC workflow defined in Section 2 is effectively possible to
use. This is beneficial for deploynments where the comunication
|l eg between C and the RS is constrained, but the comrunication |eg
between the AS and RS is not.

*  \When the SDC workflow is used, the "token_upl oad" paraneter
defined in Section 3.1 is used:

- To informthe AS about C opting in to use the SDC workf | ow.
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- To request the AS that the foll ow up successful access token
response includes certain information, if the AS has
successful ly upl oaded the access token to the RS

- To informC that the AS has attenpted to upl oad the issued
access token to the RS, specifying whether the uploading has
succeeded or failed.

*  \When the SDC workflow is used, it remains possible for Cto al ways
obtain the issued access token fromthe AS.

That is, by specifying the value 2 for the "token_upl oad"
paraneter in the access token request, Cwill ensure to receive
the access token fromthe AS, even if the AS successfully upl oads
the access token to the RS on behalf of C

This is useful in profiles of ACE where C can re-upload the sane
access token to the RS by itself, e.g., in order to performa key
update |i ke defined for the OSCORE profile [ RFC9203].

DTLS Profile

When the RPK node of the DTLS profile is used (see Section 3.2 of
[ RFC9202]), it becones possible for the AS to effectively issue an
access token intended to an audi ence that includes multiple RSs.

This is enabled by the paraneters "rs_cnf2" and "audi ence2" defined
in Section 3.4 as well as by the "anchor_cnf" paraneter defined in
Section 3.5. This seamessly applies also if the profile uses
Transport Layer Security (TLS) [RFC8446] as defined in [ RFC9430].

EDHOC and OSCORE Profile

When t he EDHOC and OSCORE profile is used
[1-D.ietf-ace-edhoc-oscore-profile], it becones possible for the AS
to effectively issue an access token intended to an audi ence that
includes multiple RSs.

This is enabled by the paraneters "rs_cnf2" and "audi ence2" defined
in Section 3.4 as well as by the "anchor_cnf" paraneter defined in
Section 3.5.

endi x B. Open Points

. SDC Wor kfl ow

The foll owi ng di scusses open points related to the use of the SDC
wor kf | ow defined in Section 2
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B.1.1. Prevent Anbiguities in the Dynam ¢ Update of Access Rights

In sone profiles of ACE, C can request a new access token to update
its access rights, while preserving the sane secure association with
the RS. The new access token supersedes the current one stored at
the RS, as they are both part of the sane token series.

When using the original workflow, C uploads the new access token to
the RS by protecting the message exchange through the secure

association with the RS. This allows the RS to deternmine that the
upl oad of such access token is for updating the access rights of C

When using the SDC wor kfl ow, the AS upl oads the new access token to
the RS al so when an update of access rights for Cis to be perforned.
Thi s message exchange is protected through the secure association
between the AS and the RS

In this latter case, even though the access token claim
"token_series_id" defined in Section 3.6 provides the RS with an
explicit indication for recognizing a stored access token as

bel onging to an ongoi ng token series, such a process mght still |ead
to anbiguities.

For exanple, the RS might have deleted a stored access token due to
menory linmitations. This effectively termi nates the correspondi ng
token series, which is however inpractical for the RS to renmenber
indefinitely. Consequently, if the AS uploads to the RS a new access
token belonging to the sane token series, the RS would erroneously
interpret it to be the first access token of a new series.

This can be avoi ded by relying on a new "updated_rights" paraneter,
whi ch the AS can include in a POST request to the authz-info endpoint
when upl oading to the RS an access token for dynamically updating the
access rights of C (see Appendix B.2).

B.2. Further New Paraneters to Consi der

The foll owi ng di scusses possible, further new paranmeters that can be
defined for addressing the open points raised earlier in Appendix B

* "updated_rights" - Wen using the SDC workfl ow and i ssuing an
access token for dynamically updating the access rights of C, the
AS specifies this paranmeter in the request sent to the RS for
upl oadi ng the access token on behalf of C (see Appendix B.1.1).
Thi s paraneter encodes the CBOR sinple value true (0xf5).
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D. 1.

D. 2.

This section is to be renoved before publishing as an RFC

; QAut h Paraneters CBOR Mappi ngs
t oken_upl oad = 48

t oken_hash = 49

tors =50

fromrs = 51

rs_ cnf2 = 52

audi ence2 = 53

anchor_cnf = 54

t oken_series_id_param = 55

; CBOR Wb Token (CQW) d ains
token_series_id claim= 42

;. CWI Confirmation Methods
x5chain = 24

; Custom Problem Detail Keys Registry
ace-error = 2

Figure 11: CDDL nodel
endi x D. Docunent Updates
This section is to be renoved before publishing as an RFC

Version -04 to -05

July 2025

* Error handling and error code for failed PoP verification at the

AS.

* Extended definition of the paraneters "to rs" and "fromrs".

* Fixes and presentation inprovenents in the | ANA considerations.

* Updat ed references.

* Revised order of sone sections.

* Editorial fixes and inprovenents.
Version -03 to -04

* Updat ed docunent title.
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D. 3.

D. 4.

Defi ned nane for the new workfl ow.

I mproved definition of "token series”

Revi sed note on the new workfl ow suitable for "unaware" clients.
Revi sed criterion for the AS to choose a token series identifier.
Ext ended semantics of the "ace_profile" paraneter.

Specified nmeans for C and the AS to coordi nate on the exchange of
public authentication credentials.

Renoved content on bidirectional access control

Suggest ed val ue ranges for codepoints to register

Editorial fixes and inprovenents.

Version -02 to -03

Defi ned paraneter and claim"token_series_id".

Defi ned paraneters "to rs" and "fromrs".

Defined use of "to_rs" and "fromrs" in the OSCORE profile.

Lower case use of "client", "resource server", and "authorization
server".

Fi xed nam ng of paraneters/clains for audi ence.

Split elision and comrents in the exanples in CBOR Di agnostic
Not ati on.

SHA- 256 is mandatory to inplenment for conmputing token hashes.
Fi xes in the | ANA considerations.

Renoved (parts of) appendices that are not needed anynore.
Clarifications and editorial inprovements.

Version -01 to -02

CBOR di agnhostic notation uses placeholders froma CDDL nodel .

Not e on the new workfl ow supporting al so non-ACE clients.
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* Revised semantics of the "token_upl oad" paraneter.
* Defined the new "token_hash" paraneter.

* First definition of bidirectional access control through a single
access token.

* Revised and extended considerations and next steps in appendices.
* (Carifications and editorial inprovenents.
D.5. Version -00 to -01

* Definition of the "token series" noved to the "Terni nol ogy"
section.

* (darifications and fixes on using paraneters in nmessages.
* Amended two of the requirenents on profiles of the framework.
* The client has to opt-in for using the new workfl ow.
* Paranmeter "token_upl oaded" renaned to "token_upl oad".
* Updated format of error response payload to use RFC 9290.
* Security considerations inherited from other docunents.
* Editorial fixes and inprovenents.
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