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1. Introduction

Thi s docunent specifies an authentication service (application) that
uses the Extensible Authentication Protocol (EAP) [RFC3748] and is
built on top of the Constrained Application Protocol (CoAP)[RFC7252]
call ed CoAP-EAP. CoAP-EAP is an application that allows

aut henticating two CoAP endpoi nts by using EAP and establishing an
Obj ect Security for Constrained RESTful Environnents (OSCORE)
security association between them More specifically, this docunent
speci fi es how CoAP can be used as a constrained, |ink-Iayer

i ndependent, reliable EAP | ower |ayer [RFC3748] to transport EAP
messages between a CoAP server (acting as EAP peer) and a CoAP client
(acting as EAP authenticator) using CoAP nessages. The CoAP client
has the option of contacting a backend AAA infrastructure to conplete
the EAP negotiation, as described in the EAP specification [ RFC3748].

The EAP net hods that can be transported with CoAP- EAP MJST export
cryptographic material [RFC5247] for this specification. Exanples of
such nethods are EAP- GPSK [ RFC5433], EAP-SIM [ RFC4186], EAP- AKA

[ RFC5448], EAP-TLS 1.3 [ RFC9190], EAP-EDHOC [I-D.i et f-enu-eap-edhoc],
etc. In general, any EAP method designed in EMJ Wrking G oup that
exports the Master Session Key (MSK) can be used with CoAP-EAP. The
Mast er Session Key (MSK) is used as the basis for further
cryptographic derivations. This way, CoAP nessages are protected
after authentication. After CoAP-EAP s operation, an OSCORE security
association is established between the endpoints of the service.
Using the keying material fromthe authentication, other security
associ ations could be generated. Appendix A shows how to establish a
(D) TLS security association using the keying material fromthe EAP
aut henti cati on.
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One of the main applications of CoAP-EAP is Internet of Things (IoT)
net wor ks, where we can find very constrained links (e.g., linted
bandwi dth) and devices with limted capabilities. In these IoT
scenarios, we identify the |IoT device as the entity that wants to be
aut henticated by using EAP to join a donmain that is nmanaged by a
Controller. The |oT device is in these cases the EAP peer and the
Controller, the entity steering the authentication, the EAP

aut henticator. Fromnow on, the 10T device is referred to as the EAP
peer and the Controller as the EAP authenticator. |In these cases,
EAP nmethods with fewer exchanges, shorter nmessages, and cryptographic
al gorithms suitable for constrained devices are preferable. The
benefits of the EAP franmework in |oT are highlighted in

[ EAP-f r anewor k- | oT] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Readers are expected to be famliar with the terns and concepts
described in CoAP [ RFC7252], EAP [ RFC3748] [RFC5247] and OSCORE
[ RFC8613] .

2. GCeneral Architecture

Figure 1 illustrates the architecture defined in this docunent. |In
this architecture, the Extensible Authentication Protocol (EAP) peer
will act as a CoAP server for this service, and the domai n EAP
authenticator as a CoAP client. The rationale behind this decision
is that EAP requests direction is always fromthe EAP server to the
EAP peer. Accordingly, EAP responses direction is always fromthe
EAP peer to the EAP server

It is worth noting that the EAP authenticator MAY interact with a
backend AAA infrastructure when EAP pass-through node is used, which
will place the EAP server in the AAA server that contains the
information required to authenticate the EAP peer
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3.

The protocol stack is described in Figure 2. CoAP-EAP is an
application built on top of CoAP. On top of the application, there
is an EAP state machine that can run any EAP nethod. For this
specification, the EAP nethod MJST support key derivation and export,
as specified in [RFC5247], a Master Session Key (MSK) of at |east 64
octets, and an Extended Master Session Key (EMSK) of at |east 64
octets. CoAP-EAP also relies on CoAP reliability nechanisns in CoAP
to transport EAP: CoAP over UDP with Confirmable messages ([RFC7252])
or CoAP over TCP, TLS, or WbSockets [ RFC8323].

| EAP | | EAP | | AAN |

(Optional)
<----(SCOPE OF THI S DOCUMENT) - - - - >

Fi gure 1: CoAP-EAP Architecture

o e e e e e e e meme oo +
| EAP State Machi ne |

o mm e e e e e e a— oo oo +

| Appl i cati on( CoAP- EAP) | <-- This Docunent

o m e e e e e e aaao o +

| Request/Responses/ Si gnaling | RFC 7252 / RFC 8323
o e e e e e e e meme oo +

| Message / Message Fram ng | RFC 7252 |/ RFC 8323
o mm e e e e e e a— oo oo +

| Unreliable / Reliable Transport| RFC 7252 / RFC 8323
o m e e e e e e aaao o +

Figure 2: CoAP- EAP Stack
CoAP- EAP (Qperati on

Because CoAP-EAP uses reliable delivery defined in CoAP ([ RFC7252],
[ RFC8323]), EAP retransmission tinme is set to infinite as nmentioned
in [RFC3748]. To keep the ordering guarantee, CoAP-EAP uses
Hypernedi a as the Engine of Application State (HATEQAS). Each step
during the EAP authentication accesses a new resource in the CoAP
server (EAP peer). The previous resource is renoved once the new
resource is created, indicating the resource that will process the
next step of the EAP authentication.

One of the benefits of using EAP is that we can choose froma | arge
vari ety of authentication nethods.
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In CoAP- EAP, the EAP peer will only have one authentication session
with a specific EAP authenticator, and it will not process any other
EAP aut hentication in parallel (with the same EAP authenticator).

That is, a single ongoing EAP authentication is pernmtted for the
same EAP peer and the sane EAP authenticator. It may be worth noting
that the EAP authenticator may have parallel EAP sessions with
mul ti pl e EAP peers.

To access the authentication service, this docunent defines the well -
known URI "coap-eap" (to be assigned by ANA). The /.well-known/
coap-eap URI is used with "coap", "coap+tcp" or "coap+ws".

3.1. Discovery

Bef ore t he CoAP- EAP exchange takes pl ace, the EAP peer needs to

di scover the EAP authenticator or the entity that will enable the
CoAP- EAP exchange (e.g., an internediary proxy). The discovery
process is out of the scope of this docunent.

The CoAP- EAP application can be accessed through the URl "coap-eap"”
for the trigger nessage (see Section 3.2, Step 0). The CoAP- EAP
service can be discovered by asking directly about the services
offered. This information can also be available in the resource
directory [ RFCO176] .

I mpl enentati on Notes: There are different nethods to discover the

| Pv6 address of the EAP authenticator or internediary entity. For
exanpl e, on a 6LoWPAN network, the Border Router will typically act
as the EAP authenticator hence, after receiving the Router
Advertisenment (RA) nessages fromthe Border Router, the EAP peer may
engage on the CoAP- EAP exchange.

3.2. Flow of operation (OSCORE establishnent)

Figure 3 shows the general flow of operation for CoAP-EAP to

aut henti cate using EAP and establish an OSCORE security context. The
fl ow does not show a specific EAP nethod. |nstead, the chosen EAP
met hod is represented by using a generic nane (EAP-X). The fl ow
assunes that the EAP peer knows the EAP authenticator inplenents the
CoAP- EAP service. A CoAP-EAP nessage has a nedia type application/
coap-eap, See Section 9.5.

The steps of the operation are as foll ows:
* Step 0. The EAP peer MJST start the CoAP-EAP process by sending a
"PCST /.well - known/ coap-eap” request (trigger message). This

nmessage carries the ' No- Response’ [RFC7967] CoAP option to avoid
waiting for a response that is not needed. This is the only
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message where the EAP authenticator acts as a CoAP server and the
EAP peer as a CoAP client. The message al so includes a URI in the
payl oad of the nessage to indicate the resource where the EAP

aut henti cator MUST send the next message. The nanme of the
resource is selected by the CoAP server

I mpl enent ati on notes: Wen generating the URI for a resource of a
step of the authentication, the resource could have the follow ng
format as an exanpl e "path/eap/counter”, where

* "path" is some local path on the device to nmake the path uni que.
This could be omtted if desired.

* "eap" is the name that indicates the URI is for the EAP peer.
This has no neaning for the protocol but hel ps with debuggi ng.

* "counter’ which is an increnenting unique nunber for every new EAP
request .

So, in Figure 3 for exanple, the URI for the first resource would be
“al eap/ 1"

* Step 1. The EAP authenticator sends a POST nessage to the
resource indicated in Step 0 (e.g., '/aleap/1l). The payload in
this message contains the first EAP nessage (EAP Request/
ldentity), the Recipient ID of the EAP authenticator (RID-C) for
OSCORE, and MAY contain a CBOR array with a list of proposed
ci pher suites (CS-C) for OSCORE. |If the cipher suite list is not
i ncluded, the default cipher suite for OSCORE is used. The
details of the cipher suite negotiation are discussed in
Section 6.1.

* Step 2. The EAP peer processes the POST message sending the EAP
request (EAP-Req/1d) to the EAP peer state nmachine, which returns
an EAP response (EAP Resp/ld). Then, assigns a new resource to
t he ongoi ng aut hentication process (e.g., '/aleap/2'), and del etes
the previous one ('/aleap/1'). Finally, sends a ’'2.01 Created
response with the new resource identifier in the Location-Path
(and/ or Location-Query) options for the next step. The EAP
response, the Recipient ID of the EAP peer (RID-1) and the
sel ected cipher suite for OSCORE (CS-1) are included in the
payload. 1In this step, the EAP peer may create an OSCORE security
context (see Section 6.2). The required Master Session Key (MsSK)
wi Il be avail able once the EAP authentication is successful in
step 7.

Mari n-Lopez & Garci a-Carr Expires 23 August 2025 [ Page 7]



I nternet-Draft CoAP- EAP February 2025

* Steps 3-6. Fromnow on, the EAP authenticator and the EAP peer
wi || exchange EAP packets related to the EAP nethod (EAP-X),
transported in the CoAP nessage payl oad. The EAP aut henti cat or
will use the POST nethod to send EAP requests to the EAP peer
The EAP peer will use a response to carry the EAP response in the
payl oad. EAP requests and responses are represented in Figure 3
usi ng the nonencl ature (EAP-X-Req and EAP- X- Resp, respectively).
When a POST nmessage arrives (e.g., '/aleap/1l) carrying an EAP
request message, if processed correctly by the EAP peer state
machi ne, returns an EAP Response. Along with each EAP Response, a

new resource is created (e.g., '/aleap/3 ) for processing the next
EAP request and the ongoing resource (e.g., '/aleap/2') is erased.
This way, ordering guarantee is achieved. Finally, an EAP
response is sent in the payload of a CoAP response that will also
i ndi cate the new resource in the Location-Path (and/or Locati on-
Query) Options. In case there is an error processing a legitimate

message, the server will return a (4.00 Bad Request). There is a
di scussi on about error handling in Section 3.5.

* Step 7. Wien the EAP authentication ends successfully, the EAP
aut henti cator obtains the Master Session Key (MSK) exported by the
EAP net hod, an EAP Success nessage, and some authorization
information (e.g., session lifetine) [RFC5247]. The EAP
aut henti cator creates the OSCORE security context using the MK
and Recipient ID of both entities exchanged in Steps 1 and 2. The
est abli shnent of the OSCORE Security Context is defined in
Section 6.2. Then, the EAP authenticator sends the POST nessage
protected with OSCORE for key confirmation including the EAP
Success. The EAP authenticator MAY al so send a Session Lifetineg,
in seconds, which is represented with an unsigned integer in a
CBOR obj ect (see Section 5). |If this Session Lifetime is not
sent, the EAP peer assumes a default value of 8 hours, as
RECOMVENDED i n [ RFC5247]. The reception of the OSCORE-protected
PCST nessage is considered by the EAP peer as an alternate
i ndi cation of success ([ RFC3748]). The EAP peer state nmachine in
the EAP peer interprets the alternate indication of success
(simlarly to the arrival of an EAP Success) and returns the MSK
which is used to create the OSCORE security context in the EAP
peer to process the protected POST nessage received fromthe EAP
aut henti cat or.

* Step 8. If the EAP authentication and the verification of the
OSCORE- protected POST in Step 7 is successful, then the EAP peer
answers with an OSCORE-protected ’'2.04 Changed’. Fromthis point
on, conmuni cation with the |ast resource (e.g., '/aleap/(n)’) MIJST
be protected with OSCORE. |If allowed by application policy, the
same OSCORE security context MAY be used to protect commrunication
to other resources between the sanme endpoints.
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EAP aut henti cat or

| POST /.well-known/ coap-eap
0)|] No-Response

|
| Payl cad("/aleap/1l") |
I
I
I

I e >
| POST /aleap/1
| Payl oad( EAP Req/1d| | CS-C]| RID-Q)
() R e
| 2.01 Created Location-Path [/aleap/?2] |
| Payl oad(EAP Resp/1d||CS-I||RID1) |
2) | <o >
| PCST /aleap/ 2 |
| Payl oad( EAP- X Req) |
) N R e T
| 2.01 Created Location-Path [/aleap/3] |
| Payl oad( EAP- X Resp) |
B) | <o >
| POST /al eap/ (n-1) |
| Payl oad( EAP- X Req) |
Y R S e
| 2.01 Created Location-Path [/aleap/(n)] |
| Payl oad (EAP-X Resp) |
6)-----mm e >|
I | MK
| POST /al eap/ (n) | |
| CSCORE | |
| Payl oad( EAP Success||*Session-Lifetine)| OSCORE
Y S A N R e | C1X

OSCORE | OSCORE

*Session-Lifetinme is optional

Figure 3: CoAP-EAP flow of operation wth OSCORE

Reaut henti cati on

When the CoAP-EAP state is close to expiring, the EAP peer may want
to start a new authentication process (re-authentication) to renew

the state.
(MBK/ EMBK) t hat ,

cont ext
mat eri al
Li fetine.

The main goal is to obtain new and fresh keying nmateri al
in turn, allows deriving a new OSCORE security

i ncreasing the protection agai nst key | eakage. The keying
MUST be renewed before the expiration of the Session-

By default,

the EAP Key Managenent Framework establishes a

default value of 8 hours to refresh the keying material. Certain EAP
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met hods such as EAP-NOOB [ RFC9140] or EAP- AKA' [ RFC5448] provide fast
reconnect for quicker re-authentication. The EAP re-authentication
protocol (ERP) [ RFC6696] MAY al so be used to avoid the repetition of
the entire EAP exchange.

The re-aut hentication nessage flowwill be the same as the one shown
in Figure 3. Nevertheless, two different CoAP-EAP states will be
active during the re-authentication: the current CoAP-EAP state and
the new CoAP- EAP state, which will be created once the re-

aut henti cation has finished successfully. Once the re-authentication
is compl eted successfully, the current CoAP-EAP state is del eted and

replaced by the new CoAP-EAP state. |f, for any reason, the re-
authentication fails, the current CoAP-EAP state will be avail able
until it expires, or it is renewed in another try of re-

aut henti cati on.

If the re-authentication fails, it is up to the EAP peer to decide
when to start a new re-authentication before the current EAP state
expires.

3.4. Managing the State of the Service

The EAP peer and the EAP authenticator keep state during the CoAP- EAP
negoti ati on. The CoAP-EAP state includes several inportant parts:

* Areference to an instance of the EAP (peer or authenticator/
server) state nachine.

* The resource for the next nessage in the negotiation (e.g., '/al
eap/ 2')

* The MSK is exported when the EAP authentication is successful
CoAP- EAP can access the different variables by the EAP state
machine (i.e., [RFC4137]).

* A reference to the OSCORE cont ext.

Once created, the EAP authenticator MAY choose to delete the state as
described in Figure 4. Conversely, the EAP peer may need to renew
the CoAP-EAP state because the key material is close to expiring, as
mentioned in Section 3.3.

There are situations where the current CoAP-EAP state night need to
be removed. For instance, due to its expiration or forced renoval,
the EAP peer has to be expelled fromthe security domain. This
exchange is illustrated in Figure 4.
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If the EAP authenticator deens it necessary to renove the CoAP-EAP
state fromthe EAP peer before it expires, it can send a DELETE
command in a request to the EAP peer, referencing the | ast CoAP- EAP
state resource given by the CoAP server, whose identifier will be the
| ast one received (e.g., '/aleap/(n)’ in Figure 3). This nessage is
protected by the OSCORE security association to prevent forgery.

Upon reception of this nmessage, the CoAP server sends a response to
the EAP authenticator with the Code '2.02 Deleted’ , which is al so
protected by the OSCORE security association. |f a response fromthe
EAP peer does not arrive after EXCHANGE LI FETI ME the EAP

aut henticator will renpve the state.

EAP peer EAP aut henti cat or

Figure 4: Deleting state
3.5. FError handling

This section elaborates on how different errors are handl ed. From
EAP aut hentication failure, a non-responsive endpoint |ost nessages,
or an initial POST message arriving out of place.

3.5.1. EAP aut hentication failure

The EAP authentication may fail in different situations (e.g., wong
credentials). The result is that the EAP authenticator will send an
EAP Fail ure nessage because of the EAP authentication (Step 7 in
Figure 3). |In this case, the EAP peer MJST send a response '4.01
Unaut horized” in Step 8. Therefore, Step 7 and Step 8 are not
protected in this case because no Master Session Key (MSK) is
exported and the OSCORE security context is not yet generated.

If the EAP authentication fails during the re-authentication and the

EAP aut henticator sends an EAP failure, the current CoAP-EAP state
will be still usable until it expires.

Mari n-Lopez & Garci a-Carr Expires 23 August 2025 [ Page 11]



I nternet-Draft CoAP- EAP February 2025

3.5.2. Non-responsive endpoi nt

If, for any reason, one of the entities becones non-responsive, the
CoAP- EAP state SHOULD be renpoved after a stipul ated amount of tine.
The anount of tinme can be adjusted according to the policies
established by the application or use case where CoAP-EAP is used.
As a default value, the CoAP EXCHANGE_LI FETI ME paraneter, as defined
i n CoAP[ RFC7252] will be used.

The renoval of the CoAP-EAP state in the EAP aut henticator assunes
that the EAP peer will need to authenticate again.

Accordi ng to CoAP, EXCHANGE LI FETI ME considers the tine it takes
until a client stops expecting a response to a request. A timer is
reset every time a nessage is sent. By default, CoAP-EAP adopts the
val ue of EXCHANGE LI FETIME as a tiner in the EAP peer and

Aut henticator to renove the CoAP-EAP state if the authentication
process has not progressed in that tinme, in consequence, it has not
been conpl et ed.

The EAP peer will renmpove the CoAP-EAP state either if the
EXCHANGE LI FETIME is triggered, or the EAP peer state machine returns
an eapFail .

The EAP authenticator will renove the CoAP-EAP state either if the
EXCHANGE LI FETIME is triggered, or, when the EAP authenticator is
acting in pass-through node (i.e., the EAP authentication is
performed agai nst a AAA server), the EAP authenticator state machine
returns an aaaTi menout .

3.5.3. Duplicated nessage with /.well-known/ coap-eap

The reception of the trigger message in Step O containing the UR
/ coap-eap needs sone additional considerations, as the resource is
al ways available in the EAP authenticator

If a trigger nessage (Step 0) arrives at the EAP authenticator during
an ongoi ng authentication with the sanme EAP peer, the EAP
aut henticator MJST silently discard this trigger message.

If an old "POST /.well-known/coap-eap" (Step 0) arrives at the EAP
aut henticator and there is no authentication ongoing, the EAP

aut henti cator may understand that a new authentication process is
requested. Consequently, the EAP authenticator will start a new EAP
aut hentication. However, if the EAP peer did not start any

aut hentication and therefore, it did not select any resource for the
EAP aut hentication. Thus, the EAP peer sends a '4.04 Not found in
the response (Figure 5).
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EAP peer EAP aut henti cat or
*POST /. wel | - known/ coap- eap |
No- Response |
Payl oad("/al eap/ 1") |
I
I
I

Payl oad (EAP Req/1d|| CS- O

|
I
I
| POST /aleap/1
I
1) |
I
I

Figure 5. /.well-known/ coap-eap with no ongoi ng aut hentication
fromthe EAP authenticator

3.6. Proxy operation in CoAP- EAP

The CoAP- EAP operation is intended to be conpatible with the use of
intermediary entities between the EAP peer and the EAP authenti cator
when direct communication is not possible. In this context, CoAP
proxi es can be used as enabl ers of the CoAP- EAP exchange.

This specification is limted to using standard CoAP [ RFC7252] as
wel | as standardi zed CoAP options [ RFC8613]. It does not specify any
addition in the formof CoAP options. This is expected to ease the
integration of CoAP internediaries in the CoAP-EAP exchange.

When using proxies in the CoAP-EAP, it should be considered that the
exchange contains a role-reversal process at the beginning of the
exchange. In the first nessage, the EAP peer acts as a CoAP client
and the EAP authenticator as the CoAP server. After that, in the
remai ni ng exchanges the roles are reversed, being the EAP peer, the
CoAP server, and the EAP authenticator, the CoAP client. Wen using
a proxy in the exchange, for nessage 0, the proxy will act as
forward, and as reverse for the rest. Additionally, in the first
exchange, the EAP peer, as a CoAP client, sends the UR for the next
CoAP message in the payload of a request. This is not the typica
behavior, as URIs referring to new services/resources appear in
Location-Path and/or Location-Query Options in CoAP responses.

Hence, the proxy will have to treat the payload of nessage 0, as if
it were a Location-Path Option of a CoAP response.
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4.

CoAP- EAP Medi a type format

In the CoAP-EAP exchange, the following format will be used. This is
the format is specified by application/coap-eap nedia type, see
Section 9.5.

In CoAP-EAP there are two different elements that can be sent over
the payload. The first one is a relative URI. This payload will be
present for the first nessage (0) in Figure 3.

In all the other cases, an EAP nessage will be followed by the CBOR
oj ect specified in Section 5. A visual exanple of the second case
can be found in Figure 7.

CBOR hj ects i n CoAP- EAP

In the CoAP- EAP exchange, there is information that needs to be
exchanged between the two entities. Exanples of this information are
the ci pher suites that need to be negotiated or authorization
information (Session-lifetime). There may al so be a need to extend
the information that has to be exchanged in the future. This section
specifies the CBOR [ RFC8949] data structure to exchange infornation
bet ween the EAP peer and the EAP authenticator in the CoAP payl oad.

Figure 6 shows the specification of the CBOR Object to exchange
information in CoAP- EAP

CoAP-EAP_Info = {

? 1: [+int], ; Cipher Suite (CS-C or CS-1)
? 2 : bstr, . RD-C

? 3 : bstr, ;. RIDI

? 4 : uint ; Session-Lifetine

Figure 6: CBOR data structure for CoAP- EAP
The paraneters contain the follow ng information:

1. Cipher Suite: Is an array with the list of proposed, or selected,
COSE algorithnms for OSCORE. If the field is carried over a
request, the nmeaning is the proposed cipher suite, if it is
carried over a response, corresponds to the agreed-upon cipher
suite.

2. RDI1: Is the Recipient ID of the EAP peer. The EAP
aut henticator uses this value as a Sender ID for its OSCORE
Sender Context. The EAP peer uses this value as Recipient ID for
its Recipient Context.
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6

6

3. RIDC Is the Recipient ID of the EAP authenticator. The EAP
peer uses this value as a Sender ID for its OSCORE Sender
Context. The EAP authenticator uses this value as Recipient ID
for its Recipient Context.

4, Session-Lifetinme: Is tine the session is valid, in seconds.

O her indexes can be used to carry additional values as needed, |ike
speci fic authorization paraneters.

The i ndexes from 65001 to 65535 are reserved for experinmentation
Ci pher suite negotiation and key derivation
1. Cipher suite negotiation

OSCORE runs after the EAP authentication, using the cipher suite
selected in the cipher suite negotiation (Steps 1 and 2). To

negoti ate the cipher suite, CoAP-EAP follows a sinple approach: the
EAP aut henticator sends a list, in decreasing order of preference,
with the identifiers of the supported cipher suites (Step 1). 1In the
response to that nessage (Step 2), the EAP peer sends a response wth
t he choi ce

This list is included in the payload after the EAP nessage through a
CBOR array. An exanple of howthe fields are arranged in the CoAP
payl oad can be seen in Figure 7. An exanple of the exchange with the
ci pher suite negotiation is shown in Figure 8, where it can be
appreci ated the disposition of both EAP-Request/Identity and EAP-
Response/ldentity, followed by the CBOR object defined in Section 5,
contai ning the cipher suite field for the cipher suite negotiation

EAP Packet CBOR array

Figure 7: cipher suites are in the CoAP payl oad

Mari n-Lopez & Garci a-Carr Expires 23 August 2025 [ Page 15]



I nternet-Draft CoAP- EAP February 2025

EAP peer EAP Aut h.
(CoAP server) (CoAP client)

POST /aleap/1 |
Payl oad (EAP Req/ld, CBORArray[O0,1,2]) |

2.01 Created Location-Path [/aleap/2] |
Payl oad (EAP Resp/Id, CBORArray[0]) |

Figure 8: cipher suite negotiation

In case there is no CBOR array stating the cipher suites, the default
ci pher suites are applied. |f the EAP authenticator sends a
restricted list of cipher suites that are willing to accept, it MJST
include the default value O since it is mandatory to inplenment. The
EAP peer will have at |east that option avail able.

The cipher suite requirenents are inherited fromthe ones established
by OSCORE [ RFC8613], which are COSE al gorithnms [ RFCO053]. By
default, the HWVAC based Extract-and-Expand Key Derivation Function
(HKDF) al gorithmis SHA-256 and the AEAD al gorithmis AES- CCM
16-64-128 [ RFC9053]. Both are nmandatory to inplenment. The other
supported and negoti ated ci pher suites are the foll ow ng:

* 0) AES- CCM 16-64-128, SHA-256 (default)

* 1) A128GCM SHA- 256

* 2) A256CGCM SHA- 384

* 3) ChaCha20/ Pol y1305, SHA-256

* 4) ChaCha20/ Pol y1305, SHAKE256

Thi s specification uses the HKDF defined in [ RFC5869] to derive the
necessary key material. Since the key derivation process uses the
Mast er Session Key (MSK), which is considered fresh key nmaterial, the
HKDF- Expand function will be used (shortened here as KDF). Wy the

use of this function is enough, and it is not necessary to use KDF-
Extract is explained in Section 8. 1.
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6.2. Deriving the OSCORE Security Context

The derivation of the security context for OSCORE all ows securing the
conmuni cati on between the EAP peer and the EAP authenticator once the
MBK has been exported, providing confidentiality, integrity, key
confirmation (Steps 7 and 8), and downgradi ng attack detection.

Once Master Secret and Master Salt are derived, they can be used to
derive the rest of the OSCORE Security Context (see Section 3.2.1 of
[ RFC8613]). It should be noted that I D Context is not provided for
the OSCORE Security Context derivation.

The Master Secret can be derived by using the chosen cipher suite and
the KDF as foll ows:

Master Secret = KDF(MSK, CS | "COAP- EAP OSCORE MASTER SECRET", | ength)
wher e:

* The MSK exported by the EAP method. Discussion about the use of
the MSK for key derivation is done in Section 8.

* CSis the concatenation of the content of the cipher suite
negotiation, that is, the concatenation of two CBOR arrays CS-C
and CS-1 (with CBOR ints as elenments), as defined in Section 5.

If CS-C or CS-1 were not sent, (i.e., default algorithnms are used)
the value used to generate CS will be the sanme as if the default
algorithms were explicitly sent in CSSCor CS1 (i.e., a CBOR
array with the cipher suite 0).

* " COAP- EAP OSCORE MASTER SECRET" is the ASCI| code representation
of the non-NULL term nated string (excluding the doubl e quotes
around it).

* CS and " COAP- EAP OSCORE MASTER SECRET" are concat enat ed.

* length is the size of the output key material.

The Master Salt, simlarly to the Master Secret, can be derived as
fol | ows:

Master Salt = KDF(MsK, CS | "CQOAP- EAP OSCORE MASTER SALT", |ength)
wher e:

* The MSK is exported by the EAP nethod. Discussion about the use
of the MSK for the key derivation is done in Section 8.
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7.

7.

* CS is the concatenation of the content of the cipher suite
negotiation, that is, the concatenation of two CBOR arrays CS-C
and CS-1 (with CBOR ints as elenments), as defined in Section 5.

If CS-Cor CS-1 were not sent, (i.e., default algorithns are used)
the value used to generate CS will be the sane as if the default
al gorithnms were explicitly sent in CS-Cor CS-1 (i.e., a CBOR
array with the cipher suite 0).

* " COAP- EAP OSCORE MASTER SALT" is the ASCI1 code representation of
the non-NULL-term nated string (excluding the doubl e quotes around

it).
* CS and " COAP- EAP OSCORE MASTER SALT" are concat enat ed.
* length is the size of the output key material.

Since the MSK is used to derive the Master Key, the correct
verification of the OSCORE protected request (Step 7) and response
(Step 8) confirns the EAP authenticator and the EAP peer have the
same Master Secret, achieving key confirmation.

To prevent a downgradi ng attack, the content of the cipher suite
negotiation (which is referred to here as CS) is enbedded in the
Master Secret derivation. |f an attacker changes the value of the
ci pher suite negotiation, the result will be different OSCORE
security contexts, which ends up with a failure in Steps 7 and 8.

The EAP authenticator will use the Recipient ID of the EAP peer (R D
I) as the Sender ID for its OSCORE Sender Context. The EAP peer will
use this value as Recipient ID for its Recipient Context.

The EAP peer will use the Recipient ID of the EAP authenticator (R D
C) as the Sender ID for its OSCORE Sender Context. The EAP
authenticator will use this value as Recipient ID for its Recipient
Cont ext .

Di scussi on
1. CoAP as EAP | ower |ayer
This section discusses the suitability of the CoAP protocol as EAP
| ower |ayer and reviews the requisites inposed by EAP on any protocol

transporting EAP. What EAP expects fromits |ower |layers can be
found in Section 3.1 of [RFC3748], which is el aborated next:
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Unreliable transport. EAP does not assume that |ower |ayers are

reliable, but it can benefit froma reliable lower layer. In this
sense, CoAP provides a reliability nechanism (e.g., using Confirmable
messages) .

Lower |ayer error detection. EAP relies on lower |ayer error
detection (e.g., CRC, checksum MC, etc.). For sinmplicity, CoAP-EAP
del egates error detection to the |Iower |layers, such as the |link | ayer
or transport layer (e.g., UDP over |IPv6 or TCP).

Lower | ayer security. EAP does not require security services from
the | ower |ayers.

M ni mum MIU. Lower | ayers need to provide an EAP MIU size of 1020
octets or greater. CoAP assumes an upper bound of 1024 octets for
its payl oad, which covers the EAP requirenents when in the CoAP

payl oad only the EAP nessage is sent. 1In the case of Messages 1 and
2 in Figure 3, those nessages have extra infornmation apart from EAP
Neverthel ess, the EAP Req/ld has a fixed length of 5 bytes. Message
2 with the EAP Resp/I1d, would limt the length of the identity being
used to the CoAP payl oad maxi mum si ze (1024) - len( CS-1 || RDI ) -
EAP Response header (5 bytes), which | eaves enough space for sending
even lengthy identities. Nevertheless, this limtation can be
overcone by using CoAP bl ock-wi se transfer[ RFC7959]. Note: Wen EAP
i s proxied over an AAA framework, the Access-Request packets in

RADI US MUST contain a Framed-MIU attribute with the value 1024, and
the Framed- MIU AVP to 1024 in DI AMETER This attribute signals the AAA
server that it should limt its responses to 1024 octets.

Ordering guarantees. EAP relies on |ower |ayer ordering guarantees
for correct operation. Regarding nessage ordering, every tine a new
message arrives at the authentication service hosted by the EAP peer,
a new resource is created, and this is indicated in a "2.01 Created"
response code along with the name of the new resource via Location-
Path or Location-Query options. This way, the application shows that
its state has advanced.
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Al t hough the [ RFC3748] states: "EAP provides its own support for
duplicate elimnation and retransmi ssion”, EAP is also reliant on

| ower |ayer ordering guarantees. 1In this regard, [RFC3748] talks
about possible duplication and says: "Were the |ower layer is
reliable, it will provide the EAP |layer with a non-duplicated stream
of packets. However, while it is desirable that |ower |ayers provide
for non-duplication, this is not a requirenent”. CoAP provides a
non-dupl i cated stream of packets and acconplishes the desirabl e non-
duplication. In addition, [RFC3748] says that when EAP runs over a
reliable |lower layer "the authenticator retransm ssion timer SHOULD
be set to an infinite value, so that retransm ssions do not occur at
the EAP | ayer."

7.2. Size of the EAP | ower |ayer vs EAP nethod size

Regardi ng the inpact that an EAP |l ower |ayer will have on the nunber
of bytes of the whole authentication exchange, there is a conparison
wi th anot her network | ayer-based EAP | ower |ayer, PANA [ RFC5191], in
[ coap-eap] .

The EAP net hod being transported will take nbst of the exchange,
however, the inpact of the EAP | ower | ayer cannot be ignored,
especially in very constrai ned comruni cati on technol ogi es, such as
the ones found in 10T, with linted capabilities.

Not e: For constrai ned devices and network scenarios, the use of the

| at est versions of EAP nethods (e.g., EAP-AKA [RFC5448], EAP-TLS 1.3
[ RFC9190]) is recomended in favor of ol der versions with the goal of
economi zati on, or EAP nethods nore adapted for 10T (e.g., EAP-NOOB

[ RFC9140], EAP-EDHOC [I-D.ietf-emnu-eap-edhoc], etc.).

8. Security Considerations

There are sonme security aspects to be considered, such as how

aut hori zation is nanaged, the use of Master Session Key (MSK) as key
material, and how trust in the EAP authenticator is established.
Addi ti onal considerations such as EAP channel binding as per

[ RFC6677] are al so di scussed here.

8.1. Use of EAP Methods
This docunent limits the use of EAP nmethods to the ones conpliant
with [ RFC4017] specification, yielding strong and fresh session keys

such as the MSK. By this assunption, the HKDF-Expand function is
used directly, as clarified in [ RFC5869].
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8.2. Authorization

Aut hori zation is part of bootstrapping. It serves to establish

whet her the EAP peer can join and the set of conditions it nust
adhere to. The authorization data will be gathered fromthe

organi zation that is responsible for the EAP peer and sent to the EAP
aut henticator in case AAA infrastructure is depl oyed.

I n standal one node, the authorization information will be in the EAP
authenticator. |f the pass-through node is used, authorization data
received fromthe AAA server can be delivered by the AAA protoco
(e.g., RADIUS or Dianeter). Providing nore fine-grained

aut hori zation data can be with the transport of SAM. in RAD US

[ RFC7833]. After bootstrapping, additional authorization information
may be needed to operate in the security domain. This can be taken
care of by the solutions proposed in the ACE W5 such as the use of
QAut h [ RFC9200], anpng other solutions, to provide Authentication and
Aut hori zation for Constrai ned Environnents.

8.3. Allow ng CoAP-EAP traffic to perform authentication

Since CoAP is an application protocol, CoAP-EAP assunes certain I[P
connectivity in the Iink between the EAP peer and the EAP

aut henticator to run. This |link MJST authorize exclusively
unprotected IP traffic to be sent between the EAP peer and the EAP
aut henti cator during the authentication with CoAP-EAP. Once the

aut hentication is successful, the key material generated by the EAP
aut hentication (MSK) and any other traffic can be authorized if it is
protected. It is worth noting that if the EAP authenticator is not
in the sane |link as the EAP peer and an internediate entity hel ps
with this process (i.e., CoAP proxy) and the sane comment applies to
the conmuni cati on between the EAP peer and the intermediary.

Al ternatively, the link-layer MAY provide support to transport CoAP-
EAP wi thout an | P address by using link-1ayer franes (e.g. by
defining a new Key Managenent Protocol 1D in | EEE 802.15.9

[i eee802159]).

8.4. Freshness of the key materia
I n CoAP-EAP there is no nonce exchange to provide freshness to the

keys derived fromthe MSK. The MSK and Extended Master Session Key
(EMBK) keys according to the EAP Key Managenent Franework [RFC5247]

are fresh key material. Since only one authentication is established
per EAP authenticator, there is no need to generate additional key
material. |In case a new MSK is required, a re-authentication can be

done, by running the process again or using a nore |ightwei ght EAP
met hod to derive additional key material as elaborated in
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Section 3. 3.
8.5. Channel Binding support

According to the [RFC6677], channel binding, related to EAP, is sent
t hrough the EAP met hod supporting it.

To satisfy the requirenents of the docunment, the EAP | ower | ayer
identifier (To be assigned by I ANA) needs to be sent, in the EAP
Lower-Layer Attribute if RADIUS is used.

8.6. Additional Security Considerations

In the authentication process, there is a possibility of an entity
forgi ng nessages to generate denial of service (DoS) attacks on any
of the entities involved. For instance, an attacker can forge
multiple initial nessages to start an authentication (Step 0) with
the EAP authenticator as if they were sent by different EAP peers.
Consequently, the EAP authenticator will start an authentication
process for each nessage received in Step 0, sending the EAP Request/
Id (Step 1).

To minimze the effects of this DoS attack, it is RECOMVENDED t hat
the EAP authenticator limts the rate at which it processes incom ng
messages in Step O to provide robustness agai nst denial of service
(DoS) attacks. The details of rate limting are outside the scope of
this specification. Nevertheless, the rate of these nessages is al so
limted by the bandw dth avail abl e between the EAP peer and the EAP
authenticator. This bandwidth will be especially limted in
constrained links (e.g., LPWAN). Lastly, it is al so RECOMVENDED t o
reduce at a minimumthe state in the EAP authenticator at |east unti
the EAP Response/ld is received by the EAP authenticator.

Anot her security-related concern is how to ensure that the EAP peer
joining the security domain can trust the EAP authenticator. This
issue is elaborated in the EAP Key Managenent Framework [RFC5247].

In particular, the EAP peer knows it can trust the EAP authenticator
because the key that is used to establish the security association is
derived fromthe MSK. |If the EAP authenticator has the MSK, it is
because the AAA Server of the EAP peer trusted the EAP authenticator

9. | ANA Consi derations
Thi s section provides guidance to the Internet Assigned Numbers

Authority (1 ANA) regarding the registration of values related to
CoAP- EAP.
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.1. CoAP- EAP Ci pher Suites
| ANA has created a
the new group nane
are "Specification
Expert Review' and

new registry titled "CoAP-EAP G pher Suites" under
" CoAP- EAP protocol". The registration procedures
Required", "Private Use", "Standards Action with
"Specification Required" follow ng the indications

in Table 1.
[} g —————— e p—p—p—_—(——————(————————————(———————r 1
| Range | Regi strati on Procedures |
[ el el
| -65536 to -25 | Speci fication Required |
oo o m e e e e e e e e e e e +
| -24 to -21 | Private Use |
T oo e m e e e e e e e e e e e e mm e mmmaa o - +
| -20 to 23 | Standards Action with Expert Review |
oo o m e e e e e e e e e eee e +
| 24 to 65535 | Speci fication Required |
oo o m e e e e e e e e e e e +

Tabl e 1: CoAP-EAP Ci pher Suites Registration Procedures

The colums of the registry are Value, Al gorithns, Description and

Ref erence, where Value is an integer, and the other colums are text
strings. The initial contents of the registry are shown in Table 2.
[ bbbl o fumesboms ey ey et
| Value | Algorithnms | Description | Reference |
[ ettty ety e ey Ll o

| O | 10, -16 | AES-CCM 16-64- 128, SHA-256 | [[this

| | | | document]]
N Fomm e oo - o e e e e e e e Fomm e oo -
| 1 | 1, -16 | A128GCM SHA- 256 | [[this

| | | | docunent]]
oo - S o oo S
| 2 | 3, -43 | A256GCM SHA- 384 | [[this

| | | | document]]
N Fomm e oo - o e e e e e e e Fomm e oo -
| 3 | 24, -16 | ChaCha20/ Pol y1305, SHA-256 | [[this

| | | | docunent]]
oo - S o oo S
| 4 | 24, -45 | ChaCha20/ Pol y1305, | [[this

| | | SHAKE256 | document]]
N Fomm e oo - o e e e e e e e Fomm e oo -

Tabl e 2: CoAP-EAP Cipher Suites initial values
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9.2. CDDL in CoAP-EAP Information el enents

| ANA has created a new registry titled "CoAP-EAP Information el erent”
under the new group nane "CoAP-EAP protocol". The registration
procedure are "Specification Required", "Private Use", "Standards
Action with Expert Review' and "Specification Required" follow ng the
i ndi cations in Table 3.

[} gt —————— s p—p—p—p—_—————————————————(—(————————r
| Range | Regi strati on Procedures |
[ bl s et o}
| 0to 23 | Standards Action with Expert Review |
o a o o m e e e e e e e e e e e +
| 24 to 49 | Private Use |
o e oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 50 to 65000 | Speci fication Required |
o a o o m e e e e e e e e e eee e +
| 65001 to 65535 | Experimental Use |
o a o o m e e e e e e e e e e e +

Tabl e 3: CoAP-EAP Information El enents Regi stration
Procedur es

The columms of the registry are Nane, Label, CBOR Type, Description
and Reference, where Value is an integer, and the other colums are
text strings. The initial contents of the registry are described in
Tabl e 4.
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F ooy sy ool el s o}
| Nare | Label | CBOR | Description | Reference |
| | | Type | | |
[ bbb sy e e el s s bty =gy
| G pher Suite | 1 | CBOR | List of the | [[this |
| | | Array | proposed or | document]] |
| | | | selected COSE | |
| | | | algorithns | |
| | | | for OSCORE | |
o e e e e oo oo AR, S SRR S R +
RIDC 2 Byt e It contains [[this
String t he Reci pi ent docunent] ]

I I
I I
| 1D of the EAP |
| authenticator |

| RIDI | 3 | Byte | It contains | [[this |
| | | String | the Recipient | docunent]] |
| | | | 1D of the EAP | |
I I I | peer I I
Fom e e e oo N Fomm e - o - o m e e e oo - Fomm e oo - +
| Session-Lifetime | 4 | uint | Contains the | [[this |
| | | | tinme the | docurnent]] |
| | | | sessionis | |
| | | | valid in | |
| | | | seconds | |
Fom e e e oo N Fomm e - o - o m e e e oo - Fomm e oo - +

Tabl e 4: CoAP-EAP Information El enments initial content
9.3. The Well-Known URI Registry

| ANA has added the well-known URI "coap-eap" to the "Well-Known URISs"
registry under the group name "Well-Known URIs" defined by [ RFC8615].

* URlI suffix: coap-eap

* Change controller: |IETF

* Specification docunent(s): [[this docunent]]
* Related information: None

* Status: permanent
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9.4.

The EAP |l ower |ayer identifier registry

| ANA has added the identifier of CoAP-EAP to the registry "EAP Lower
Layer" under the Extensible Authentication Protocol (EAP) Registry
defined by [ RFC6677].

*

9.5.

Val ue: TBD.
Lower Layer: CoAP-EAP
Speci fication docunent(s): [[this docunent]]

Medi a Types Registry

| ANA has added the media types "application/coap-eap” to the "Media
Types" registry. Section 4 defines the format.

*

Type name: application

Subt ype nane: coap-eap

Required paraneters: N A

Optional paranmeters: NA

Encodi ng consi derations: binary

Security considerations: See Section 8 of [[this docunent]].
Interoperability considerations: NA

Publ i shed specification: [[this docunent]]

Applications that use this nedia type: To be identified
Fragrment identifier considerations: NA

Addi tional information:

- Magic nunber(s): NA

- File extension(s): NA

- Mcintosh file type code(s): NA

Person and enmmni|l address to contact for further information:
ace@etf.org
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9.

9.

9. 8.

6.

7.

* Intended usage: COVMON

* Restrictions on usage: NA

* Author: See "Authors’ Addresses" section of [[this docunent]].

* Change Controller: |IETF

CoAP Content-Formats Registry

| ANA has added the nedia types "application/coap-eap" to the "CoAP
Content - Format s" regi stry under the group nanme "Constrai ned RESTf ul
Envi ronments (CoRE) Paraneters” followi ng the specification in
Section 12.3 of [RFC7252].

[ et s sy ety s ey o}
| Medi a Type | Content Encoding | |ID| Ref erence |
| application/coap-eap | - | TBD | [[this |

| | docunent] ] |
T o e e e e oo oo +--m - - o e e e o +

Tabl e 5: CoAP Content-Formats Registry
Resource Type (rt=) Link Target Attribute Val ues Registry

| ANA has added the resource type "core.coap-eap” to the "Resource
Type (rt=) Link Target Attribute Values" registry under the group
nane "Constrai ned RESTful Environnents (CoRE) Paraneters".

* Val ue: "core.coap-eap"

- Description: CoAP-EAP resource.
- Reference: [[this docunent]]
Expert Review Instructions

The |1 ANA registries established in this docunment are defined as
"Specification Required", "Private Use", "Standards Action with
Expert Review', "Experinental Use" and "Specification Required".
This section provides general guidelines for what experts should
focus on, but as they are designated experts for a reason, they
shoul d be granted flexibility.

* \When defining the use of CoAP-EAP Information El ements: Experts
are expected to evaluate how the values are defined, their scope,
and whether they align with CoAP-EAP s functionality and
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10.

10.

1.

constraints. They are expected to assess if the values are clear,
wel | -structured, and foll ow CoAP and CoAP- EAP conventions, such as
conci se encodi ng for constrained environnents. They shoul d ensure
these IEs can seanm essly integrate with existing CoAP

i npl ementations and extensions. It is also expected that they
verify if IE values are protected from unauthorized nodification
or msuse during transm ssion.

When addi ng new ci pher suites: Experts nust ensure that algorithm
val ues are sourced fromthe appropriate registry when required.
They shoul d al so consi der seeking input fromrelevant | ETF working
groups regarding the accuracy of registered paraneters.
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Appendi x A, Flow of operation (DTLS establishment)

CoAP- EAP makes it possible to derive a PSK fromthe MSK to all ow

(D) TLS PSK-based aut hentication between the EAP peer and the EAP

aut henticator instead of using OSCORE. In the case of using (D) TLS
to establish a security association, there is alimtation on the use
of intermedi aries between the EAP peer and the EAP authenticator, as
(D) TLS breaks the end-to-end conmuni cati ons when using internediaries
such as proxi es.
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EAP peer EAP aut henti cat or

| 2.01 Created Lbéati on-Path [/aleap/(n)] |
| Payl oad (EAP-X Resp) |

S >
| MBK
(D)TLS 1.3 Qient Hello |
Y 4 T [ Y
| | | DTLS_PSK
vV | ===============DTLS hanshake:::::::::::::l
DTLS PSK | I

<-(Protected with (D)TLS)->
Figure 9: CoAP-EAP flow of operation with DILS

Figure 9 shows the | ast steps of the operation for CoAP- EAP when

(D) TLS is used to protect the comunication between the EAP peer and
the EAP aut henticator using the keying material exported by the EAP
aut hentication. The general flowis essentially the same as in the
case of OSCORE, except that DTLS negotiation is established in Step
7). Once DTLS negotiation has finished successfully, the EAP peer is
granted access to the domain. Step 7 MUST be interpreted by the EAP
peer as an alternate success indication, which will end up with the
MBK and the DTLS PSK derivation for the (D) TLS authentication based
on PSK

According to [ RFC8446] the provision of the PSK out-of-band al so
requires the provision of the KDF hash al gorithm and the PSK
identity. To sinplify the design in CoAP-EAP, the KDF hash al gorithm
can be included in the list of cipher suites exchanged in Step 1 and
Step 2 if DILS wants to be used instead of OSCORE. For the sane
reason, the PSK identity is derived from(RID-C) (RID1) as defined
in Appendi x A. 1.

Anal ogous to how the cipher suite is negotiated for OSCORE
Section 6.1, the EAP authenticator sends a list, in decreasing order
of preference, with the identifiers of the hash al gorithns supported
(Step 1). In the response, the EAP peer sends the choice.

This list is included in the payload after the EAP nessage with a
CBOR array that contains the cipher suites. This CBOR array is

encl osed as one of the elenments of the CBOR hject used for
transporting information in CoAP-EAP (See Section 5). An exampl e of
how the fields are arranged in the CoAP payl oad can be seen in
Figure 7.
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In case there is no CBOR array stating the cipher suites, the default
ci pher suites are applied. |If the EAP authenticator sends a
restricted list of cipher suites that is willing to accept, it MJST
include the default value 0 since it is mandatory to inplenment. The
EAP peer will have at |east that option avail able.

For DTLS, the negotiated cipher suite is used to determ ne the hash
function to be used to derive the "DILS PSK" fromthe MSK

The hash al gorithns considered are the foll ow ng:

* 5) TLS SHA256

* 6) TLS_SHA384

* 7) TLS_SHA512

The inclusion of these values, apart fromindicating the hash
algorithm indicates if the EAP authenticator intends to establish an
OSCORE security association or a DILS security association after the
aut hentication is conmpleted. |If both options appear in the cipher

suite negotiation, the OSCORE security association will be preferred
over DTLS

A.1l. Deriving DTLS PSK and identity

To enabl e DTLS after an EAP authentication, the Identity and the PSK
for DILS is defined. The Identity in this case is generated by
concat enati ng the exchanged Sender I D and the Recipient ID

CoAP- EAP PSK Identity = RID-C || R DI
It is also possible to derive a pre-shared key for DILS [ RFC9147],
referred to here as "DTLS PSK', fromthe MSK between both the EAP
peer and EAP authenticator if required. The length of the DILS PSK
will depend on the cipher suite. To have keying material with
sufficient length, a key of 32 bytes is derived that can be |ater
truncated if needed:

DTLS PSK = KDF(MBK, "CoAP-EAP DTLS PSK', |ength).
wher e:
* MBK is exported by the EAP net hod.

* "CoAP-EAP DTLS PSK" is the ASCI| code representation of the non-
NULL ternminated string (excluding the double quotes around it).
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* length is the size of the output key materi al

Appendi x B. Using CoAP-EAP for distributing key material for |oT
net wor ks

Simlarly, to the exanple of Appendix A 1, where a shared key PSK for
DTLS is derived, it is possible to provide key naterial to different
link-layers after the CoAP-EAP authentication is conplete.

One exanple is that CoAP-EAP could be used to derive the required PSK
required to run the 6Ti SCH Constrai ned Join Protocol (CoJP)
[ RFCO031] .

Anot her exanple is when a shared Network Key is required by the
devices that join a network. An example of this Network Key can be
found in ZigBee | P [Zi gbeel P] or THREAD protocol [THREAD|. After
CoAP- EAP execution, a security association based on OSCORE protects
any exchange between the EAP peer and the EAP authenticator. This
security association can be used for distributing the Network Key
securely and other required paraneters. How the Network Key is
distributed after a successful CoAP-EAP authentication is out of the
scope of this docunent.

How a particular link-layer technol ogy uses the MSK to derive further
key material for protecting the link-1layer or use the OSCORE
protection to distribute key material is out of the scope of this
docunent .

Appendi x C. Exanpl es of Use Case Scenario
In 10T, for an EAP peer to act as a trustworthy entity within a
security domain, certain key material needs to be shared between the
EAP peer and the EAP aut henti cator

Next, exanples of different use case scenarios will be el aborated on,
about the usage of CoAP- EAP.

Generally, four entities are involved:

* 2 EAP peers (A and B), which are EAP peers. They are the EAP
peers.

* 1 EAP authenticator (C). The EAP authenticator manages a donain

where EAP peers can be deployed. In IoT, it can be considered a
more power ful machi ne than the EAP peers.
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* 1 AAA server (AAA) - Optional. The AAA is an Authentication,
Aut hori zation, and Accounting Server, which is not constrained.
Here, the EAP authenticator acts as an EAP authenticator in pass-
t hrough node.

General |y, any EAP peer wanting to join the donmai n nanaged by t he EAP
aut henti cat or MUST perform a CoAP- EAP aut hentication with the EAP
authenticator (C). This authentication MAY involve an external AAA
server. This neans that A and B, once deployed, will run CoAP- EAP
once, as a bootstrappi ng phase, to establish a security association
with C. Moreover, any other entity, which wants to join and
establish comruni cati ons with EAP peers under Cs domain nust al so do
t he sane.

By using EAP, the flexibility of having different types of
credentials can be achieved. For instance, if a device that is not
batt ery-dependent and not very constrained is avail able, a heavier
aut henti cati on method could be used. Wth varied EAP peers and
networ ks, nore |ightweight authentication methods might need to be
used (e.g., EAP-NOOB[ RFC9140], EAP- AKA' [ RFC5448], EAP-PSK[ RFC4764],
EAP- EDHOC[ | - D. i et f - emu- eap- edhoc], etc.) being able to adapt to
different types of devices according to organization policies or
devi ces capabilities.

C. 1. Exanple 1: CoAP-EAP in ACE

In ACE, the process of client registration and provisioning of
credentials to the client is not specified. The process of dient
regi stration and provisioning can be achi eved usi ng CoAP- EAP. Once
the process of authentication with EAP is conpleted, the fresh key
material is shared between the EAP peer and the EAP authenticator.
In this instance, the EAP authenticator and the Authorization Server
(AS) of ACE can be co-locat ed.

Next, a general way to exenplify how Client registration can be
performed using CoAP-EAP is presented, to allow tw EAP peers (A and
B) to conmunicate and interact after a successful client

regi stration.

EAP peer A wants to communicate with EAP peer B (e.g., to activate a
light switch). The overall process is divided into three phases.
Let's start with EAP peer A. |In the first phase, EAP peer A does not
yet belong to EAP authenticator Cs domain. Then, it conmunicates
with C and authenticates wth CoAP- EAP, which, optionally,

communi cates with the AAA server to conplete the authentication
process. If the authentication is successful, a fresh MSK is shared
between C and EAP peer A This key naterial allows EAP peer Ato
establish a security association with the C. Sone authorization
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informati on may al so be provided in this step. In case EAP is used
i n standal one nmode, the AS itself having information about the
devices can be the entity providing said authorization information

I f authentication and authorization are correct, EAP peer A has been

enrolled in the EAP authenticator Cs domain for some tine. In
particul ar, [ RFC5247] recomrends 8 hours, though the entity providing
the authorization information can establish this |ifetine. In the

same manner, B needs to performthe sane process with CoAP-EAP to be
part of EAP authenticator C s donmin.

In the second phase, when EAP peer A wants to talk to EAP peer B, it
contacts EAP authenticator C for authorization to access EAP peer B
and obtain all the required information to do that securely (e.g.
keys, tokens, authorization information, etc.). This phase does NOT
require the usage of CoAP-EAP. The details of this phase are out of
the scope of this docunment, and the ACE framework is used for this
pur pose [ RFC9200].

In the third phase, EAP peer A can access EAP peer B with the
credentials and information obtained fromEAP authenticator Cin the
second phase. This access can be repeated w thout contacting the EAP
aut henticator, while the credentials given to A are still valid. The
details of this phase are out of the scope of this docunent.

It is worth noting that the first phase with CoAP-EAP is required to
join the EAP authenticator Cs domain. Once it is perforned
successfully, the comrmunications are local to the EAP authenticator
C s dormain and there is no need to performa new EAP aut hentication
as long as the key material is still valid. Wen the keys are about
to expire, the EAP peer can engage in a re-authentication as
explained in Section 3.3, to renew the key nmateri al

C. 2. Exanple 2: Multi-domain with AAA infrastructures

A device (A) of the dommin acne.org, which uses a specific kind of
credential (e.g., AKA) and intends to join the umes domain. This
user does not belong to this domain, for which first it perforns a
client registration using CoAP-EAP. For this, it interacts with the
EAP authenticator’s domain, which in turn communicates with an AAA
infrastructure (acting as AAA client). Through the | ocal AAA server
conmmuni cate with the home AAA server to conplete the authentication
and integrate the device as a trustworthy entity into the domain of
EAP authenticator C. In this scenario, the AS under the role of the
EAP aut henticator receives the key material fromthe AAA
infrastructure
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C. 3. Exanple 3: Single domain with AAA infrastructure

As a University Canmpus, with several Faculty buildings and each one
has its criteria or policies in place to manage EAP peers under an
AS. Al buildings belong to the same donmain (e.g., umes). All
these buil dings are managed with AAA infrastructure. A new device
(A) with credentials fromthe domain (e.g., umes) will be able to
performthe device registration with an EAP authenticator (C) of any
building if they are managed by the sane general domain.

C. 4. Exanple 4: Single domain wthout AAA infrastructure

In another case, without a AAA infrastructure, with an EAP

aut henti cator that has co-located the EAP server, and using EAP
st andal one node, all the devices can be nmanaged within the sane
domain locally. dient registration of an EAP peer (A) with
Controller (C) can also be perforned in the sane nanner.

C.5. Oher use cases
C.5.1. CoAP-EAP for network access authentication

One of the first steps for an EAP peer is to performthe
authentication to gain access to the network. To do so, the device
first nmust be authenticated and granted authorization to gain access
to the network. Additionally, security paranmeters such as
credentials can be derived fromthe authentication process, allow ng
the trustworthy operation of the EAP peer in a particular network by
joining the security domain. By using EAP, this can be achieved with
flexibility and scalability, because of the different EAP nethods
avai l able and the ability to rely on AAAinfrastructures if needed to
support multi-domain scenarios, which is a key feature when the EAP
peers depl oyed under the same security domain bel ong, for exanple, to
di fferent organi zations.

In the process of joining a network, there are two cases: 1) the node
does not have an | Pv6 address; 2) the node does have an | Pv6 address
(e.g., link-local 1Pv6 or 1Pv6 gl obal address).

In networks where the device is placed, and no | P support is

avail abl e until the EAP peer is authenticated, specific support for
this EAP | ower |ayer has to be defined to all ow CoAP- EAP nessages to
be exchanged between the EAP peer and the EAP authenticator. For
exanple, in | EEE 802.15.4 networks, a new KMP I D can be defined to
add such support in the case of |EEE 802.15.9 [ieee802159]. \Where
can be assuned that the device has at least a |ink-layer |Pv6

addr ess.
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When the EAP peer intends to be admitted into the network, it would
search for an entity that offers the CoAP-EAP service, be it the EAP
aut henticator directly, or through the intermediary (i.e., proxy).
See Section 3.1.

CoAP-EAP wi Il run between the EAP peer and the EAP authenticator or
through an internediary entity such as a proxy, as happens in a nesh
net wor k, where the EAP authenticator could be placed to 1 or nore
hops fromthe EAP peer. |In the case a proxy participates in CoAP-
EAP, it will be because it is already a trustworthy entity within the
domai n, whi ch comuni cates through a secure channel with the EAP

aut henticator, as illustrated by Figure 10.

Thus, the EAP peer follows the same process described in

Appendix C. 5.1 to performthe authentication. As nentioned, either
with a direct link to the EAP authenticator, or through an
intermediary entity (proxy) that is already part of the network

(al ready shares key nmaterial and comruni cates through a secure
channel with the authenticator) and can aid in runni ng CoAP- EAP

VWhen CoAP-EAP is conpl eted, and the OSCORE security association is
established with the EAP authenticator, the EAP peer receives the

| ocal configuration paraneters for the network (e.g. a network key)
and can configure a global |Pv6 address. Mreover, there is no need
of a CoAP proxy after a successful authentication

For rempoval, if the EAP authenticator decides to renove a particul ar
EAP peer fromthe network or the peer itself intends to |eave, either
EAP peer or EAP authenticator can directly send a DELETE comand to
explicitly express that the network access state is renoved, and the
device will no | onger belong to the network. Thus, any state related
to the EAP peer is renoved in the EAP authenticator. Forced renova
can be done by sending new specific key material to the devices that
still belong to the network, excluding the renoved device, follow ng
a sinmlar nodel as 6Ti SCH Join Protocol [RFC9031] or Zigbee

| P[ Zi gbeel P]. The specifics on how this process is to be done, is
out of the scope of this docunent.

| EAP | | CoAP | | EAP |
N + COAP +-------- + CoAP o e e oo +
OSCORE/ DTLS

<--(Security Association)-->

Fi gure 10: CoAP- EAP t hrough CoAP proxy
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Gven that EAP is al so used for network access authentication, this
service can be adapted to other technol ogies. For instance, to
provi de network access control to very constrained technol ogi es
(e.g., LoRa network). Authors in [lo-coap-eap] provide a study of a
m ni mal version of CoAP-EAP for LPWAN networks with interesting
results. 1In this specific case, the conpression by SCHC for CoAP

[ RFC8824] can be | everaged.

C.5.2. CoAP-EAP for service authentication

It is not uncommon that the infrastructure where the device is

depl oyed and the services of the EAP peer are nanaged by different
organi zations. Therefore, in addition to the authentication for
networ k access control, the possibility of a secondary authentication
to access different services has to be considered. This process of
aut hentication, for exanple, will provide the necessary key materi al
to establish a secure channel and interact with the entity in charge
of granting access to different services.

In 5G for exanple, consider primary and secondary authentication
usi ng EAP [ TS133. 501].
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