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Abst ract

Group communi cation for the Constrai ned Application Protocol (CoAP)
can be secured using Goup (bject Security for Constrai ned RESTf ul
Envi ronments (Group OSCORE). A G oup Manager is responsible to
handl e the joining of new group nenbers, as well as to nmanage and
distribute the group keying material. The G oup Manager can provide
a RESTful admin interface that allows an Adninistrator entity to
create and del ete OSCORE groups, as well as to retrieve and update
their configuration. This docunment specifies how an Adm nistrator
interacts with the admin interface at the Group Manager by using the
Constrai ned RESTful Application Language (CoRAL). The ACE franework
for Authentication and Authorization is used to enforce

aut hentication and authorization of the Administrator at the G oup
Manager. Protocol -specific transport profiles of ACE are used to
achi eve comuni cation security, proof-of-possession, and server

aut henti cati on.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Authentication and
Aut hori zation for Constrai ned Environnents Working Group mailing |ist
(ace@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ace/.

Source for this draft and an issue tracker can be found at
https://github. com ace-wy/ ace- oscor e- gm adni n- cor al .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The Constrai ned Application Protocol (CoAP) [RFC7252] can al so be
used for group comrunication [I-D.ietf-core-groupcommbis], where
nmessages are exchanged between nenbers of a group (e.g., over IP

mul ticast). Applications relying on CoAP can achi eve end-to-end
security at the application layer by using Object Security for
Constrai ned RESTful Environments (OSCORE) [RFC8613] and especially
G oup OSCORE [I-D.ietf-core-oscore-groupcomj in group conmuni cation
scenari os.

When group comuni cation for CoAP is protected with G oup OSCORE
nodes are required to explicitly join the correct OSCORE group. To
this end, a joining node interacts with a Group Manager entity
responsible for that group, and it retrieves fromthe G oup Manager
the required keying material to securely comruni cate with other group
menbers using G oup OSCORE.
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The nethod in [I-D.ietf-ace-key-groupcomm oscore] specifies how nodes
can join an OSCORE group through the respective G oup Manager. Such

a met hod builds on the ACE franework for Authentication and

Aut hori zation [ RFC9200], so ensuring a secure joining process as well
as aut hentication and authorization of joining nodes (clients) at the
Group Manager (resource server).

Furthermore, [I-D.ietf-ace-oscore-gmadm n] specifies a RESTful admn
interface at the G oup Manager, which is intended for an

Adm ni strator as a separate entity external to the G oup Manager and
its application. The interface allows the Adnministrator to create
and del ete OSCORE groups, as well as to configure and update their
configuration.

Thi s docunent builds on [I-D.ietf-ace-oscore-gmadm n] and specifies
how an Admi nistrator interacts with the sane RESTful admin interface
by using the Constrained RESTful Application Language (CoRAL)
[I-D.ietf-core-coral]. Conpared to [I-D.ietf-ace-oscore-gm adm n],
there is no change in the admin interface and its operations, nor in
the way the group configurations are organized and represent ed.

I nteraction exanpl es using Packed CBOR [|-D.ietf-cbor-packed] are
provi ded and are expressed in CBOR diagnostic notation as defined in
Section 8 of [RFC8949] and Appendix G of [RFC8610]. Section 1.2
provi des the notation and assunptions used in the exanples.

The ACE franmework is used to ensure authentication and authorization
of the Administrator (client) at the G oup Manager (resource server).
In order to achi eve communication security, proof-of-possession, and
server authentication, the Adm nistrator and the G oup Manager

| everage protocol -specific transport profiles of ACE, such as

[ RFC9202] or [RFC9203]. These also include possible forthcon ng
transport profiles that conply with the requirenents in Appendi x C of
[ RFC9200] .

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Readers are expected to be fanmliar with the terms and concepts from
the follow ng specifications.
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* Concise Binary Object Representation (CBOR) [ RFC8949], Packed CBOR
[1-D.ietf-cbor-packed], and CBOR (bject Signing and Encryption
(COSE) [ RFC9052] [ RFC9053] .

* The Constrained RESTful Application Language (CoRAL)
[I-D.ietf-core-coral] and Constrai ned Resource ldentifiers (CRIS)
[I-D.ietf-core-href].

* CoAP [RFC7252], also in group conmunication scenari os
[1-D.ietf-core-groupcommbis]. These especially include the
concepts bel ow

- "Application group", as a set of CoAP nodes that share a common
set of resources.

- "Security group", as a set of CoAP nodes that share the sane
security material and use it to protect and verify exchanged
nessages.

* The security protocols OSCORE [ RFC8613] and G oup OSCORE
[1-D.ietf-core-oscore-groupconm. These especially include the
concepts bel ow

-  Goup Manager, as the entity responsible for a set of OSCORE
groups where comruni cati ons anong nenbers are secured using
Goup OSCORE. An OSCORE group is used as security group for
one or many application groups.

- Authentication credential, as the set of information associated
with an entity, including that entity’'s public key and
parameters associated with the public key. Exanples of
aut hentication credentials are CBOR Wb Tokens (CWs) and CAT
Clains Sets (CCSs) [RFC8392], X. 509 certificates [ RFC5280], and
C509 certificates [I-D.ietf-cose-chor-encoded-cert].

* The ACE franmework for Authentication and Authorization [ RFC9200].
The terminology for entities in the considered architecture is
defined in QAuth 2.0 [RFC6749]. In particular, this includes
client (C, resource server (RS), and authorization server (AS).

* The managenent of keying material for groups in ACE [ RFC9594] and
specifically for OSCORE groups
[1-D.ietf-ace-key-groupcomm oscore]. These include the concept of
group- nenber ship resource hosted by the G oup Manager. Candidate
group nenbers access such a resource to join the OSCORE group,
whil e current group nenbers can access it to retrieve updated
keying material .
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Readers are al so expected to be faniliar with the ternms and concepts
used in [I-D.ietf-ace-oscore-gmadmin], with particular reference to
"Adm ni strator", "group nane", "group-collection resource", and
"group-configuration resource".

Like in [I-D.ietf-ace-oscore-gmadnin], this docunent uses /nanage as
the url-path of the group-collection resource at the G oup Manager
when provi di ng exanpl es; inplementations can use a different url-
path. Building on that, this document uses /manage/ GROUPNAME as the
url-path of a group-configuration resource; inplenentations are not
required to use this name and can define their own instead.

Note that the term"endpoint” is used here following its QAuth
definition [ RFC6749], ained at denoting resources such as /token and
/introspect at the AS, and /authz-info at the RS. The CoAP
definition, which is "[a]n entity participating in the CoAP protocol"
[ RFC7252], is not used in this docunent.

1.2. Notation and Assunptions Used in the Exanples
As per Section 2.4 of [I-D.ietf-core-coral], CoRAL expresses Uniform
Resource ldentifiers (URIs) [ RFC3986] as Constrai ned Resource
Identifier (CRI) references [I-D.ietf-core-href].
Exanpl es in this docunment use the foll owi ng notation.
When using the CURIE syntax [CURI E-20101216], the follow ng appli es.
* 'core.osc.gcoll’ stands for http://coreapps.org/core. osc. gcol
* 'core.osc.gconf’ stands for http://coreapps. org/core. osc. gconf

* linkformat’ stands for http://ww.iana. org/assi gnments/
I'i nkf ormat/

This URI is to be defined with | ANA, together with other URI s that
build on it through further path segments, e.g.,
http://ww. i ana. or g/ assi gnnent s/ 1 inkformat/rt
When using a URI http://ww.iana.org/assignnments/|inkformat/SEGL/ SE&R
* The path segment SEGL is the nane of a web link target attribute.
Nanes of target attributes used in Link Format [RFC6690] are
expected to be coordinated through the "Target Attributes”
registry defined in [ RFC9423].

* The path segnment SEQ is the value of the target attribute.
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The application-extension identifier "cri" defined in Section 3.4 of
[I-D.ietf-cbor-edn-literals] is used to notate a CBOR Ext ended

Di agnostic Notation (EDN) literal for a CRI or CRI reference. This
format is not expected to be sent over the network.

Packed CBOR [I-D.ietf-cbor-packed] is also used, thus reducing
representation size. Exanples in this docunent especially refer to
the values fromthe two shared itemtables in Appendi x A

Finally, exanples in this docunment consider a G oup Manager with
address [2001: db8::ab] and use the CoAP Content-Fornat |D 65087 for
the nmedia type "application/coral +cbor".

2. Goup Adm nistration

The group admnistration is enforced as defined in Section 2 of
[I-D.ietf-ace-oscore-gmadnin].

2.1. Managi ng CSCORE G oups

Thi s docunent uses the sanme resource nodel defined in Section 2.1 of
[I-D.ietf-ace-oscore-gmadm n], which is based on a group-collection
resource and multiple group-configuration resources.

When accessing such resources, the Administrator relies on the sane
interface defined in Section 6 of [I-D.ietf-ace-oscore-gmadmn], for
whi ch differences that apply when using CoRAL are conpiled in
Section 6 of this docunent.

2.2. Collection Representation

A collection of group configurations is represented as a CoRAL
docunent containing the list of correspondi ng group-configuration
resources.

Each group configuration is represented as a top-level link el ement,
with the URI of the group-configuration resource as link target and
with http://coreapps.org/core.osc.gcoll#itemas relation type.

2.3. Discovery

The Adm nistrator can di scover the group-collection resource froma
Resource Directory (see, for instance, [I-D. hartke-t2trg-coral-reef])
or from/.well-known/core, by using the resource type
"core.osc.gcoll" registered in Section 10.3 of
[1-D.ietf-ace-oscore-gmadnin].
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The Adm nistrator can di scover group-configuration resources for the
group-col l ection resource as specified in Section 6.1 and Section 6.2
of this docunent.

3. Format of Scope

In order to express authorization information for the Adm nistrator
(see Section 4), the sane format and encodi ng of scope defined in
Section 3 of [I-D.ietf-ace-oscore-gmadnin] is used, as relying on
the Authorization Information Format (Al F) [RFC9237] and the extended
Al F data nodel Al F- OSCORE- CROUPCOW defined in Section 3 of
[1-D.ietf-ace-key-groupcomm oscore].

4. Getting Access to the Goup Mnager

Al'l conmuni cati ons between the involved entities rely on CoAP and
MUST be secured.

In particular, comunications between the Adm nistrator and the G oup
Manager | everage protocol -specific transport profiles of ACE to

achi eve comuni cation security, proof-of-possession, and server
authentication. To this end, the AS may explicitly signal the
specific transport profile to use, consistently with requirenents and
assunptions defined in the ACE franmework [ RFC9200].

Wth reference to the AS, comunications between the Adm nistrator
and the AS (/token endpoint) as well as between the G oup Manager and
the AS (/introspect endpoint) can be secured by different neans, for
i nstance using DTLS [ RFC9147] or OSCORE [ RFC8613]. Further details
on how the AS secures comuni cations (with the Adm nistrator and the
Group Manager) depend on the transport profile of ACE specifically
used and are out of the scope of this docunent.

The Adm nistrator requests access to the Goup Manager as per Steps
1-3 in Section 4 of [I-D.ietf-ace-oscore-gm adm n].

The Adm nistrator accesses the adnmin interface at the G oup Manager
as per Step 4 in Section 4 of [I-D.ietf-ace-oscore-gmadmn], with
the difference that adm nistrative operations are not performed as
defined in Section 6 of [I-D.ietf-ace-oscore-gmadm n], but instead
as defined in Section 6 of this docunent.

4.1. Miltiple Administrators for the Same OSCORE G oup

VWhat is defined in Section 4.1 of [I-D.ietf-ace-oscore-gmadm n] al so
hol ds for this docunment, with the follow ng difference.
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The Adm nistrator perforns adm nistrative operations at the Goup
Manager not as defined in Section 6 of
[I-D.ietf-ace-oscore-gmadnin], but instead as defined in Section 6
of this docunent.

5. Goup Configurations
A group configuration consists of a set of paraneters.

5.1. Goup Configuration Representation
The sane group configuration representation defined in Section 5.1 of
[I-D.ietf-ace-oscore-gmadnin] is used, as including configuration
parameters and status paraneters.

5.1.1. Configuration Paraneters

The sane configuration paraneters defined in Section 5.1.1 of
[I-D.ietf-ace-oscore-gmadnm n] are used.

51. 2. St atus Parameters

The sane status parameters defined in Section 5.1.2 of
[1-D.ietf-ace-oscore-gmadnm n] are used.

5. 2. Def aul t Val ues

The Group nmanager refers to the sane default values defined in
Section 5.2 of [I-D.ietf-ace-oscore-gmadnin].

6. Interactions with the G oup Manager

The sane as defined in Section 6 of [I-D.ietf-ace-oscore-gm adm nj
hol ds, with the foll ow ng differences.

* The Content-Format in nessages containing a payload is set to
appl i cation/coral +cbor, which is registered in Section 7.2 of
[I-D.ietf-core-coral].

* The paraneters ’'sign_parans’, 'ecdh_parans’, 'app_groups’, and
"group_policies’ are referred to as "structured paraneters".

* |f a message payl oad specifies a link el ement corresponding to a
structured parameter, then the follow ng applies:

- The payl oad MJUST NOT include any link el enment corresponding to
an inner information el enment of that structured paraneter.
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- The link element MJST have the link target with value the CBOR
simple value false (0xf4) for indicating the structured
paraneter with no el ements.

Editor’'s note: this should change to using an enpty CBOR array
or an enpty CBOR nap as appropriate, once this is nmade
explicitly possible in the binary format of link items in CoRAL
(see Section 3.1.4 of [I-D.ietf-core-coral]).

* |f a nmessage payl oad specifies an information el enent of a
structured paraneter fromthe group configuration, then that
i nformati on el enent MUST be specified by neans of the
correspondi ng |ink el enent.
6.1. Retrieve the Full List of Goup Configurations

Thi s operation MJST be supported by the G oup Manager and an
Admi ni strator.

The Adm nistrator can send a CGET request to the group-collection
resource, in order to retrieve a list of the existing OSCORE groups
at the Group Manager.

The sane as defined in Section 6.1 of [I-D.ietf-ace-oscore-gm adm n]
hol ds.

An exanpl e of nmessage exchange is shown bel ow.
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=> 0.01 GeT
Uri-Path: "manage"

<= 2.05 Content
Content-Forrmat: 65087 (application/coral +chor)

Payl oad:

[
[1, cri’coap://[2001: db8::ab]/manage’],
[2, 6(17) / item50 for core.osc.gcoll:#item/, cri’'/gpl, |
[2, sinple(6) / item6 for linkformat:rt /,
6(-200) / item 415 for cri’http://ww.iana. org/assignments
/[linkformat/rt/core.osc.gconf’ /]]

],
[2, 6(17) / item50 for core.osc.gcoll:#item/, cri’'/gp2, |
[2, sinmple(6) / item®6 for linkformat:rt /,
6(-200) / item 415 for cri’http://ww.iana. org/assignnments
[linkformat/rt/core.osc.gconf’ /]]

] i)
[2, 6(17) / item50 for core.osc.gcoll:#item/, cri’/gp3 , |
[2, sinmple(6) / item®6 for linkformat:rt /,
6(-200) / item 415 for cri’http://ww.iana. org/assignnents
/[linkformat/rt/core.osc.gconf’ /]]
]
]

6.2. Retrieve a List of Goup Configurations by Filters

Thi s operation MJST be supported by the G oup Manager and MAY be
supported by an Admi nistrator

The Adm nistrator can send a FETCH request to the group-collection
resource, in order to retrieve a list of the existing OSCORE groups
that fully nmatch a set of specified filter criteria.

The sane as defined in Section 6.2 of [I-D.ietf-ace-oscore-gm admi n]
holds, with the foll owi ng differences.

* The filter criteria are specified in the request payload with top-
| evel link elenments, each of which corresponds to an entry of the
group configuration (see Section 5.1), with the exception of non-
enpty structured paraneters

* |f nanes of application groups are used as filter criteria, each

el ement of the 'app_groups’ array fromthe status paranmeters is
included as a separate link element with nane 'app_group’
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* Wth the exception of the 'app_group’ elerment, a valid request
MUST NOT include the sane elenment nultiple times. El enent val ues
are the ones admtted for the corresponding |abels in the POST
request for creating a group configuration (see Section 6.3).

An exanpl e of message exchange i s shown bel ow.

=> 0. 05 FETCH
Uri-Path: "manage"
Content - Format: 65087 (application/coral +chor)

Payl oad:

[
[2, 6(27) / item 70 for core.osc.gconf:#group_node /, true],
[2, 6(-28) / item 71 for core.osc.gconf:#gp enc_alg /, 10],
[2, 6(26) / item 68 for core.osc.gconf: #hkdf /, 5]

]

<= 2. 05 Content
Content - Format: 65087 (application/coral +cbor)

Payl oad:

[
[1, cri’coap://[2001: db8:: ab]/manage’],
[2, 6(17) / item50 for core.osc.gcoll:#item/, cri’/gpl, |
[2, sinmple(6) / item®6 for linkformat:rt /,
6(-200) / item 415 for cri’http://ww.iana. org/assignnents
/[linkformat/rt/core.osc.gconf’ /]]

],
[2, 6(17) / item50 for core.osc.gcoll:#item/, cri’/gp2, |
[2, simple(6) / item®6 for linkformat:rt /,
6(-200) / item 415 for cri’http://ww.iana. org/assi gnnents
/[linkformat/rt/core.osc.gconf’ /]]

],
[2, 6(17) / item50 for core.osc.gcoll:#item/, cri’/gp3, |
[2, simple(6) / item®6 for linkformat:rt /,
6(-200) / item 415 for cri’ http://ww.iana. org/assignments
/[linkformat/rt/core.osc.gconf’ /]]

]
]

6.3. Create a New Group Configuration

Thi s operation MJST be supported by the G oup Manager and an
Admi ni strator.
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The Adm nistrator can send a POST request to the group-collection
resource, in order to create a new OSCORE group at the G oup Manager.

The sane as defined in Section 6.3 of [I-D.ietf-ace-oscore-gm adm n]
hol ds, with the foll owi ng differences.

*

In the request payload, each link element corresponds to an entry
of the group configuration (see Section 5.1), with the exception
of non-enpty structured paraneters.

In the request payl oad, each elenment of the 'app_groups’ array
fromthe status paraneters is included as a separate elenment with
name ' app_group’

The G oup Manager MJST respond with a 4.00 (Bad Request) response
if any link elenent is specified nultiple tinmes in the payl oad of
the POST request, with the exception of the "app_group’ |ink

el ement .

The response payl oad includes one link element for each specified
paraneter, with the exception of non-enpty structured paramneters.

In the response payl oad, each el enment of the ’'app_groups’ array
fromthe status paraneters is included as a separate elenment with
name 'app_group’

If the Admi nistrator perfornms the registration of the group-
menbership resource to a Resource Directory on behalf of the Goup
Manager, then the names of the application groups using the OSCORE
group MUST take the val ues possibly specified by the different
"app_group’ link elenents in the POST request.

An exanpl e of message exchange is shown bel ow.
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=> 0.02 POST
Uri-Path: "manage"
Content - Format: 65087 (application/coral +cbor)

Payl oad:

[
6(-28) / item71 for core.osc.gconf:#gp_enc_alg /, 10],

6(26) / item 68 for core.osc.gconf: #hkdf /, 5],

6(-31) / item 77 for core.osc.gconf:#pairwi se node /, true],
6(-36) / item 87 for core.osc.gconf:#active /, true],

6(36) / item 88 for core.osc.gconf: #group_nane /, "gp4"],
6(-37) / item 89 for core.osc. gconf: #group_description /,
roonms 1 and 2"],

6(39) / item94 for core.osc.gconf: #app_group /, "room1"],
6(39) / item 94 for core.osc.gconf: #app_group /, "room 2"],
6(43) / item 102 for core.osc.gconf:#as uri /,
cri’coap://as. exanpl e. com t oken’]

NMNNNDNDN

SISEN

]

<= 2.01 Created
Locati on-Pat h: "manage"
Locati on-Path: "gp4"
Content - Forrmat: 65087 (application/coral +chor)

Payl oad:

[2, 6(36) / item 88 for core.osc.gconf:#group_nane /, "gp4"],
[2, 6(-41) / item 97 for core.osc.gconf:# oining_uri /,
cri’coap://[2001: db8:: ab]/ace-group/ gp4/’'],

[2, 6(43) / item 102 for core.osc.gconf:#as uri /,

cri’ coap://as. exanpl e. com t oken’ ]

]

6.4. Retrieve a Group Configuration

Thi s operation MJST be supported by the G oup Manager and an
Admi ni strator.

The Adm nistrator can send a GET request to the group-configuration
resour ce / manage/ GROUPNAME associ ated with an OSCORE group with group
nane GROUPNAME, in order to retrieve the conplete current
configuration of that group.

The sane as defined in Section 6.4 of [I-D.ietf-ace-oscore-gm adm n]
hol ds, with the foll owi ng differences.
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* The response payl oad includes one link elenent for each entry of
the group configuration (see Section 5.1), with the exception of
non-enpty status paraneters.

* Each el enent of the 'app_groups’ array fromthe status paraneters
is included as a separate link element with name ’'app_group’

An exanpl e of message exchange i s shown bel ow.

=> 0.01 GET
Uri-Path: "nmanage"
Uri-Path: "gp4"

<= 2. 05 Content
Content - Format: 65087 (application/coral +cbor)

Payl oad:

[
, 6(26) / item68 for core.osc.gconf:#hkdf /, 5],

, 6(-27) / item69 for core.osc.gconf:#cred fm /, 33],

, 6(27) / item 70 for core.osc.gconf:#group _node /, true],

, 6(-28) / item 71 for core.osc.gconf:#gp enc_alg /, 10],

, 6(28) / item72 for core.osc.gconf:#sign_alg /, -8],

, 6(29) / item74 for

core. osc. gconf: #si gn_parans. al g_capab. key_type /, 1],

[2, 6(-30) / item75 for

core. osc. gconf: #si gn_parans. key_type_capab. key type /, 1],

[2, 6(30) / item76 for

core. osc. gconf: #si gn_parans. key_type_capab.curve /, 6],

[2, 6(-31) / item77 for core.osc.gconf:#pairwi se_node /, true],
[2, 6(31) / item 78 for core.osc.gconf:#alg /, 10],

[2, 6(-32) / item79 for core.osc.gconf:#ecdh_alg /, -27],

[2, 6(-33) / item81 for

core. osc. gconf: #ecdh_parans. al g _capab. key_type /, 1],

[2, 6(33) / item82 for

core. osc. gconf: #ecdh_par ans. key_type_capab. key_type /, 1],

[2, 6(-34) / item83 for

core. osc. gconf: #ecdh_par ans. key_type_capab. curve /, 6],

[2, 6(34) / item 84 for core.osc.gconf:#det req /, false],

[2, 6(35) / item86 for core.osc.gconf:#rt /, "core.osc.gconf"],
[2, 6(-36) / item 87 for core.osc.gconf: #active /, true],

[2, 6(36) / item 88 for core.osc.gconf:#group_nane /, "gp4"],
[2, 6(-37) / item 89 for core.osc.gconf:#group_description /,
"roons 1 and 2"],

[2, 6(37) / item90 for core.osc.gconf:#ace_groupcomm profile /,
"coap_group_oscore_app"],

[2, 6(-38) / item 91 for core.osc.gconf:#max_stale sets /, 3],

NNNNNN
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[2, 6(38) / item92 for core.osc.gconf:#exp /, 1360289224],

[2, 6(-39) / item 93 for core.osc.gconf:#gid reuse /, false],
[2, 6(39) / item94 for core.osc.gconf:#app_group /, "room1"],
[2, 6(39) / item94 for core.osc.gconf:#app_group /, "room 2"],
[2, 6(-41) / item 97 for core.osc.gconf:# oining uri /,
cri’coap://[2001: db8:: ab]/ace-group/ gp4/’'],

[2, 6(43) / item 102 for core.osc.gconf:#as uri /,

cri’ coap://as. exanpl e. com t oken’ ]

]

6.5. Retrieve Part of a Goup Configuration by Filters

Thi s operation MJST be supported by the G oup Manager and MAY be
supported by an Adm nistrator.

The Adm nistrator can send a FETCH request to the group-configuration
resour ce / manage/ GROUPNAME associ ated with an OSCORE group with group
nane GROUPNAME, in order to retrieve part of the current
configuration of that group.

The sane as defined in Section 6.5 of [I-D.ietf-ace-oscore-gm adm n]
hol ds, with the foll ow ng differences.

* The request payload includes one link elenment for each requested
configuration paranmeter or status paraneter of the current group
configuration (see Section 5.1). Al the specified link elements
MJST have the link target with value the CBOR sinple val ue nul
(0xf 6).

* The request payl oad MJST NOT include any |link el ement
corresponding to an inner information element of a structured
par arret er .

* The response payl oad includes the requested configuration
paraneters and status paranmeters, and is fornmatted |ike the
response payload of a CGET request to a group-configuration
resource (see Section 6.4).

If the request payload specifies a paraneter that is not included
in the group configuration, then the response payl oad MUST NOT
include a corresponding link el enent.

An exanpl e of nmessage exchange i s shown bel ow
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=> 0.05 FETCH
Uri-Path: "manage"
Uri-Path: "gp4"
Content-Format: 65087 (application/coral +chor)

Payl oad:

[

, 6(-28) / item 71 for core.osc.gconf:#gp_enc_alg /, null],

, 6(26) / item68 for core.osc.gconf:#hkdf /, null],

, 6(-31) / item 77 for core.osc.gconf: #pairw se_node /, null],
, 6(-36) / item87 for core.osc.gconf:#active /, null],

, 6(-37) / item 89 for core.osc.gconf: #group_description /,
null],

[2, 6(41) / item 98 for core.osc.gconf:#app_groups /, null]

NPNNDNDN

]

<= 2. 05 Content
Content - Format: 65087 (application/coral +cbor)

Payl oad:

[
[2, 6(-28) / item 71 for core.osc.gconf:#gp_enc_alg /, 10],

[2, 6(26) / item 68 for core.osc.gconf: #hkdf /, 5],

[2, 6(-31) / item 77 for core.osc.gconf:#pairwi se _node /, true],
[2, 6(-36) / item 87 for core.osc.gconf:#active /, true],

[2, 6(-37) / item 89 for core.osc.gconf:#group_description /,
"roons 1 and 2"],

[2, 6(39) / item 94 for core.osc.gconf: #app_group /, "room1"],
[2, 6(39) / item94 for core.osc.gconf:#app_group /, "room 2"]

]

6.6. Overwite a Goup Configuration

Thi s operation MAY be supported by the Goup Manager and an
Admi ni strator.

The Adm nistrator can send a POST request to the group-configuration
resour ce / manage/ GROUPNAME associ ated with an OSCORE group with group
nane GROUPNAME, in order to overwite the current configuration of
that group with a new one.

The sane as defined in Section 6.6 of [I-D.ietf-ace-oscore-gm adm n]
holds, with the follow ng difference.
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* |f the Administrator updates the registration of the group-
menbership resource in the Resource Directory on behal f of the
G oup Manager, then the names of the application groups using the
OSCORE group MJST take the val ues possibly specified by the
different "app_group’ link elenents in the POST request.

An exanpl e of nmessage exchange i s shown bel ow
=> 0.02 POST
Uri-Path: "manage"
Uri-Path: "gp4"
Content - Format: 65087 (application/coral +chor)
Payl oad:

[2, 6(-28) / item 71 for core.osc.gconf:#gp enc_alg /, 11],
[2, 6(26) / item 68 for core.osc.gconf: #hkdf /, 5]

<= 2.04 Changed

Content-Format: 65087 (application/coral +chor)

Payl oad:
[2, 6(36) / item 88 for core.osc.gconf:#group_nanme /, "gp4"],
[2, 6(-41) / item 97 for core.osc.gconf:# oining uri /,
cri’coap://[2001: db8:: ab]/ace-group/ gp4/’'],
[2, 6(43) / item 102 for core.osc.gconf:#as_uri /,
cri’coap://as. exanpl e. com t oken’]

6.6.1. Effects on Joining Nodes

The sane as defined in Section 6.6.1 of
[I-D.ietf-ace-oscore-gmadnin] hol ds

6.6.2. Effects on the G oup Menbers

The sane as defined in Section 6.6.2 of
[I-D.ietf-ace-oscore-gmadnin] holds

6.7. Selective Update of a G oup Configuration

Thi s operation MAY be supported by the Group Manager and an
Admi ni strator.
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The Adm nistrator can send a PATCH i PATCH request [RFC8132] to the
group-configuration resource /nmanage/ GROUPNAME associ ated with an
OSCORE group with group name GROUPNAME, in order to update the val ue
of only part of the group configuration

The sane as defined in Section 6.7 of [I-D.ietf-ace-oscore-gm admni n]
hol ds, with the follow ng differences.

*

If the request payl oad specifies names of application groups to be
renoved fromor added to the 'app_groups’ status paraneter, then

such names are specified by nmeans of the follow ng top-level |ink
el ement s.
- Tapp_group_del’, with value a text string specifying the name

of an application group to renove fromthe ’app_groups’ status
paraneter. This link elenent can be included nmultiple tines.

- Tapp_group_add’', with value a text string specifying the nane
of an application group to add to the 'app_groups’ status
paraneter. This link elenent can be included nultiple tines.

The Group Manager MJST respond with a 4. 00 (Bad Request) response,
if the request payload includes any 'app_group’ link el enent
together with any 'app_group_del’ and/or 'app_group_add’ 1ink

el enent .

The G oup Manager MJST respond with a 4. 00 (Bad Request) response,
if the request payload includes no link el enents.

When the request uses specifically the i PATCH nmet hod, the G oup
Manager MUST respond with a 4.00 (Bad Request) response, if any
link el ement 'app_group_del’ and/or 'app_group_add is included.

When updating the 'app_groups’ status paraneter by difference, the
G oup Manager:

- Deletes fromthe 'app_groups’ status paraneter the nanes of the
application groups specified in the different 'app_group_del
link el ements.

- Adds to the 'app_groups’ status paraneter the nanes of the
application groups specified in the different 'app_group_add’
link el ements.

An exanpl e of message exchange i s shown bel ow
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=> 0. 06 PATCH
Uri-Path: "manage"
Uri-Path: "gp4"
Content-Format: 65087 (application/coral +chor)

Payl oad:

[
[2, 6(-28) / item 71 for core.osc.gconf:#gp_enc_alg /, 10],

[2, 6(-40) / item 95 for core.osc.gconf:#app_group_del /,
"rooml"],

[2, 6(40) / item 96 for core.osc.gconf: #app_group_add /, "roonB8"],
[2, 6(40) / item 96 for core.osc.gconf:#app_group_add /, "roomd"]

]

<= 2.04 Changed
Content-Format: 65087 (application/coral +chor)

Payl oad:
[2, 6(36) / item 88 for core.osc.gconf:#group_nane /, "gp4"],
[2, 6(-41) / item 97 for core.osc.gconf:# oining uri /,
cri’coap://[2001: db8:: ab]/ace-group/ gp4/’'],
[2, 6(43) / item 102 for core.osc.gconf:#as uri /,
cri’coap://as. exanpl e. com t oken’ ]

]

6.7.1. Effects on Joining Nodes

The sane as defined in Section 6.7.1 of
[1-D.ietf-ace-oscore-gmadnin] holds.

6.7.2. Effects on the G oup Menbers

The sane as defined in Section 6.7.2 of
[I-D.ietf-ace-oscore-gmadnin] hol ds

6.8. Delete a Goup Configuration

Thi s operation MJST be supported by the G oup Manager and an
Admi ni strator.

The Adm nistrator can send a DELETE request to the group-
configuration resource /mnage/ GROUPNAMVE associ ated with an OSCORE
group with group nanme GROUPNAME, in order to delete that OSCORE

group.
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6.

7.

The sane as defined in Section 6.8 of [I-D.ietf-ace-oscore-gm admi n]
hol ds.

8.1. Effects on the Goup Menbers

The sane as defined in Section 6.8.1 of
[1-D.ietf-ace-oscore-gmadnin] holds.

Support of Top-Level Link El ements

Consistently with Section 7 of [I-D.ietf-ace-oscore-gmadnin], the
foll owi ng holds for the G oup Manager.

* It MJST support the top-level link elements
"ace_groupcomm profile’, "exp’ , and ’'group_policies’ corresponding
to the ACE Groupcomm Paraneters defined in Section 8 of [RFC9594].

This is consistent with what is defined in Section 8 of [ RFC9594]
for the Key Distribution Center (KDC), of which the G oup Manager
defined in [I-D.ietf-ace-key-groupcomm oscore] is a specific

i nst ance.

* |t MJUST support the top-level Iink elements corresponding to all
the paraneters listed in Section 7 of
[I-D.ietf-ace-oscore-gmadnin], with the exception of
"app_groups_diff' that MJST be supported only if the G oup Manhager
supports the sel ective update of a group configuration (see
Section 6.7).

The foll owing holds for an Administrator.

* It MJST support the top-level link elements
"ace_groupcomm profile’, "exp’', and ’'group_policies’ corresponding
to the ACE Groupcomm Paraneters defined in Section 8 of [RFC9594].

* |t MUST support the top-level link elements corresponding to all
the paraneters listed in Section 7 of
[I-D.ietf-ace-oscore-gmadnmn], with the foll owi ng exceptions.

- 'conf _filter’, which MJST be supported only if the
Adm ni strator supports the partial retrieval of a group
configuration by filters (see Section 6.5).

- Tapp_groups_diff’, which MJST be supported only if the
Adm ni strator supports the selective update of a group
configuration (see Section 6.7).
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8. Error ldentifiers

If the G oup Manager sends an error response w th Content-Format
appl i cation/conci se-probl emdetail s+tcbor [ RFC9290] as defined in
Section 4.1.2 of [RFC9594], then the "error-id field within the
Custom Problem Detail entry ’ace-groupcomterror’ takes value from
those defined in Section 9 of [RFC9594] and in Section 8 of
[I-D.ietf-ace-oscore-gmadnin].

The sane guidelines in Section 8 of [I-D.ietf-ace-oscore-gm adm nj
for the Administrator to handl e such error identifiers hold.

9. Security Considerations

Security considerations are inherited fromthe ACE franmework for
Aut henti cation and Authorization [ RFC9200] and fromthe transport
profile of ACE specifically used between the Adm nistrator and the
Group Manager, such as [RFC9202] or [RFC9203].

The sane security considerations from [ RFC9594] and
[1-D.ietf-ace-key-groupcom oscore] also apply, with particul ar
reference to the process of rekeyi ng CSCORE groups.
The sane security considerations from[Il-D.ietf-ace-oscore-gm adm n]
al so apply, as well as the security considerations for CoRAL
[I-D.ietf-core-coral] and Packed CBOR [I-D.ietf-cbor-packed].
10. | ANA Consi derations
Thi s document has no actions for | ANA
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Appendi x A,  Shared |Item Tabl es for Packed CBOR

Thi s appendi x defines the two shared itemtables that the exanples in
this document refer to for using Packed CBOR [|-D.ietf-cbor-packed].

The application-extension identifier "cri" defined in Section 3.4 of
[I-D.ietf-cbor-edn-literals] is used to notate a CBOR Ext ended
Di agnostic Notation (EDN) literal for a CRI

A. 1. Conpacting CoRAL Predicates with Packed CBOR

The followi ng shared itemtable is used for conpacting CoRAL
predi cates, as per Section 2.2 of [I-D.ietf-cbor-packed].

| I'ndex | Item |
[S bl e s e s e s s s U
| 6 | cri’http://ww.iana.org/assignments/linkformat/rt’ |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +
| 50 | cri’http://coreapps.org/core.osc.gcoll#item |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 68 | cri’”http://coreapps.org/core.osc. gconf#hkdf’ |
AR, o +
| 69 | cri’http://coreapps.org/core.osc.gconf#cred fnt’ |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +
| 70 | cri’http://coreapps.org/core.osc. gconf#group_node’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 71 | cri”http://coreapps.org/core.osc. gconf#gp_enc_al g |
AR, o +
| 72 | cri’http://coreapps.org/core.osc.gconf#sign alg’ |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +
| 73 | cri’http://coreapps.org/core.osc. gconf#sign_parans’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 74 | cri”http://coreapps.org/core.osc. gconf#si gn_parans |
| | .alg_capab. key_type’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| 75 | cri’http://coreapps.org/core.osc. gconf#sign_parans |
| | .key_type_capab. key_type’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 76 | cri’”http://coreapps.org/core.osc. gconf#si gn_parans |
| | .key_type_capab. curve’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| 77 | cri’http://coreapps.org/core.osc. gconf#pai rwi se_node’ |
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S o m m e e e e e e e e e e e e e e e e e e e e e e e e mee— oo - +
| 78 | cri’http://coreapps.org/core.osc.gconf#al g’ |
R, o +
| 79 | cri’http://coreapps.org/core. osc. gconf#ecdh_al g’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| 80 | cri’http://coreapps.org/core.osc. gconf#ecdh parans |
S o m m e e e e e e e e e e e e e e e e e e e e e e e e mee— oo - +
| 81 | cri’http://coreapps.org/core.osc. gconf#ecdh_par ans |
| | .alg_capab. key_ type’ |
AR, o +
| 82 | cri’http://coreapps.org/core.osc. gconf#ecdh parans |
| | .key type_capab. key_type’ |
S o m m e e e e e e e e e e e e e e e e e e e e e e e e mee— oo - +
| 83 | cri’http://coreapps.org/core.osc. gconf#ecdh_par ans |
| | .key_type_capab. curve’ |
AR, o +
| 84 | cri’http://coreapps.org/core.osc. gconf#det req |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +
| 85 | cri’http://coreapps.org/core.osc.gconf#det _hash_al g’
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 86 | cri’http://coreapps.org/core.osc.gconf#rt’ |
AR, o +
| 87 | cri’http://coreapps.org/core.osc.gconf#active’ |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e mee——oon +
| 88 | cri’http://coreapps.org/core.osc. gconf#group_nane’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 89 | cri’”http://coreapps.org/ |
| | core.osc. gconf#group_description’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| 90 | cri’http://coreapps.org/core.osc. gconf |
| | #ace_groupcomm profile’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemao o +
| 91 | cri’”http://coreapps.org/ |
| | core.osc. gconf#max_stal e_sets’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| 92 | cri’http://coreapps.org/core. osc. gconf#exp’ |
S o m m e e e e e e e e e e e e e e e e e e e e e e e e mee— oo - +
| 93 | cri’http://coreapps.org/core.osc. gconf#gi d_reuse’ |
R, o +
| 94 | cri’http://coreapps.org/core.osc. gconf#app_group’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
| 95 | cri’http://coreapps.org/core.osc.gconf#app_group_del

S o m m e e e e e e e e e e e e e e e e e e e e e e e e mee— oo - +
| 96 | cri’http://coreapps.org/core.osc.gconf#app_group_add’
R, o +
| 97 | cri’http://coreapps.org/core.osc. gconf# oining_uri’
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeeoooon +
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Fommma - N TEEEESS +
| 99 | cri’http://coreapps.org/ |
| | core.osc. gconf#group_policies’ |
AR, o +
| 100 | cri’http://coreapps.org/core.osc.gconf#group_policies

| | .key_update_check_interval’ |
Fommma - ' +
| 101 | cri’http://coreapps.org/core.osc.gconf#group_policies

| | .exp_delta’ |
AR, o +
| 102 | cri’http://coreapps.org/core.osc.gconf#as uri’ |
dememaas N NN NN NN, +

Table 1: Shared Item Tabl e for Conpacting CoRAL Predi cates.
A. 2. Conpacting Values of the rt= Target Attribute with Packed CBOR

The followi ng shared itemtable is used for conpacting val ues of the
rt= target attribute, as per Section 2.2 of [I-D.ietf-cbor-packed].

[} ittty e p—p—p—p—_—_—(—(————————————(——————————(—(—(———————r
| I'ndex | Item |
[ el e s el
| 415 | cri’http://wwv iana.org/assignnents/linkformat/rt |
| | /core.osc.gconf’ |
N o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +

Table 2: Shared Item Table for Conpacting Val ues of the
rt= Target Attribute.

Appendi x B. Document Updates
This section is to be renoved before publishing as an RFC
B.1. Version -04 to -05

* Use "conpacting" instead of "conpressing" when referring to Packed
CBOR.

* Updat ed references.

* Editorial fixes and inprovenents.
B.2. Version -03 to -04

* Updat ed references.

* FEditorial inprovenments and fixes.
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Version -02 to -03

* Uri-Path and Location-Path as text strings in exanples.
* Updat ed references.

* Editorial fixes.

Version -01 to -02

* Avoid quotation marks for CBOR sinple val ues.

* Fixed use of "linkformat’ in the CURI E syntax.

* Fixed use of CURIEs that result in a URI with the fragnent
component .

* Renamed 'group_title as 'group _description’.
* Status/Configuration "properties" renamed as "paraneters".

* POST (instead of PUT) for overwiting a group-configuration
resource.

* Renpve reference to the abandoned, custom fornat for error
nessages.

* Editorial inprovenents.
Version -00 to -01

* Updated reference and introductory text for the CBOR EDN
application-extension identifier "cri".

Version -00

* CoRAL content taken out fromdraft-ietf-ace-oscore-gm adn n-08.
now edgnent s

Most of the content in this docunent was originally specified in
draft-ietf-ace-oscore-gmadm n, which is co-authored al so by Peter
van der Stok and Francesca Pal ombi ni, and where Kl aus Hartke
contributed in the initial definition of the resource nodel and

i nteractions using CoRAL.

The authors sincerely thank Christian Ars¥iss, Carsten Bornmann, and
Jim Schaad for their coments and feedback.
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