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Abstract

Thi s docunent specifies a profile for the Authentication and

Aut hori zation for Constrai ned Environnents (ACE) franmework. The
profile uses Group Object Security for Constrained RESTf ul

Envi ronments (Group OSCORE) to provide comuni cation security between
a client and one or multiple resource servers that are menbers of an
OSCORE group. The profile securely binds an QAuth 2.0 access token
to the public key of the client associated with the private key used
by that client in the OSCORE group. The profile uses Goup OSCORE to
achi eve server authentication and proof of possession of the client’s
private key. Also, it provides proof of the client’s nenmbership to
the OSCORE group by binding the access token to information fromthe
G oup OSCORE Security Context, thus allow ng the resource server(s)
to verify the client’s nmenbershi p upon receiving a nmessage protected
with Goup OSCORE fromthe client. Effectively, the profile enables
fine-grained access control paired with secure group comruni cation,
in accordance with the Zero Trust principles.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Authentication and
Aut hori zation for Constrai ned Environnents Working Group mailing |ist
(ace@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ ace/.

Source for this draft and an issue tracker can be found at
https://github. com ace-wy/ ace- group-oscore-profile.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

A nunber of applications rely on a group communi cati on nodel where a
client can access a resource hosted at multiple resource servers at
once, e.g., over IP multicast. Typical exanples include switching of
| uminaires, control of actuators, and distribution of software
updates. Secure comunication in the group can be achi eved by
sharing a set of keying material, which is typically provided upon
joining the group.
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For some of such applications, it could be acceptable to enforce
access control in a straightforward fashion. That is, any client
aut horized to join the group, hence to obtain the group keying
material, can also be inplicitly authorized to performany action at
any resource hosted at any server in the group. An exanple of an

application where such inplicit authorization mght serve well is a
sinple lighting scenario, where the lightbul bs are the servers and
the user account on an app on the user’s phone is the client. |In

this case, it mght be fine to not require additional authorization
evi dence from any user account, if it is acceptable that any current
group nenber is also authorized to switch on and off any light, or to
check the status of any light.

However, in different instances of such applications, the approach
above is not desirable, as different group nenbers are intended to
have different access rights to resources hosted at other group
menbers. For instance, enforcing access control in accordance with a
nmore fine-grained approach is required in the two follow ng use
cases.

As a first case, an application provides control of smart | ocks
acting as servers in the group, where: a first type of client, e.qg.,
a user account of a child, is allowed to only query the status of the
smart | ocks; while a second type of client, e.g., a user account of a
parent, is allowed to both query and change the status of the smart

|l ocks. Further simlar applications concern the enforcenment of
different sets of permissions in groups with sensor/actuator devices,
e.g., thernostats acting as servers. Also, sone group nenbers may
even be intended as servers only. Hence, they nmust be prevented from
acting as clients altogether and from accessi ng resources at other
servers in the group, especially when attenpting to perform non-safe
operati ons.

As a second case, building automation scenarios often rely on servers
that, under different circunstances, enforce different |evels of
priority for processing received conmands. For instance, BACnet

depl oynents consider multiple classes of clients, e.g., a nornal

light switch (Cl) and an emergency fire panel (C2). Then, a Cl
client is not allowed to override a command froma C2 client, unti
the latter relinquishes control at its higher priority. That is: i)
only C clients should be able to adjust the minimumrequired | eve

of priority on the servers, so rightly locking out Cl clients if
needed; and ii) when a server is set to accept only high-priority
commands, only C2 clients should be able to perform such conmands
that are otherwise allowed also to Cl1 clients. Gven the different
maxi mum aut hority of different clients, fine-grained access contro
woul d effectively limt the execution of high- and energency-priority
commands only to devices that are in fact authorized to perform such
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actions. Besides, it would prevent a nisconfigured or conprom sed
device frominitiating a high-priority command and | ock out nornal
control

In the cases above, being a legitimate group nmenber and storing the
group keying material is not nmeant to inply any particul ar access
rights. |Instead, access control to the secure group comunication
channel and access control to the resource space provided by servers
in the group should remain |ogically separated domains.

This is aligned with the Zero Trust paradi gm [N ST-800-207], which
focuses on resource protection and builds on the prem se that trust
is never granted inplicitly, but nust be continually evaluated. In
particul ar, Zero Trust protections involve "ninimzing access to
resources (such as data and conpute resources and applications/
services) to only those subjects and assets identified as needing
access as well as continually authenticating and authorizing the
identity and security posture of each access request."

Furt hermore, [N ST-800-207] highlights how the Zero Trust goal is to
"prevent unauthorized access to data and services coupl ed wi th making

the access control enforcenent as granular as possible", in order to
"enforce | east privileges needed to performthe action in the
request.”

As a step in this direction, one can be tenpted to introduce a
different security group for each different set of access rights.
However, this inconveniently results in additional keying material to
distribute and manage. In particular, if the access rights
pertaining to a node change, this requires evicting the node fromthe
group, after which the node has to join a different group aligned
with its new access rights. Mreover, the keying material of both
groups woul d have to be renewed for their current nmenmbers. Overall,
this woul d have a non-negligi bl e inpact on operations and

per f or mance.

Instead, a fine-grained yet flexible access control nodel can be
enforced within the sane group, by using the Authentication and

Aut hori zation for Constrai ned Environnents (ACE) franmework [RFC9200].
That is, a client has to first obtain authorization credentials in
the formof an access token and then upload it to the intended
resource server(s) in the group, before accessing the target
resources hosted at such resource server(s).
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The ACE franmework del egates to separate profile docunments how to
secure comuni cations between the client and the resource servers.
However, each of the current profiles of ACE defined in

[ RFC9202] [ RFC9203] [ RFC9431][I-D.i etf-ace-edhoc-oscore-profile] relies
on a security protocol that cannot be used to protect one-to-nany
group nessages, for exanple sent over IP multicast.

Thi s docunent specifies the "coap_group_oscore" profile of the ACE
framewor k, according to which a client uses the Constrained
Application Protocol (CoAP) [RFC7252][1-D.ietf-core-groupcommbis] to
conmmuni cate with one or nultiple resource servers that are nmenbers of
an application group and share a comon set of resources. This
profile uses Group Object Security for Constrained RESTf ul

Envi ronments (Group OSCORE) [I-D.ietf-core-oscore-groupconni as the
security protocol to protect nmessages exchanged between the client
and the resource servers. Hence, it requires that both the client
and the resource servers have previously joined the sanme OSCORE

group.

That is, this profile describes how access control is enforced for a
client after it has joined an OSCORE group, to access resources
hosted by other menbers of that group. The process for joining the
OSCORE group through the respective G oup Manager as defined in
[1-D.ietf-ace-key-groupcom oscore] takes place before the process
described in this docunent and is out of the scope of this profile.

The client proves its authorization and access rights to the resource
server(s) by using an access token bound to a key (the proof-of-
possession key). This profile uses Goup OSCORE to achi eve server
aut henti cati on and proof of possession of the client’s private key
used in the OSCORE group in question. Note that proof of possession
is not achieved through a dedi cated protocol elenment, but instead
after the first message exchange protected with G oup OSCORE

Furthernore, this profile provides proof of the client’s nenbership
to the OSCORE group, by binding the access token to information from
the pre-established Group OSCORE Security Context, as well as to the
client’s authentication credential used in the group and i ncludi ng
the client’s public key. This allows the resource server(s) to
verify the client’s group nenbership upon reception of a nessage
protected with Goup OSCORE fromthat client.

Obj ect Security for Constrained RESTful Environnents (OSCORE)

[ RFC8613] specifies how to use CBOR (bject Signing and Encryption
(CCOSE) [ RFC9052] [ RFCO053] to secure CoAP nessages. G oup OSCORE

buil ds on OSCORE to provide secure group conmmuni cati on and ensures
source authentication: by nmeans of digital signatures enbedded in the
prot ected nessage (when using the group node); or by protecting a
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message with pairwi se keying material derived fromthe asymetric
keys of the two peers exchangi ng the nmessage (when using the pairw se
nmode) .

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Readers are expected to be famliar with the terns and concepts
related to Concise Binary Object Representation (CBOR) [RFC8949],
COSE [ RFC9052] [ RFC9053], CoAP [ RFC7252], OSCORE [ RFC8613], and G oup
OSCORE [|-D.ietf-core-oscore-groupconmi. These especially include:

* G oup Manager, as the entity responsible for a set of groups where
conmuni cati ons anong nmenbers are secured with G oup OSCORE.

* Authentication credential, as the set of information associated
with an entity, including that entity’'s public key and paraneters
associated with the public key. Exanples of authentication
credentials are CBOR Wb Tokens (CWs) and CAM O ains Sets (CCSs)
[ RFC8392], X. 509 certificates [RFC5280], and C509 certificates
[1-D.ietf-cose-cbor-encoded-cert].

Menbers of an OSCORE group have an associ ated aut hentication
credential in the format used within the group. As per

Section 2.4 of [I-D.ietf-core-oscore-groupcomr, an authentication
credential provides the public key as well as a conprehensive set
of information related to the public key algorithm including,
e.g., the elliptic curve used (when applicable).

Readers are al so expected to be fanmiliar with the terns and concepts
described in the ACE framework for authentication and authorization

[ RFC9200], as well as in the OSCORE profile of ACE [ RFC9203]. The
term nology for entities in the considered architecture is defined in
QAuth 2.0 [RFC6749]. In particular, this includes client (C,
resource server (RS), and authorization server (AS).

Note that the term"endpoint” is used here following its QAuth
definition [ RFC6749], ainmed at denoting resources such as /token and
/introspect at the AS, and /authz-info at the RS. The CoAP
definition, which is "[a]ln entity participating in the CoAP protocol"
[ RFC7252], is not used in this docunent.

Addi tionally, this docunment makes use of the follow ng term nol ogy.
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* Pairw se-only group: an OSCORE group that uses only the pairw se
mode of Group OSCORE (see Section 8 of
[I-D.ietf-core-oscore-groupconmn).

Exanmpl es throughout this docunent are expressed in CBOR diagnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610]. Diagnostic notation comrents are often used to provide a
textual representation of the paraneters’ keys and val ues.

In the CBOR diagnostic notation used in this docunent, constructs of
the forme” SOVE_ NAME are replaced by the val ue assigned to SOVE NAME
in the CDDL npdel shown in Figure 7 of Appendix B. For exanple,

{e’ context _id_param : h abcd0000’, e'salt_input_param: h’ 00’} stands
for {71: h abcd0000’, 72: h'00'}.

Note to RFC Editor: Please delete the paragraph i medi ately preceding
this note. Also, in the CBOR diagnhostic notation used in this
docunent, please replace the constructs of the forme’ SOVE NAVE' with
the val ue assigned to SOVE NAME in the CDDL nodel shown in Figure 7
of Appendix B. Finally, please delete this note.

2. Protocol Overview

This section provides an overview of this profile, i.e., of howto
use the ACE framework for authentication and authorization [ RFC9200]
when comuni cations between a client and one or nore resource servers
are secured using Group OSCORE [I-D.ietf-core-oscore-groupcomi.

Note that this profile of ACE describes how access control can be
enforced for a node after it has joined an OSCORE group, to access
resources hosted by other menbers in that group

In particular, the process of joining the OSCORE group through the
respective Group Manager as defined in
[1-D.ietf-ace-key-groupcom oscore] nust take place before the
process described in this docunent and is out of the scope of this
profile.

An overview of the protocol flow for this profile is shown in

Figure 1, where it is assuned that both the resource servers RSl and
RS2 are associated with the same authorization server AS. It is also
assunmed that the client C as well as RS1 and RS2 have previously
joined an OSCORE group with Goup Identifier (G d) Oxabcd0000, and
that they got assigned Sender ID (Sid) 0x00, 0x01l, and 0x02 in the
group, respectively. The names of nessages coincide with those of

[ RFC9200] when applicable. Messages in square brackets are optional
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Figure 1. Protocol Overview

1. Pre- Condi ti ons

Usi ng Group OSCORE and this profile requires that both the client and
the resource servers have previously joined the sane OSCORE group
This especially includes the derivation of the G oup OSCORE Security
Cont ext and the assignnment of unique Sender IDs to use in the group
Nodes can join the OSCORE group through the respective G oup Manager
by using the approach defined in [I-D.ietf-ace-key-groupcomm oscore],
which is al so based on ACE

After the client and resource servers have joined the group, this
profil e provides access control for accessing resources on those
resource servers, by securely comunicating with G oup OSCORE

As a pre-requisite for this profile, the client has to have
successfully joined the OSCORE group where al so the resource servers
(RSs) are nenbers. Depending on the limted information initially
avail abl e, the client nay have to first discover the exact OSCORE
group used by the RSs for the resources of interest, e.g., by using
the approach defined in [I-D.til oca-core-oscore-discovery].

2. Requesting an Access Token
This profile requires that the client requests an access token from

the AS for the resource(s) that it wants to access at the RS(s), by
usi ng the token endpoint as specified in Section 5.8 of [RFC9200].
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In general, different RSs can be associated with different

aut hori zation servers, even if the RSs are nenbers of the same OSCORE
group. However, assum ng proper configurations and trust
relationships, it is possible for multiple RSs associated with the
same AS to be part of a single audience (i.e., a group-audi ence, see
Section 6.9 of [RFC9200]). In such a case, the client can request a
singl e access token intended for the group-audi ence, hence to all the
RSs included therein. A particular group-audi ence m ght be defined
as including all the RSs in the OSCORE group

In the access token request to the AS, the client MJST include the
Goup ldentifier of the OSCORE group, as well as its own Sender ID
and authentication credential used in that group. The AS MJUST

i nclude these pieces of information in the access token issued for
the client.

In the access token request, the client can also include a proof-of-
possession (PoP) evidence to prove possession of the private key
corresponding to its own authentication credential to the AS. The
PoP evi dence is conputed over a PoP input uniquely related to the
secure conmuni cation associ ation between the client and the AS.

I ncludi ng the PoP evidence is OPTIONAL under particular circunstances
and is REQUI RED ot herwi se (see Section 3.2).

If the request fromthe client is granted, then the AS can include
the i ssued access token in the access token response to the client,
or instead upload the access token directly to the RS as per the
Short Distribution Chain (SDC) workflow defined in
[1-D.ietf-ace-workfl ow and-parans]. This docunent focuses on the
former option (also shown in the exanple in Figure 1), while the
latter option is not detailed further here.

The access token request and response exchanged between the client
and the AS MUST be confidentiality-protected and MJST ensure
authenticity. In this profile, it is RECOWENDED to use OSCORE

[ RFC8613] between the client and the AS, to reduce the nunber of
libraries that the client has to support. Qher protocols fulfilling
the security requirenments defined in Sections 5 and 6 of [RFC9200]
MAY al ternatively be used, such as TLS [ RFC8446] or DILS [ RFC9147].

2.3. Access Token Upl oadi ng

After having obtained the access token fromthe AS, the client

upl oads the access token to the RS, by sending a POST request to the
aut hz-info endpoi nt and using the mechani snms specified in

Section 5.10 of [RFC9200]. Wen using this profile, the

conmuni cation that C has with the authz-info endpoint is not

pr ot ect ed.
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Editor’s note: the above will have to be updated, once defined the
dynani ¢ update of access rights (Section 3.3.1 and Section 4.4), in
whi ch case the access token is intended to be upl oaded by neans of a
protected request to the authz-info endpoint.

If the access token is valid, the RSreplies to the POST request with
a 2.01 (Created) response. Al so, the RS associates the received
access token with the Group OSCORE Security Context identified by the
Goup ldentifier that is specified in the access token (see

Section 2.1.3 of [I-D.ietf-core-oscore-groupcommi). |In practice, the
RS maintains a collection of Security Contexts with associated

aut hori zation information, for all the clients that it is currently
conmuni cating with. The authorization information is a policy that
is used as input when processing requests fromthose clients.

After that, the RS stores the association between i) the

aut horization information fromthe access token; and ii) the G oup
Identifier of the OSCORE group together with the Sender ID and the
aut hentication credential of the client in that group (see Section 2
of [I-D.ietf-core-oscore-groupconmj). This binds the access token to
the Group OSCORE Security Context of the OSCORE group.

Finally, when the client communicates with the RS using the G oup
OSCORE Security Context, the RS verifies that the client is a
legitimate menmber of the OSCORE group and especially the exact group
menber with the same Sender | D associated with the access token.

Thi s occurs when verifying a request protected with G oup OSCORE,
since the request includes the client’s Sender ID and either it
enbeds a signature conputed al so over that Sender ID (if protected
with the group node), or it is protected by nmeans of pairw se
symretric keying material derived fromthe asymretric keys of the two
peers (if protected with the pairw se node).

The above has considered an access token intended for a single RS
However, as discussed in Section 2.2, an access token can be intended
for a group-audience including multiple RSs in the OSCORE group. In
such a case, the client could efficiently upload the access token to
many or all of those RSs at once (e.g., over IP multicast), after

whi ch each RS individually perfornms the sane steps described above.

2.4. Secure Communication

The client can send a CoAP request protected with G oup OSCORE
[I-D.ietf-core-oscore-groupcomm to the RS. This can be a unicast
request targeting the RS [ RFC7252], or a one-to-many group request
(e.g., over IP nulticast) [I-D.ietf-core-groupcombis] targeting the
OSCORE group where the RS is al so a nenber.
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To this end, the client uses the Goup OSCORE Security Context

al ready established upon joining the OSCORE group (e.g., by using the
approach defined in [I-D.ietf-ace-key-groupconmoscore]), unless it
has a nore recent Security Context that has been established in the
group as a result of a group rekeying (see Section 12.2 of
[I-D.ietf-core-oscore-groupconm).

The RS may send a response back to the client, also protecting it
with G oup OSCORE.

3. dient-AS Communication

This section details the access token request that the client sends
to the token endpoint of the AS, as well as the related access token
response.

The access token MJST be bound to the public key of the client as

pr oof - of - possessi on (PoP) key, which is included in the client’'s

aut hentication credential specified in the 'cnf’ claimof the access
t oken.

3.1. Prelimnary Operations

The followi ng considers a client that is a nenber of an OSCORE group
Gwith GD* as current Goup ldentifier (Gd), within which the
client currently has SID* as Sender |ID and uses a public

aut hentication credential AUTH CRED C that specifies the PoP key K

The client MJUST performthe foll owi ng steps, before requesting an
access token to be bound to AUTH CRED C (hence to the PoP key K) and
to be associated with the client’s nmenbership in group G through the
val ues G D* and SID*.

1. The client checks whether it is a nenber of any two OSCORE groups
GlL and & such that all the follow ng conditions hold.

* Both groups have G D* as current G d.
* The client uses SID* as Sender ID in both groups.
* The client uses the same AUTH CRED C in both groups.
2. If such two groups Gl and & are found at Step 1, then the client
moves to Step 3. O herwise, the client termnates this algorithm

and proceeds with requesting the access token as defined in
Section 3. 2.
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3. The client can choose to termnate this algorithmand performit
again | ater on.

Alternatively, the client can alter its current group

menber ships, in order to ensure that two groups like GL and &
cannot be determined. To this end, the client has two avail abl e
options.

* The client | eaves some of the OSCORE groups that could be
determned as groups like GL and & (see Section 9.11 of
[1-D.ietf-ace-key-groupcom oscore]).

* The client obtains a new Sender ID in sonme of the OSCORE
groups that could be determned as groups like GL and &. To
this end, the client can request a new Sender IDin a group to
the Group Manager responsible for that group (see Section 9.2
of [I-D.ietf-ace-key-groupcomm oscore]), or re-join a group
t hereby obtaining a new Sender IDin that group (see Section 6
of [I-D.ietf-ace-key-groupcomm oscore]).

Finally, the client noves to Step 1.
3.2. C-to-AS. POST to Token Endpoi nt

The Client-to-AS request is specified in Section 5.8.1 of [RFC9200].
The client MIUST send this POST request to the token endpoint over a
secure channel that guarantees authentication, nmessage integrity, and
confidentiality.

The POST request is formatted as the anal ogous Cient-to-AS request
in the OSCORE profile of ACE (see Section 3.1 of [RFC9203]), with the
followi ng additional paranmeters that MJST be included in the payl oad.

* 'context _id, defined in Section 3.2.1 of this docunent. This
paraneter specifies the Gd, i.e., the ID Context of an OSCORE
group that includes as menbers both the client and the RS(s) in
t he audi ence for which the access token is asked to be issued. In
particular, the client wishes to comunicate with the RS(s) in
that audi ence using the Goup OSCORE Security Context associ ated
wi th that OSCORE group.

* ’salt input’, defined in Section 3.2.2 of this docunent. This
paraneter includes the Sender ID that the client has in the OSCORE
group whose G d is specified in the 'context_id paraneter above.

* 'req_cnf’, defined in Section 3.1 of [ RFC9201]. This paraneter

follows the syntax from Section 3.1 of [RFC8747], and its inner
confirmation val ue specifies the authentication credenti al
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AUTH CRED C that the client uses in the OSCORE group. The public
key included in the authentication credential will be used as the
PoP key bound to the access token.

At the time of witing this specification, acceptable formats of
aut hentication credentials in Goup OSCORE are CBOR Wb Tokens
(CWI's) and CWI Cainms Sets (CCSs) [RFC8392], X. 509 certificates
[ RFC5280], and C509 certificates
[1-D.ietf-cose-cbor-encoded-cert].

Further formats may be available in the future and woul d be
acceptable to use as long as they conmply with the criteria
conpiled in Section 2.4 of [I-D.ietf-core-oscore-groupcomj. In
particul ar, an authentication credential has to explicitly include
the public key as well as a conprehensive set of information
related to the public key algorithm including, e.g., the elliptic
curve used (when applicable).

Note that C might have previously upl oaded AUTH CRED C to the
Group Manager as provided within a chain or a bag (e.g., as the
end-entity certificate in a chain of certificates), by specifying
it inthe '"client_cred paraneter of a Join Request or of an

Aut hentication Credential Update Request sent to the G oup Manager
(see Sections 6.1 and 9.4 of [I-D.ietf-ace-key-groupconm oscore]).
In such a case, the inner confirmation value of the 'req_cnf’
paranet er MJUST specify AUTH CRED C as provided within the same
chain or bag.

[ As to CWI's and CCSs, the CWI Confirmati on Methods 'kewt’ and
"kces' are under pending registration requested by draft-ietf-ace-
edhoc-oscore-profile. ]

[ As to X. 509 certificates, the CWM Confirmati on Met hods ' x5bag’
and '5chain’ are under pending registration requested by draft-
i etf-ace-edhoc-oscore-profile. ]

[ As to C509 certificates, the CAM Confirmati on Methods ' c5b’ and
'c5¢’ are under pending registration requested by draft-ietf-ace-
edhoc- oscore-profile. ]

Furt hernore, the payload of the request can include exactly one of
the two followi ng parameters, specifying a proof-of-possession (PoP)
evi dence conputed by the client.

* ’client_cred_verify', defined in Section 3.2.3 of this docunent,
specifying the client’s PoP evidence as a signature, which is
conputed as defined later in this section. This paraneter MJST
NOT be included if the OSCORE group is a pairw se-only group.
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* ‘'client_cred_verify mac’, defined in Section 3.2.4 of this
docunent, specifying the client’s PoP evidence as a MAC, which is
computed as defined later in this section. This paraneter MJST
NOT be included if the OSCORE group is not a pairw se-only group

The PoP evi dence can be used by the AS to achi eve proof of possession
of the client’s private key, i.e., to verify that the client indeed
owns the private key associated with the public key wthin

AUTH _CRED C

When preparing the POST request, the client might know that the AS
has previously achi eved proof of possession of the private key in
question. In such a case, it is OPTIONAL for the client to conpute
the PoP evidence and to specify it in the "client_cred_verify' or
"client_cred_verify_nmac’ parameter of the POST request.

If the client believes that the AS has not previously achi eved proof
of possession of the private key in question or that such proof was
achi eved but does not hold anynore, then the client MJST conpute the
PoP evi dence as defined bel ow and MJST specify it in the
"client_cred_verify or 'client_cred_verify_mac’ paraneter of the
POST request.

In order to conpute the PoP evidence, the client MJST use as PoP

i nput the byte representation of an information that uniquely
represents the secure comunication associati on between the client
and the AS. It is RECOMVENDED that the client uses the follow ng as
PoP i nput.

* |f the client and the AS conmuni cate over TLS 1.2 [ RFC5246] or
DTLS 1.2 [RFC6347], the PoP input is an exporter val ue conputed as
defined in Section 4 of [RFC5705], using the follow ng inputs:

- The exporter |abel "EXPORTER- ACE-PoP-Input-Cient-AS"
registered in Section 12.6 of this docunent.

- The enpty ’'context value', i.e., a 'context value of zero-
| engt h.

- 32 as length value in bytes.

* |f the client and the AS conmuni cate over TLS 1.3 [ RFC8446] or
DTLS 1.3 [RFC9147], the PoP input is an exporter val ue conputed as
defined in Section 7.5 of [RFC8446], using the follow ng inputs:

- The exporter |abel "EXPORTER- ACE-PoP-Input-Cient-AS"
registered in Section 12.6 of this docunent.
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- The enpty 'context_value', i.e., a 'context_value of zero-
| engt h.
- 32 as 'key_length’ in bytes.
* |f the client and the AS conmuni cate over OSCORE [ RFC8613], the
PoP input is the output PRK of an HKDF- Extract step [ RFC5869],
i.e., PRK = HVAC-Hash(salt, IKM.

In particular, given the OSCORE Security Context CTX shared
between the client and the AS, then the follow ng applies.

- ’'salt’ takes (x1 | x2), where | denotes byte string
concatenation, while x1 and x2 are defined as foll ows.

0 x1 is the binary representation of a CBOR data item |If CTX
does not specify an OSCORE I D Context, the CBOR data itemis
the CBOR sinple value null (0xf6). herw se, the CBOR data
itemis a CBOR byte string, with value the OSCORE | D Cont ext
specified in CTX

0 X2 is the binary representation of a CBOR byte string. The
val ue of the CBOR byte string is the OSCORE Sender |ID of the
client, which the client stores in its Sender Context of CTX
and the AS stores in its Recipient Context of CTX

- 'IKM is the OSCORE Master Secret specified in CTX
- The used HKDF is the HKDF Al gorithm specified in CTX

The foll owi ng shows an exanple of input to the HVAC Hash()
function.

On the client side, the OSCORE Security Context shared with the AS
i ncl udes:

I D Context: 0x37cbf3210017a2d3 (8 bytes)
Sender ID: 0x01 (1 byte)
Mast er Secret: 0x0102030405060708090a0b0c0d0eOf 10 (16 bytes)

Then, the follow ng hol ds.
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It

x1 (Raw val ue) (8 bytes)
0x37cbf 3210017a2d3

x1 (CBOR Data Iten) (9 bytes)
0x4837cbf 3210017a2d3

x2 (Raw val ue) (1 bytes)
0x01

x2 (CBOR Data Iten) (2 bytes)
0x4101

salt (11 bytes)
0x4837cbf 3210017a2d34101

| KM (16 bytes)
0x0102030405060708090a0b0c0d0e0f 10

is up to applications or future specifications to define what is

used as PoP input in further alternative settings.

After that, the client conputes the PoP evidence as foll ows.

*

If the OSCORE group is not a pairw se-only group, the PoP evidence
MJUST be a signature. The client conputes the signhature by using
the sane private key and signature algorithmthat it uses for

si gni ng nmessages in the OSCORE group. The client’s private key is
the one associated with the client’s authentication credenti al
used in the OSCORE group and specified in the 'req_cnf’ paraneter
above.

If the OSCORE group is a pairw se-only group, the PoP evidence
MJUST be a MAC conputed as follows, by using the HKDF Al gorithm
HKDF SHA- 256, whi ch consi sts of conposing the HKDF-Extract and
HKDF- Expand st eps [ RFC5869].

MAC = HKDF(salt, KM info, L)
The input paraneters of HKDF are as foll ows.
- salt takes as value the enpty byte string.

- IKMis conputed as a cofactor Diffie-Hellman shared secret (see
Section 5.7.1.2 of [N ST-800-56A]), using the ECDH al gorithm
that is used as Pairw se Key Agreenent Algorithmin the OSCORE
group. The client uses its own Diffie-Hellnman private key and
the Diffie-Hellman public key of the AS. For X25519 and X448,
the procedure is described in Section 5 of [RFC7748].
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The client’s private key is the one associated with the
client’s authentication credential used in the OSCORE group and
specified in the "req_cnf’ parameter above. The client may
obtain the Diffie-Hellman public key of the AS during its

regi stration process at the AS.

- info takes as value the PoP input.

- Lis equal to 8, i.e., the size of the MAC, in bytes
An exanpl e of the POST request is shown in Figure 2
Header: POST (Code=0.02)
Uri-Host: "as.exanple.cont

Uri-Path: "token"
Content-Format: 19 (application/ace+chor)

Payl oad:
/ audi ence / 5 : "tenpSensor4711",
| scope / 9 : "read",

e’ context _id_param : h’abcd0000’,
e'salt _input_parami : h' 00,
e’ client _cred verify' : h'cba6...f100" / elided for brevity /,
/ req_cnf / 4 . {
e’ kces' @ {
/ sub [/ 2 : "42-50-31-FF- EF-37-32-39",
[ enf | 8 : {
/| COSE Key / 1 : {
/[ kty I 1: 2/ EC/,
[ crv /[ -1: 1/ P-256 1/,
[ x|/ -2 : h'd7cc072de2205bdc1537a543d53c60a6
ach62eccd890c7f a27¢c9e354089bbel3’ ,
Iy I -3 : h'f95eld4b851a2cc80f f f 87d8e23f 22af
b725d535e515d020731e79a3b4e47120

Figure 2: Exanple C-to-AS PCST /token Request for an Access Token
Bound to an Asymretric Key

In the exanpl e above, the client specifies that its authentication
credential in the OSCORE group is the CCS shown in Figure 3.
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/ sub / 2 : "42-50-31-FF-EF-37-32-39",
/ cnf [ 8 :
/| COSE Key / 1 : {
[/ kty I 1: 2/ EC/,
/[ crv/ -1: 1/ P-256 1/,
[ x|/ -2 : h'd7cc072de2205bdc1537a543d53c60a6
ach62eccd890c7f a27¢c9e354089bbel3’ ,
Iy I -3 : h' f95el1d4b851a2cc80f f f 87d8e23f 22af
b725d535e515d020731e79a3b4e47120

Figure 3: Exanple of client Authentication Credential as CAT
Clains Set (CCS)

[

TODO. Specify how C requests a new access token that dynamically
updates its access rights. (See Section 3.3.1 for pre-requirenents
and a high-level direction)

]

3.2.1. ’'context_id Paraneter

The 'context _id paraneter is an OPTIONAL paraneter of the access
t oken request nessage defined in Section 5.8.1 of [ RFC9200]. This
paraneter provides a value that the client wishes to use with the RS

as a hint for a security context. |Its exact content is profile
speci fic.
3.2.2. ’salt_input’ Paraneter

The 'salt_input’ paraneter is an OPTI ONAL paraneter of the access

t oken request message defined in Section 5.8.1 of [RFC9200]. This
paraneter provides a value that the client wishes to use as part of a
salt with the RS, for deriving cryptographic keying material. Its
exact content is profile specific.

3.2.3. ’'client _cred verify' Paraneter
The 'client_cred_verify' parameter is an OPTI ONAL paraneter of the
access token request nessage defined in Section 5.8.1. of [RFC9200].

Thi s paraneter provides a signature conputed by the client to prove
the possession of its own private key.
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3.2.4. ’'client_cred_verify_mac’ Paraneter

The "client_cred_verify_mac’ paraneter is an OPTI ONAL paraneter of
the access token request nessage defined in Section 5.8.1. of

[ RFC9200]. This paraneter provides a Message Authenticati on Code
(MAC) conputed by the client to prove the possession of its own
private key.

3.3. AS-to-C Response

After having verified the POST access token request to the token
endpoint and that the client is authorized to obtain an access token
aligned with the request, the AS proceeds as defined bel ow.

In the followi ng, an authentication credential is denoted as
"confirmed" if and only if the AS has achi eved proof of possession of
the private key associated with the public key of that authentication
credential and such proof still holds. GQherwi se, an authentication
credential is denoted as "non confirmed".

If the access token request specifies neither the
"client _cred verify' paraneter nor the 'client_cred verify mac’
paraneter, then the AS perforns the foll owi ng steps.

* The AS considers the authentication credential AUTH CRED C
specified in the "reqg_cnf’ parameter of the access token request.

* |f the AS currently knows AUTH CRED C as "confirned", then the AS
consi ders proof of possession of the client’'s private key to be
achieved and it takes no further actions in this respect.

The AS m ght al ready have achi eved proof of possession when
establishing a secure comruni cati on association with the client,
or when processing a previous access token request conveying the
same AUTH _CRED C.

Alternatively, a further entity in a trust relationship with the
AS m ght have already achi eved proof of possession of the private
key and informed the AS about that. Building on that trust

rel ati onship, the AS considered AUTH CRED C to be "confirned" from
t hen on.

* |f the AS does not currently know AUTH CRED C as "confirmed", then
the AS MJST consi der the access token request to be invalid.

If both the "client _cred verify' and 'client_cred verify mac’

paraneters are present, then the AS MJST consider the access token
request to be invalid.
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If the access token request specifies either the 'client_cred_verify’
paraneter or the 'client_cred verify _mac’ paraneter, then the AS MJST
verify the proof-of-possession (PoP) evidence specified therein. 1In

particular, the AS proceeds as foll ows.

* As PoP input, the AS uses the sane value that the client used (see
Section 3.2).

* As public key of the client, the AS uses the one included in the
aut hentication credential AUTH CRED C that is specified in the
"reg_cnf’ paraneter of the access token request.

This requires the AS to support the format of AUTH CRED C, i.e.
the format of authentication credential that is used in the OSCORE
group where the client uses that authentication credential

Practically, this is not an issue, since the sane format is used
by RSs in that group and an RS supporting this profile is expected
to be registered only at an AS that supports the formats of

aut hentication credential that the RS supports.

* |f the access token request includes the "client _cred verify’
paraneter, this specifies the PoP evidence as a signature. Then,
the AS verifies the signature by using the public key of the
client.

This requires the AS to support the signature algorithmand curve
(when applicable) that are used in the OSCORE group where the
client uses the authentication credential AUTH CRED C that is
specified in the "req_cnf’' paraneter of the access token request.

Practically, this is not an issue, since the sane al gorithm and
curve (when applicable) are used by RSs in that group and an RS
supporting this profile is expected to be registered only at an AS
that supports the signature algorithns and curves (when
applicable) that the RS supports.

* |f the access token request includes the 'client_cred_ verify_mac

paraneter, this specifies the PoP evidence as a Message
Aut henti cati on Code (MAC).
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Then, the AS reconputes the MAC through the sane process taken by
the client when preparing the value of the
"client_cred_verify_nmac’ parameter for the access token request
(see Section 3.2), with the difference that the AS uses its own
Diffie-Hell man private key and the D ffie-Hellman public key of
the client. The verification succeeds if and only if the
reconputed MAC is equal to the MAC conveyed as PoP evidence in the
access token request.

This requires the AS to support the ECDH algorithmthat is used as
Pai rwi se Key Agreenent Algorithmin the OSCORE group where the
client uses the authentication credential AUTH CRED C that is
specified in the 'reqg_cnf’ parameter of the access token request.

Practically, this is not an issue, since the sane ECDH al gorithm
is used by RSs in that group and an RS supporting this profile is
expected to be registered only at an AS that supports the ECDH
algorithnms that the RS supports.

If the verification of the PoP evidence succeeds, then the AS
considers AUTH CRED C to be "confirned" fromthen on

Instead, if the verification of the PoP evidence fails, then the AS
MUST consi der the access token request to be invalid. Al so, the AS
MUST consi der AUTH CRED C to be "non confirmed" fromthen on, unti
the AS agai n achi eves proof of possession of the client’s private
key.

If the access token request was invalid or not authorized, then the
AS MUST reply to the client with an error response as described in
Section 5.8.3 of [RFC9200].

Instead, if all verifications are successful, the AS replies to the
client as defined in Section 5.8.2 of [RFC9200]. |In particular

*

The AS can signal that the use of G oup OSCORE is REQU RED for a
specific access token by including the "ace_profile’ paraneter
with the value "coap_group_oscore" in the access token response.
The client MJST use G oup OSCORE towards all the resource servers
for which this access token is valid. Usually, it is assuned that
constrai ned devices will be pre-configured with the necessary
profile, so that this kind of profile signaling can be onitted.

The AS MJST NOT include the 'rs_cnf’ parameter defined in

[ RFC9201]. In general, the AS may not be aware of the

aut hentication credentials (and public keys included thereof) that
the RSs use in the OSCORE group. Also, the client is able to
retrieve the authentication credentials of other group nmenbers
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fromthe responsi ble G oup Manager, both upon joining the group or
| ater on as a group nenber, as defined in
[1-D.ietf-ace-key-groupcomm oscore].

* According to this docunent, the AS includes the 'access_token
paraneter specifying the issued access token in the access token
response. The alternative Short Distribution Chain (SDC) workfl ow
where the access token is uploaded by the AS directly to the RS is
described in [I-D.ietf-ace-workfl ow and- parans].

The AS MJST include the following information as netadata of the
i ssued access token. The use of CBOR web tokens (CW) as specified
in [ RFC8392] is RECOMVENDED.

* The profile "coap_group_oscore”. |If the access tokenis a CWM
this is specified in the "ace profile’ claimof the access token,
as per Section 5.10 of [RFC9200].

* The salt input specified in the "salt_input’ paraneter of the
access token request. |If the access token is a CM, the content
of the 'salt_input’ paranmeter MJST be specified in the
"salt _input’ claimof the access token defined in Section 3.3.3 of
thi s docunent.

* The Context ID input specified in the 'context_id parameter of
the access token request. |If the access token is a OAMI, the
content of the 'context_id paraneter MJIST be specified in the
"context _id claimof the access token, defined in Section 3.3.2
of this docunent.

* The authentication credential that the client uses in the OSCORE
group, as specified in the 'req_cnf’ paranmeter of the access token
request (see Section 3.2).

If the access token is a CWM, the client’s authentication
credential MJUST be specified in the "cnf’ claim which follows the
syntax from Section 3.1 of [RFC8747].

Figure 4 shows an exanpl e of such an AS response. The access token
has been truncated for readability.
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Header: Created (Code=2.01)
Content-Format: 19 (application/ace+chor)
Payl oad:

{

}

/| access_token / 1 : h'8343al010aa2044c...00’, / elided for brevity /
/| ace profile / 38 : e'coap_group_oscore’,
/| expires_in / 2 : 3600

Figure 4: Exanple AS-to-C Access Token Response with the G oup
OSCORE Profile

Figure 5 shows an exanple CM C ains Set, containing the client’s
public key in the group (as PoP key), as specified by the inner
confirmation value in the "cnf’ claim

{
/ aud / 3 : "tempSensor | nLi vi ngRoont,
/ iat [/ 6 : 1719820800,
I exp / 4 : 2035353600,
/ scope / 9 : "tenperature_g firmware_p",

e’ context _id claim : h' abcd0000’,
e'salt_input_claim : h' 00,
/ cnf [/ 8 : {
e’ kces' @ {
/ sub [/ 2 : "42-50-31-FF- EF-37-32-39",
[ enf | 8 : {
/| COSE Key / 1 : {
/[ kty I 1: 2/ EC/,
[ crv /[ -1: 1/ P-256 1/,
[ x|/ -2 : h'd7cc072de2205bdc1537a543d53c60a6
ach62eccd890c7f a27¢c9e354089bbel3’ ,
Iy I -3 : h'f95eld4b851a2cc80f f f 87d8e23f 22af
b725d535e515d020731e79a3b4e47120

Figure 5: Exanple CM d ai ns Set

The sane CW Clains Set as in Figure 5 and encoded in CBOR is shown
in Figure 6, using the value abbreviations defined in [ RFC9200] and
[ RFC8747]. The bytes in hexadecimal are reported in the first
columm, while their corresponding CBOR neaning is reported after the
"#" sign on the second colum, for easiness of readability.
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A7
03
76

06
1A
04
1A
09
78

18

44

18
41

08
Al
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shoul d be checked (and in case fixed) that the

# map(7)
# unsi gned(3)
# text(22)

74656D7053656E736F72496E4C6976696E67526F6F6D
# "tenpSensor | nLi vi ngRoont

66826200

79510800

18

unsi gned( 6)

unsi gned(1719820800)
unsi gned(4)

unsi gned(2035353600)
unsi gned(9)

text (24)

HHEFEHHFH

74656D70657261747572655F67206669726D776172655F70
# "tenperature_g firmware_p"

unsi gned(51)
byt es(4)

unsi gned(52)
byt es(1)

unsi gned( 8)
map( 1)

unsi gned( 14)
map( 2)

unsi gned(2)
t ext (23)

HHHFHHH® H* H* H* H*

34322D35302D33312D46462D45462D33372D33322D3339

33
ABCDO000
34
00
OE
A2
02
77
# "42-
08
Al
01
A4
01
02
20
01
21
58
22
58

Til oca, et al.

50- 31- FF- EF- 37- 32- 39"
unsi gned( 8)
map( 1)
unsi gned(1)
map( 4)
unsi gned(1)
unsi gned( 2)
negati ve(0)
unsi gned( 1)
negative(1l)
20 byt es(32)
D7CC072DE2205BDC1537A543D53C60A6
ACB62ECCD890C7FA27COE354089BBE13

# negative(2)
20 # bytes(32)
FO5E1D4B851A2CC80FFF87DBE23F22AF
B725D535E515D020731E79A3B4E47120

HHEHFEHFHFHHHHR
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Figure 6: Exanple OM d ains Set Using CBOR Encodi ng

3.3.1. Update of Access Rights

[

TODO Specify how the AS issues an access token that dynanically
updates the access rights of C. The follow ng text outlines pre-
requi renents and a high-level direction.

(This should be specified with content in the present section, as
well as in Section 3.2 and Section 4.4).

At the nmoment, this profile does not support the dynani c update of
access rights for the client like other transport profiles of ACE do.

Thi s can be enabl ed by building on concepts defined in
[I1-D.ietf-ace-workfl ow and- par ans] :

* "Token series" - In this profile, it would be specialized as a set
of consecutive access tokens issued by the AS for the pair (C
AUD), where Cis the client whose public authentication credential
is bound to those access tokens, while AUD is the audi ence for
whi ch C requests those access tokens.

* "token_series_id" - This new paraneter is defined in
[1-D.ietf-ace-workfl ow and-parans], as intended to be used in the
access token request/response exchange between C and the AS.

This paraneter is nmeant to specify the unique identifier of a
token series. A new, corresponding claimto include in access
tokens is also defined in [I-D.ietf-ace-workfl ow and- parans].

At a high-level, the above can enabl e the dynam c update of access
rights as foll ows:

* Each access token in a token series includes the claim
"token_series id", with value the identifier of the token series
that the access token bel ongs to.

* \When issuing the first access token in a token series, the AS
i ncludes the paraneter "token_ series id" in the access token
response to the client, with value the identifier of the token
series that the access token bel ongs to.

Tiloca, et al. Expi res 3 Septenber 2026 [ Page 27]



I nternet-Draft G oup OSCORE Profile of ACE March 2026

*  When C requests fromthe AS an access token that dynanically
updates its current access rights to access protected resources at
the sanme audi ence, C sends to the AS an access token request such
t hat :

- It includes the paraneter "token_series_id", with value the
identifier of the token series for which the new access token
i s requested.

- It does _not_include the paraneters "context id",
"salt _input", and "client_cred _verify" or
"client_cred_verify_mac".

* |f the AS issues the new access token that dynam cally updates the
access rights of C, then the access token includes the claim
"token_series_id", with value the identifier of the same token
series for which the access token has been issued.

When receiving the new access token, the RS uses the value of the
claim"token series id", and identifies the stored old access token
that has to be superseded by the new one, as both belonging to the
same token series.

]

3.3.2. ’'context_id Cdaim
The 'context _id claimprovides a value that the client requesting
the access token wishes to use with the RS, as a hint for a security

cont ext.

This claimspecifies the value of the Context ID input, encoded as a
CBOR byte string.

3.3.3. ’'salt_input’ daim
The ’'salt _input’ claimprovides a value that the client requesting
the access token wishes to use as a part of a salt with the RS, e.g.,

for deriving cryptographic materi al

This claimspecifies the value of the salt input, encoded as a CBOR
byte string.

4., dient-RS Conmunication

This section details the POST request and response to the authz-info
endpoi nt between the client and the RS

Tiloca, et al. Expi res 3 Septenber 2026 [ Page 28]



I nternet-Draft G oup OSCORE Profile of ACE March 2026

The proof of possession required to bind the access token to the
client is explicitly perforned when the RS receives and verifies a
request fromthe client protected with G oup OSCORE, either with the
group node (see Section 7 of [I-D.ietf-core-oscore-groupcomj) or
with the pairw se node (see Section 8 of
[I-D.ietf-core-oscore-groupconm).

In particular, the RS uses the client’s public key bound to the
access token, either when verifying the signature of the request (if
protected with the group node), or when verifying the request as
integrity-protected with pairw se keying material derived fromthe
two peers’ authentication credentials and asymetric keys (if
protected with the pairwise node). 1In either case, the RS al so

aut henticates the client.

Simlarly, when receiving a protected response fromthe RS, the
client uses the RS s public key either when verifying the signature
of the response (if protected with the group node), or when verifying
the response as integrity-protected with pairwi se keying materia
derived fromthe two peers’ authentication credentials and asymretric
keys (if protected with the pairwi se node). In either case, the
client also authenticates the RS. Mitual authentication is only

achi eved after the client has successfully verified the protected
response fromthe RS

Therefore, an attacker using a stolen access token cannot generate a
valid G oup OSCORE nessage as protected through the client’s private
key, and thus cannot prove possession of the PoP key bound to the
access token. Also, if aclient legitimately owns an access token
but has not joined the OSCORE group, it cannot generate a valid G oup
OSCORE nessage, as it does not store the necessary keying material
shared anong the group menbers

Furthernore, a client Cl is supposed to obtain a valid access token
fromthe AS, as specifying its own authentication credential (and the
public key included thereof) associated with its own private key used
in the OSCORE group, together with its own Sender ID in that OSCORE
group (see Section 3.2). This allows the RS receiving the access
token to verify with the Group Manager of that OSCORE group whet her
such a client indeed has that Sender ID and uses that authentication
credential in the OSCORE group

Tiloca, et al. Expi res 3 Septenber 2026 [ Page 29]



I nternet-Draft G oup OSCORE Profile of ACE March 2026

As a consequence, a different client C2, also nenber of the sane
OSCORE group, is not able to inpersonate Cl by: i) getting a valid
access token, specifying the Sender 1D of ClL and a different (made-
up) authentication credential; ii) successfully uploading the access
token to the RS; and then iii) attenpting to comruni cate using G oup
OSCORE and inpersonating ClL, while also blaming CL for the
consequences of the interaction with the RS.

4.1. C-to-RS POST to authz-info Endpoint

The client uploads the access token to the authz-info endpoint of the
RS, as defined in Section 5.10.1 of [RFC9200].

4.2. RS-to-C 2.01 (Created)

The RS MJST verify the validity of the access token as defined in
Section 5.10.1 of [RFC9200], with the follow ng additions.

* The RS checks that the clainms 'context_id , 'salt_input’, and
"cnf’ are included in the access token.

If any of these clains are missing or mal forned, the RS MJST
consi der the access token invalid and MUST reply to the client
with a 4.00 (Bad Request) error response.

O herwise, the RS retrieves fromthe access token:

- QD" as the Gd of the OSCORE group, which is specified in the
"context _id claim

- SID* as the Sender ID that the client has in the OSCORE group,
which is specified in the "salt_input’ claim

- AUTH CRED C* as the authentication credential that the client
uses in the OSCORE group, which is specified in the inner
confirmation value of the 'cnf’ claim

* The RS builds GROUPS as the set of OSCORE groups such that all the
followi ng conditions hold, for each group Gin the set.

- The RS is a nmenber of the group G
- The group G has AD* as current G d.
- The audi ence targeted by the access token is consistent with

using the group G for accessing protected resources hosted by
the RS.
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If no such group is found, the RS MJUST consi der the access token
invalid and MUST reply to the client with a 4.00 (Bad Request)
error response.

O herwi se, for each of the N >= 1 groups Gin the set GROUPS, the
RS MJST request to the correspondi ng G oup Manager the

aut hentication credential that the client uses in G specifying
SID* in the request sent to the G oup Manager (see Section 9.3 of
[1-D.ietf-ace-key-groupcomm oscore]).

When receiving a successful response fromeach of the Goup
Managers, the RS MJUST check whether the client’s authentication
credential AUTH CRED C retrieved fromthe G oup Manager is equal
to AUTH CRED C* retrieved fromthe access token. In case

AUTH CRED C* is provided within a chain or a bag, but AUTH CRED C
is not provided within the sane chain or bag, then the RS MUST NOT
determ ne AUTH CRED C* and AUTH CRED C to be equal .

If any of the followi ng conditions hold, the RS MJUST consi der the
access token invalid and MJST reply to the client with a 5.03
(Service Unavail abl e) error response.

- None or nore than one of the G oup Managers provide the RS with
a successful response where the conveyed AUTH CRED C i s equal
to AUTH _CRED C*.

- After having perforned a maxi num pre-configured numnber of
attenpts or after a maxi num pre-configured anount of tine has
el apsed, less than N Group Managers have sent a successful
response to the RS

The process above is successful if and only if the RS receives a
successful response fromall the N G oup Managers, and exactly one
of such responses conveys AUTH CRED C equal to AUTH CRED C*. This
ensures that there is only one OSCORE group G such that: the
client and the RS are both its nmenbers; it has G D* as current

G d; and the client uses SID* as Sender IDin the group. |In turn,
this will ensure that the RS can bound the access token to such
singl e OSCORE group G-.

If the operations above are successful, the access token is valid,
and further checks on its content are successful, then the RS
associ ates the authorization information fromthe access token with
the Group OSCORE Security Context of the OSCORE group G.

In particular, the RS associates the authorization information from

the access token with the quartet (@D, Saltlnput, AuthCred,
Aut hCredGV), where:
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Gdis the Goup lIdentifier of G (i.e., GD).

Saltlnput is the Sender ID that the client uses in G (i.e.,
SI D).

AuthCred is the authentication credential that the client uses in
G (i.e., AUTH CRED C").

Aut hCredGM is the authentication credential of the G oup Manager
responsible for G (see Section 2.1.6 of
[1-D.ietf-core-oscore-groupconm).

The RS MJST keep this association up-to-date over time, as the
quartet (G D, Saltlnput, AuthCred, AuthCred@J) associated with the
access token mght change. 1In particular:

*

If the OSCORE group is rekeyed (see Section 12.2 of
[I-D.ietf-core-oscore-groupcomm and Section 11 of
[1-D.ietf-ace-key-groupcom oscore]), the Goup ldentifier also
changes in the group and the new one replaces the current 'G D
value in the quartet (Gd, Saltlnput, AuthCred, AuthCredGV.

If the client requests and obtains a new OSCORE Sender ID fromthe
Group Manager (see Section 2.6.3.1 of
[I-D.ietf-core-oscore-groupcomm and Section 9.2 of
[1-D.ietf-ace-key-groupcomm oscore]), the new Sender |ID repl aces
the current 'Saltlnput’ value in the quartet (G D, Saltlnput,

Aut hCred, AuthCred@V.

Anmong the quartets corresponding to access tokens that are
associated with a given G oup OSCORE Security Context, the RS can
al ways identify the correct quartet to update. For exanple, the
RS can leverage the triple (@D, AuthCred, AuthCredGVW that played
a role in the successful decryption and verification of a request
protected with Group OSCORE and sent by the client with the newy
obt ai ned Sender |D.

If the G oup Manager of the OSCORE group changes its

aut hentication credential, the new authentication credential of
the Group Manager replaces the current 'AuthCred@GJ value in the
quartet (G d, Saltlnput, AuthCred, AuthCredGV.

In order to obtain the | atest authentication credential of the
G oup Manager, the RS can re-join the group (see Section 6 of
[1-D.ietf-ace-key-groupcomm oscore]) or send a dedi cated request
to the Group Manager (see Section 9.3 of
[1-D.ietf-ace-key-groupcom oscore]).
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As defined in Section 5, a possible change of the client’s
aut hentication credential requires the client to upload to the RS a
new access token bound to the new aut hentication credential .

Finally, the RS MJUST send a 2.01 (Created) response to the client, as
defined in Section 5.10.1 of [RFC9200].

4.3. dient-RS Secure Conmmuni cation

When previously joining the OSCORE group, both the client and the RS
have al ready established the related G oup OSCORE Security Context to
securely communi cate as group nenbers. Therefore, they can sinply
start to securely communi cate using G oup OSCORE, wi thout deriving
any additional keying material or security association.

If either of the client or the RS del etes an access token (e.g., when
the access token has expired or has been revoked), it MJST NOT del ete
the related Group OSCORE Security Context. The client MAY request a
new access token fromthe AS, to be uploaded to the RS for re-

enabl ing access to protected resources for the client.

4.3.1. dient Side

After having received the 2.01 (Created) response fromthe RS,
followi ng the POST request to the authz-info endpoint, the client can
start comunicating with the RS, by sending a request protected with
G oup OSCORE [I-D.ietf-core-oscore-groupcomi.

When communicating with the RS to access the resources as specified
by the authorization information, the client MJST use the G oup

OSCORE Security Context of the pertinent OSCORE group, whose G d was
specified in the 'context _id parameter of the access token request.

4.3.2. Resource Server Side

After successful validation of the access token as defined in

Section 4.2 and after having sent the 2.01 (Created) response, the RS
can start to comrunicate with the client using G oup OSCORE
[1-D.ietf-core-oscore-groupcon.

When processing an incomng request protected with G oup OSCORE, the
RS MUST consider as the client’s valid authentication credential only
the one associated with the stored access token. As defined in
Section 5, a possible change of the client’s authentication
credential requires the client to upload to the RS a new access token
bound to the new authentication credential.
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For every incoming request, if G oup OSCORE verification succeeds,
the verification of access rights is performed as described in
Section 4.5.

If the RS receives a request protected with a G oup OSCORE Security
Context CTX, the target resource requires authorization, and the RS
does not store a valid access token related to CTX, then the RS MJUST
reply with a 4.01 (Unauthorized) error response protected with CTX

4.4. Update of Access Rights

[

TODO. Specify the processing on the RS when receiving an access token
that dynam cally updates the access rights of C. (See Section 3.3.1
for pre-requirenments and a high-level direction)

]

4.5. Access Rights Verification

The RS MJST foll ow the procedures defined in Section 5.10.2 of

[ RFC9200]. If an RS receives a request protected with G oup OSCORE
froma client, the RS processes the request according to
[1-D.ietf-core-oscore-groupcon.

If the G oup OSCORE verification succeeds and the target resource
requires authorization, the RS retrieves the authorization
informati on fromthe access token associated with the G oup OSCORE
Security Context.

In particular, the RS retrieves the access token associated with the
quartet (G d, Saltlnput, AuthCred, AuthCredGV), where:

* Gdis the Goup ldentifier of the OSCORE group, which is
specified in the 'kid context’ paraneter of the CoAP OSCORE option
in the received request. The RS maintains Gd in its Comon
Context within the Group OSCORE Security Context associated with
the OSCORE group (see Section 2 of
[1-D.ietf-core-oscore-groupconm).

* Saltlnput is the Sender ID that the client has in the OSCORE
group, which is specified in the 'kid paraneter of the CoAP
OSCORE option in the received request. The RS maintains Saltlnput
in its Recipient Context associated with the client, within the
Group OSCORE Security Context associated with the OSCORE group
(see Section 2 of [I-D.ietf-core-oscore-groupcommi).
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* AuthCred is the authentication credential that the client uses in
the OSCORE group. The RS maintains AuthCred in its Recipient
Cont ext associated with the client, within the G oup OSCORE
Security Context associated with the OSCORE group (see Section 2
of [I-D.ietf-core-oscore-groupcomi).

* AuthCred@GMis the authentication credential of the G oup Manhager
responsi ble for the OSCORE group. The RS maintains AuthCredGM i n
its Common Context within the G oup OSCORE Security Context
associated with the OSCORE group (see Section 2 of
[1-D.ietf-core-oscore-groupconm).

Then, the RS MJUST verify that the action requested on the resource is
aut hori zed.

If the RS has no valid access token for the client, the RS MUST
reject the request and MIUST reply to the client with a 4.01
(Unaut hori zed) error response.

If the RS has an access token for the client but no actions are
aut horized on the target resource, the RS MIST reject the request and
MUST reply to the client with a 4.03 (Forbidden) error response.

If the RS has an access token for the client but the requested action
is not authorized, the RS MJST reject the request and MIST reply to
the client with a 4.05 (Method Not All owed) error response.

4.6. Storing Miltiple Access Tokens per PoP Key

According to Section 5.10.1 of [RFC9200], an RS is recomended to
store only one access token per proof-of-possession (PoP) key, and to
super sede such an access token when receiving and successfully
validating a new one bound to the sanme PoP key.

However, when using the profile specified in this docunment, an RS

m ght practically have to deviate fromthat recomendati on and store
mul ti pl e access tokens bound to the sane PoP key, i.e., to the sane
public authentication credential of a client.

For exanple, this can occur in the follow ng cases.

*

The RS is the single RS associated with an audi ence AUDL and al so
bel ongs to a group-audi ence AUD2 (see Section 6.9 of [RFC9200]).

A client Cwith public authentication credential AUTH CRED C can
request two access tokens T1 and T2 fromthe AS, such that:

- T1 targets AUD1 and has scope SCOPEl; and
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- T2 targets AUD2 and has scope SCOPE2 different from SCOPEL.

Both T1 and T2 are going to be bound to the same PoP key specified
by AUTH_CRED_C.

In fact, if the AS i ssues access tokens targeting a group-

audi ence, then the above can possi bly be the case when using any
transport profile of ACE that supports asymretric PoP keys. |If

so, the RS should be ready to store at m ni num one access token

per PoP key per audience it belongs to.

* The RS is a nmenber of two OSCORE groups Gl and Q. In particular,
the sane format of public authentication credentials is used in
bot h OSCORE gr oups.

A client Cwith public authentication credential AUTH CRED C of
such format, al so nenber of the two OSCORE groups Gl and &, can
conveniently use AUTH CRED C as its public authentication
credential in both those groups. Therefore, C can request two
access tokens T1 and T2 fromthe AS, such that:

- T1 targets RS and reflects the nmenbership of Cin Gl, as per
its clainms "context _id" and "salt _input"; and

- T2 targets RS and reflects the menbership of Cin &, as per
its claims "context_id" and "salt_input".

Both T1 and T2 are going to be bound to the sane PoP key specified
by AUTH_CRED C.

When using the profile specified in this docunent, the RS should
be ready to store at m ninum one access token per PoP key per
OSCORE group it is a menber of (although, per the previous point,
even this can still be linmting).

* The RS uses both the profile specified in this docunent and a
different transport profile of ACE that also relies on asynmetric
PoP keys, e.g., the EDHOC and OSCORE profile defined in
[1-D.ietf-ace-edhoc-oscore-profile].

In such a case, a client Cwth public authentication credential
AUTH CRED C can request two access tokens Tl and T2 fromthe AS,
such that:

- T1 targets RS and is neant to be used according to the G oup
OSCORE profile defined in this docurment; and
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- T2 targets RS and is neant to be used according to the EDHOC
and OSCORE profile defined in
[1-D.ietf-ace-edhoc-oscore-profile].

Both T1 and T2 are going to be bound to the sane PoP key specified
by AUTH CRED C.

VWhen using nultiple transport profiles of ACE that rely on
asymmetric PoP keys, it is reasonable that the RS is capable to
store at mni mum one access token per PoP key per used profile
(al though, per the previous points, even this can still be
limting).

In order to keep the sane spirit of the recomendation in

Section 5.10.1 of [RFC9200] wi thout inpeding cases such as those
outlined in the exanpl es above, the follow ng defines nore fine-
grai ned recommendati ons for the storage of access tokens at an RS
when this profile is used.

* As to access tokens issued in accordance with this profile (i.e.,
specifying the profile "coap_group_oscore"), it is RECOMVENDED
that an RS stores only one access token that:

- is bound to a specific PoP key;
- targets a specific audience; and
- is related to a specific OSCORE group

* As to access tokens issued in accordance with a different profile
P that an RS nay use in parallel with the profile defined in this
docunent, it is RECOMVENDED that an RS stores only one access
t oken that:

- is issued in accordance with the profile P
- is bound to a specific PoP key;

- targets a specific audience; and

- is related to a specific secure association used by the client
to protect comunications with the RS

In accordance with these recommendations, if an access token T_NEW
does not differ in any of the respects above from an exi sting access
token T_OLD stored at the RS, then T_NEWought to supersede T_QOLD by
repl acing the correspondi ng authorization information.
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Not complying with these recomendati ons can additionally conplicate
(constrained) inplenmentations of RSs, with respect to required
storage and the validation of a protected request against the

appl i cabl e, stored access tokens associated with the sanme client.
That is, it increases the strain on an RS in determ ning the actual
permi ssions of a client, e.g., if access tokens contradict each other
and thus mght lead the RS to enforce wong permi ssions. Nbreover,
if one of the access tokens expires earlier than others, the
resulting perm ssions may offer insufficient protection.

5. Change of Cient’'s Authentication Credential in the G oup

During its menbership in the OSCORE group, the client m ght change
the authentication credential that it uses in the group. Wen this
happens, the client uploads the new authentication credential to the
Group Manager, as defined in Section 9.4 of
[1-D.ietf-ace-key-groupcomm oscore].

After that, in order to continue conmunicating with the RS, the
client MJUST performthe follow ng actions.

1. The client requests a new access token T_ NEWto the AS, as
defined in Section 3. |In particular, when sending the access
t oken request as defined in Section 3.2, the client specifies:

* The current Group ldentifier of the OSCORE group, as the val ue
of the 'context_id paraneter.

* The current Sender IDthat it has in the OSCORE group, as the
val ue of the 'salt _input’ paraneter.

* The new authentication credential that it uses in the OSCORE
group, as the inner confirmation value of the 'reqg_cnf’
par amet er .

* Optionally, the proof-of-possession (PoP) evidence
corresponding to the public key of the new authentication
credential, as the value of the 'client_cred_verify' or
"client_cred_verify_nmac’ paraneter.

The possi bl e om ssion of the PoP evidence is based on the sane
criteria that are defined in Section 3.2.

2. After receiving the access token response fromthe AS (see

Section 3.3), the client performs with the RS the same exchanges
that are defined in Section 4.
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When receiving the new access token T_NEW the RS perforns the sane
steps defined in Section 4.2, with the followi ng addition in case the
new access token is successfully verified and stored:

* The RS del etes any stored access token T_QOLD such that the
associated quartet (G d, Saltlnput, AuthCred, AuthCredGW differs
fromthe sane quartet associated with T_NEWonly as to the val ue
of Aut hCred.

6. Secure Communi cation with the AS

As specified in the ACE framework (see Sections 5.8 and 5.9 of

[ RFC9200]), the requesting entity (client and/or RS) and the AS
comruni cate via the token or introspect endpoint. The use of CoAP
and OSCORE [ RFC8613] for this conmunication is RECOMVENDED in this
profile. Oher protocols fulfilling the security requirenents
defined in Sections 5 and 6 of [RFC9200] (such as HTTP and DTLS or
TLS) MAY be used i nstead.

I f OSCORE [ RFC8613] is used, the requesting entity and the AS are
expected to have a pre-established Security Context in place. How
this Security Context is established is out of the scope of this
profile. Furthernore, the requesting entity and the AS comuni cate
usi ng OSCORE t hrough the token endpoint as specified in Section 5.8
of [RFC9200] and through the introspect endpoint as specified in
Section 5.9 of [RFC9200].

7. Discarding the Security Context

As nenbers of an OSCORE group, the client and the RS may

i ndependently | eave the group or be forced to, e.g., if conpronised
or suspected to be so. Upon |eaving the OSCORE group, the client or
RS al so discards the G oup OSCORE Security Context, which may anyway
be renewed by the G oup Manager through a group rekeying process (see
Section 12.2 of [I-D.ietf-core-oscore-groupcomi).

The client or RS can acquire a new Group OSCORE Security Context by
re-joining the OSCORE group, e.g., by using the approach defined in
[1-D.ietf-ace-key-groupcommoscore]. |In such a case, the client
SHOULD request a new access token to be uploaded to the RS.

8. Guidelines on Using Multiple Profiles
When using the profile defined in this docunent, access tokens are to
be bound to a Group OSCORE Security Context, which is used to protect

conmuni cati ons between the client and the RS(s) in the targeted
audi ence by using the security protocol G oup OSCORE.

Tiloca, et al. Expi res 3 Septenber 2026 [ Page 39]



I nternet-Draft G oup OSCORE Profile of ACE March 2026

After having obtained an access token T1 for this profile and
uploaded it to the RS (RSs) pertaining to the targeted audi ence, the
client mght want to establish a separate, pairw se OSCORE
association with that RS (with one RS anpong those RSs). |In order to
do that, the client can ask the AS for a different access token T2

i ntended for that RS (for one RS anpbng those RSs), as per the OSCORE
profile defined in [ RFC9203].

Since the ACE franmework does not allow the client to negotiate with
the AS the profile to use, the client has instead to choose the use
of the OSCORE profile, and to explicitly indicate it to the AS when
requesting T2.

To this end, the client could indicate its wish for an access token
aligned with the G oup OSCORE profile or with the OSCORE profile, by
specifying one of two different audiences in the ’'audi ence’ paraneter
of the access token request to the AS. Assunming a proper
configuration of the access policies at the AS, this is stil
conduci ve to a consistent evaluation of what is specified in the
'scope’ paraneter of the access token request against the access
policies at the AS.

For exanple, an RS registered as "rsl1" at the AS can be associ ated
with two audi ences:

* "rsl gp_osc", which the client can use to request an access token
for the G oup OSCORE profile and targeting (also) that RS. That
is, the client specifies this audi ence when requesting the access
t oken T1.

* "rsl osc", which the client can use to request an access token for
the OSCORE profile and targeting only that RS. That is, the
client specifies this audi ence when requesting the access token
T2.

Al ternatively, the client could provide the AS with an explicit

i ndication of the profile to use, according to which the ASis
requested to i ssue an access token. For exanple, the client can rely
on the "ace_profile’ parameter of the access token request, aligned
with its revised semantics as specified in
[1-D.ietf-ace-workfl ow and- par ans] .

Note that an RS has to be able to store at |east one access token per
PoP key. When specifically considering the G oup OSCORE profile and
the OSCORE profile, the RS can al ways store both correspondi ng access
tokens T1 and T2, since they are always bound to different PoP keys.

That is:
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* |In the Goup OSCORE profile, the PoP key is the client’s public
key, which is included in the client’s authentication credenti al
specified in the "cnf’ claimof the access token.

* |In the OSCORE profile, the PoP key is fundanmentally an OSCORE
Master Secret, which is specified within the OSCORE_|I nput _Materi al
object of the 'cnf’ claimof the access token.

The sane approaches di scussed above can be used in case the profile
used for the access token T2 is instead the EDHOC and OSCORE profile
defined in [I-D.ietf-ace-edhoc-oscore-profile]. 1In such a case, the
same PoP key might be bound to both T1 and T2, i.e., if the client’s
public key is included both in the authentication credential that the
client uses in the OSCORE group and in the authentication credential
that the client uses as CRED | (CRED R) when running the EDHOC
protocol in the forward (reverse) nessage flow (see Appendi x A 2 of

[ RFC9528]).

Section 4.6 provides considerations and reconmendati ons on storing
mul ti pl e access tokens per PoP key when using the G oup OSCORE
profile, also in parallel with alternative profiles.

9. CBOR Mappi ngs
The new paraneters defined in this document MJST be mapped to CBOR

types as specified in Table 1, using the given integer abbreviation
for the map key.

[ el Sl ————(— e —(———r———r—
| Parameter name | CBOR Key | Value Type |
[ oo sy e e g
| context_id | TBD | byte string |
B e I F--- - - F-- - - - - - +
| salt_input | TBD | byte string |
L I I I I A I L i +
| client _cred verify | TBD | byte string |
B I I I A R R I i +
| client_cred_verify mac | TBD | byte string |
B e I F--- - - F-- - - - - - +

Table 1: CBOR Mappings for New Paraneters
The new cl ains defined in this docunent MUST be napped to CBOR types

as specified in Table 2, using the given integer abbreviation for the
map key.
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10.

[ el el oo e e
| daimnane | CBOR Key | Val ue Type
[ Sl e sl
| context_id | TBD | byte string
I I L i +
| salt_input | TBD | byte string
I R I i +

Tabl e 2: CBOR Mappi ngs for New C ai ns
Security Considerations

Thi s docunent specifies a profile for the Authentication and

Aut hori zation for Constrai ned Environnents (ACE) franmework [RFC9200].
Thus, the general security considerations fromthe ACE franework al so
apply to this profile.

The proof - of - possessi on (PoP) key bound to an access token is al ways
an asymmetric key, i.e., the public key included in the

aut hentication credential that the client uses in the OSCORE group.
This means that the sane shared secret is never used as PoP key with
possible multiple RSs. Therefore, it is possible and safe for the AS
to issue an access token for an audi ence that includes nultiple RSs
(i.e., a group-audi ence, see Section 6.9 of [RFC9200]).

In such a case, as per Section 6.1 of [RFC9200], the AS has to ensure
the integrity protection of the access token by protecting it through
an asymetric signature. |In addition, the used group-audi ence has to
correctly identify all the RSs that are intended recipients of the
access token and for which the single scope specified in the access
token applies. As a particular case, the audience can refer to the
OSCORE group as a whole, if the access token is intended for all the
RSs in that group

Furthernore, this docunent inherits the general security
consi derati ons about Group OSCORE [I-D.ietf-core-oscore-groupcomi,
as to the specific use of G oup OSCORE according to this profile.

G oup OSCORE is designed to secure point-to-point as well as point-
to-mul ti point comruni cations, providing a secure binding between a

single request and nultiple corresponding responses. 1In particular,
Group OSCORE fulfills the sane security requirenments of OSCORE.

G oup OSCORE ensures source authentication of nessages both in group
mode (see Section 7 of [I-D.ietf-core-oscore-groupcom) and in
pai rwi se node (see Section 8 of [I-D.ietf-core-oscore-groupcommi)
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11.

12.

When protecting an outgoing nmessage in group node, the sender uses
its private key to conpute a digital signature that is enbedded in
the protected nessage. The group node can be used to protect
messages sent to nultiple recipients (e.g., over IP nmulticast) or to
a single recipient.

When protecting an outgoing nmessage in pairw se node, the sender uses
a pairwi se symmetric key that is derived fromthe asymretric keys of

the two peers exchangi ng the nessage. The pairw se node can be used

to protect only nessages intended for a single recipient.

Privacy Considerations

Thi s docunent specifies a profile for the Authentication and

Aut hori zation for Constrai ned Environnents (ACE) franmework [RFC9200].
Thus the general privacy considerations fromthe ACE franmework al so
apply to this profile.

As this profile uses G oup OSCORE, the privacy considerations from
[I-D.ietf-core-oscore-groupcomm apply to this document as well.

An unprotected response to an unauthorized request may discl ose

i nformati on about the RS and/or its existing relationship with the
client. It is advisable to include as little information as possible
in an unencrypted response. However, since both the client and the
RS share a Group OSCORE Security Context, unauthorized yet protected
requests are followed by protected responses, which can thus include
nmore detailed information.

Al'though it may be encrypted, the access token is sent in the clear
to the authz-info endpoint at the RS. Thus, if the client uses the
same single access token fromnultiple locations with multiple
resource servers, it can risk being tracked through the access

t oken’ s val ue.

Note that, even though comunications are protected with G oup

OSCORE, sone information mght still |eak, due to the observable

size, source address, and destination address of exchanged nmessages.
I ANA Consi derations

Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace "[ RFC-XXXX]" with the RFC number
of this docunment and del ete this paragraph
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12. 1.

ACE Profiles Registry

IANA is asked to add the following entry to the "ACE Profil es”
registry within the "Authentication and Authorization for Constrained
Envi ronnments (ACE)" registry group, follow ng the procedure specified
in Section 8.8 of [RFC9200].

*

12. 2.

Name: coap_group_oscore

Description: Profile to secure comuni cati ons between constrai ned
nodes using the Authentication and Authorization for Constrained
Envi ronments franmework, by enabling authentication and fine-

grai ned authorization of nenbers of an OSCORE group that use a
pre-established Goup OSCORE Security Context to comunicate with
G oup OSCORE.

CBOR Val ue: TBD (val ue between 1 and 23)
Ref erence: [ RFC XXXX]

QAut h Paraneters Registry

I ANA is asked to add the following entries to the "QAuth Paraneters”
registry within the "QAuth Parameters" registry group, follow ng the
procedure specified in Section 11.2 of [RFC6749].

*

Nanme: context _id
Par anet er Usage Location: token request
Change Controller: |ETF

Ref erence: [RFC XXXX, Section 3.2.1]

Nane: salt_input
Par amet er Usage Location: token request
Change Controller: |ETF

Ref erence: [RFC- XXXX, Section 3.2.2]

Nane: client _cred verify
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* Parameter Usage Location: token request
* Change Controller: |ETF

* Reference: [RFC XXXX, Section 3.2.3]

* Name: client_cred_verify_mac
* Parameter Usage Location: token request
* Change Controller: |IETF
* Reference: [RFC XXXX, Section 3.2.4]
12.3. QAuth Paraneters CBOR Mappi ngs Registry
I ANA is asked to add the following entries to the "QAuth Paraneters
CBOR Mappi ngs" registry within the "Authenticati on and Authorization
for Constrained Environments (ACE)" registry group, follow ng the
procedure specified in Section 8.10 of [RFC9200].
*  Name: context_id
*  CBOR Key: TBD (val ue between 1 and 255)
* Value Type: byte string
* Reference: [RFC XXXX, Section 3.2.1]

* (Original Specification: [RFC XXXX]

*  Nanme: salt _input

*  CBOR Key: TBD (val ue between 1 and 255)
* Value Type: byte string

* Reference: [RFC XXXX, Section 3.2.2]

* (Original Specification: [RFC XXXX]

* Nanme: client_cred_verify
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*  CBOR Key: TBD (val ue between 1 and 255)
* Val ue Type: byte string
* Reference: [RFC XXXX, Section 3.2.3]

* Oiginal Specification: [RFC XXXX]

* Nane: client_cred verify nmac
* CBOR Key: TBD (val ue between 1 and 255)
* Val ue Type: byte string
* Reference: [RFC- XXXX, Section 3.2.4]
* Oiginal Specification: [RFC XXXX]
12.4. JSON Wb Token Cl ains Registry
I ANA is asked to add the following entries to the "JSON Wb Token
Clains" registry within the "JSON Web Token (JWI)" registry group,
followi ng the procedure specified in [ RFC7519].
* ClaimNanme: context _id
* CaimDescription: dient provided Context |ID

* Change Controller: IETF

* Reference: [RFC XXXX]

* ClaimNane: salt_input
* ClaimDescription: Cient provided salt input
* Change Controller: |IETF

* Reference: [RFC XXXX]
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12.

12.

5. CBOR Wb Token (CW) d ainms Registry

I ANA is asked to add the following entries to the "CBOR Wb Token
(CWIN) dains" registry within the "CBOR Wb Token (CW) d ai ns"
registry group, follow ng the procedure specified in Section 9.1 of
[ RFC8392] .

* ClaimName: context _id

* (ClaimDescription: Cdient provided Context |ID

* JW CaimNanme: NA

* (CaimKey: TBD (val ue between 1 and 255)

* (C aimValue Type: byte string

* Change Controller: |IETF

* Reference: [RFC XXXX, Section 3.3.2]

* CaimNanme: salt_input

* (ClaimDescription: Client provided salt input

* JW CaimName: NA

* (CaimKey: TBD (val ue between 1 and 255)

* (CaimValue Type: byte string

* Change Controller: |ETF

* Reference: [RFC XXXX, Section 3.3.3]

6. TLS Exporter Label Registry

IANA is asked to add the following entry to the "TLS Exporter Label"
registry within the "Transport Layer Security (TLS) Paraneters"”
registry group, follow ng the procedure specified in Section 6 of
[ RFC5705] and updated in Section 12 of [ RFC8447].

* Val ue: EXPORTER- ACE- PoP- I nput - Cl i ent - AS

* DILS-OK: Y
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*  Recommended: N

* Reference: [RFC- XXXX, Section 3.2]
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Appendi x A.  Profile Requirenents

Thi s appendi x lists the specifications of this profile based on the
requirenents of the ACE framework, as requested in Appendix C of
[ RFC9200] .

*

Optionally, define new nethods for the client to discover the
necessary perm ssions and AS for accessing a resource, different
fromthe one proposed in [RFCO9200]: Not specified.

Optionally, specify new grant types: Not specified.

Optionally, define the use of client certificates as client
credential type: Not specified.
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* Specify the communication protocol the client and RS must use:
CoAP.

* Specify the security protocol the client and RS nust use to
protect their communication: G oup OSCORE, by using a pre-
establ i shed Group OSCORE Security Context.

* Specify how the client and the RS nutually authenticate:
Explicitly, by possession of a comobn G oup OSCORE Security
Context and by either: usage of digital signatures enbedded in
messages, if protected with the group node of G oup OSCORE; or
protection of nmessages with the pairwi se node of G oup OSCORE, by
usi ng pairwi se symretric keys derived fromthe asymetric keys of
the two peers exchangi ng the nessage. Note that mutual
aut hentication is not conpleted before the client has verified a
Group OSCORE response using the correspondi ng G oup OSCORE
Security Context.

* Specify the proof-of-possession protocol (s) and how to sel ect one,
if several are available. Also specify which key types (e.g.,
symretric/asymetric) are supported by a specific proof-of-
possessi on protocol: Goup OSCORE al gorithns; asynmetric keys
verified and distributed by a Goup Manager.

* Specify a unique ace_profile identifier: coap_group_oscore.

* |f introspection is supported, specify the conmunication and
security protocol for introspection: HTTP/ CoAP (+ TLS/ DTLS/
OSCORE) .

* Specify the comunication and security protocol for interactions
between the client and AS: HTTP/ CoAP (+ TLS/ DTLS/ CSCORE) .

* Specify if/how the authz-info endpoint is protected, including how
error responses are protected: Not protected.

* (Optionally, define other nmethods of token transport than the
aut hz-info endpoint: Not defined.

Appendi x B. CDDL Mbdel

This section is to be renoved before publishing as an RFC
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: ACE Profiles
coap_group_oscore = 5

; QAut h Paraneters CBOR Mappi ngs
context _id param= 71

salt_i nput _param = 72
client_cred_verify = 73
client_cred_verify mac = 74

; CBOR Wb Token (CQWI) d ains
context _id claim= 51
salt_input_claim= 52

;. CWI Confirmation Methods
kccs = 11

Figure 7: CDDL nodel
Appendi x C. Document Updates
This section is to be renmoved before publishing as an RFC
C.1. Version -05 to -06
* Replaced "A D" with "G d".

* Mentioned revised semantics of the "ace_profile’ parameter.

* Added registrations to the "JSON Wb Token Cl ai ns" | ANA registry.

* Mnor clarifications and editorial inprovenents.

C.2. Version -04 to -05

* Consistent nentioning of the optional presence of the PoP evidence

in the access token request.

* Quidelines on updating the quartet (A D, Saltlnput, AuthCred,
Aut hCred@W at the RS when a client obtains a new Sender |D.

* (Carifications and editorial inprovenents.

C.3. Version -03 to -04

* Required that 'cnf’ in the access token includes exactly what C

upl oaded to the Group Manager.

* Made the PoP evidence in the access token request optional.
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* Better exanple value for audience, when indicating the profile to
use.

* Pl acehol der: possible use of the "ace profile’ parameter with
extended semantics, for Cto select the right profile.

* Suggested val ue ranges for codepoints to register
* Aligned CBOR abbreviations to those used in other docunents.
* Editorial fixes and inprovenents.

C. 4. Version -02 to -03

* Lowercase "client", "resource server", "authorization server", and
"access token".

* Consi stent update of section nunbers for external references.

* Mentioned that this profile can also use the ACE alternative
wor kf | ow.

* (Carified that the client may ask for a new access token after the
ol d one becones invalid.

* Enforced uni queness pre-requirenents on the client’s group
menber shi p before requesting an access token

* Added checks on uni queness of clients’ group nenbership at the RS
* Carified the process of access right verification

* Added fine-grained recomendati ons on storing multiple access
tokens bound to the same PoP key.

* Added gui delines on using multiple profiles.
* Fixes in the | ANA considerations.
* Editorial fixes and inprovenents.
C.5. Version -01 to -02
* CBOR di agnostic notation uses placeholders froma CDDL nodel
* Renanmed the claim’contextld input’ to 'context id

* Revised exanpl es.
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* Placehol ders and early direction for dynam c update of access
rights.

* Added text on storing nultiple access tokens per PoP key on the
RS.

* Fixes in the | ANA consi derati ons.
* Editorial fixes and inprovenents.
C.6. Version -00 to -01

* Deleting an access token does not delete the G oup OSCORE Security
Cont ext .

* Distinct conputation of the PoP input when C and the AS use (D) TLS
1.2 or 1.3.

* Revised conputation of the PoP input when C and the AS use OSCORE.

* Revised conputation of the PoP evidence when the OSCORE group is a
pai rwi se-only group.

* Clarified requirements on the AS for verifying the PoP evidence.
* Renamed the TLS Exporter Label for computing the PoP input.
* Editorial fixes and inprovenents.
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