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Abstract

Thi s docunent defines an application profile of the Authentication
and Aut horization for Constrai ned Environments (ACE) franework, to
enabl e secure group conmuni cation in the Publish-Subscribe (Pub-Sub)
architecture for the Constrained Application Protocol (CoAP) [draft-
i etf-core-coap-pubsub], where Publishers and Subscribers conmunicate
through a Broker. This profile relies on protocol-specific transport
profiles of ACE to achi eve communication security, server

aut henti cation, and proof-of -possession for a key owned by the dient
and bound to an QAuth 2.0 access token. This docunent specifies the
provi sioni ng and enforcenent of authorization information for Cients
to act as Publishers and/or Subscribers, as well as the provisioning
of keying material and security parameters that Cients use for
protecting their comunications end-to-end through the Broker

Note to RFC Editor: Please replace "[draft-ietf-core-coap-pubsub]"”
with the RFC nunber of that docunent and del ete this paragraph.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Authentication and
Aut hori zation for Constrai ned Environnents Working Group mailing |ist
(ace@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/ ace/.

Source for this draft and an issue tracker can be found at
https://github. com ace-wy/ pubsub-profile.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

In a publish-subscribe (Pub-Sub) scenario, devices acting as
Publ i shers and/ or Subscribers communicate via a Broker that enforces
store-and-forward nessagi ng between those. This effectively enables
a formof group conmunication, where all the Publishers and
Subscribers participating in the sane Pub-Sub topic are considered
menbers of the sane application group associated with that topic.

Wth a focus on the Pub-Sub architecture defined in
[1-D.ietf-core-coap-pubsub] for the Constrai ned Application Protoco
(CoAP) [RFC7252], this docunent defines an application profile of the
Aut henti cati on and Authorization for Constrai ned Environnents (ACE)
framewor k [ RFC9200], which enabl es Pub- Sub conmuni cati on where a
group of Publishers and Subscribers securely comuni cate through a

Br oker usi ng CoAP.
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Bui I di ng on the nmessage formats and processing defined in [ RFC9594],
this document specifies the provisioning and enforcenment of

aut hori zation information for Clients to act as Publishers and/or
Subscribers at the Broker, as well as the provisioning of keying
material and security paranmeters that Cients use for protecting end-
to-end their comunications via the Broker

In order to protect the Pub-Sub operations at the Broker as well as
the provisioning of keying material and security paraneters, this
profile relies on protocol -specific transport profiles of ACE (e.g.,
[ RFC9202], [RFC9203], or [I-D.ietf-ace-edhoc-oscore-profile]) to
achi eve conmuni cation security, server authentication, and proof-of-
possession for a key owned by the Client and bound to an QAuth 2.0
access token.

The content of published nessages that are circul ated by the Broker
is protected end-to-end between the correspondi ng Publisher and the

i ntended Subscribers. To this end, this profile relies on COSE

[ RFC9052] [ RFCO9053] and on keying material provided to the Publishers
and Subscribers participating in the same Pub-Sub topic. In
particul ar, source authentication of published content is achieved by
means of the correspondi ng Publisher signing such content with its
own private key.

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Readers are expected to be famliar wth:

* The terns and concepts described in the ACE framework for
Aut henti cation and Authorization [RFC9200]. The term nology for
entities in the considered architecture is defined in QAuth 2.0
[ RFC6749]. In particular, this includes dient, Resource Server
(RS), and Authorization Server (AS).

* The Authorization Information Format (AIF) [RFC9237] used to
express authorization infornation.

* The terms and concept related to the nessage formats and
processing specified in [ RFCO594], for provisioning and renew ng
keying material in group comunication scenarios. These include
the abbreviati ons REQx and OPTx denoting the nunbered mandat ory-
to- address and optional -t o-address requirenents, respectively.
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* The terms and concepts described in CDDL [ RFC8610], CBOR
[ RFC8949], and COSE [ RFC9052] [ RFC9053] [ RFC9338] .

* The terns and concepts described in CoAP [ RFC7252]. Note that the
term"endpoint" is used here following its QAuth definition, ained
at denoting resources such as /token and /introspect at the AS,
and /authz-info at the RS. This docunent does not use the CoAP
definition of "endpoint”, which is "An entity participating in the
CoAP pr ot ocol ".

* The terns and concepts of Pub-Sub group comuni cation with CoAP,
as described in [I-D.ietf-core-coap-pubsub].

A party interested in participating in group conmmuni cation as well as
al ready participating as a group nmenber is interchangeably denoted as
"Client", "Pub-Sub client", or "node"

* Goup: a set of nodes that share common keying material and
security parameters to protect their comunications with one
another. That is, the termrefers to a "security group".

This is not to be confused with an "application group”, which has
rel evance at the application | evel and whose nenbers are in this
case the Cients acting as Publishers and/or Subscribers for a

t opi c.

Exampl es t hroughout this docunent are expressed in CBOR diagnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610]. Diagnostic notation conments are often used to provide a
textual representation of the paraneters’ keys and val ues.

2. Application Profile Overview

Thi s docunent describes how to use [ RFC9200] and [ RFC9594] to perform
aut henti cation, authorization, and key distribution operations as
overviewed in Section 2 of [RFC9594], where the considered group is
the security group conposed of the Pub-Sub clients that exchange end-
to-end protected content through the Broker.

Pub- Sub clients communicate within their application groups, each of
which is mapped to a topic. Depending on the application, a topic
may consi st of one or nore sub-topics, which in turn may have their
own sub-topics and so on, thus forming a hierarchy. A security group
SHOULD be associated with a single application group. However, the
same application group MAY be associated with nmultiple security
groups. Further details and considerations on the nappi hg between
the two types of groups are out of the scope of this docunent.
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This profile considers the architecture shown in Figure 1. A Cdient
can act as a Publisher, or a Subscriber, or both, e.g., by publishing
to sonme topics and subscribing to others. However, for the
sinmplicity of presentation, this profile describes Publisher and
Subscriber Cients separately.

Bot h Publishers and Subscribers act as ACE Clients. The Broker acts
as an ACE RS, and corresponds to the Dispatcher in [ RFC9594]. The
Key Distribution Center (KDC) al so acts as an ACE RS, and builds on
what is defined for the KDC in [ RFC9594]. From a hi gh-level point of
view, the Clients interact with the KDC in order to join security
groups, thereby obtaining the group keying material to protect end-
to-end and verify the content published in the associated topics.

T + o e e - +
| Authorization | | Key |
| Server | | Distribution |
I (AS) | Cent er |
I (. (KDQ) I
o m e e e oo - + S +

AN AN

I

SREEEE (A) ------ + |

I I

| e T (B) -------- +
v Vv

R + R +

| SRREEEE (0 ------- > |

|  Pub-Sub | | Br oker |
| dient  |<------ (O ------- > |

I I I I

Fomm e oo - + Fomm e oo - +

Figure 1: Architecture for Pub-Sub with Authorization Server and Key
Di stribution Center

Bot h Publishers and Subscribers MJST use the sane protocol for
interacting with the Broker and participating in Pub-Sub

communi cati ons. Wen using the profile defined in this docunent,
such a protocol MJIST be CoAP [ RFC7252], which is used as described in
[1-D.ietf-core-coap-pubsub].

Al'l Publishers and Subscribers MJST use CoAP when comuni cating with
t he KDC.

Furt hernore, both Publishers and Subscri bers MJST use the sane

transport profile of ACE (e.g., [RFC9202] for DTLS; or [RFC9203] or
[1-D.ietf-ace-edhoc-oscore-profile] for OSCORE) in their interaction

Pal ormbi ni, et al. Expi res 15 Novenber 2025 [ Page 6]



I nternet-Draft ACE CoAP Pub-Sub Profile May 2025

with the Broker. In order to reduce the nunber of libraries that
Clients have to support, it is RECOWENDED that the sane transport
profile of ACE is used also for the interaction between the Cients
and the KDC

Al |l conmuni cati ons between the involved entities MIUST be secured.

For each Cient, the Cient and the Broker MJST have a secure
communi cati on associ ati on, which they establish with the help of the
AS and using a transport profile of ACEE This is shown by the
interactions Aand Cin Figure 1. During this process, the dient
obtai ns an access token fromthe AS and uploads it to the Broker,
thus providing an evidence of the topics that it is authorised to
participate in, and with which perm ssions.

For each Client, the Cient and the KDC MJST have a secure

conmuni cati on associ ation, which they also establish with the hel p of
the AS and using a transport profile of ACE. This is shown by the
interactions A and Bin Figure 1. During this process, the dient
obt ai ns an access token fromthe AS and uploads it to the KDC, thus
provi ding an evidence of the security groups that it can join, as
associated with the topics of interest at the Broker. Based on the
perm ssions specified in the access token, the Cient can request the
KDC to join a security group, after which the Cient obtains fromthe
KDC the keying material to use for comrunicating with the other group
menbers. This builds on the process for joining security groups with
ACE, as defined in [RFC9594] and further specified in this docunent.

In addition, this profile allows an anonynous Cient to performsone
of the discovery operations defined in Section 2.3 of
[1-D.ietf-core-coap-pubsub] through the Broker, as shown by the
interaction Oin Figure 1. That is, an anonynous Cient can

di scover:

* the Broker itself, by relying on the resource type "core.ps" (see
Section 2.3.1 of [I-D.ietf-core-coap-pubsub]); and

* topics of interest at the Broker (i.e., the corresponding topic
resources hosted at the Broker), by relying on the resource type
"core.ps.conf" (see Section 2.3.3 of [I-D.ietf-core-coap-pubsub]).

However, an anonynous Client is not allowed to access topic resources
at the Broker and obtain fromthose any additional information or

met adat a about the corresponding topic (e.g., the topic status, the
URI of the topic-data resource where to publish or subscribe for that
topic, or the URI to the KDC).
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As highlighted in Figure 2, each Cient nmaintains two different
security associations pertaining to the Pub-Sub group conmunication
On the one hand, the Cient has a pairw se security association with
the Broker, which, as an ACE RS, verifies that the dient is
authorised to performdata operations (i.e., publish, subscribe,

read, delete) on a certain set of topics (Security Association 1).

As di scussed above, this security association is set up with the help
of the AS and using a transport profile of ACE, when the dient
obt ai ns the access token to upload to the Broker

On the other hand, separately for each topic, all the Publishers and
Subscribers for that topic have a conmon, group security association,
t hrough which the published content sent through the Broker is
protected end-to-end (Security Association 2). As discussed above,
this security association is set up and maintai ned as the different
Clients request the KDC to join the security group, upon which they
obtain fromthe KDC the correspondi ng group keying naterial to use
for protecting end-to-end and verifying the content of their Pub-Sub
group communi cation

R + R + R +
| , | | | | o
| Publisher | | Br oker | | Subscri ber
I I I I I I
I I I I I I
N + Fomm e oo - + Fomm e oo - +

[ | | | |

| , | , |

| Tee--- Security ------ ' EEEEEE Security ----- ' |

| Association 1 Association 1 |

I I

R Security ------------------------ '

Associ ation 2

Figure 2: Security Associations between Publisher, Broker, and
Subscri ber

In summary, this profile specifies the followi ng functionalities.
1. A dient obtains the authorization to participate in a Pub-Sub
topic at the Broker with certain permssions. This pertains

operations defined in [I-D.ietf-core-coap-pubsub] for taking part
i n Pub-Sub conmuni cation with CoAP.
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2. A dient obtains the authorization to join a security group with
certain permssions. This allows the Client to obtain fromthe
KDC the group keying material for comrunicating with other group

menbers, i.e., to protect end-to-end and verify the content
publ i shed at the Broker on topics associated with the security
group.

3. A dient obtains fromthe KDC the authentication credentials of
ot her group nenbers, and provides or updates the KDC with its own
aut henti cati on credenti al

4. A dient leaves the group or is renoved fromthe group by the
KDC.

5. The KDC renews and redistributes the group keying materia
(rekeying), e.g., due to a nenbership change in the group

Appendi x A lists the specifications on this application profile of
ACE, based on the requirenents defined in Appendi x A of [RFC9594].

3. Getting Authorisation to Join a Pub-Sub security group (A)
Figure 3 provides a high |l evel overview of the nessage flow for a
Client getting authorisation to join a group. Square brackets denote

optional steps. The nessage flow is expanded in the subsequent
sections.
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dient Br oker AS KDC

I I I I
[ [<---------- Di scovery of Topic Resource ----------- >] | | |
I I I I
[ [----------------- Resource Request ---------------- >] | | |
[[<------mmmmmm oo AS Information ------------------ 11 | |
I I I I
I I I I
e Aut hori sation Request (Audi ence: Broker) ------------ >| |
| <------ Aut hori sati on Response (Audience: Broker) ------------ + |
I I I I
I I I I
e Upl oad of authorisation information -------- >| | |
| <=------ Est abl i shment of secure association -------- >| | |
| | | |
I I I I
| [<-- Discovery of KDC and nane of security group --->]| | |
I I I I
I I I I
e Aut hori sation Request (Audience: KDC) ------------- >| |
| <-------- Aut hori sati on Response (Audience: KDC) ------------- + |
I I I I
I I I I
oo Upl oad of authorisation information ------------------ >|
SRR Establ i shnent of secure association ------------------ >|
I I I I
| | | |
R Request to join the security group for the topic --------- >|
| <---------- Keying material for the security group ---------------- +
I I

I I

I I
I I
R Resource Request ------------------ >| | |
| (Publ i cation/ Subscription to the topic) | | |

I I

Fi gure 3: Authorisation Flow

After a dient uploads to the Broker the authorisation informtion
for participating in a Pub-Sub topic with name TOPI CNAME (see

Section 3.4), the Cient can performthe optional discovery of the
KDC and security group name at the Broker, by accessing the topic
resource corresponding to the topic in question (see Section 3.3).

In order to ensure that the dient can seanl essly access the right
topic resource at the Broker, it is RECOMWENDED that a Broker

i npl ementing this application profile uses the path /ps/ TOPI CNAME to
host the topic resource for the topic with name TOPI CNAME.
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Alternatively, the Cient might not know the right topic resource to
target, and thus would attenpt to access different ones (e.g., based
on the result of an early discovery of topic resources, see

Section 3.1), until it finds the right one specifying TOPI CNAME as
val ue of the 'topic-name’ paranmeter in the resource representation

Si nce [ RFC9200] recomends the use of CoAP and CBCR, this docunent
descri bes the exchanges assum ng that CoAP and CBOR are used.

However, using HTTP instead of CoAP is possible, by |everaging the
correspondi ng paraneters and nmethods. Anal ogously, JSON [ RFC8259]
can be used instead of CBOR, by relying on the conversion nethod
specified in Sections 6.1 and 6.2 of [RFC8949]. 1In case JSON is
used, the Content-Format of the message has to be specified
accordingly. Exact definitions of these exchanges are out of scope
for this docunent.

3.1. Topic Discovery at the Broker (Optional)

The di scovery of a topic at the Broker can be performed by

di scovering the correspondi ng topic resource hosted at the Broker
For exanple, the dient can send a | ookup request to /.well-known/
core at the Broker, specifying as |ookup criterion the resource type
"core.ps.conf" (see Section 2.3.3 of [I-D.ietf-core-coap-pubsub]).

Al though the links to the topic resources are also specified in the
representation of the collection resource at the Broker (see
Section 2.4 of [I-D.ietf-core-coap-pubsub]), the dient is not
supposed to access such a resource, as intended for adm nistrative
operations that are out of the scope of this docunent.

3.2. AS Discovery at the Broker (Optional)

Conpl enentary to what is defined in Section 5.1 of [RFC9200] for AS
di scovery, the Broker MAY send the address of the ASto the Cient in
the ' AS' paraneter of the AS Request Creation Hints, as a response to
an Unaut hori sed Resource Request (see Section 5.2 of [RFC9200]). An
exanpl e using the CBOR di agnhostic notation and CoAP is given bel ow.

4.01 Unaut hori zed
Content-Format: application/ace+cbor
Payl oad:

[/ AS/ 1 : "coaps://as.exanple.contoken"
}

Figure 4: AS Request Creation Hi nts Exanple
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3.3. KDC Discovery at the Broker (Optional)

Once a dient has obtained an access token fromthe AS and
accordingly established a secure association with the Broker, the
Client has the perm ssion to access the topic resources at the Broker
that pertain to the topics on which the Cient is authorised to
oper at e.

In particular the Cient is authorised to retrieve the representation
of a topic resource, fromwhich the dient can retrieve infornmation
related to the topic in question, as specified in Section 2.5 of
[1-D.ietf-core-coap-pubsub].

This profile extends the set of CoAP Pub-Sub Parameters that is
possible to specify within the representation of a topic resource, as
originally defined in Section 3 of [I-D.ietf-core-coap-pubsub]. In
particular, this profile defines the follow ng two paraneters that
the Broker can specify in a response froma topic resource (see
Section 2.5 of [I-D.ietf-core-coap-pubsub]). Note that, when these
paraneters are transported in their respective fields of the nessage
payl oad, the Content-Format application/core-pubsub+cbor defined in
[1-D.ietf-core-coap-pubsub] MJIST be used.

* 'kdc_uri’, with value the URI of the group menbership resource at
the KDC, where Cients can send a request to join the security
group associated with the topic in question. The UR is encoded
as a CBOR text string. dients will have to obtain an access
token fromthe AS to upload to the KDC, before starting the
process to join the security group at the KDC

* 'sec_gp', specifying the name of the security group associated
with the topic in question, as a stable and invariant identifier.
The nane of the security group is encoded as a CBOR text string.

Furthernore, the Resource Type (rt=) Link Target Attribute val ue
"core.ps.gm is registered in Section 8.3 (REQLO), and can be used to
descri be group-nmenbership resources at the KDC, e.g., by using a

i nk-format docunment [RFC6690]. As an alternative to the discovery
approach defined above and provided by the Broker, applications can
use this comon resource type to discover links to group-nenbership
resources at the KDC for joining security groups associated with Pub-
Sub topics.

3.4. Authorisation Request/ Response for the KDC and the Broker

A Cient sends two Authorisation Requests to the AS, targeting two
di fferent audiences, i.e., the Broker and the KDC
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As to the forner, the AS handl es Authorisati on Requests related to a
topic for which the dient is allowed to performtopic data
operations at the Broker, as corresponding to an application group

As to the latter, the AS handl es Authorization Requests for security
groups that the Cient is allowed to join, in order to obtain the
group keying material for protecting end-to-end and verifying the
content of exchanged nmessages on the associ ated Pub-Sub topics.

This section builds on Section 3 of [RFC9594] and defines only
additions or nodifications to that specification

Bot h Aut hori sati on Requests include the following fields (see
Section 3.1 of [RFC9594]):

* ’'gscope’': Optional. |If present, it specifies the follow ng
i nformati on, depending on the specifically targeted audi ence.

If the audience is the Broker, the scope specifies the nane of the
topics that the Cient wishes to access, together with the
correspondi ng requested perm ssions.

If the audience is the KDC, the scope specifies the nane of the
security groups that the Client wishes to join, together with the
correspondi ng requested perm ssions.

This paraneter is encoded as a CBOR byte string, whose value is

the binary encoding of a CBOR array. The format of the encoded

scope MUST follow the data nodel Al F- PUBSUB- GROUPCOW defined in
Section 3.4.1.

* Taudience' : Required identifier corresponding to either the Broker
or the KDC

O her additional paraneters can be included if necessary, as defined
in [ RFC9200].

When using this profile, it is expected that a one-to-one mapping is
enforced between the application group and the security group (see
Section 2). If this is not the case, the correct access policies for
both sets of scopes have to be available to the AS.

3.4.1. Format of Scope

Bui Il ding on Section 3.1 of [RFC9594], this section defines the exact
format and encodi ng of scope used in this profile.
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To this end, this profile uses the Authorization |Information Format
(AIF) [RFC9237] (REQL). Wth reference to the generic AlF node

Al F- Generi c<Toid, Tperm> = [* [Toid, Tperm]

the value of the CBOR byte string used as scope encodes the CBOR
array [* [Toid, Tpernj], where each [Toid, Tperm elenent corresponds
to one scope entry.

Furthernore, this docunment defines the new Al F data npodel Al F- PUBSUB-
GROUPCOW that this profile MIUST use to format and encode scope
entries.

In particular, the follow ng holds for each scope entry.

The object identifier ("Toid") is specialized as a CBOR item
speci fying the nane of the group pertaining to the scope entry.

The permi ssion set ("Tpernl') is specialized as a CBOR unsi gned
integer with value R, specifying the perm ssions that the dient
wi shes to have in the group indicated by "Toid".

More specifically, the followi ng applies when, as defined in this
docunent, a scope entry includes a set of perm ssions for user-
rel ated operations perforned by a pubsub Cient.

* The object identifier ("Toid") is a CBOR text string, specifying
the nane of one application group (topic) or of the correspondi ng
security group to which the scope entry pertains.

* The permission set ("Tperm') is a CBOR unsigned integer, whose
value R specifies the operations that the dient wi shes to or has
been authorised to performon the resources at the Broker
associated with the application group (topic) indicated by "Toid",
or on the resources at the KDC associated with the security group
i ndicated by "Toid" (REQL). The value Ris conputed as foll ows.

- Each operation (i.e., permssion detail) in the pernission set
is converted into the corresponding nuneric identifier X taken
fromthe follow ng set.

o0 Admin (0): This operation is reserved for scope entries that

express perm ssions for Administrators of Pub-Sub groups,
whi ch are not specified in this docunent.
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0 AppGoup (1): This operation is signaled as w shed/
aut hori sed when "Toi d" specifies the name of an application
group (topic), while it is signaled as not w shed/authorised
when Toid specifies the nane of a security group

o Publish (2): This operation concerns the publication of data
to the topic in question, perforned by nmeans of a PUT
request sent by a Publisher Cient to the corresponding
topi c-data resource at the Broker.

0 Read (3): This operation concerns both: i) the subscription
at the topic-data resource for the topic in question at the
Broker, performed by neans of a GET request with the CoAP
hserve Option set to 0 and sent by a Subscriber Cient; and
ii) the sinple reading of the | atest data published to the
topic in question, perfornmed by neans of a sinple GET
request sent to the sane topic-data resource.

0 Delete (4): This operation concerns the deletion of the
topic-data resource for the topic in question at the Broker,
performed by means of a DELETE request sent to that
resource.

If a Cdient wishes to have authorised only the Del ete
operation on an application group, then the Cient does not
need to join the correspondi ng security group, hence it does
not need to request an access token for interacting with the
KDC.

If a Cdient wishes to have authorised the Del ete operation
on a security group, then the AS and the KDC ignore the wi sh
for that operation when processing the scope entry in
quest i on.

- The set of N nuneric identifiers is converted into the single
value R by taking two to the power of each numeric identifier
X1, X2, ..., XN and then computing the inclusive OR of the
bi nary representations of all the power val ues.

Since this application profile considers user-rel ated operations,
the "Admin" operation is signaled as not w shed/authorised. That
is, the scope entries MJST have the | east significant bit of
"Tperm' set to O.
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If the "Toid" of a scope entry in an access token specifies the name
of an application group (i.e., the "AppG oup" operation is signaled
as authorised), the Client has also the permission to retrieve the
configuration of the application group (topic) whose nane is

i ndi cated by "Toid", by sending a GET or FETCH request to the
correspondi ng topic resource at the Broker.

The specific interactions between the Cient and the Broker are
defined in [I-D.ietf-core-coap-pubsub].

The foll owing CDDL [ RFC8610] notation defines a scope entry that uses
t he Al F- PUBSUB- CROUPCOVMM dat a nodel and expresses a set of
per m ssi ons.

Al F- PUBSUB- GROUPCOW = Al F- Generi c<pubsub- group, pubsub-pern>
pubsub-group = tstr ; nane of Pub-Sub topic or of
; the associated security group

pubsub-perm = uint .bits pubsub-permdetails

pubsub-permdetails = &
Admi n: O,

AppG oup: 1,

Publ i sh: 2,

Read: 3,

Del ete: 4

)
scope_entry = [ pubsub-group, pubsub-perni
Figure 5: Pub-Sub scope using the AlF fornmat
3.5. Authorization response

The AS responds with an Authorization Response as defined in
Section 5.8.2 of [RFC9200] and Section 3.2 of [RFC9594], with the
foll owi ng additions:

* In the Authorization Response, the AS MJIST include the
"expires_in paraneter. Oher nmeans for the AS to specify the
lifetime of access tokens are out of the scope of this docunent.

* In the Authorization Response, the AS MJST include the 'scope’
paraneter, when the value included in the access token differs
fromthe one specified by the Client in the Authorization Request.
In such a case, the second el enment of each scope entry specifies
the set of operations that the dient is authorised for that scope
entry, encoded as specified in Section 3.4.
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Furthernmore, the AS MAY use the extended format of scope defined in
Section 7 of [RFC9594] for the ’'scope’ claimof the access token. In
such a case, the AS MJST use the CBOR tag with tag nunber TAG NUMBER,
associated with the CoAP Content-Format CF _ID for the nmedia type
application/aif+cbor registered in Section 8.5 of this docunent

(REQ2S8) .

Note to RFC Editor: In the previous paragraph, please repl ace
"TAG NUMBER' with the CBOR tag nunber conputed as TN(ct) in
Section 4.3 of [RFC9277], where ct is the ID assigned to the CoAP
Content-Format registered in Section 8.5 of this docunent. Then,
pl ease replace "CF_ID'" with the I D assigned to that CoAP Content -
Format. Finally, please delete this paragraph

This indicates that the binary encoded scope follows the scope
semantics defined for this application profile in Section 3.4.1 of
thi s docunent.

3.6. Token Transfer to the KDC

The Client transfers its access token to the KDC using one of the

met hods defined in the Section 3.3 of [RFC9594]. This typically

i ncl udes sending a POST request to the /authz-info endpoint.

However, if the DTLS transport profile of ACE [ RFC9202] is used and
the Cient uses a symmetric proof-of-possession key in the DILS
handshake, the dient MAY provide the access token to the KDC in the
"psk_identity" field of the DILS Cient KeyExchange nessage when using
DTLS 1.2 [RFC6347], or in the "identity" field of a Pskldentity

wi thin the PreSharedKeyExt ension of the ClientHello nessage when

using DTLS 1.3 [RFC9147]. |In addition to that, the foll ow ng
appl i es.
In the Token Transfer Response to the Publishers, i.e., the dients

whose scope of the access token includes the "Publish" perm ssion for
at | east one scope entry, the KDC MJUST include the paraneter
"kdcchal l enge’ in the CBOR map. 'kdcchallenge’ is a challenge N S
generated by the KDC, and is RECOMVENDED to be an 8-byte | ong random
nonce. Later when joining the group, the Publisher can use the
"kdcchal | enge’ as part of proving possession of its private key (see
[ RFC9594]). If a Publisher provides the access token to the KDC
through an /authz-info endpoint, the Cient MJST support the

par anmet er ' kdcchal | enge’

If "sign_info’ is included in the Token Transfer Request, the KDC
SHOULD include the "sign_info paraneter in the Token Transfer
Response. Note that the joining node may have obtai ned such
informati on by alternative neans, e.g., the 'sign_info’ may have been
pre-configured (OPT3).
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4.

The foll owing applies for each elenent 'sign_info_entry’.

*

"sign_alg® MJST take its value fromthe "Value" columm of one of
the recomended al gorithns in the "COSE Al gorithns" registry
[1 ANA cose_al gorithnms] (REQ).

"sign_paraneters’ is a CBOR array. Its format and val ue are the
same of the COSE capabilities array for the algorithmindicated in
"sign_al g’ under the "Capabilities" colum of the "COSE

Al gorithns" registry [IANA cose al gorithns] (REQ4).

"sign_key_paraneters’ is a CBOR array. Its format and value are
the same of the COSE capabilities array for the COSE key type of
the keys used with the algorithmindicated in '"sign_alg , as
specified for that key type in the "Capabilities"” colum of the
"COSE Key Types" registry [I ANA cose_key-type] (REQ).

"cred fnt’ takes value fromthe "Label" columm of the "COSE Header
Par armet ers" registry [l ANA cose_header - paraneters] (REQ).
Accept abl e val ues denote a format of authentication credential
that MJUST explicitly provide the public key as well as the
conprehensive set of information related to the public key
algorithm including, e.g., the used elliptic curve (when
appl i cabl e).

Acceptabl e formats of authentication credentials include CBOR Wb
Tokens (CWIs) and CW Cl ainms Sets (CCSs) [RFC8392], X 509
certificates [RFC7925], and C509 certificates
[1-D.ietf-cose-cbhor-encoded-cert]. Future formats would be
acceptable to use as long as they comply with the criteria defined
above.

Client G oup Conmunication Interface at the KDC

In order to enabl e secure group conmuni cation for the Pub-Sub
Clients, the KDC provides the resources listed in Table 1. Each
resource is marked as REQUI RED or OPTIONAL to be hosted at the KDC

[ oo b oo e e e o}
KDC resource | Description Operations |
[ sl e el s s
[ ace- group
Contai ns a set Clients)
of group

nanmes, each
correspondi ng
to one of the

+
I
+
REQUI RED. | FETCH (A
| '
I
I
I
ne I
speci fied |
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I | group I I
| | identifiers. | |

REQUI RED.
Cont ai ns
symretric
group keying

| | GET, POST
I I
I I
I I
| material |
| |
I I
I I

(Al dients)

associ at ed
with
GROUPNANVE.

REQUI RED.

Cont ai ns t he
aut henti cati on
credential s of

| | CGET, FETCH
I I
| |
I I
| all the |
I I
I I
I I
| |

(AI'l dients)

Publ i shers of
the group with
nane
GROUPNAME.

| REQUI RED. |
| Contains the |
| current |
| version number |
| for the |
| symmetric |
| group keying |
| material of |
| the group with |
| name |
| GROUPNAME. |

[ ace- gr oup/ GROUPNANME/ nodes/
NODENANME

REQUI RED.
Contai ns the
group keying Clients).
material for PCOST

| | GET, DELETE |
I I I
I I I
I I I
| that group | (Publishers). |
I I I
I I I
I I I

(Al

menber
NODENAME i n
GROUPNANE.

[ ace- REQUI RED.
gr oup/ GROUPNAME/ nodes/ NODENAME/ Aut hent i cati on

| | | PCST
| | |
| cred | credential for |
I I I
I I I

(Publ i shers)

NODENAME i n
the group
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| REQURED if a |
| group re- |
| keying I
| mechanismis |
| used. |
| Contains the |
| authentication |
| credential of |
| the KDC for |
| the group with |
| name |
| GROUPNAME. |

| OPTI ONAL. |
| Contains the |
| group policies |
| of the group |
| with name |
| GROUPNAME. |

Table 1. Resources at the KDC

The use of these resources follows what is defined in [ RFC9594], and
only additions or nodifications to that specification are defined in
t hi s docunent.

Consistent with what is defined in Section 4.1.2 of [RFC9594], sone
error responses fromthe KDC can convey error-specific information
according to the problemdetails format specified in [ RFC9290].

.1. Joining a Security G oup

This section describes the interactions between a Cient and the KDC
to join a security group. Source authentication of a nessage sent
within the group is ensured by nmeans of a digital signature enbedded
in the nessage. Subscribers nust be able to retrieve Publishers

aut hentication credentials froma trusted repository, to verify
source authentication of received nessages. Hence, on joining a
security group, a Publisher is expected to provide its own

aut hentication credential to the KDC

On a successful join, the Clients receive fromthe KDC the symetric
COSE Key used as shared group key to protect the payload of a
publ i shed topic data.
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The nessage exchange between the joining node and the KDC foll ows
what is defined in Section 4.3.1.1 of [RFC9594], and only additions
or nodifications to that specification are defined in this docunent.

dient KDC
A Joi n Request (CoAP) ------ >|

| <---- Join Response (CoAP) ------ +
I I

Fi gure 6: Join Flow
.1.1. Join Request

After establishing a secure comruni cati on association with the KDC
the Cient sends a Join Request to the KDC as described in

Section 4.3 of [RFC9594]. More specifically, the dient sends a POST
request to the /ace-group/ GROUPNAME endpoi nt, with Content- Format
"appl i cation/ace-groupcommtcbor”. The payl oad contains the foll ow ng
information formatted as a CBOR map, which MJUST be encoded as defined
in Section 4.3.1 of [ RFC9594]:

* 'scope': It MJIST be present and specify the group that the dient
is attenpting to join, i.e., the group nanme, and the pernissions
that the Cient wi shes to have in the group. This value
corresponds to one scope entry, as defined in Section 3.4.1

* 'get _creds’': It MAY be present if the Client wishes to join as a
Subscri ber and wants to retrieve the public keys of all the
Publ i shers upon joining. Qherw se, this parameter MJST NOT be
present. |If the parameter is present, the parameter MJST encode
the CBOR sinple value null (0xf6). Note that the paraneter
"role filter’ is not necessary, as the KDC returns the
aut hentication credentials of Publishers by default.

* ‘'client_cred : The use of this paranmeter is detailed in
Section 4.1.1.1.

* 'cnonce': It specifies a dedicated nonce N C generated by the
Client. It is RECOWENDED to use an 8-byte | ong random nonce.
Join Requests MJST include a new ’'cnonce’ at each join attenpt.

* ‘'client_cred_verify' : The use of this paraneter is detailed in
Section 4.1.1.2.
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As a Publisher Cient has its own authentication credential to use in
a group, it MJST support the client_cred , ’'cnonce’, and
"client_cred_verify’ paraneters.

4.1.1.1. dient Credential in 'client_cred

One of the follow ng cases can occur when a new Client attenpts to
join a security group.

* The joining node is not a Publisher, i.e., it is not going to send
data to the application group. In this case, the joining node is
not required to provide its own authentication credential to the
KDC. |In case the joining node still provides an authentication
credential in the 'client_cred parameter of the Join Request (see
Section 4.1.1), the KDC silently ignores that paraneter, as well
as the related paraneter 'client _cred verify’'.

* The joining node wishes to join as a Publisher, and the KDC has
not previously acquired an authentication credential of the
joining node. Then, the joining node MIST provide a conpatible
aut hentication credential in the "client_cred paranmeter of the
Joi n Request (see Section 4.1.1).

* The joining node wishes to join as a Publisher, and the KDC
al ready acquired the authentication credential of the joining node
either during a past group joining process, or when establishing a
secure conmuni cati on associ ation using asymetric proof-of-
possessi on keys.

If the joining node’s proof-of-possession key is conpatible with
the signature algorithmused in the security group and with
possi bl e associ ated paraneters, then the correspondi ng

aut hentication credential can be used in the group. |In this case,
the joi ning node MAY choose not to provide again its

aut hentication credential to the KDC in order to linmt the size of
the Joi n Request.

The joi ni ng node MJUST provide the KDC with its own authentication
credential again, if it has previously provided the KDC with nultiple
aut hentication credentials intended for different security groups.

If the joining node provides its authentication credential, the KDC
performs the consistency checks above and, in case of success,
considers it as the authentication credential associated with the
joining node in the group
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4.1.1.2. Proof-of-Possession through 'client_cred_verify’

The "client_cred_verify' paraneter contains the proof-of-possession
evi dence, and is conputed as defined bel ow ( REQL4).

The Publisher signs the scope, concatenated with N S and further
concatenated with N.C, by using the private key corresponding to the
public key that is specified in the 'client_cred paraneter.

The NS may be either of the follow ng:

*

It

The chal | enge received fromthe KDC in the ’kdcchal |l enge’
paraneter of the 2.01 (Created) response to the Token Transfer
Request (see Section 3.6).

If the provisioning of the access token to the KDC has relied on
the DTLS profile of ACE [ RFC9202], and the access token was
specified in the "psk identity" field of the dientKeyExchange
message when using DTLS 1.2 [RFC6347], then N. S is an exporter
val ue conputed as defined in Section 4 of [RFC5705] (REQL5).

Specifically, NS is exported fromthe DILS session between the
joining node and the KDC, using an enpty context value (i.e., a
context value of zero-length), 32 as length value in bytes, and
the exporter |abel "EXPORTER- ACE-Si gn-Chal | enge-pubsub-app"
defined in Section 8.6 of this docunent.

If the provisioning of the access token to the KDC has relied on
the DTLS profile of ACE [ RFC9202], and the access token was
specified in the "identity" field of a Pskldentity within the
PreShar edkeyExt ensi on of the CientHell o message when using DTLS
1.3 [RFC9147], then N.S is an exporter value conputed as defined
in Section 7.5 of [RFC8446] (REQLS).

Specifically, NS is exported fromthe DTLS session between the
joining node and the KDC, using an enpty 'context _value' (i.e., a
"context _value' of zero length), 32 as 'key_length” in bytes, and
the exporter |abel "EXPORTER- ACE-Si gn-Chal | enge-pubsub-app"
defined in Section 8.6 of this docunent.

If the Join Request is a retry in response to an error response
fromthe KDC, which included a new 'kdcchal | enge’ paraneter, then
N_S MUST be the new value fromthis paraneter

is up to applications to define how N.S is conmputed in further

alternative settings.
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4.1.2. Join Response

Upon receiving the Join Request, the KDC processes it as defined in
Section 4.3.1 of [ RFC9594], and returns a success Or error response.

If the "client _cred paraneter is present, the KDC verifies the
signature in the 'client_cred_verify' paranmeter. As PoP input, the
KDC uses the value of the 'scope’ paraneter fromthe Join Request as
a CBOR byte string, concatenated with N_S encoded as a CBOR byte
string, concatenated with N C encoded as a CBOR byte string

As public key of the joining node, the KDC uses either the one
included in the authentication credential retrieved fromthe
"client_cred paranmeter of the Join Request, or the one fromthe

al ready stored authentication credential from previous interactions
with the joining node. The KDC verifies the signature used as PoP
evi dence by nmeans of the public key of the joining node, according to
the signature algorithmused in the group and possi bl e correspondi ng
par armet ers

In case of any Join Request error, the KDC and the joining node
follow the procedure defined in Section 4.1.3.

In case of success, the KDC responds with a Join Response, whose
payl oad is formatted as a CBOR nmap and MJST contain the follow ng
fields as per Section 4.3.1 of [RFC9594]:

* 'gkty’: this field specifies the key type
"Group_PubSub_Keying Material" (REQL8) registered in Section 8.1
for the 'key' paraneter.

* 'key': this field specifies the keying material to use for secure
communi cation in the group (REQL7). This field has as value a
CBOR map that includes the follow ng paraneters.

- 'group_key': this paraneter is identified by the CBOR unsigned
integer 0 used as map key. |Its value is a COSE_Key object as
defined in [ RFC9052] and conveying the group key to use in the
security group.

The COSE _Key object MJST contain the follow ng paraneters:

o 'kty', with value 4 (Synmetric).

o 'alg, with value the identifier of the AEAD al gorithm used
in the security group. The value is taken fromthe "Val ue"

columm of the "COSE Al gorithns" registry
[1 ANA. cose_al gorithns].
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0o ’'Base IV, with value the Base Initialization Vector (Base
IV) to use in the security group with this group key.

o 'k, with value the symretric encryption key to use as group
key.

o ’'kid, with value the identifier of the COSE Key object,
hence of the group key.

This value is used as Goup ldentifier (Gd) of the security
group, as long as the present key is used as group key in
the security group.

"group_Senderld' : this paranmeter is identified by the CBOR
unsigned integer 1 used as map key. Its value is the dient’s
Sender | D encoded as a CBOR byte string. This paraneter MJST
be included if the Cient is joining the security group as a
Publ i sher, and MJUST NOT be included otherwi se. A Publisher
Client MJST support the 'group_Senderld paraneter (REQ9).

The Sender | D MJUST be unique within the security group. The
KDC MJUST only assign an avail abl e Sender ID that has not been
used in the security group since the last tine when the current
G d val ue was assigned to the group (i.e., since the |atest
group rekeying, see Section 5). The KDC MJUST NOT assign a
Sender IDto the joining node if the node is not joining the
group as a Publisher

The Sender ID can be short in length. Its maxinmumlength in
bytes is the length in bytes of the AEAD nonce for the AEAD
algorithm minus 6. This neans that, when using AES- CCM
16-64-128 as AEAD algorithmin the security group, the maximm
I ength of Sender IDs is 7 bytes.

"cred fnt’: this paraneter is identified by the CBOR unsi gned
integer 2 used as map key. Its value specifies the format of
aut hentication credentials used in the group, and is taken from
the "Label" columm of the "COSE Header Parameters" registry

[ 1 ANA. cose_header - par anet er s] .

At the time of witing this specification, acceptable formats
of authentication credentials are CBOR Wb Tokens (CW's) and
CW dainms Sets (CCSs) [RFC8392], X.509 certificates [RFC7925],
and C509 certificates [I-D.ietf-cose-cbor-encoded-cert].
Further formats may be available in the future, and woul d be
acceptable to use as long as they conply with the criteria

defi ned above (REQS).
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- ’'sign_alg' : this paraneter is identified by the CBOR unsi ghed
integer 3 used as map key. Its value specifies the Signature
Al gorithmused to sign nmessages in the group, and is taken from
the "Value" colum of the "COSE Al gorithns" registry
[1 ANA. cose_al gorithns].

- ’'sign_parans’: this paraneter is identified by the CBOR
unsigned integer 4 used as map key. |Its value specifies the
paraneters of the Signature Algorithm and is encoded as a CBOR
array including the following two el enents:

o 'sign_alg_capab’ is a CBOR array, with the same format and
val ue of the COSE capabilities array for the Signature
Algorithmindicated in 'sign_alg, as specified for that
algorithmin the "Capabilities" colum of the "CCSE
Al gorithns" registry [1ANA cose_al gorithns].

0 'sign_key_ type capab’ is a CBOR array, with the same format
and val ue of the COSE capabilities array for the COSE key
type of the keys used with the Signature Al gorithmindicated
in 'sign_alg’, as specified for that key type in the
"Capabilities" colum of the "COSE Key Types" registry
[ 1 ANA. cose_key-type].

* num, specifying the version nunber of the keying materia
specified in the "key' field. The initial value of the version
nunber MJST be set to O upon creating the group (REQLS6).

* ’exi', which MJUST be present.

* Tace-groupcommprofile’ , which MIST be present and has val ue
"coap_group_pubsub_app" (PROFILE TBD), which is registered in
Section 8.2 (REQLY).

* ’'creds’, which MJST be present if the 'get_creds’ paraneter was
present in the Join Request, and MUST NOT be present otherw se.
It specifies the authentication credentials of all the Publishers
in the security group

* ’'peer_roles’, which MAY be onmitted even if 'creds' is present,
since: i) each authentication credential conveyed in the 'creds
paraneter is associated with a Cient authorised to be Publisher
in the group; and ii) it is irrelevant whether such a Cient is
al so authorised to be Subscriber in the group. |If "creds’ is not
present, ’'peer_roles’ MJST NOT be present.
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* 'peer_identifiers', which MIST be present if 'creds’ is also
present, and MJST NOT be present otherwise. The identifiers are
the Publisher Sender |Ds, whose correspondi ng aut hentication
credentials are specified in the 'creds’ paraneter (REQ5).

* 'kdc_cred', which MJST be present if group re-keying is used. It
is encoded as a CBOR byte string, with value the original binary
representation of the KDC s authentication credential (REQ@).

* 'kdc_nonce’, which MJUST be present if "kdc_cred is present. It
is encoded as a CBOR byte string, with value a dedi cated nonce
N_KDC generated by the KDC. For N KDC, it is RECOMENDED to use
an 8-byte | ong random nonce.

* 'kdc_cred_verify’, which MJST be present if 'kdc_cred is present.
It is encoded as a CBOR byte string. The KDC MJUST conpute the
speci fied PoP evidence as a signature by using the signature
algorithmused in the group, as well as its own private key
associ ated with the authentication credential specified in the
"kdc_cred’ paraneter (REQ1).

* 'group_rekeying' , which MAY be onitted if the KDC uses the "Point-
to-Poi nt" group rekeying schene registered in Section 11.13 of
[ RFC9594] as the default rekeying schenme in the group (OPT9). In
any other case, the 'group_rekeying parameter MJST be incl uded.

After sending a successful Join Response, the KDC adds the Client to
the list of current nenbers of the security group, if that dient is
not already a group nenber. Also, the Cient is assigned a nane
NODENAME and a sub-resource /ace- group/ GROUPNAMVE/ nodes/ NODENAME at
the KDC. Furthernmore, the KDC associ ates NODENAME with the Cient’s
access token and with the secure conmunication association that the
KDC has with the Cient. |If the Cient is a Publisher, its

aut hentication credential is also associated with the tuple
cont ai ni ng NODENAVE, CGROUPNAME, the current G d, the newy assigned
Publisher’s Sender ID, and the Cient’'s access token. The KDC MJST
keep this association updated over tinme.

Note that, as long as the secure comunicati on associ ati on between
the Cient and the KDC persists, the sanme Cient re-joining the group
is recognized by the KDC by virtue of such a secure conmmuni cation
association. As a consequence, the re-joining Cient keeps the sane
NODENAME and t he associ at ed subresource /ace-group/ GROUPNAME/ nodes/
NODENAME. Also, if the Client is a Publisher, it receives a new
Sender I D according to the same criteria defined above.
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If the application requires backward security, the KDC MJST generate
updat ed security parameters and group keying material, and provide it
to the current group nenbers upon the new node’s joining (see
Section 5). In such a case, the joining node is not able to access
secure conmuni cation in the Pub-Sub group prior its joining.

Upon receiving the Join Response, the joining node retrieves the
KDC s aut hentication credential fromthe 'kdc_cred paraneter (if
present). The joining node MIST verify the signature used as proof -
of - possessi on (PoP) evidence, which is specified by the
"kdc_cred_verify' paraneter of the Join Response (REQ@1).

4.1.3. Join Error Handling

The KDC MUST reply with a 4.00 (Bad Request) error response (OPT4) to
the Join Request in the follow ng cases:

* The "client_cred paraneter is present in the Join Request and its
value is not an eligible authentication credential (e.g., it is
not of the format accepted in the group) (OPT8).

* The 'client_cred paranmeter is present, but the ’'cnonce’ and
"client _cred verify' paraneters are not present.

* The 'client_cred paranmeter is not present while the joining node
is not requesting to join the group exclusively as a Subscri ber,
and any of the follow ng conditions holds:

-  The KDC does not store an eligible authentication credentia
for the joining node (e.g., of the format accepted in the

group) .

- The KDC stores multiple eligible authentication credentials for
the joining node (e.g., of the format accepted in the group).

* The ’'scope’ parameter is not present in the Join Request, or it is
present and specifies any set of pernissions not included in the
list defined in Section 3.4.1

A 4.00 (Bad Request) error response fromthe KDC to the joining node

MAY have content format application/ace-groupcomm-cbor and contain a
CBOR map as payl oad.
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The CBOR nmap MAY include the 'kdcchall enge’ paraneter. |If present,
this parameter is a CBOR byte string, with value a newly generated
"kdcchal | enge’ value that the Cient can use when preparing a new
Join Request. In such a case, the KDC MJST store the newly generated
val ue as the 'kdcchal | enge’ val ue associated with the joining node,
whi ch repl aces the currently stored value (if any).

Upon receiving the Join Response, if '"kdc_cred’ is present but the
Client cannot verify the PoP evidence, the dient MJST stop
processing the Join Response and MAY send a new Join Request to the
KDC.

The KDC MUST return a 5.03 (Service Unavail able) response to a dient
that sends a Join Request to join the security group as Publisher, in
case there are currently no Sender |IDs available to assign. The
response MJUST have Content-Format set to application/concise-problem
detail s+cbor and is formatted as defined in Section 4.1.2 of

[ RFC9594]. Wthin the Custom Problem Detail entry 'ace-groupcomm
error’, the value of the "error-id field MIST be set to 4 ("No

avai |l abl e i ndi vi dual keying material").

4.2. O her Goup Operations through the KDC

4.2.1. Obtaining Latest Infornmation on the Goup, G oup Keying
Material, and Sender 1D

A Cient can access the follow ng resources at the KDC, in order to
retrieve latest information about the group or the group keying
material .

* 'Jace-group’: Al dients can send a FETCH request to retrieve a
set of group names associated with their group identifiers
specified in the request payload. Each elenent of the CBOR array
"gid is a CBOR hyte string (REQL3), which encodes the G d of the
group (see Section 4.1.2) for which the group nane and the URl to
t he group-nmenbership resource are provided in the returned
response.

* ’Jace-group/ GROUPNAVE : Al group nmenmber Clients can send a CET
request to retrieve the symetric group keying material of the
group with the nane GROUPNAME. The val ue of the GROUPNAMVE URI
path and the group name in the access token scope (’gname’) MJIST
coi nci de.

The KDC processes the Key Distribution Request according to
Section 4.3.2 of [RFC9594]. The Key Distribution Response is
formatted as defined in Section 4.3.2 of [RFC9594], with the
foll owi ng additions.
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- The "key' fieldis formatted as defined in Section 4.1.2 of
this document, with the difference that it does not include the
" group_Sender |l d’ paramneter.

- The "exi’ field MJUST be present.

- The 'ace_groupcommprofile’ field MIST be present and has val ue
"coap_group_pubsub_app".

Upon receiving the Key Distribution Response, the requesting group
menber retrieves the updated security parameters and group keying
material. |If they differ fromthe currently stored ones, then the
group nenber uses the received one as group keying material to
prot ect/unprotect published topic data thereafter.

" [ ace- group/ GROUPNAME/ creds’ : The KDC acts as a repository of

aut hentication credentials for the Publishers that are menber of
the security group with nane GROUPNAME. The nenbers of the group
that are Subscribers can send GET/ FETCH requests to this resource
in order to retrieve the authentication credentials of all or a
subset of the group nmenbers that are Publishers. The KDC silently
i gnores the Sender IDs included in the 'get creds’ paraneter of
the request that are not associated with any current Publisher
group nenber (REQR6).

The response fromthe KDC MAY onit the paraneter ’'peer_roles’,
since: i) each authentication credential conveyed in the ’creds
paraneter is associated with a Client authorised to be Publisher
in the group; and ii) it is irrelevant whether such a dient is
al so authorised to be Subscriber in the group. |If 'creds’ is not
present, ’'peer_roles’ MJST NOT be present.

"/ ace- gr oup/ GROUPNAME/ numi : All group nenber Clients can send a
GET request to this resource in order to retrieve the current
versi on nunmber for the symmetric group keying material of the
group wi th name GROUPNAME

" | ace- gr oup/ GROUPNANME/ kdc-cred’: All group nenmber Cients can send
a CGET request to this resource in order to retrieve the current
aut hentication credential of the KDC

" [ ace- gr oup/ GROUPNAME/ nodes/ NODENAME' : A group nenber can send a
Key Distribution to the KDC by sending a GET request to this
resource to retrieve the |atest group keying material as well as
its Sender IDthat it has in the group (if Publisher).
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4.

2

The KDC processes the Key Distribution Request according to
Section 4.8.1 of [RFC9594]. The Key Distribution Response is
formatted as defined in Section 4.8.1 of [RFCO9594], with the
foll owi ng additions.

- The "key' fieldis formatted as defined in Section 4.1.2 of
this docunment. |If the requesting group nmenber is not a
Publisher Cdient, then the 'key' field does not include the
" group_Sender |l d’ paramneter.

- The "exi’ field MJUST be present.

Upon receiving the Key Distribution Response, the group nmenber
retrieves the updated security paranmeters, group keying material,
and Sender ID (if the "key field includes the ’'group_Senderld
paraneter). |If they differ fromthe currently stored ones, then
the group nmenber uses the received one as group keying material to
prot ect/unprotect published topic data thereafter

2. Requesting a New Sender ID

A Publ i sher group nmenber with node nane NODENAME nmay at sone point
exhaust its Sender Sequence Nunbers used for protecting its published
topic data (see Section 6.1).

When this happens, the Publisher MJST send a Key Renewal Request
message to the KDC, as per Section 4.8.2.1 of [RFC9594]. That is, it
sends a CoAP POST request to the endpoint /ace-group/ GROUPNAME/ nodes/
NODENAME at the KDC

Upon receiving the Key Renewal Request, the KDC processes it as
defined in Section 4.8.2 of [RFC9594], with the addition that the KDC
takes one of the follow ng actions.

*  The KDC rekeys the group. That is, the KDC generates new group
keying material for that group (see Section 5), and replies to the
Publ i sher with a group rekeyi ng message as defined in Section 5,
provi ding the new group keying material. Then, the KDC rekeys the
rest of the group, as discussed in Section 5

The KDC SHOULD perform a group rekeying only if already schedul ed
to occur shortly, e.g., according to an application-specific
rekeying period or scheduling, or as a reaction to a recent change
in the group menbership. 1In any other case, the KDC SHOULD NOT
rekey the OSCORE group when receiving a Key Renewal Request
(OPT12).
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4.

2.

* The KDC determ nes and assigns a new Sender ID for the Publisher,
and replies with a Key Renewal Response formatted as defined in
Section 4.8.2 of [RFC9594]. The CBOR Map in the response payl oad
includes only the paraneter 'group_Senderld registered in
Section 16.3 of [I-D.ietf-ace-key-groupconmoscore], and specifies
the new Sender | D of the Publisher encoded as a CBOR byte string.

The KDC MJST assign a new Sender |ID that has not been used in the
group since the latest tine when the current Gd val ue was
assigned to the group (i.e., since the |latest group rekeying, see
Section 5).

The KDC MUST return a 5.03 (Service Unavail abl e) response in case
there are currently no Sender IDs available to assign in the
group. The response MJST have Content-Format set to application/
conci se-probl emdetail s+chor and is formatted as defined in
Section 4.1.2 of [RFC9594]. Wthin the Custom Probl em Det ai |
entry 'ace-groupcommerror’, the value of the "error-id field
MUST be set to 4 ("No avail abl e individual keying material").

3. Updating Authentication Credentials

A Publ i sher group nenber with node nane NODENAME can contact the KDC
to upload a new authentication credential to use in the security
group with name GROUPNAME, and replace the currently stored one.

To this end, the Publisher sends a CoAP PCST request to its
associ at ed sub-resource /ace-group/ GROUPNAVE/ nodes/ NODENAME/ cr ed at
the KDC (see Section 4.9.1 of [RFC9594]).

Fol I owi ng a successful processing of the request, the KDC repl aces
the stored authentication credential of this Cient for the group
GROUPNAME with the one specified in the request.

4.2.4. Leaving a Group

A group nmenber w th node name NODENAME can actively request to | eave
the security group with name GROUPNAME.

To this end, the Cient sends a CoAP DELETE request to the associ ated
sub-resource /ace-group/ GROUPNAME/ nodes/ NCDENAME at the KDC (see
Section 4.8.3 of [RFC9594]).

The KDC can al so renove a group nenber due to any of the reasons
described in Section 5 of [RFC9594].
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5. G oup Rekeying Process

Rekeyi ng a group consists in the KDC generating and distributing a
new symetric key, which is used as group key fromthen on to protect
the publication of topic data with COSE (see Section 6.1).

The KDC MJST trigger a group rekeying as described in Section 6 of
[ RFC9594], upon a change in the group nmenmbership or due to the
current group keying material approaching its expiration tine. 1In
addition, the KDC MAY performregul arly schedul ed group rekeying
executions.

Upon generating the new group key and before starting its
di stribution:

* The KDC MUST increnment the version nunber of the group keying
mat eri al

* The KDC MUST generate a new Group ldentifier (Gd) for the group
This is used as identifier of the new group key, when providing it
to the current group nenbers through the group rekeying, and to
Clients (re-)joining the security group thereafter (see
Section 4.1.2).

That is, the value of the new Gd is specified by the '"kid
paraneter of the COSE Key hject that is used to encode the new
group key.

When rekeying the group, the KDC MJUST preserve the current val ue of
the Sender |D of each menber in that group

The default rekeying schenme is "Point-to-Point" (see Section 6.1 of
[ RFC9594]), where the KDC individually targets each node to rekey,
usi ng the pairw se secure conmuni cati on association with that node.

In particular, a group rekeyi ng message MJST have Content-Format set
to application/ace-groupcommtcbor and have the sanme format used for
the Join Response nessage defined in Section 4.1.2, with the

foll owi ng differences:

* Wthin the "key' field, only the paraneter 'group_key’' is present.

* The fields 'kdc_cred ,’kdc_nonce’, 'kdc_cred verify', and
"group_rekeying' are not present.

* The fields 'creds’ and ’'peer _identifiers’ SHOULD be present, if

the group rekeying is perfornmed due to one or multiple Cients
joining the group as Publishers. Followi ng the same semantics
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used in the Join Response nmessage, the two paranmeters specify the
aut hentication credentials and Sender IDs of such dients. Like
in the Join Response message, the ’'peer_roles paraneter MAY be
omtted.

Pub- Sub Protected Comruni cation

In the diagram shown in Figure 7, (D) corresponds to the publication
on a topic at the Broker, by using a CoAP PUT request. The Publisher
protects the published topic data end-to-end for the Subscribers by

usi ng COSE ([ RFC9052] [ RFC9053] [ RFC9338]), as detailed in Section 6.1

In the sanme diagram (E) corresponds to the subscription of a
Subscriber to the sane topic, by neans of a CoAP GET request with the
oserve option set to O (register) [RFC7641], as per
[1-D.ietf-core-coap-pubsub]. Finally, (F) corresponds to the Cbhserve
notification response fromthe Broker to the Subscriber, where the
published topic data is conveyed as originally protected end-to-end
with COSE by the Publisher.

Fi gure 7: Secure Pub-Sub Communi cati on between Publisher and
Subscri ber

Figure 8 provides a nore detail ed exanple of such a secure Pub-Sub
conmmuni cation. Al the nessages exchanged between a Cient and the
Broker are protected with the secure comunication association
between that Cient and the Broker. |In addition, COSE is used to
protect end-to-end the published topic data, which is conveyed in a
PUT request fromthe Publisher to the topic-data resource at the
Broker and in a 2.05 (Content) response fromthat resource to a
Subscri ber.
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The exanpl e al so shows a del ete operation, where the Publisher

del etes the topic-data resource by sending a CoAP DELETE request to
the URI of that resource. 1In case of success, the Broker replies
with a 2.02 (Del eted) response. Consequently, the Broker also
unsubscribes all the Cients subscribed to that topic-data resource,
by removing themfromthe Iist of observers and sending thema final
4.04 (Not Found) response as per Section 3.2 of [RFC7641].

Publ i sher Br oker Subscri ber
I+ 0. 03 PUT ps/ data/ 1bd0d6éd >I I
I <e-e--- 2.01 Created -------------- I+ I
I I <-- 0.01 CGET /ps/datal/lbd0déd - I+
| | bserve: 0 |
I I+ —————— 2.05 Content ----------- >I
| | Cbserve: 10001 |
I+.- 0. 04 DELETE / ps/ dat a/ 1bd0d6d -->I I
I<———— 2.02 Deleted ---------------- L I
i I+ ------ 4.04 Not Found --------- >i

Fi gure 8: Exanple of Secure Pub-Sub Comuni cation using CoAP
1. Using COSE to Protect the Published Topic Data

The Publisher uses the symmetric COSE Key received fromthe KDC to
protect the payload of the Publish operation (see Section 3.2.1 of
[1-D.ietf-core-coap-pubsub]). Specifically, the Publisher creates a
COSE_Encrypt O obj ect [ RFC9052] [ RFC9053] by neans of the COSE Key
currently used as group key. The encryption algorithmand Base IV to
use are specified by the "alg’ and 'Base |V paraneters of the COSE
Key, together with its key identifier in the 'kid paraneter.

Al so, the Publisher uses its private key corresponding to the public
key sent to the KDC, in order to countersign the COSE Encrypt0 object
as specified in [RFC9338]. The countersignature is specified in the
"Count ersignature version 2’' paraneter, within the ’'unprotected
field of the COSE_EncryptO object.

Finally, the Publisher sends the COSE Encrypt0 object conveying the
countersignature to the Broker, as payload of the PUT request sent to
the topic-data of the topic targeted by the Publish operation.
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Upon receiving a response fromthe topic-data resource at the Broker
the Subscriber uses the 'kid paraneter fromthe ' Countersignature
version 2' paranmeter within the "unprotected’ field of the
COSE_EncryptO object, in order to retrieve the Publisher’s public key
fromthe Broker or fromits |local storage. Then, the Subscriber uses
that public key to verify the countersignature.

In case of successful verification, the Subscriber uses the 'kid’
paraneter fromthe "unprotected field of the COSE EncryptO object,
in order to retrieve the COSE Key used as current group key fromits
| ocal storage. Then, the Subscriber uses that group key to verify
and decrypt the COSE EncryptO object. |In case of successful
verification, the Subscriber delivers the received topic data to the
appl i cati on.

The COSE _EncryptO object is constructed as foll ows.
The ' protected’ field MJUST include:

* The "al g’ parameter, with value the identifier of the AEAD
algorithm specified in the "alg paraneter of the COSE Key used as
current group key.

The "unprotected field MJST incl ude:

* The 'kid parameter, with the sane value specified in the 'kid
paraneter of the COSE Key used as current group key. This value
represents the current Goup ID (Gd) of the security group
associated with the application group (topic).

* The 'Partial IV paranmeter, with value set to the current Sender
Sequence Nunber of the Publisher. Al |eading bytes of value zero
SHALL be renoved when encoding the Partial |V, except in the case
of Partial IV value 0, which is encoded to the byte string 0x00.

The Publisher MUST initialize the Sender Sequence Nunmber to 0O upon
joining the security group, and MJST reset it to O upon receiving
a new group key as result of a group rekeying (see Section 5).

The Publisher MJST increnment its Sender Sequence Nunber val ue by
1, after having conpleted an encryption operation by means of the
current group key.
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When the Publisher exhausts its Sender Sequence Nunbers, the
Publ i sher MUST NOT protect further topic data by using the current
group key while still retaining its current Sender 1D, and MJST
send a Key Renewal Request nessage to the KDC (see Section 4.2.2).
This will result in the KDC rekeying the group and distributing a
new group key, or in the KDC providing the Publisher with a new
Sender ID. The Publisher MJST reset its Sender Sequence Nunber to
0 upon receiving a new Sender ID fromthe KDC

* The ' Countersignature version 2' paraneter, specifying the
countersignature of the COSE EncryptO object. |In particular

- The 'protected’ field includes the "alg' paraneter, with val ue
the identifier of the Signature Algorithmused in the security

gr oup.

- The "unprotected’ field includes the 'kid paraneter, with
val ue the Publisher’s Sender ID that the Publisher obtained
fromthe KDC when joining the security group, as value of the
"group_Senderld parameter of the Join Response (see
Section 4.1.2).

- The 'signature’ field, with value the countersignature.

The countersignature is conputed as defined in [ RFC9338], by using

the private key of the Publisher as signing key, and by means of

the Signature Algorithmused in the group. The fields of the

Countersign_structure are popul ated as foll ows:

- ’'context’ takes "CounterSignature".

- 'body_protected takes the serialized paraneters fromthe
"protected’ field of the COSE EncryptO object, i.e., the "alg
par amet er .

- ’'sign_protected takes the serialized paraneters fromthe
"protected’ field of the ’Countersignature version 2’
paraneter, i.e., the "alg paraneter.

- ’external _aad is not supplied.

- ’'payload’ is the ciphertext of the COSE EncryptO object (see
bel ow) .
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The 'ciphertext’ field specifies the ciphertext conputed over the
topic data to publish. The ciphertext is conputed as defined in
[ RFC9052] [ RFCO053], by using the current group key as encryption key,
the AEAD Nonce conputed as defined in Section 6.2, the topic data to
publish as plaintext, and the Enc_structure popul ated as foll ows:

* context’ takes "EncryptO".

* 'protected’ takes the serialization of the protected paraneter
"alg’ fromthe 'protected’ field of the COSE EncryptO object.

* ’external _aad is not suppli ed.

6.2. AEAD Nonce
This section defines how to generate the AEAD nonce used for
encrypting and decrypting the COSE EncryptO object protecting the
published topic data. This construction is anal ogous to that used to
generate the AEAD nonce in the OSCORE security protocol (see
Section 5.2 of [RFC8613]).

The AEAD nonce for producing or consum ng the COSE EncryptO object is
constructed as defined bel ow and al so shown in Figure 9.

1. Left-pad the Partial IV (PIV) with zeroes to exactly 5 bytes.

2. Left-pad the Sender |ID of the Publisher that generated the
Partial IV (IDPIV) with zeroes to exactly the nonce | ength of
the AEAD al gorithm mi nus 6 bytes.

3. Concatenate the size of the IDPIV (a single byte S) with the
padded I D PIV and the padded PI V.

4. XOR the result fromthe previous step with the Base I V.

Pal ormbi ni, et al. Expi res 15 Novenber 2025 [ Page 38]



I nternet-Draft ACE CoAP Pub-Sub Profile May 2025

6.

3.

<- nonce length mnus 6 B -> <-- 5 bytes -->

Tt Fomm e - o - B Fomm - - +
| S| paddi ng | IDPIV] padding | PIV |----- +
Fom e e e e e oo S SRR R +----- + |
I
O nonce length ---------------- > |
T S + |
Base |V | - ->(XOR)
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo + |
I
LR nonce length ---------------- > |
L I S + |
Nonce | <----+
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo +

Fi gure 9: AEAD Nonce Construction

The construction above only supports AEAD al gorithnms that use nonces
with length equal or greater than 7 bytes. At the sane tinme, it

makes it easy to verify that the nonces will be unique when used with
the sanme group key, even though this is shared and used by all the
Publishers in the security group. |In fact:

* Since Publisher’s Sender IDs are unique within the security group
and they are not reassigned until a group rekeying occurs (see
Section 4.1.2 and Section 5), two Publisher Cients cannot share
the sanme tuple (S, padded ID PI'V) by construction.

* Since a Publisher increnents by 1 its Sender Sequence Nunber after
each use that it makes of the current group key, the Publisher
never reuses the sanme tuple (S, padded ID PlIV, padded PIV)
together with the same group key.

* Therefore neither the sane Publisher reuses the sane AEAD nonce
with the sane group key, nor any two Publishers use the sane AEAD
nonce with the sane group key.

Repl ay Checks

In order to protect fromreplay of published topic data, every
Subscri ber naintains a Replay Wndow for each different Publisher in
the same group. It is RECOMMENDED that the Replay Wndow has a
default size of 32.
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Upon receiving a topic data published by a given Publisher P, the
Subscriber retrieves the Sender I D of P conveyed as 'kid in the

" Count ersi gnature version 2° paraneter of the COSE EncryptO object
(see Section 6.1), and deternines the Replay Wndow WP associ at ed
with P.

The Subscriber MJST verify that, according to WP, the Sender
Sequence Nunber SN P specified by the 'Partial 1V paranmeter of the
COSE_Encrypt O obj ect has not been received before fromP

If the verification above fails, the Subscriber MJST stop processing
the COSE EncryptO object conveying the topic data. |f the value of
SN Pis strictly smaller than the currently smallest value in WP,
then the Subscriber MJST stop processing the COSE Encrypt0 object.

If the verification above succeeds, the Subscriber proceeds with
processing the COSE Encrypt0 object, by verifying the
countersignature fromP using P's public key as well as by decrypting
the COSE_EncryptO object using the group key. [If both operations
succeed, the Subscriber updates WP as foll ows:

* |f SN Pis strictly greater than the currently largest value in
WP, then WP is updated in order to set SN P as its |argest
val ue.

* SN P is marked to denote that it has been received.

The operation of validating the 'Partial |1V and updating the Replay
W ndow MJST be atomnic.

Upon installing a new group key (e.g., due to a group rekeying
performed by the KDC, see Section 5) or upon receiving published
topic data froma given Publisher for the first tine, the Subscriber
initializes the Replay Wndow corresponding to that Publisher, i.e.,
the smal | est value of the Replay Wndow is set to O.

7. Security Considerations
Security considerations for this profile are inherited from
[ RFC9594], the ACE framework for Authentication and Authorization
[ RFC9200], and the specific transport profile of ACE used, such as
[ RFC9202] and [ RFC9203].

The foll owi ng security considerations also apply for this profile.
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Consistent with the intended group-confidentiality nodel, each dient
in a security group is able to decrypt the data published in the
topic(s) associated with that group, by using the symretric group key
that is shared with all the other group nenbers.

At the same time, source authentication of the published topic data
is achieved by neans of a digital signature, which the Publisher of

the data in question conmputes with its private key and enbeds in the
publi shed data. This ensures integrity of the published topic data
as well as its origin, thus preventing a group nenber from

i nper sonati ng anot her one.

To this end, both Publishers and Subscribers rely on asynmetric

crypt ography, while Subscribers nmust be able to access the public
keys of all the Publishers to a specific topic in order to verify the
signature over the published topic data. This m ght nake the nessage
exchange quite heavy for snall constrai ned devi ces.

The Broker is only trusted with verifying that a Publisher is

aut horised to publish on a certain topic, and with distributing that
data only to the Subscribers authorised to obtain it. However, the
Broker is not trusted with the published data in itself, which the
Br oker cannot read or nodify as it does not have access to the group
key required for decrypting the data.

Wth respect to the reusage of nonces for Proof-of-Possession input,
the sanme considerations apply as in
[1-D.ietf-ace-key-groupcomm oscore].

Access tokens might have to be revoked before their expiration tine.
[1-D.ietf-ace-revoked-token-notification] provides a list of possible
ci rcunst ances where this can happen, and specifies a nethod that an
Aut hori zation Server can use in order to notify the KDC, the Broker,
and the Cdients about pertaining access tokens that have been revoked
but are not expired yet.

Clients can be excluded fromfuture comuni cations related to a
topic, by appropriately re-keying the group associated with the topic
in question.

8. | ANA Consi derations

Note to RFC Editor: Please replace "[ RFC-XXXX]" with the RFC numnber
of this docunent and del ete this paragraph.

Thi s docunent has the followi ng actions for | ANA
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8.

8.

8.

1.

2.

3.

ACE G oupconmm Key Types

I ANA is asked to register the following entry in the "ACE G oupconm
Key Types" registry defined in Section 11.8 of [RFC9594].

*  Nanme: G oup_PubSub_Keying Materi al

* Key Type Val ue: GROUPCOW KEY_TBD

* Profile: coap_group_pubsub _app (Section 8.2 of [RFGC XXXX]).

* Description: Encoded as described in Section 4.1.2 of [RFC XXXX].
* References: [RFCI052], [RFCI9053], [ RFC XXXX]

ACE Groupconm Profiles

I ANA is asked to register the following entries in the "ACE G oupcomm
Profiles" registry defined in Section 11.9 of [RFC9594].

* Nanme: coap_group_pubsub_app

* Description: Application profile to provision keying material for
participating in group comruni cati on based on the Pub-Sub
architecture [I-D.ietf-core-coap-pubsub] for CoAP [ RFC7252] and
protected with COSE [ RFC9052] [ RFC9053] [ RFC9338] .

* CBOR Val ue: TBD

* Reference: [ RFC XXXX]

CoRE Resource Type

IANA is asked to register the following entry in the "Resource Type

(rt=) Link Target Attribute Values" registry within the "Constrained

Restful Environnents (CoRE) Parameters" registry group.

* Value: "core.ps.gnt

* Description: G oup-nenbership resource for Pub-Sub conmunicati on.

* Reference: [ RFC XXXX]

Clients can use this resource type to discover a group menbership
resource at the KDC.
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Al F Medi a- Type Sub- Paraneters

For the nedi a-types application/aif+cbor and application/aif+json
defined in Section 5.1 of [RFC9237], IANA is requested to register
the following entries for the two nedia-type paraneters Toid and
Tperm in the respective sub-registry defined in Section 5.2 of

[ RFC9237] within the "M ME Media Type Sub-Paraneter" registry group.
* Parameter: Toid

* Nane: pubsub-topic

* Description/ Specification: Nane of one application group (topic)
or of a correspondi ng security group.

* Reference: [ RFC XXXX]

*  Parameter: Tperm
* Nane: pubsub-perm

* Description/Specification: Perm ssions pertaining to application
groups (topics) or to correspondi ng security groups.

* Reference: [RFC XXXX]
CoAP Cont ent - For mat s
I ANA i s asked to register the following entries to the "CoAP Content -
Formats" registry within the "Constrai ned RESTful Environnents (CoRE)

Par amet ers" regi stry group.

* Content Type: application/aif+cbor; Toi d="pubsub-
topi c", Tper m=" pubsub- per ni

* Content Coding: -
* |ID 294 (suggested)

* Reference: [ RFC XXXX]

* Content Type: application/aif+json; Toi d="pubsub-
topi c", Tper m=" pubsub- per ni
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* Content Coding: -

* |ID 295 (suggested)

* Reference: [ RFC XXXX]
8.6. TLS Exporter Labels

I ANA is asked to register the following entry to the "TLS Exporter
Label s" registry defined in Section 6 of [ RFC5705] and updated in
Section 12 of [RFCB447].

* Val ue: EXPORTER- ACE- Si gn- Chal | enge- pubsub- app
* DILS-OK: Y
* Recommended: N
* Reference: Section 4.1.1.2 of [RFC XXXX]
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Appendi x A,  Requirenments on Application Profiles

This section lists how this application profile of ACE addresses the
requi renents defined in Appendi x A of [ RFC9594].

A1l

*

Mandat or y-t o- Addr ess Requi renents

REQL: Specify the format and encoding of scope. This includes
defining the set of possible roles and their identifiers, as well
as the corresponding encoding to use in the scope entries
according to the used scope format: see Section 3.4.1.

REQ2: |f scope uses AIF, register its specific instance of "Toid"
and "Tperni as media type paraneters and a correspondi ng Content -
Format, as per the guidelines in [RFC9237]: see Section 8.4 and
Section 8.5.

REQ3: |f used, specify the acceptable values for the "sign_ alg’
paraneter: values fromthe "Val ue" colum of the "COSE Al gorithns"
registry [1 ANA. cose_al gorithns].
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* REQ4: If used, specify the acceptable values and structure for the
"sign_paraneters’ paraneter: values and structure fromthe COSE
al gorithm capabilities as specified in the "COSE Al gorithms"
registry [I1 ANA cose _al gorithns].

* REQ@: |f used, specify the acceptable values and structure for the
"sign_key paraneters’ parameter: values and structure fromthe
COSE key type capabilities as specified in the "COSE Key Types"
registry [1 ANA cose_key-type].

* REQ: Specify the acceptable formats for authentication
credentials and, if applicable, the acceptable values for the
"cred_fnt’ paraneter: acceptable formats explicitly provide the
public key as well as the conprehensive set of information rel ated
to the public key algorithm (see Section 3.6 and Section 4.1.2).
Consi stent acceptable values for "cred fm’' are taken fromthe
"Label " columm of the "COSE Header Paraneters" registry
[ 1 ANA. cose_header - par anet er s] .

* REQ7: If the value of the GROUPNAME URI path and the group nanme in
the access token scope (’'gnane’) are not required to coincide,
specify the mechanismto map the GROUPNAME value in the URI to the
group nane: not applicable; a perfect natching is required.

*  REQB: Define whether the KDC has an authentication credential as
required for the correct group operation and if this has to be
provi ded through the 'kdc_cred’ paraneter: optional, see
Section 4.1.2.

* RE@: Specify if any part of the KDC interface as defined in
[ RFC9594] is not supported by the KDC. sone are left optional, see
Section 4.

* REQLO: Register a Resource Type for the group-nenbership
resources, which is used to discover the correct URL for sending a
Join Request to the KDC. the Resource Type (rt=) Link Target
Attribute value "core.ps.gm' is registered in Section 8. 3.

* REQL1l: Define what specific actions (e.g., CoAP nethods) are
al | oned on each resource accessible through the KDC interface,
dependi ng on: whether the Cient is a current group nenber; the
roles that a Client is authorised to take as per the obtained
access token; and the roles that the Cient has as a current group
menber: see Section 4 of this docunent.

Pal ormbi ni, et al. Expi res 15 Novenber 2025 [ Page 49]



I nternet-Draft ACE CoAP Pub-Sub Profile May 2025

* REQL2: Categorize possible newly defined operations for Cients
into primary operations expected to be mnimlly supported and
secondary operations, and provide acconpanyi ng consi derati ons:
none added.

* REQL3: Specify the encoding of group identifiers: CBOR byte
string, with value used also to identify the current group key
used in the security group (see Section 4.1.2).

*  REQL4: Specify the approaches used to conpute and verify the PoP
evidence to include in the "client_cred verify' paraneter and
whi ch of those approaches is used in which case: see
Section 4.1.1.2.

*  REQL5: Specify how the nonce N.S is generated, if the access token
is not provided to the KDC through the Token Transfer Request sent
to the /authz-info endpoint (e.g., the access token is instead
transferred during the establishnment of a secure communication
association): see Section 4.1.1.2.

* REQL6: Define the initial value of the version nunber for the
group keying material: the initial value MJST be set to 0 (see
Section 4.1.2).

* REQL7: Specify the format of the group keying material that is
conveyed in the 'key' paraneter: see Section 4.1.2.

* REQL8: Specify the acceptable values of the 'gkty' paraneter. For
each of them register a corresponding entry in the "ACE G oupconm
Key Types" IANA registry if such an entry does not exist already:
Group_PubSub_Keying_Material, see Section 4.1.2 and Section 8.1

*  REQL9: Specify and register the application profile identifier
coap_group_pubsub_app (see Section 4.1.2 and Section 8.2) (see
Section 8.2).

* REQO: If used, specify the format and default val ues of the
entries of the CBOR map to include in the 'group_policies
paraneter: not applicable.

*  RE@1L1: Specify the approaches used to conpute and verify the PoP
evidence to include in the 'kdc_cred_verify’ paraneter and which
of those approaches is used in which case. |f external signature
verifiers are supported, specify how those provide a nonce to the
KDC to be used for conputing the PoP evidence: see Section 4.1.2.
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*  REQ@2: Specify the comunication protocol that menbers of the
group use to communi cate with each other (e.g., CoAP for group
communi cation): CoAP [ RFC7252], used for Pub-Sub communi cations as
defined in [I-D.ietf-core-coap-pubsub].

* RE@3: Specify the security protocol that nenbers of the group use
to protect the group comunication (e.g., Goup OSCORE). This
must provide encryption, integrity, and replay protection:
Publishers in a group use a symetric group key to protect
publ i shed topic data as a COSE EncryptO object, per the AEAD
al gorithm specified by the KDC. A Publisher also produces a COSE
countersignature of the COSE EncryptO object by using its private
key, per the signature algorithm specified by the KDC

*  REQ@4: Specify how the communication is secured between the dient
and the KDC. Optionally, specify a transport profile of ACE
[ RFC9200] to use between the Client and the KDC. ACE transport
profile such as for DTLS [ RFC9202] or OSCORE [ RFC9203].

*  REQ5: Specify the format of the node identifiers of group
menbers: the Sender |1D defined in Section 4.1.2.

* RE@6: Specify policies at the KDC to handl e node identifiers that
are included in the 'get creds’ paraneter but are not associated
with any current group nmenmber: see Section 4.2.1

* REQ7: Specify the format of (newly generated) individual keying
material for group nmenbers or of the information to derive such
keying material, as well as the corresponding CBOR map key that
has to be registered in the "ACE G oupcomm Paraneters" registry:
see Section 4.2.2.

*  RE@8: Specify which CBOR tag is used for identifying the
semantics of binary scopes, or register a new CBORtag if a
sui tabl e one does not exist already: see Section 3.5 and
Section 8.5.

*  REQ9: Categorize newy defined paraneters according to the sane
criteria of Section 8 of [RFC9594]: a Publisher dient MJST
support 'group_Senderld in 'key'; see Section 4.1.2.

*  REQ@O: Define whether Cients must, should, or may support the
conditional parameters defined in Section 8 of [RFC9594] and under
whi ch circunstances: a Publisher Cient MJST support the
client_cred’, 'cnonce’, and 'client_cred_verify paraneters (see
Section 4.1.1). A Publisher Cient that provides the access token
to the KDC t hrough the /authz-info endpoint MJST support the
paraneter 'kdcchal |l enge’ (see Section 3.6).
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A 2.

*

Opt i onal -t o- Address Requirenents

OPT1: Optionally, if the textual format of scope is used, specify
CBOR val ues to use for abbreviating the role identifiers in the
group: not appli cabl e.

OPT2: Optionally, specify the additional paranmeters used in the
exchange of Token Transfer Request and Response: none are defined.

OPT3: Optionally, specify the negotiation of paraneter val ues for
signature algorithm and signature keys, if the "sign_info’
paraneter is not used: see Section 3.6.

OPT4: Optionally, specify possible or required payload formats for
specific error cases: see Section 4.1.3.

OPT5: Optionally, specify additional identifiers of error types as
val ues of the "error-id field within the Custom Probl em Det ai
entry 'ace-groupconmerror’: no.

OPT6: Optionally, specify the encoding of the ’creds_repo
paraneter if the default one is not used: no.

OPT7: Optionally, specify the functionalities inplenented at the
resource hosted by the Client at the URI indicated in the
"control __uri’ parameter, including the encodi ng of exchanged
messages and ot her details: no.

OPT8: Optionally, specify the behavior of the POST handl er of
group- nenber ship resources, for the case when it fails to retrieve
an authentication credential for the specific Cient: The KDC MJST
reply with a 4.00 (Bad Request) error response to the Join Request
(see Section 4.1.3).

OPT9: Optionally, define a default group rekeying schene to refer
to in case the 'rekeying_schene’ paraneter is not included in the
Joi n Response: the "Point-to-Point" rekeying scheme registered in
Section 11.13 of [ RFC9594].

OPT10: Optionally, specify the functionalities inplenmented at the
resource hosted by the Client at the URl indicated in the

"control _group uri’ paraneter, including the encoding of exchanged
messages and ot her details: no.

OPT11: Optionally, specify policies that instruct Clients to
retain nessages and for how long, if those are unsuccessfully
decrypted: no.
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OPT12: Optionally, specify for the KDC to performa group rekeying
when receiving a Key Renewal Request, together with or instead of
renewi ng i ndividual keying material: the KDC SHOULD NOT perform a
group rekeying, unless already scheduled to occur shortly (see
Section 4.2.2).

OPT13: Optionally, specify how the identifier of a group nenber’s
aut hentication credential is included in requests sent to other
group nenbers: no.

OPT14: Optionally, specify additional information to include in
rekeyi ng nessages for the "Point-to-Point" group rekeying schene
(see Section 6 of [RFC9594]): no.

Appendi x B. Document Updates

This section is to be renoved before publishing as an RFC

B. 1.

*

B. 2.

Version -10 to -11

Recomended / ps/ TOPI CNAME as path ot topic resources at the
Br oker .

The request for a new Sender |D uses the nethod POST.
Fi xed description of ACE Goup Error with identifier 4.
Aligned requirenent forrmulation with that in RFC 9594.
Updat ed ref erences.

Clarifications and editorial inprovenents.

Version -09 to -10

More details on the scope fornmat.

More details in the encoding of the 'key' paraneter in the Join
Response.

More details on exchanges between group nmenbers and KDC.
More details on the rekeying process and rekeyi ng nessages.
Defined replay checks at the Subscriber.

| nproved exanpl es.
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B. 3.

B. 4.

| mproved security considerations.

Revi sed | ANA consi derati ons.

May 2025

Aligned the list of profile requirements with draft-ietf-ace-key-

gr oupcomm
Clarifications and editorial inprovenents.
Version -08 to -09

| mproved termnol ogy section.

General i zed scope format for future, adm n-related extensions.

I nproved definition of pernmissions in the format of scope.

Clarified alternative conputing of N S Challenge when DILS is

used.

Use of the paraneter 'exi’ in the Join Response.

Use of RFC 9290 instead of the customformat of error responses.

Fi xed construction of the COSE Encrypt0 object.
Fi xed use of the resource type "core.ps.gni.
Updated formul ati on of profile requirenents.
Clarification and editorial inprovenents.
Version -07 to -08

Revi sed presentation of the scope fornmat.

Revi sed presentation of the Join Request-Response exchange.

The ’cnonce’ paraneter must be present in the Join Request.

The 'kid of the group key is used as Group ldentifier
Rel axed inclusion of the 'peer_roles’ paraneter.

More detail ed description of the encryption and signing
operati ons.

Def i ned construction of the AEAD nonce.
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* Carifications and editorial inprovenments.
B.5. Version -06 to -07

* Revised abstract and introducti on.

* Carified use of "application groups".

* Revised use of protocols and transport profiles with Broker and
KDC.

* Revised overview of the profile and its security associations.
* Revised presentation of authorization flow.
* Subscribers cannot be anonynobus anynore.
* Revised scope definition.
* Revised Join Response.
* Revised COSE countersignature, COSE encrypt objects.
* Further clarifications, fixes and editorial inprovenents.
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