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Abst r act

Enrol | ment over Secure Transport (EST) is a certificate provisioning
protocol over HTTPS [ RFC7030] or CoAPs [ RFC9148]. This docunent
specifies how to carry EST over the Constrained Application Protocol
(CoAP) protected with Cbject Security for Constrained RESTf ul

Envi ronments (OSCORE). The specification builds on the EST-coaps

[ RFC9148] specification, but uses OSCORE and Epheneral Diffie-Hell man
over COSE (EDHOC) instead of DTLS. The specification also |everages
the certificate structures defined in
[1-D.ietf-cose-cbor-encoded-cert], which can be optionally used

al ongsi de X. 509 certificates.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Authentication and
Aut hori zation for Constrai ned Environnents Working Group mailing |ist
(ace@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ace/.

Source for this draft and an issue tracker can be found at
https://github. com Eri cssonResear ch/ EST- OSCORE.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

One of the challenges with deploying a Public Key Infrastructure
(PKI') for the Internet of Things (10oT) is certificate enroll nment,
because existing enroll nent protocols are not optimzed for
constrai ned environnents [ RFC7228].

One optimzation of certificate enrollnent targeting |oT depl oynents
is specified in EST-coaps [ RFC9148], which defines a version of
Enrol | mrent over Secure Transport [RFC7030] for transporting EST

payl oads over CoAP [ RFC7252] and DTLS [ RFC9147], instead of HITP and
TLS [ RFC8446] .

Thi s docunent describes a nmethod for protecting EST payl oads over
CoAP wi th OSCORE [ RFC8613]. OSCORE specifies an extension to CoAP
whi ch protects nmessages at the application | ayer and can be applied
i ndependently of how CoAP messages are transported. OSCORE can al so
be applied to CoAP-mappabl e HTTP whi ch enabl es end-to-end security
for m xed CoAP and HTTP transfer of application |ayer data (see
Section 11 of [RFC8613]). Hence EST payl oads can be protected end-
to-end i ndependent of the underlying transport and through proxies
transl ati ng between CoAP and HTTP

OSCORE i s designed for constrained environments, building on |IoT
standards such as CoAP, CBOR [ RFC8949], and COSE [ RFC9052] [ RFC9053],
and has in particular gained traction in settings where nessage sizes
and t he nunber of exchanged nmessages need to be kept at a m ni mum
such as 6Ti SCH [ RFC9031], or for securing CoAP group nessages
[I-D.ietf-core-oscore-groupcomr. Were OSCORE is inplenmented and
used for comunication security, the reuse of OSCORE for other

pur poses, such as enrollnent, reduces the code footprint.

Prior to running EST-oscore, the protocol defined in this
specification, there nmust exist a trust relation between the EST-
oscore client and the EST-oscore server. This trust relation may be
based on the pre-shared OSCORE security context, or based on the

common root of trust. |In case there is a pre-shared OSCORE security
context, the CoAP exchange carrying EST payl oads can occur
imedi ately. In case there is a conmon root of trust, a security
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handshake based on the Epheneral Diffie-Hellnman over COSE ( EDHOC
[ RFC9528]) protocol needs to occur prior to running CoAP. How this
trust relation is established is out of scope of this docunent.

How t he EST-oscore server verifies the identity of the client prior
to issuing a certificate is also out of scope of this specification

EST- oscore defines a nunber of optimzations with respect to EST-
coaps:

* The DTLS record |ayer is replaced by OSCORE

* The DTLS handshake is replaced by the |ightweight authenticated
key exchange protocol EDHOC [ RFC9528].

* Conpact CBOR representations of X 509 certificates and EST
payl oads (see [I-D.ietf-cose-chor-encoded-cert]) are optionally
used.

* Certificates by reference (see [ RFC9360]) are optionally used.

* The EST payl oads protected by OSCORE can be proxied between
constrai ned networks supporting CoAP and non-constrai ned networks
supporting HTTP/HTTPs with a CoAP-HTTP proxy protection w thout
any security processing in the proxy (see Section 5). The concept
"Registrar"” and its required trust relation with the EST server as
described in Section 5 of [RFC9148] is therefore not applicable.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunment uses term nology from[RFC9148] which in turn is based
on [ RFC7030] and, in turn, on [RFC5272].

The term "Trust Anchor" follows the term nology of [ RFC6024]: "A
trust anchor represents an authoritative entity via a public key and
associ ated data. The public key is used to verify digita

signatures, and the associated data is used to constrain the types of
information for which the trust anchor is authoritative."

Apart fromenrolling certificates with keys that are used for

signing, this docunent al so specifies howto enroll certificates with
keys that are used for DH operations (static DH keys). Instead of
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si gni ng, possession of the private static DH key may be proved by
generating a MAC given the recipient’s public DH key. Therefore this
docunent extends the definition of the term"Trust Anchor": the
correspondi ng public key can also be used for MAC generation for
static DH proof of possession procedures.

3. Authentication

Thi s specification replaces the DILS handshake in EST-coaps with the
| i ghtwei ght aut henticated key exchange protocol EDHOC [ RFC9528]. The
enrol I ment using EST-oscore is based on the existence of an OSCORE
Security Context protecting the EST payl oads. This Security Context
is typically established through an EDHOC sessi on preceding the
initial enrollment. Re-enrollnment does not require a new EDHOC

sessi on.

The EST-oscore client MJUST play the role of the EDHOC Initiator. The
EST-oscore server MJST play the role of the EDHOC Responder.

The EST-oscore clients and servers nust perform nutua

aut hentication. The EST server and EST client are responsible for
ensuring that an acceptable cipher suite is negotiated. The client
must aut henticate the server before accepting any server response.
The server nust authenticate the client. These requirenents are
fullfilled when usi ng EDHOC [ RFC9528] .

The server nust also provide relevant information to the CAto
support its decision about issuing a certificate.

3.1. EDHCC

EDHOC supports authentication with certificates or raw public keys
(referred to as "credentials"), and the credentials may either be
transported in the protocol, or referenced. This is determ ned by
the identifier of the credential of the endpoint, ID CRED x for x=
Initiator/Responder, which is transported in an EDHOC nessage. This
identifier my be the credential itself (in which case the credential
is transported), or a pointer such as a URl of the credential (e.g.,
x5u, see [RFC9360]) or some other identifier which enables the
receiving endpoint to retrieve the credential
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3.2. Certificate-based Authentication

EST-oscore, |ike EST-coaps, supports certificate-based authentication
bet ween the EST client and server. The client MJST be configured
with an Inmplicit or Explicit Trust Anchor (TA) [ RFC7030] dat abase,
enabling the client to authenticate the server. The requirenments on
managi ng the Inplicit and Explicit TA databases are discussed in
Section 9.1 of [RFC9148] and Section 9.2 of [RFC9148] and apply to
EST- oscore.

The EST client and EST server certificate SHOULD conformto

[ RFC7925]. The EST client and/or EST server certificate MAY be a
(natively signed) CBOR certificate [I-D.ietf-cose-cbor-encoded-cert].
The EST client indicates its preference for the type of the
certificate it supports through the Accept option included in the
request to the EST server

3.3. Channel Binding

The [ RFC5272] specification describes proof-of-possession as the
ability of a client to prove its possession of a private key which is

linked to a certified public key. In case of a signature key, a
proof - of - possession is generated by the client when it signs the
PKCS#10 Request during the enrollment phase. |In case of a static DH

key, a proof-of-possession is generated by the client when it
generates a MAC and includes it in the PKCS#10 request, as per
Section 4. 8.

Connecti on-based channel binding refers to the security binding

bet ween the PKCS#10 object and the underlying secure transport |ayer
This is typically achieved by including the chall engePassword
attribute in the PKCS#10 object that is dependent on the underlying
security session. Connection-based proof-of-possession using the
chal | engePassword attribute of the PKCS#10 object is OPTIONAL, see
Section 6.

3.4. Optim zations

This section contains optional behavior that my be used to reduce
nmessage sizes or round trips based on the application configuration

* The third nessage of the EDHOC protocol, nmessage 3, MAY be
combi ned with an OSCORE request, enabling authenticated Diffie-
Hel | man key exchange and a protected CoAP request/response (which
may contain an enrol |l ment request and response) in two round trips
[ RFC9668] .
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* The enrolled client certificate MAY be the CBOR-encoded
certificates defined in [I-D.ietf-cose-cbor-encoded-cert].

* The enrolled client certificate MAY be referenced instead of
transported [ RFC9360]. The response to the PKCS#10 request NMNAY
specify a reference to the enrolled certificate rather than the
certificate itself (see Section 4.9).

* The PKCS#10 object MAY request a certificate for a static DH key
instead of a signature key. This may result in a nore conpact
request because the use of static DH keys may inply a proof-of -
posession using a MAC, which is shorter than a signature.

Addi tionally, subsequent EDHOC sessions using static DH keys for
aut henti cati on have | ess overhead than key exchange protocols
usi ng signature-based authentication credenti al s.

* \When the EDHOC handshake precedes the enroll nment request, it is
RECOMVENDED for the EST-client to | everage the information from
the EDHOC session on the negotiated ci pher suite when making a
deci sion on which type of credential to enroll

4. Protocol Design and Layering

EST- oscore uses CoAP [ RFC7252] and Bl ock-Wse transfer [RFC7959] to
transfer EST nessages in the same way as [RFC9148]. Instead of DTLS
record | ayer, OSCORE [RFC8613] is used to protect the nessages
conveying the EST payl oads. External Authorization Data (EAD) fields
of EDHOC are intentionally not used to carry EST payl oads because
EDHOC needs not be executed in the case of re-enrollnent. The DILS
handshake is replaced with EDHOC [ RFC9528]. Figure 1 bel ow shows the
| ayered EST-oscore architecture. Protocol design also allows that
OSCORE and EDHOC nessages are carried within the sane CoAP nessage,
as per [RFC9668].

o a o +

| EST nessages |
T o a o +
| EDHOC | OSCORE |
R o e +
| CoAP or HTTP |
o m e e e e e iee i +

Figure 1: The stack diagram of EST protected with OSCORE

EST-oscore foll ows much of the EST-coaps and EST design. This
includes the need to authenticate the EST-server before performng
any request on the different EST endpoints specified in this
docunent .
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4.1. Discovery and URI

The di scovery of EST resources and the definition of the short EST-
coaps URI paths specified in Section 4.1 of [RFC9148], as well as the
new Resource Type defined in Section 8.2 of [RFC9148] apply to EST-
oscore. Support for OSCORE is indicated by the "osc" attribute
defined in Section 9 of [RFC8613].

Exanpl e:
REQ GET /.well-known/core?rt=ace. est.sen

RES: 2. 05 Content
</est>, rt="ace.est.sen";osc

The use of the "osc" attribute i s REQU RED.
4.2. Mandatory/optional EST Functions
The EST-oscore specification has the same set of required-to-
i mpl ement functions as EST-coaps. The content of Table 1 is adapted

fromSection 4.2 in [RFC9148] and uses the updated URI paths (see
Section 4.1).

| EST functions | EST-oscore inplenentation |
[} e —p——_— Ll —_—(—————(—(——(————(————————r L
| /crts | MUST |
S I S +
| /sen | MUST |
I IRy Fom e meemeeeeeeeccieeaaaaaa +
| /sren | MUST |
T o e e e e e +
| /skg | OPTI ONAL |
S I S +
| /skc | OPTI ONAL |
I IRy Fom e meemeeeeeeeccieeaaaaaa +
| /att | OPTI ONAL |
T o e e e e e +

Table 1: Mandatory and optional EST-
oscore functions.
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4.2.1. ecrts

EST- coaps provides the /crts operation. A successful request from
the client to this resource will be answered with a bag of
certificates which is subsequently installed in the TA database,
resulting in Explicit TAs.

A trust anchor is commonly a self-signed certificate of the CA public
key, of the format indicated by the CoAP Accept option present in the
request. In order to reduce transport overhead, the trust anchor
could be a CBOR encoding of an X. 509 certificate
[1-D.ietf-cose-cbor-encoded-cert], or a CW C ains Set (CCS)

[ RFC8392], containing the CA public key and associated data wi thout a
si gnature.

4.3. Payload formats

Simlar to EST-coaps, EST-oscore allows transport of DER-encoded

obj ects of a given Media-Type. Wen transporting DER-encoded

obj ects, EST-oscore uses the same CoAP Content-Format identifiers as

EST- coaps when transferring EST requests and responses. In addition,
EST-oscore allows the transport of CBOR-encoded objects, signaled via
their correspondi ng Medi a- Type.

EST- oscore servers MJST support both the DER-encoded ASN. 1 objects
and the CBOR-encoded objects. This means supporting formats detail ed
in Section 4.3.1 and Section 4.3.2. It isuptothe client to
support only DER-encoded ASN. 1, CBOR encoding, or both. Based on the
client encoding of the CSR (DER encodi ng or CBOR encoding), the
server is able to tell whether client prefers a DER-encoded object
(Section 4.3.1) or a CBOR-encoded object (Section 4.3.2) in response.
In addition, Content-Format negotiation for specific objects happens
t hrough CoAP’' s Accept option present in the requests. CoAP Accept
option may not be present; this is a case which carries specia
semantics, see Section 4.3.1 and Section 4. 3. 2.

4.3.1. DER-encoded ASN.1 bjects

Table 2 summari zes the information from Section 4.3 in [RFC9148] in
what concerns the transport of DER-encoded ASN. 1 objects.
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[ ool s sl e pu gl e pe e pep 0
| URI | Media Type | Type | #l ANA |
[§ oo bbbl oo s s oo ety e pu gty -l pe s pp
| /erts | NA | req | - |
oo - o m o oo Foommo- oo - +
| | application/pkix-cert | res | 287 |
S o m o e e ommmo - S +
| | application/pkcs7-m me; sm me- | res | 281 |
| | type=certs-only | | |
AR, T +o-m - - AR, +
| /sen | application/pkcsl0 | req | 286

S o m oo Fooomo- S +
| | application/pkix-cert | res | 287 |
N o e e e e e e e e e e e e e m e e o Fom e e - - N +
| | application/pkcs7-m me; sm me- | res | 281 |
| | type=certs-only | | |
oo - o m oo i Foommo- oo - +
| /sren | application/pkcsl0 | req | 286 |
S o m o e e ommmo - S +
| | application/pkix-cert | res | 287 |
R, T R R, +
| | application/pkcs7-m nme; sm ne- | res | 281 |
| | type=certs-only | | |
S o m oo Foommo- S +
| /skg | application/pkcsl0 | req | 286
N o e e e e e e e e e e e e e m e e o Fom e e - - N +
| | application/multipart-core | res | 62 |
AR, T +o-m - - AR, +
| /skc | application/pkcsl0 | req | 286

S o m oo Fooomo- S +
| | application/nultipart-core | res | 62 |
N o e e e e e e e e e e e e e m e e o Fom e e - - N +
| /fatt | NA | req | - |
AR, T +o-m - - AR, +
| | application/csrattrs | res | 285 |
S o m o e e Foommo- S +

Tabl e 2: EST functions and the associ ated ASN. 1 CoAP
Content-Format identifiers.
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Content - Forrmat 281 and Content-Format 287 MJST be supported by EST-
oscore servers. It is up to the client to support only Content-
Format 281, 287 or both. As indicated in Section 4.3 of [RFC9148],
the client will use a CoAP Accept Option in the request to express
the preferred response Content-Format. |f an Accept Option is not
included in the request, the client is not expressing any preference
and the server SHOULD choose format 281. An exception to this
"SHOULD" is in the case when the request contains a CBOR-encoded

obj ect (e.g. application/cose-c509-pkcs10), when the server SHOULD
respond with a CBOR-encoded object (see Section 4.3.2).

The generated response for /skg and /skc requests contains two parts:
certificate and the corresponding private key. Section 4.8 of

[ RFC9148] specifies that the private key in response to /skc request
may be either an encrypted (PKCS #7) or unencrypted (PKCS #8) key,
dependi ng on whet her the CSR request included SM MECapabilities.

Due to the use of OSCORE, which protects the conmunication between
the EST client and the EST server end-to-end, it is possible to
return the private key to /skc or /skg as an unencrypted PKCS #8
obj ect (Content-Format identifier 284). Therefore, when making the
CSR to /skc or /skg, the EST client MJUST NOT include

SM MECapabi lities. As a consequence, the private key part of the
response to /skc or /skg is an unencrypted PKCS #8 object.

| Function | DER-encoded ASN. 1 | DER-encoded ASN. 1 |
| | Response, Part 1 | Response, Part 2 |
[ el sy et o}
| /skg | 284 | 281 |
S o m m e e e e e e e e ee oo o e e e oo +
| /skc | 284 | 287 |
S oo e e e e e e e e e e e e e a e oo o e e e e oo oo - +

Tabl e 3: Response Content-Format identifiers for /skg and /skc in
case of DER- encoded ASN.1 objects.

4.3.2. CBOR-encoded bjects

Table 4 presents the equivalent information to Section 4.3.1 when
CBOR- encoded objects are in use.
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b ool e sl e pe et S g
| URI | Media Type | Type | #l ANA |
[ ety e ————————————————————————— Llp—p—_—_ Llp—p—p————r
| /erts | NA | req | - |
S D . S S D +
| | application/cose-c509-cert | res | TBD6 |
Fommma - T oo Fommma - +
| /sen | application/cose-c509-pkcsl0 | req | TBD7 |
R, o e e e e e e e e e o R R, +
| | application/cose-c509-cert | res | TBD6 |
S D e S S D +
| | application/nultipart-core | res | 62 |
Fommma - YT oo Fommma - +
| /sren | application/cose-c509-pkcsl0 | req | TBD7 |
R, o e e e e e e e e e o R R, +
| | application/cose-c509-cert | res | TBD6 |
S D e S S D +
| | application/nultipart-core | res | 62 |
Fommma - YT oo Fommma - +
| /skg | application/cose-c509-pkcsl0 | req | TBD7 |
R, o e e e e e e e e e o R R, +
| | application/nultipart-core | res | 62 |
S D e S S D +
| /skc | NA | req | - |
Fommma - Fom e meemeeieeeeeceieemeaacaaas oo Fommma - +
| | NA | res | - |
R, o e e e e e e e e e o R R, +
| /att | NA | req | - |
S D . S S D +
| | application/csrattrs | res | TBDS |
Fommma - T oo Fommma - +

Tabl e 4: EST functions and the associ ated CBOR CoAP
Content-Format identifiers.

Pl ease note that Section 4.4 of [I-D.ietf-cose-cbor-encoded-cert]
defines the format and the semantics of the response to /att.

In case of CBOR-encoded objects, there is a single Content-Format,
TBD6, that MUST be supported by both the EST-oscore servers and
clients. The EST-client indicates its preference for a CBOR encoded
obj ect through the Accept option of CoAP. A preference for any
(future) Content-Format is to be expressed by the EST-client through
the Accept option.

If an Accept Option is not included in the request, the client is not

expressing preference and the server SHOULD respond with a response
application/multipart-core which includes the reference(s) to the
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enrolled certificate (e.g. x5t, x5u, c¢c5t, c5u). The application/

mul tipart-core response MJST include the reference(s) to the enrolled
certificate which allows the client or any other party to resolve it
(e.g. through an URI). An exception to the "SHOULD' is in the case
when the request contains a DER-encoded ASN. 1 object (e.qg.

appl i cation/pkcs10), when the server SHOULD respond with an
appropriate ASN. 1 object (see Section 4.3.1).

In the case of a request to /skg, the response contains two parts:
certificate and the corresponding private key. The certificate part

i s encoded as the application/cose-c509-cert object (Content-Fornat
identifier TBD6), while the corresponding private key is encoded as
appl i cation/ cose-c509-privkey (Content-Format identifier TBD10). The
function /skc is not avail able when usi ng CBOR- encoded objects, and
for server-side generated keys, clients MJST use the /skg function

Table 5 summari zes the Content-Format identifiers used in responses
to the /skg function.

| Function | CBOR Response, Part 1 | CBOR Response Part 2 |
[ ettt — p—p————————————————————— Ll p—p—_—
| /skg | TBD10O | TBD6 |
- e T +

Tabl e 5: Response Content-Format identifiers for /skg
in case of CBOR-encoded objects.

4. 4. Message Bindings

Note that the EST-oscore nmessage characteristics are identical to
those specified in Section 4.4 of [RFC9148]. It is therefore
required that

* The EST-oscore endpoints support del ayed responses (see
Section 4.7 of [RFC9148])

* The endpoints supports the foll owi ng CoAP options: OSCORE, Uri -
Host, Uri-Path, Uri-Port, Content-Format, Bl ockl, Block2, and
Accept. EST-oscore servers MJST inplenent Bl ockl and Bl ock2
EST-oscore clients MJST inpl enent Bl ock2 and MAY inpl erent Bl ockl

* The EST-coaps URLs based on coaps:// are translated to coap://,
but with mandatory use of the CoAP OSCORE opti on.
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4.5. CoAP response codes
See Section 4.5 in [RFC9148].
4.6. Message Fragnentation

The EDHOC key exchange is optim zed for nessage overhead, in
particul ar the use of static DH keys instead of signature keys for
aut hentication (e.g., nethod 3 of [RFC9528]). Together wi th various
measures listed in this docunent such as CBOR-encoded payl oads

[ RFC8949], CBOR certificates [I-D.ietf-cose-cbor-encoded-cert],
certificates by reference (Section 3.4), and trust anchors wi thout
signature (Section 4.2.1), a significant reduction of nessage sizes
can be achi eved.

Nevert hel ess, depending on the application, the protocol nessages may
becone | arger than the available franme size thus resulting in
fragmentation and, in resource constrai ned networks such as | EEE

802. 15. 4 where throughput is limted, fragnent |oss can trigger
costly retransm ssions.

It is recomended to prevent 6LoWPAN fragnentation, since it involves
an error-prone datagramreassenbly. To limt the size of the CoAP
payl oad, this docunent specifies the requirenents on inplenmenting
CoAP options Bl ockl and Bl ock2 (see Section 4.4).

4.7. Del ayed Responses
See Section 4.7 of [RFC9148].
4.8. Enrollment of Certificates with Static DH Keys

This section specifies howthe EST client enrolls a static DH key.
In general, a given key pair should only be used for a single
pur pose, such as key establishnent, digital signature, key transport.

The EST client attenpting to enroll a DH key for a key usage
operation other than digital signhature can use an alternative proof-
of - possessi on al gorithm The EST client SHOULD prepare the PKCS#10
obj ect and conpute a MAC, replacing the signature, over the
certification request information by followi ng the steps in Section 6
of [RFC6955]. The Key Derivation Function (KDF) and the MAC MJUST be
set to the HDKF and HVAC al gorithns used by OSCORE. The KDF and MAC
is thus defined by the hash al gorithmused by OSCORE i n HKDF and
HVAC, which by default is SHA-256. When EDHOC i s used, then the hash
algorithmis the application hash algorithmof the sel ected cipher
suite.
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In sone cases, it may be beneficial to exceptionally use the static
DH private key associated to the public key used in enrollnent for a
one-tine signing operation of the CSR. Wile a key pair should only
be used for a single purpose (e.g. key establishment or signing),
this exceptional use for one-tine signing of the CSRis allowed, as
di scussed in Section 5.6.3.2 of [SP-800-56A] and Section 5.2 of

[ SP-800-57] .

To generate a MAC according to the algorithmoutlined in Section 6 of
[ RFC6955], the client needs to know the public DH key of the proof-
of - possessi on recipient/verifier, i.e. the EST server. 1In the
general case, the EST client MAY obtain the CA certs including the
CA's DH certificate using the /crts function using an explicit
request/response flow The obtained certificate indicates the DH
group parameters which MJST be respected by the EST client when
generating its own DH key pair.

As an optim zation, when EDHOC precedes the enroll ment and conbi ned
OSCORE- EDHOC fl ow i s being used in EDHOC nessage_3 and nessage_4 per
[ RFC9668], the client MJST use the public ephermeral key of the EDHOC
Responder, G, as the recipient public key in the algorithmoutlined
in Section 6 of [RFC6955]. When generating its DH key pair, the
client uses the group paraneters as indicated by the EDHOC ci pher
suite in use in the EDHOC session. Because the conbined delivery is
used per [RFCI9668], the client has already in EDHOC nmessage_2
obt ai ned the epheneral key GY of the server.

4.9. Enrollnment of Certificates by Reference

The EST client may indicate preference for enrolling a certificate by
reference. There are two cases to distinguish: 1) any certificate
reference, 2) a specific Content-Format. |In the first case, the EST
client indicates preference for receiving any certificate by
reference by sending a CBOR-encoded request wi thout the Accept

option. In the second case, the EST client includes a Content-Fornat
identifier in the Accept option indicating preference for receiving a
specific reference (e.g. application/cose-certhash, application/cose-
certhash usage="c509", application/cbor containing a URI
[1-D.ietf-cose-cbor-encoded-cert]). It is out of scope of this
specification how the certificate by reference gets resolved to the
actual certificate by other parties participating in the

communi cation with the EST client.
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5.  HITP- CoAP Proxy

As noted in Section 5 of [RFC9148], in real-world deployments, the
EST server will not always reside within the CoAP boundary. The EST-
server can exi st outside the constrained network in a non-constrained
network that supports HTTP but not CoAP, thus requiring an

i ntermedi ary CoAP-to-HTTP proxy.

Since OSCORE is applicable to CoAP-mappabl e HITP (see Section 11 of
[ RFC8613]) the nessages conveying the EST payl oads can be protected
end-to-end between the EST client and EST server, irrespective of
transport protocol or potential transport |ayer security which may
need to be terminated in the proxy, see Figure 2. Therefore the
concept "Registrar" and its required trust relation with EST server
as described in Section 5 of [RFC9148] is not applicable.

The nmappi ngs between CoAP and HTTP referred to in Section 8.1 of
[ RFC9148] apply, and additional mappings resulting fromthe use of
OSCORE are specified in Section 11 of [RFC8613].

OSCORE provides end-to-end security between EST Server and EST
Client. |If a secure association is needed between the EST Cient and
the CoAP-to-HTTP Proxy, this nay also rely on OSCORE

[1-D.til oca-core-oscore-capabl e-proxies].

Const r ai ned- Node Net wor k

I CA I I I
e ! | |
I I I
e . HITP B CoAP . ---ee-a--- . |
| EST |<------- >| CoAP-to-HITP | <-------- > EST dient| |
| Server| (TLS) | Pr oxy | B ! |
L 1 Y e e e e e e e e e e e o 1 |

I I

L s > |
OSCORE | |

I

Figure 2: CoAP-to-HTTP proxy at the CoAP boundary.

6. Security Considerations
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6.1. Server-generated Private Keys

Thi s docunent enables the EST client to request generation of private
keys and the enrollnment of the corresponding public key through /skg
and /skc functions. As discussed in Section 9 of [RFC9148], the
transport of private keys generated at EST-server is inherently
risky. The use of server-generated private keys nay lead to the

i ncreased probability of digital identity theft. Therefore,

i mpl ement ati ons SHOULD NOT use server-generated private key EST
functions.

A cryptographically secure pseudo-random nunber generator is required
to be available to generate good quality private keys on EST-clients.
A cryptographically secure pseudo-random nunber generator is also a
dependency of many security protocols. This includes the EDHOC
protocol, which EST-oscore uses for the nmutual authentication of EST-
client and EST-server. |f EDHOC is used and a secure pseudo-random
nunmber generator is available, the EST-client MJUST NOT use server-
generated private key EST functions. However, EST-oscore also allows
pre-shared OSCORE contexts to be used for authentication, meaning
that EDHOC may not necessarily be required in the protocol stack of
an EST-client. |f EDHOC is not used for authentication, and the EST-
client device does not have a cryptographically secure pseudo-random
nunmber generator, then the EST-client MAY use the server-generated
private key functions.

Al t hough hardware random nunber generators are becom ng dom nantly
present in nodern |I0oT devices, it has been shown that nany avail able
har dwar e nodul es contain vulnerabilities and do not produce
cryptographically secure random nunbers. It is therefore inportant
to use multiple randomess sources to seed the cryptographically
secur e pseudo-random numnber generat or.

6.2. Considerations on Channel Binding

Section 3 of [RFC9148] specifies that the use of connection-based
channel binding is optional, and achieves it by including the tls-
uni que value in the CSR As a special case, this specification when
used with EDHOC for the enrollnent of static DH keys achi eves
connecti on-based channel binding by using the EDHOC epheneral key of
the responder as the public key in the proof-of-possession algorithm
whi ch generates a PKCS#10 MAC. Therefore, connection-based channe
binding is in this case achieved w thout any additional overhead.

O her cases include pre-shared OSCORE contexts and the case where the
signature key used for signing the CSRis different fromthe key used
in the EDHOC run. |In these other cases, this specification nakes
explicit channel binding based on the chall engePassword attribute in
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8.

8.

PKCS#10 requests OPTIONAL. For exanple, the chall engePassword
attribute could be used for freshness in the case of pre-shared
OSCORE contexts and a re-enrol | nent request.

EST-servers MJST support the chall engePassword attribute in PKCS#10
requests. How chall engePassword is processed is outside of the scope
of this specification and can be specified by an application profile.

I ANA Consi derati ons
Thi s docunent does not require any | ANA registrations.
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Appendi x A,  Exanple Enroll ment Wth Optim zations

The nessage flow starts with the EST client sendi ng EDHOC nessage_1.
The EDHOC handshake foll ows and concludes with the EDHOC nessage_3.
EDHOC nessage 3 is carried in the sane nessage as the OSCORE

enrol I ment request, as specified in [RFC9668]. The OSCORE enrol | nent
request contains a CoAP POST to the /sen endpoint. This POST request
i ncludes the Content-Format option set to the value application/cose-
¢c509- pkcs10, and the Accept option set to the value application/cose-
c509-cert, indicating the support for CBOR-encoded objects. In
response, the client receives the application/cose-c509-cert object
whi ch contains the certificate.
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Figure 3: Enroll ment EST-oscore flow with optim zations.
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