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Abst ract

Thi s docunent updates the Datagram Transport Layer Security (DTLS)
profile for Authentication and Authorization for Constrained

Envi ronnments (ACE). In particular, it specifies the use of

addi tional formats of authentication credentials for establishing a
DTLS sessi on, when peer authentication is based on asymetric
cryptography. Therefore, this docunent updates RFC 9202. Wat is
defined in this document is seam essly applicable also if the profile
uses Transport Layer Security (TLS) instead, as defined in RFC 9430.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Authentication and

Aut hori zation for Constrai ned Environnents Working Group mailing |ist
(ace@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ace/.

Source for this draft and an issue tracker can be found at
https://github. com ace-wy/ ace-aut hcred-dtl s-profile.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The Authentication and Authorization for Constrained Environments
(ACE) framework [RFC9200] defines an architecture to enforce access
control for constrained devices. A client (C) requests an evidence
of granted perm ssions froman authorization server (AS) in the form
of an access token, then uploads the access token to the target
resource server (RS), and finally accesses protected resources at the
RS according to what is specified in the access token

The framework has as main building bl ocks the QAuth 2.0 franework

[ RFC6749], the Constrained Application Protocol (CoAP) [RFC7252] for
message transfer, Concise Binary (bject Representation (CBOR)

[ RFC8949] for conpact encodi ng, and CBOR Object Signing and
Encryption (COSE) [ RFC9052][ RFC9053] for self-contained protection of
access tokens.

Separate profile docunents define in detail how the participants in
the ACE architecture comuni cate, especially as to the security
protocols that they use. |In particular, the ACE profile defined in
[ RFC9202] specifies how Datagram Transport Layer Security (DTLS)

[ RFC6347] [ RFC9147] is used to protect conmunications with transport-
| ayer security in the ACE architecture. The profile has been
extended in [RFC9430], in order to allow the alternative use of
Transport Layer Security (TLS) [RFC8446] when CoAP is transported
over TCP or WebSockets [ RFC8323].

The DTLS profile defined in [RFC9202] allows C and the RS to
establish a DTLS session with peer authentication based on symmetric
or asymretric cryptography. For the latter case, the profile defines
a Raw Public Key (RPK) node (see Section 3.2 of [RFC9202]), where
authentication relies on the public keys of the two peers as raw
public keys [ RFC7250].

That is, C specifies its public key to the AS when requesting an
access token and the AS provides such public key to the target RS as
included in the issued access token. Wen issuing the access token,
the AS also provides Cwith the public key of the RS. Then, C and
the RS use their asymmetric keys when perform ng the DILS handshake,
as defined in [ RFC7250].

Per [ RFC9202], the DTLS profile adnits only a COSE _Key obj ect

[ RFC9052] as the format of authentication credentials to use for
speci fying the public keys of C and the RS as raw public keys.
However, it is desirable that additional formats of authentication
credentials can be used, such as enhanced raw public keys or public
key certificates.
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Thi s docunment enabl es the use of such additional formats in the DTLS
profile, by defining how the public keys of C and the RS can be
specified by means of CBOR Wb Token (CWI) C ainms Sets (CCSs)

[ RFC8392], X.509 certificates [RFC5280], or C509 certificates
[1-D.ietf-cose-cbhor-encoded-cert].

Thi s docunent al so enabl es the DTLS profile to use the CAM
Confirmation Method 'ckt’ defined in [RFCO679] when using a COSE_Key
object for specifying a raw public key, thus allowing to identifying
the COSE _Key object by reference alternatively to transporting it by
val ue.

In particular, this document updates [RFC9202] as foll ows.

* Section 2 of this docunent extends the RPK node defined in
Section 3.2 of [RFC9202], by enabling:

- The use of CCSs to wap the raw public keys of C and the RS
i.e., as a new format of authentication credentials that can be
used for specifying the public keys of C and the RS as raw
public keys (see Section 2.1).

- The use of the CW Confirmation Method "ckt’ to identify a
COSE_Key obj ect by reference, when that is the format of
aut hentication credentials used for specifying the public keys
of C and the RS as raw public keys (see Section 2.2).

* Section 3 of this docunent defines a new certificate node, which
enabl es the use of X 509 or C509 certificates to specify the
public keys of Cand the RS. In either case, certificates can be
transported by value or instead identified by reference.

When using the updated RPK npode, the raw public keys of C and the RS
do not have to be of the sane format. That is, it is possible to
have both public keys as a COSE Key object or as a CCS, or instead
one as a COSE Key object while the other one as a CCS. Wen both raw
public keys are COSE_Keys, it is possible to have both COSE_Keys
transported by value, or both identified by reference, or one
transported by value while the other one identified by reference.

When using the certificate node, the certificates of C and the RS do
not have to be of the sanme format. That is, it is possible to have
both as X. 509 certificates, or both as C509 certificates, or one as
an X. 509 certificate while the other one as a C509 certificate.
Furthernmore, it is possible to have both certificates transported by
val ue, or both identified by reference, or one transported by val ue
while the other one identified by reference.
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Al so, the RPK nobde and the certificate node can be conbined. That
is, it is possible that one of the two authentication credentials is
a certificate, while the other one is a raw public key.

The effective provisioning of an authentication credential identified
by reference builds on the assunption that the recipient is storing
the authentication credential by value, or is able to retrieve it
froma trusted source by means of the reference obtained. |If that
assunpti on does not hold, the authentication credential will have to
be provided by val ue.

The deci si on about whether providing authentication credentials by
val ue or by reference depending on the specific situation is left to
application policies at C and the AS. Furthernore, C and AS could
explicitly coordinate with each ot her about exchanging the

aut hentication credentials of C and the RS as transported by val ue or
instead identified by reference, e.g., by relying on the coordination
met hod defined in [I-D.ietf-ace-workfl ow and- parans].

When using the formats introduced in this document, authentication
credentials are specified by nmeans of the COAM Confirmation Methods
"kces", "xbbag", "xb5chain", "x5t", "x5u", "c5b", "cbc", "c5t", and
"c5u" that are defined in [I-D.ietf-ace-edhoc-oscore-profile].

What is defined in this docunment is seanlessly applicable if TLS is
used instead, as defined in [ RFC9430].

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Readers are expected to be famliar with the ternms and concepts
described in the ACE framework for Authentication and Authorization

[ RFC9200] [ RFC9201] and in its DTLS profile [RFC9202], as well as with
terns and concepts related to CBOR Wb Tokens (CM's) [RFC8392] and
CWI Confirmation Methods [ RFC8747].

The terminology for entities in the considered architecture is

defined in QAuth 2.0 [RFC6749]. In particular, this includes client
(O, resource server (RS), and authorization server (AS)
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Readers are al so expected to be faniliar with the ternms and concepts
related to CoAP [ RFC7252], CBOR [ RFC8949], Concise Data Definition
Language (CDDL) [ RFC8610], COSE [ RFC9052][ RFC9053], DTLS

[ RFC6347] [ RFC9147], and the use of raw public keys in DILS [ RFC7250].

Note that the term"endpoint” is used here following its QAuth
definition [ RFC6749], ainmed at denoting resources such as /token and
/introspect at the AS, and /authz-info at the RS. The CoAP
definition, which is "[a]ln entity participating in the CoAP protocol"
[ RFC7252], is not used in this docunent.

This docunment also refers to the term "authentication credential",

whi ch denotes the information associated with an entity, including
that entity’'s public key and parameters associated with the public
key. Exanples of authentication credentials are CWM C ains Sets
(CCSs) [ RFC8392], X.509 certificates [RFC5280], and C509 certificates
[1-D.ietf-cose-cbhor-encoded-cert].

Exanpl es throughout this docunent are expressed in CBOR diagnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610]. Diagnostic notation conments are often used to provide a
textual representation of the paraneters’ keys and val ues.

In the CBOR diagnostic notation used in this docunent, constructs of
the forme” SOVE_NAME are replaced by the val ue assigned to SOVE_NAME
in the CDDL nodel shown in Figure 19 of Appendix B. For exanple,

{e’ x5chain” : h 3081...cb02"} stands for {24 : h’3081...ch02'}.

Note to RFC Editor: Please delete the paragraph i medi ately preceding
this note. Also, in the CBOR diagnhostic notation used in this
docunent, please replace the constructs of the forme’ SOVE_NAMVE with
the val ue assigned to SOVE NAME in the CDDL nodel shown in Figure 19
of Appendix B. Finally, please delete this note.

2. Updates to the RPK Mode

This section updates the RPK node defined in Section 3.2 of
[ RFC9202], as detailed in the follow ng Section 2.1 and Section 2. 2.

2.1. Raw Public Keys as CCSs
This section defines how the raw public key of C and the RS can be
provi ded as w apped by a CCS [ RFC8392], instead of as a COSE_Key
obj ect [RFC9052]. Note that only the differences from[RFC9202] are
compi | ed bel ow.

If the raw public key of Cis wapped by a CCS, then the follow ng
appl i es.
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* The payl oad of the Access Token Request (see Section 5.8.1 of
[ RFC9200]) is as defined in Section 3.2.1 of [RFC9202], with the
difference that the "req_cnf" paranmeter [RFC9201] MJIST contain a
"kcecs" structure, with value a CCS specifying the public key of C
that has to be bound to the access token

In particular, the CCS MJST include the "cnf" claimspecifying the
public key of C as a COSE_Key object, SHOULD incl ude the "sub"

cl ai m speci fying the subject name of C associated with the public
key of C, and MAY include additional clains.

* The content of the access token that the AS provides to Cin the
Access Token Response (see Section 5.8.2 of [RFC9200]) is as
defined in Section 3.2.1 of [RFC9202], with the difference that
the "cnf" claimof the access token MJST contain a "kccs"
structure, with value a CCS specifying the public key of Cthat is
bound to the access token

In particular, the CCS MJST include the "cnf" claimspecifying the
public key of C as a COSE_Key object, SHOULD incl ude the "sub"

cl ai m specifying the subject name of C associated with the public
key of C, and MAY include additional clains.

If the raw public key of the RS is wapped by a CCS, then the
follow ng applies.

* The payl oad of the Access Token Response is as defined in
Section 3.2.1 of [RFC9202], with the difference that the "rs_cnf"
paraneter [ RFC9201] MUST contain a "kccs" structure, with value a
CCS specifying the public key of the RS

In particular, the CCS MJST include the "cnf" claimspecifying the
public key of the RS as a COSE_Key object, SHOULD incl ude the
"sub" claimspecifying the subject nane of the RS associated with
the public key of the RS, and MAY include additional clains.

For the "reqg_cnf" paraneter of the Access Token Request, the "rs_cnf"
paraneter of the Access Token Response, and the "cnf" claimof the
access token, the Confirmation Method "kccs" structure and its
identifier are defined in [I-D.ietf-ace-edhoc-oscore-profile].

It is not required that both public keys are wapped by a CCS. That
is, one of the two authentication credentials can be a CCS, while the
other one can be a COSE _Key object transported by val ue as per
Section 3.2 of [RFC9202] or identified by reference as per

Section 2.2 of this document.
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2.1.1. Exanples

Figure 1 shows an exanpl e of Access Token Request from C to the AS.

PCST coaps:// as. exanpl e. coni t oken
Content-Format: 19 (application/ace+chor)
Payl oad:
{
/[ grant _type / 33 : 2/ client_credentials /,
/ audi ence / 5 : "tenpSensorl",
/ req_cnf / 4 . {
e’ kces' ;|
[ sub / 2 : "42-50-31-FF-EF-37-32-39",
/| cnf [ 8 :
/| COSE Key / 1 : {
[ kty [/ 1: 2/ EC/,
! crv [ -1: 1/ P-256 1/,

[ x|/ -2 : h'd7cc072de2205bdc1537a543d53c60a6
acb62eccd890c7f a27¢c9e354089bbel3’ ,
[yl -3 : h'f95e1d4b851a2cc80f f f 87d8e23f 22af

b725d535e515d020731e79a3b4e47120

Figure 1: Access Token Request Exanple for RPK Mode, with the
Public Key of C Wapped by a CCS Conveyed within "req_cnf"

Figure 2 shows an exanpl e of Access Token Response fromthe ASto C
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2.01 Created
Content-Format: 19 (application/ace+chor)
Max- Age: 3560
Payl oad:
{
/| access_token / 1 : h’'d83dd083...643b",
[/ (remai nder of CAT omitted for brevity;
CW contains the client’s RPK in the cnf claim /
/| expires_in / 2 : 3600,
/ rs_cnf [/ 41 : {
e’ kces' : {
/[ sub / 2 : "AA-BB-CC 00-01-02-03-04",
[ enf | 8 : {
/| COSE Key / 1 : {
[ kty I 1: 2/ EC2/,
[ crv /] -1: 1/ P-256 1/,
I x|/ -2 : h’bbc34960526ea4d32e940cad2a234148
ddc21791al2af bcbhac93622046dd44f 0’ ,
[yl -3 : h'4519e257236b2a0ce2023f 0931f 1f 386
ca7af da64f cde0108c224c51eabf 6072’

Figure 2: Access Token Response Exanple for RPK Mbdde, with the
Public Key of the RS Wapped by a CCS, Conveyed within "rs_cnf"

2.2. Raw Public Keys as COSE Keys ldentified by Reference

As per Section 3.2 of [RFC9202], COSE_Key objects [ RFC9052] used for
speci fying raw public keys are transported by value in the Access
Token Request and Response nessages, as well as within access tokens.

This section extends the DTLS profile by allowing to identifying
those COSE Key objects by reference, alternatively to transporting
those by value. Note that only the differences from|[RFC9202] are
compi | ed bel ow.

The following relies on the CW Confirmati on Method 'ckt’ defined in
[ RFC9679]. \When using a 'ckt’' structure, this conveys the thunbprint
of a COSE_Key object conmputed as per Section 3 of [RFC9679]. In
particul ar, the hash function used MJIST be SHA-256 [ SHA-256], which
is mandatory to support when supporting COSE Key thunbprints.
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If the raw public key of Cis specified as a COSE_Key obj ect
COSE_KEY C and the intent is to identify it by reference, then the
foll owi ng appli es.

* The payl oad of the Access Token Request (see Section 5.8.1 of
[ RFC9200]) is as defined in Section 3.2.1 of [RFC9202], with the
difference that the "req_cnf" paranmeter [RFC9201] MJST contain a
"ckt" structure, with value the thunbprint of COSE KEY_C.

* The content of the access token that the AS provides to Cin the
Access Token Response (see Section 5.8.2 of [RFC9200]) is as
defined in Section 3.2.1 of [RFC9202], with the difference that
the "cnf" claimof the access token MJST contain a "ckt"
structure, with value the thunmbprint of COSE KEY_C

If the raw public key of the RS is specified as a COSE Key obj ect
COSE_KEY_RS and the intent is to identify it by reference, then the
follow ng applies.

* The payl oad of the Access Token Response is as defined in
Section 3.2.1 of [RFC9202], with the difference that the "rs_cnf"
paraneter [ RFC9201] MUST contain a "ckt" structure, with value the
t hunbprint of COSE _KEY_ RS

When both public keys are specified as COSE_Key objects, it is

possi ble to have both transported by value, or both identified by
reference, or one transported by value while the other one identified
by reference.

Note that the use of COSE Key thumbprints per [RFCI679] is applicable
only to authentication credentials that are COSE_Key objects. That
is, the "ckt’ structure MJST NOT be used to identify authentication
credentials of other formats and that include a COSE Key object as
part of their content, such as CCSs as defined in Section 2.1 of this
docunent .

2.2.1. Exanples

Figure 3 shows an exanpl e of Access Token Request from C to the AS.
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POST coaps:// as. exanpl e. coni t oken
Content-Format: 19 (application/ace+chor)
Payl oad:

/ grant _type / 33 : 2/ client _credentials /,
/ audi ence / 5 : "tempSensor2",
/ reqg_cnf / 4
/ ckt / 5 : h' d3550f 1b5b763ee09d058f c7aef 69900
1279903a4al5bdc3953d32b10f 7cb8bl’

Figure 3: Access Token Request Exanple for RPK Mode, with the
Public Key of C Specified as a COSE Key hject ldentified by
Ref erence within "req_cnf"”

Figure 4 shows an exanpl e of Access Token Response fromthe ASto C

2.01 Created
Content-Format: 19 (application/ace+chor)
Max- Age: 3560
Payl oad:
{
/| access_token / 1 : h’'d83dd083...5532",
[/ (remai nder of CAT omitted for brevity;
CW contains the client’s RPK in the cnf claim /
/| expires_in / 2 : 3600,
/ rs_cnf [/ 41
/ ckt / 5 : h'db60f4d371fffac3el1040566154a5c36
1eObf 835a4ad4c58069cf 6edc9ac58a3’

Figure 4: Access Token Response Exanple for RPK Mode, with the
Public Key of the RS Specified as a COSE Key hject Ildentified by
Ref erence within "rs_cnf"

3. Certificate Mde

This section defines a new certificate node of the DTLS profile,

whi ch enabl es the use of public key certificates to specify the
public keys of C and the RS. Conpared to the RPK node defined in
Section 3.2 of [RFC9202] and extended in Section 2 of this docunent,
the certificate node displays the differences conpil ed bel ow

The authentication credential of C and/or of the RSis a public key

certificate, i.e., an X. 509 certificate [ RFC5280] or a C509
certificate [I-D.ietf-cose-chor-encoded-cert].
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*  The CW Confirmati on Met hods "x5chai n", "x5bag", "c5c", and "c5b"
defined in [I-D.ietf-ace-edhoc-oscore-profile] are used to
transport such authentication credentials by val ue.

*  The OAM Confirmation Methods "x5t", "xbu", "cbt", and "cbu"
defined in [I-D.ietf-ace-edhoc-oscore-profile] are used to
identify such authentication credentials by reference.

If the authentication credential AUTH CRED C of Cis a public key
certificate, then the foll ow ng applies.

* The "req_cnf" paranmeter [ RFC9201] of the Access Token Request (see
Section 5.8.1 of [RFC9200]) specifies AUTH CRED C as foll ows.

If AUTH CRED Cis an X. 509 certificate, the "req_cnf" paramneter
MUST cont ai n:

- An "x5bchai n" or "x5bag" structure, in case AUTH CRED Cis
transported by value within a certificate chain or a
certificate bag, respectively; or

- An "x5t" or "x5u" structure, in case AUTH CRED Cis identified
by reference through a hash value (a thunbprint) or a UR
[ RFC3986], respectively.

If AUTH CRED Cis a C509 certificate, the "reqg_cnf" parameter MJIST
cont ai n:

- A "cbc" or "cbb" structure, in case AUTH CRED C is transported
by value within a certificate chain or a certificate bag,
respectively; or

- A "chbt" or "cbu" structure, in case AUTH CRED Cis identified
by reference through a hash value (a thunbprint) or a UR
[ RFC3986], respectively.

* The "cnf" claimof the access token that the AS provides to Cin
the Access Token Response (see Section 5.8.2 of [RFC9200])
speci fies AUTH CRED C as fol | ows.

If AUTH CRED Cis an X. 509 certificate, the "cnf" claimMJST
contain:

- An "xbchain" or "x5bag" structure, in case AUTH CRED Cis

transported by value within a certificate chain or a
certificate bag, respectively; or

Tiloca & Preu Mattsson Expires 11 July 2026 [ Page 12]



I nternet-Draft Aut hentication Credentials DTLS profile January 2026

- An "x5t" or "x5u" structure, in case AUTH CRED Cis identified
by reference through a hash value (a thunmbprint) or a URI
[ RFC3986], respectively.

If AUTH CRED Cis a C509 certificate, the "cnf" claimMIST
contain:

- A "chbc" or "c5b" structure, in case AUTH CRED C is transported
by value within a certificate chain or a certificate bag,
respectively; or

- A "cht" or "cbu" structure, in case AUTH CRED Cis identified
by reference through a hash value (a thunmbprint) or a URI
[ RFC3986], respectively.

If the authentication credential AUTH CRED RS of the RS is a public
key certificate, then the foll owi ng applies.

* The "rs_cnf" paranmeter [RFC9201] of the Access Token Response
speci fies AUTH CRED RS as foll ows.

If AUTH CRED RS is an X. 509 certificate, the "rs_cnf" paraneter
MUST cont ai n:

- An "xbchai n" or "x5bag" structure, in case AUTH CRED RS is
transported by value within a certificate chain or a
certificate bag, respectively; or

- An "x5t" or "x5u" structure, in case AUTH CRED RS is identified
by reference through a hash value (a thunbprint) or a UR
[ RFC3986], respectively.

If AUTH CRED RS is a C509 certificate, the "rs_cnf" paranmeter MJIST
cont ai n:

- A "cbc" or "cb5b" structure, in case AUTH CRED RS is transported
by value within a certificate chain or a certificate bag,
respectively; or

- A "cbt" or "cbu" structure, in case AUTH CRED RS is identified
by reference through a hash value (a thunbprint) or a UR
[ RFC3986], respectively.

For the "req_cnf" paraneter of the Access Token Request, the "rs_cnf"
paraneter of the Access Token Response, and the "cnf" claimof the
access token, the structures "x5bag", "x5chain", "x5t", "xb5u", "cb5b",
"cbc", "cbt", and "chu" are defined in
[I-D.ietf-ace-edhoc-oscore-profile], together with their identifiers.
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When using either of the structures, the specified authentication
credential is just the end-entity certificate.

As per [RFC6347] and [ RFC9147], a public key certificate is specified
in the Certificate nessage of the DTLS handshake. For X 509
certificates, the TLS Certificate Type is "X509", as defined in

[ RFC6091]. For C509 certificates, the TLS certificate type is "C509
Certificate", as defined in [I-D.ietf-cose-cbor-encoded-cert].

It is not required that AUTH CRED C and AUTH CRED RS are both X 509
certificates or both C509 certificates. Also, it is not required
that AUTH CRED C and AUTH CRED RS are both transported by val ue or
both identified by reference.

Finally, one of the two authentication credentials can be a public
key certificate, while the other one can be a raw public key. This
is consistent with the adm tted, conbined use of raw public keys and
certificates, as discussed in Section 5.3 of [RFC7250].

3.1. Exanples
Figure 5 shows an exanpl e of Access Token Request from C to the AS.
In the exanple, C specifies its authentication credential by nmeans of

an "x5chain" structure, transporting by value only its X 509
certificate.
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POST coaps:// as. exanpl e. coni t oken

Cont ent - For mat :
Payl oad:

{

/ audi ence /
/ reqg_cnf /
e’ x5chai n’

/ grant _type / 33 :

}
}

19 (application/ace+cbor)

2/ client _credentials /,
"tempSensor 3",

h’3681663081a1a003020102020462319ec430

0506032b6570301d311b301906035504030¢c
124544484f 4320526f 6f 7420456432353531
39301e170d3232303331363038323433365a
170d3239313233313233303030305a302231
20301e06035504030c174544484f 43205265
73706f 6€6465722045643235353139302a30
0506032b6570032100a1db47b95184854ad1
2a0cla354e418aace33aalf 2c662c00b3ach
5de92f 9359300506032b6570034100b723bc
01leab0928e8b2b6c98del19cc3823d46e7d69
87b032478f ecf af 14537alaf 14cc8be829c6
b73044101837eb4abc949565d86dce51cf ae
52ab82c152cb02’

January 2026

Figure 5: Access Token Request Exanple for Certificate Modde with

an X.509 Certificate as Authentication Credentia

Transported by Value within "req_cnf"

of C

Figure 6 shows an exanpl e of Access Token Response fromthe ASto C
In the exanple, the AS specifies the authentication credential of the

RS by nmeans of an "x5chain" structure,

X. 509 certificate of the RS

Tiloca & Preu Mattsson
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2.01 Created
Content-Format: 19 (application/ace+chor)
Max- Age: 3560
Payl oad:
{
/| access_token / 1 : h'd83dd083...2fa6’
[/ (remai nder of CAT omitted for brevity;
CW contains the client’s X. 509 certificate in the cnf clainm /
/| expires_in / 2 : 3600,
/ rs_cnf [/ 41
e’ xb5chain’ : h’'3081ee3081a1a003020102020462319ea030
0506032b6570301d311b301906035504030c
124544484f 4320526f 6f 7420456432353531
39301e170d3232303331363038323430305a
170d3239313233313233303030305a302231
20301e06035504030c174544484f 4320496e
69746961746f 722045643235353139302a30
0506032b6570032100ed06a8ae61a829babf
a54525c9d07f 48dd44a302f 43e0f 23d8cc20
b73085141e300506032b6570034100521241
d8b3a770996bcf c9b9ead4e7e0alc0db353a
3bdf 2910b39275ae48b756015981850d27db
6734e37f67212267dd05eef f 27b9e7a813f a
574b72a00b430b
}
}

Figure 6: Access Token Response Exanple for Certificate Mode with
an X. 509 Certificate as Authentication Credential of the RS
Transported by Value within "rs_cnf"

The foll owi ng shows a variation of the two previous exanpl es, where
X. 509 certificates used as authentication credentials are instead
identified by reference.

Figure 7 shows an exanpl e of Access Token Request from C to the AS.

In the exanple, C specifies its authentication credential by means of
an "x5t" structure, identifying by reference its X 509 certificate.

Tiloca & Preu Mattsson Expires 11 July 2026 [ Page 16]
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POST coaps:// as. exanpl e. coni t oken
Content-Format: 19 (application/ace+chor)

Payl oad:

{
/ grant _type / 33 : 2/ client _credentials /,
/ audi ence / 5 : "tenmpSensor4",
/ reqg_cnf / 4

e’ x5t’ : [-15, h; 79f 2a41b510c1f 9b’ ]
/| SHA-2 256-bit Hash truncated to 64-bits /

}
}

Figure 7: Access Token Request Exanple for Certificate Modde with
an X. 509 Certificate as Authentication Credential of C,
Identified by Reference within "reqg_cnf"

Fi gure 8 shows an exanpl e of Access Token Response fromthe ASto C

In
RS
cer

the exanpl e, the AS specifies the authentication credential of the
by means of an "x5t" structure, identifying by reference the X 509
tificate of the RS

2.01 Created

Content-Format: 19 (application/ace+chor)
Max- Age: 3560

Payl oad:

{

}
Fi

/| access_token / 1 : h’d83dd083...cda0’,

[/ (remai nder of CAI omitted for brevity;

CWI contains the client’s X. 509 certificate in the cnf claim /
/| expires_in/ 2 . 3600,
/ rs_cnf [/ 41

e’ x5t’ : [-15, h'c24ab2fd7643c79f’]

[/ SHA-2 256-bit Hash truncated to 64-bits /

}

gure 8: Access Token Response Exanple for Certificate Modde with
an X. 509 Certificate as Authentication Credential of the RS,
Identified by Reference within "rs_cnf"

4. Security Considerations

The security considerations from[RFC9200] and [ RFC9202] apply to

t hi

*

s docunment as wel|. Fur t her nor e:

When using the CAM Confirmation Method 'ckt’ for identifying by
reference a COSE Key object that is used for specifying a raw
public key, the security considerations from][RFCI679] apply.
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6

6

* When using public key certificates as authentication credential s,
the security considerations from Appendi x C. 2 of [RFC38446] apply.

* \When using X. 509 certificates as authentication credentials, the
security considerations from[RFC5280], [RFC6818], [ RFC9549],
[ RFC9598], [RFC9608], and [ RFC9618] apply.

* \When using C509 certificates as authentication credentials, the
security considerations from[Il-D.ietf-cose-cbor-encoded-cert]

appl y.

Consistently with the ACE architecture, C and the RS securely obtain
each others’ authentication credential fromthe AS acting as trusted
third party, i.e., through the Access Token Response sent to C and
through the issued access token upl oaded to the RS, respectively.

Neverthel ess, C and the RS are responsible for verifying the
integrity and validity of obtained authentication credentials when
those are CCSs or public key certificates as defined in this
docunent .

For public key certificates, verifying their validity may require
using a Real -Tine Cock (RTC). Trusted certification authorities
(CAs) should be selected very carefully and certificate revocation
shoul d be supported. The revocation nechani smspecifically used
depends on the application. For example Certificate Revocation Lists
[ RFC5280] or the Online Certificate Status Protocol (OCSP) [RFC6960]
may be used when authentication credentials are X 509 certificates.

Simlarly for CCSs, verifying their validity and handling their
revocation require C and the RS to very carefully sel ect rel evant
trust anchors and to have a well-defined trust-establishment process.
Note that self-signed certificates or CCSs provided to C and the RS
cannot result in nodifying the set of trust anchors. A comobn way
for a new trust anchor to be added to (or renoved fronm a device is
by performing a firmwvare upgrade. A longer discussion on trust and
validation in constrained devices is provided by [ RFC9360] .

I ANA Consi derations
Thi s docunent has no actions for | ANA
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Appendi x A.  Exanples with Hybrid Settings

Thi s section provides additional examples where, within the same ACE
execution workflow, C and the RS use different formats of raw public
keys (see Appendix A 1), or different formats of certificates (see
Appendi x A 2), or a conbination of the RPK node and certificate node
(see Appendi x A. 3).

A.1. RPK Mdde (Raw Public Keys of Different Formats)

Figure 9 shows an exanpl e of Access Token Request fromC to the AS
where the public key of Cis conveyed as a COSE Key.

POST coaps:// as. exanpl e. coni t oken
Content-Format: 19 (application/ace+chor)
Payl oad:
{
/[ grant _type / 33 : 2/ client _credentials /,
/ audi ence / 5 : "tenpSensor5",
/ reqg_cnf / 4 : {
/| COSE_ Key / 1 : {
[ kty [/ 1: 2/ EC/,
! crv [ -1: 1/ P-256 1/,

[ x|/ -2 : h'd7cc072de2205bdc1537a543d53c60a6
acb62eccd890c7f a27¢c9e354089bbel3’ ,
[yl -3 : h'f95e1d4b851a2cc80f f f 87d8e23f 22af

b725d535e515d020731e79a3b4e47120

Figure 9: Access Token Request Exanple for RPK Mode, with the
Public Key of C Conveyed as a COSE Key within "req_cnf”

Fi gure 10 shows an exanpl e of Access Token Response fromthe AS to C
where the public key of the RS is wapped by a CCS
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2.01 Created
Content-Format: 19 (application/ace+chor)
Max- Age: 3560
Payl oad:
{
/| access_token / 1 : h’'d83dd083...c4la’,
[/ (remai nder of CAT omitted for brevity;
CW contains the client’s RPK in the cnf claim /
/| expires_in / 2 : 3600,
/ rs_cnf [/ 41 : {
e’ kces' : {
/ sub / 2 : "DD EE-FF-05-06-07-08-09",
[ enf | 8 : {
/| COSE Key / 1 : {
[ kty I 1: 2/ EC2/,
[ crv /] -1: 1/ P-256 1/,
I x|/ -2 : h’ac75e9ece3e50bf c8ed6039988952240
5c47bf 16df 96660a41298cb4307f 7eb6’
[yl -3 : h'6e5de611388a4b8a8211334ac7d37ech
52a387d257e6db3c2a93df 21f f 3af f c8

Figure 10: Access Token Response Exanple for RPK Mbde, with the
Public Key of the RS Wapped by a CCS within "rs_cnf"

A 2. Certificate Mode (Certificates of Different Formats)
Figure 11 shows an exanple of Access Token Request fromC to the AS
In the exanple, C specifies its authentication credential by means of

an "x5chain" structure, transporting by value only its X 509
certificate.
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POST coaps:// as. exanpl e. coni t oken

Cont ent - For mat :

19 (application/ace+cbor)

2/ client _credentials /,
"tenmpSensor 6",

Payl oad:

{
/ grant _type / 33 :
/ audi ence / 5:
/ reqg_cnf / 4

e’ x5chai n’

}

}

h’368201383081dea003020102020301f50d30

0a06082a8648ce3d04030230163114301206
035504030c0b524643207465737420434130
1e170d3233303130313030303030305a170d
3236303130313030303030305a3022312030
1e06035504030c1730312d32332d34352d46
462d46452d36372d38392d41423059301306
072a8648ce3d020106082a8648¢ce3d030107
03420004b1216ab96e5b3b3340f 5bdf 02e69
3f 16213a04525ed44450b1019c2df d3838ab
ac4el14d86c0983ed5e9eef 2448c6861cc406
547177e6026030d051f 7792ac206a30f 300d
300b0603551d0f 040403020780300a06082a
8648ce3d0403020349003046022100d4320b
1d6849e309219d30037e138166f 2508247dd
dae76cceeab5053¢c108e90022100d551f 6d6
0106f 1abb484cf be6256c178e4ac3314eal9
191e8b607dab5ae3bdal6’

Figure 11: Access Token Request Exanple for Certificate Mode with

an X. 509 Certificate as Authentication Credentia

Transported by Value within "reqg_cnf"

of C,

Figure 12 shows an exanpl e of Access Token Response fromthe ASto C

In the exanpl e,

RS by neans of a "cbc"

certificate of the RS

Tiloca & Preu Mattsson
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2.01 Created
Content-Format: 19 (application/ace+chor)
Max- Age: 3560
Payl oad:
{
/| access_token / 1 : h’'d83dd083...001a’,
[/ (remai nder of CAT omitted for brevity;
CW contains the client’s C509 certificate in the cnf claim /
/| expires_in / 2 : 3600,
/ rs_cnf [/ 41
e’ cbc’ : h'03487e7661d7b54e46328a23625553066243
41086b4578616d706c6520496e63096d6365
7274696669636174696f 6016a3830322e31
41522043411a5c52dcOcf 68c236255530662
434105624c41086b6578616d706c6520496€e
630963496f 542266577431323334015821f d
c8b421f 11c25e47e3ac57123bf 2d9f dc494f
028bc351cc80c03f 150bf 50cf f 958a042101
5496600d8716bf 7f dOe752d0ac760777ad66
5d02a0075468d16551f 951bf c82a431d0d9of
08bc2d205b1160210503822082492b060104
01b01f 0a014401020304005840c0d81996d2
507d693f 3c48eaa5ee9491bda6db214099d9
8117c63b361374cd86a774989f 4c321ab5cf 2
5d832a4d336a08ad67df 20f 1506421188a0a
de6d349236’

Figure 12: Access Token Response Exanple for Certificate Mde
with a C509 Certificate as Authentication Credential of the RS
Transported by Value within "rs_cnf"

The foll owing shows a variation of the two previ ous exanpl es, where
certificates used as authentication credentials are instead
identified by reference.

Figure 13 shows an exanpl e of Access Token Request fromC to the AS

In the exanple, C specifies its authentication credential by means of
an "xbt" structure, identifying by reference its X 509 certificate.
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A 3.

POST coaps:// as. exanpl e. coni t oken
Content-Format: 19 (application/ace+chor)

Payl oad:

{
/ grant _type / 33 : 2/ client _credentials /,
/ audi ence / 5 : "tempSensor 7",
/ reqg_cnf / 4

e’ x5t’ : [-15, h' 6ac62b8f41ba5d99’ ]
/| SHA-2 256-bit Hash truncated to 64-bits /
}
}

Figure 13: Access Token Request Exanple for Certificate Mdde with
an X. 509 Certificate as Authentication Credential of C,
Identified by Reference within "reqg_cnf"

Fi gure 14 shows an exanpl e of Access Token Response fromthe AS to C
In the exanple, the AS specifies the authentication credential of the
RS by means of a "c5t" structure, identifying by reference the C509
certificate of the RS

2.01 Created
Content-Format: 19 (application/ace+chor)
Max- Age: 3560
Payl oad:
{
/| access_token / 1 : h’d83dd083...cc04,
[/ (remai nder of CAI omitted for brevity;
CWI contains the client’s X. 509 certificate in the cnf claim /
/| expires_in/ 2 . 3600,
/ rs_cnf [/ 41
e’ c5t’ : [-15, h'cb247f29c82b933a’ ]
[/ SHA-2 256-bit Hash truncated to 64-bits /

}

Figure 14: Access Token Response Exanple for Certificate Mde
with a C509 Certificate as Authentication Credential of the RS,
Identified by Reference within "rs_cnf"

Conbi nati on of RPK Mode and Certificate Mde

Figure 15 shows an exanpl e of Access Token Request from C to the AS,
where the public key of Cis wapped by a CCS.
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POST coaps:// as. exanpl e. coni t oken
Content-Format: 19 (application/ace+chor)
Payl oad:
{
/ grant _type / 33 : 2/ client _credentials /,
/ audi ence / 5 : "tenmpSensor8",
/ reqg_cnf / 4 . {
e’ kces’ @ {
/[ sub / 2 : "55-11-44-AB- CD- EF- 00- 00",
[ ecnf [ 8 : {
/| COSE Key / 1 : {
/I kty [/ 1: 2/ EC/,
[ crv / -1: 1/ P-256 1,

[ x|/ -2 : h'cd4177ba62433375ede279b5e18e8b91
bc3ed8f 1e174474a26f cOedb44ea5373
[y | -3 : h’a0391de29c5c5badda610d4e30leaaal

8422367722289cd18che6624e89b9cf d
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3

Fi gure 15: Access Token Request Exanple for RPK Mdde, with the

Public Key of C Wapped by a CCS within "reqg_cnf"

Figure 16 shows an exanpl e of Access Token Response fromthe ASto C

In the exanple, the AS specifies the authentication credential

of the

RS by nmeans of an "x5chai n" structure, transporting by value only the

X. 509 certificate of the RS
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2.01 Created

Content-Format: 19 (application/ace+chor)

Max- Age: 3560
Payl oad:
{

/| access_token / 1 : h’'d83dd083...0f7b",
[/ (remai nder of CAT omitted for brevity;
CW contains the client’s X. 509 certificate in the cnf clainm /

/| expires_in /
/ rs_cnf [/
e’ x5chai n’

Tiloca & Preu Mattsson

2 : 3600,

41 :
h’ 3082023d308201e2a00302010202087e7661

d7b54e4632300a06082a8648ce3d04030230
5d310b3009060355040613025553310b3009
06035504080c02434131143012060355040a
0c0b4578616d706c6520496€633116301406
0355040b0c0d63657274696669636174696f
6€3113301106035504030c0a3830322e3141
522043413020170d31393031333131313239
31365a180f 39393939313233313233353935
395a305¢310b300906035504061302555331
0b300906035504080c024341310b30090603
5504070c024c4131143012060355040a0c0b
6578616d706c6520496e€63310c300a060355
040b0c03496f 54310f 300d06035504051306
5774313233343059301306072a8648ce3d02
0106082a8648ce3d03010703420004c8h421
f1llc25e47e3ac57123bf 2d9f dc494f 028bc3
51cc80c03f 150bf 50cf f 958d75419d81a6a2
45df f ae790be95cf 75f 602f 9152618f 816a2
b23b5638e59f d9a3818a3081873009060355
1d1304023000301d0603551d0e0416041496
600d8716bf 7f d0Oe752d0ac760777ad665d02
a0301f 0603551d2304183016801468d16551
f 951bf c82a431d0d9f 08bc2d205b1160300e
0603551d0f 0101f f 0404030205a0302a0603
551d1104233021a01f 06082b060105050708
04a013301106092b06010401b43b0a010404
01020304300a06082a8648ce3d0403020349
003046022100c0d81996d2507d693f 3c48ea
a5ee9491bdab6db214099d98117c63b361374
€cd86022100a774989f 4c321a5cf 25d832a4d
336a08ad67df 20f 1506421188a0ade6d3492
36’
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Figure 16: Access Token Response Exanple for Certificate Mde
with an X. 509 Certificate as Authentication Credential of the RS
Transported by Value within "rs_cnf"

The foll owi ng shows a variation of the two previous exanpl es, where
one authentication credential is a raw public key specified by a
COSE_Key nhject and the other authentication credential is an X 509
certificate, with both credentials identified by reference.

Figure 17 shows an exanpl e of Access Token Request fromC to the AS.
In the exanple, C specifies its authentication credential by nmeans of
a "ckt" structure, identifying by reference the COSE Key hject that
specifies its public key.

POST coaps:// as. exanpl e. coni t oken
Content-Format: 19 (application/ace+chor)
Payl oad:
{
/[ grant _type / 33 : 2/ client_credentials /,
/ audi ence / 5 : "tenpSensor9",
[/ reqg_cnf / 4
/ ckt / 5 : h 29e8a588da26249f c88f 3b3f 059f 2144
475c895619d64b2ad4aa2f 8a051e8dc9

Figure 17: Access Token Request Exanple for RPK Mdde, with the
Public Key of C Specified as a COSE Key hject ldentified by
Ref erence within "req_cnf"

Fi gure 18 shows an exanpl e of Access Token Response fromthe ASto C
In the exanple, the AS specifies the authentication credential of the
RS by means of an "x5t" structure, identifying by reference the X 509
certificate of the RS
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2.01 Created
Content-Format: 19 (application/ace+chor)
Max- Age: 3560
Payl oad:
{
/| access_token / 1 : h’'d83dd083...f3c5",
[/ (remai nder of CAT omitted for brevity;
CW contains the client’s X. 509 certificate in the cnf clainm /
/| expires_in / 2 : 3600,
/ rs_cnf [/ 41
e’ ' x5t’ : [-15, h’'e35464981de8d29c’ ]
/| SHA-2 256-bit Hash truncated to 64-bits /

}

Figure 18: Access Token Response Exanple for Certificate Mde
with an X. 509 Certificate as Authentication Credential of the RS,
Identified by Reference within "rs_cnf"

endi x B. CDDL Model
This section is to be renoved before publishing as an RFC

;. CWI Confirmation Methods

X5t = 6
c5t =8
kccs = 11
x5chain = 24
c5c = 26
Figure 19: CDDL Model
endi x C. Docunent Updates

This section is to be renoved before publishing as an RFC

Version -02 to -03

* FEditorial fixes and inprovenents.

Version -01 to -02

* Considerations on providing credentials by value or by reference.
* Mnor fixes in exanples.

* Added nore exanples with hybrid settings.
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* Extended security considerations.
* Updated CBOR abbreviations for a nore efficient use of codepoints.
* Updat ed references.
* Editorial inprovenents.
C.3. Version -00 to -01

* Enabl ed use of COSE Keys identified by reference with a
t hunmbpri nt.

* Changed CBOR abbreviations to not collide with existing
codepoi nt s.

* Fixes in the exanples in CBOR diagnostic notation.
* Updated references.
* Editorial inprovements.

Acknowl edgnent s

The authors sincerely thank R kard Hgl und and Gran Sel ander for
their comrents and feedback.

This work was supported by the Sweden’s Innovation Agency VI NNOVA
wi thin the EUREKA CELTI C- NEXT proj ect CYPRESS; and by the H2020
project SIFIS-Home (G ant agreenent 952652).

Aut hors’ Addr esses

Marco Til oca

Rl SE AB

| saf j ordsgatan 22

SE- 164 40 Kista

Sweden

Email: narco.tiloca@i. se

John Preu Mattsson

Eri csson AB

SE- 164 80 Stockhol m

Sweden

Enai | : j ohn. mattsson@ri csson. com

Tiloca & Preu Mattsson Expires 11 July 2026 [ Page 32]



