6man R Boni ca
I nternet-Draft Juni per Net wor ks
I ntended status: Experinental X. Li
Expires: 15 Novenber 2025 CERNET Cent er/ Tsi nghua University
A Farrel

O d Dog Consulting

Y. Kanmite

NTT Communi cati ons Corporation

L. Jalil

Veri zon

14 May 2025

The 1 Pv6 VPN Service Destination Option
draft-ietf-6man-vpn-dest-opt-11

Abst ract

Thi s docunent describes an experinment in which VPN service
information is encoded in an experinental |Pv6 Destination Option.
The experimental |1Pv6 Destination Option is called the VPN Service
Opt i on.

One purpose of this experinment is to denonstrate that the VPN Service
Option can be deployed in a production network. Another purpose is
to denonstrate that the security measures described in this docunent
are sufficient to protect a VPN. Finally, this docunment encourages
replication of the experinent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Novenber 2025.
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1. I nt roduction

Generic Packet Tunneling [ RFC2473] allows a router in one network to
encapsul ate a packet in an I P header and send it to a router in

anot her network. The receiving router renpoves the outer |P header
and forwards the original packet into its own network. This
facilitates connectivity between networks that share a private
addressi ng [ RFC1918] [RFC4193] plan but are not connected by a direct
I'ink.

The I ETF refined this concept in a Framework For Virtual Private
Net works (VPN) [RFC2764]. It also standardized the followi ng VPN
t echnol ogi es:

* | PSec VPN [ RFC3884].

* Layer 3 VPN (L3VPN) [ RFC4364].
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* Virtual Private LAN Service (VPLS) [RFCA761] [ RFC4762] .

* Layer 2 VPN (L2VPN) [ RFC6624].

* Ethernet VPN (EVPN) [RFC7432].

*  Pseudow res [RFC8077].

*  SRv6 [ RFCB986] .

* EVPN / NVO3 [ RFC9469] .

| PSec VPNs cryptographically protect all traffic from customer

endpoint to custoner endpoint. Al of the other VPN technol ogies

menti oned above share the follow ng characteristics:

* An ingress Provider Edge (PE) router encapsul ates custoner data in
a tunnel header. The tunnel header includes service information.
Service information identifies a Forwarding Informati on Base (FIB)

entry on an egress PE router.

* The ingress PE router sends the encapsul ated packet to the egress
PE router.

* The egress PE router receives the encapsul ated packet.

* The egress PE router searches its FIB for an entry that matches
the incomng service information. |If it finds one, it renoves the
tunnel header and forwards the custoner data to a Custoner Edge
(CE) device, as per the FIB entry. If it does not find a matching
FIB entry, it discards the packet.

Thi s docunent describes an experinment in which VPN service
information is encoded in an experinmental |Pv6 Destination Option
[ RFC8200]. The experinental |1Pv6 Destination Option is called the
VPN Service Option.

The solution described in this docunent offers the follow ng
benefits:

* |t does not require configuration on CE devi ces.
* |t encodes service information in the | Pv6 extension header
Therefore, it does not require any non-1Pv6 headers (e.g., MPLS)

to carry service information

* |t supports many VPNs on a single egress PE router
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*  \When a single egress PE router supports many VPNs, it does not
require an | P address per VPN

* |t does not rely on any particular control plane.

One purpose of this experinment is to denonstrate that the VPN Service
Option can be deployed in a production network. Another purpose is
to denonstrate that the security measures described in Section 7 of
this document are sufficient to protect a VPN. Finally, this
docunent encourages replication of the experinent, so that
operational issues can be discovered.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. The VPN Service Option

The VPN Service Option is an | Pv6 Destination Option encoded
according to rules defined in [ RFC38200].

As described in section 4.2 of [RFC3200] a | Pv6 Destination Option
contains three fields: Option Type, Opt Data Len, and Option Dat a.
In the VPN Service Option these fields are used as foll ows:

* (Option Type: 8-bit selector. VPN Service Option. This field MJST
be set to RFC3692-styl e Experinment (Ox5E) [V6MSE . See Note
bel ow.

* (Opt Data Len - 8-bit unsigned integer. Length of the option, in
bytes, excluding the Option Type and Option Length fields. This
field MUST be set to 4.

* (Option Data - 32 bits. VPN Service Information that identifies a
FIB entry on the egress PE. The FIB entry determ nes how the
egress PE will forward customer data to a CE device.

A single VPN Service Option MAY appear in a Destination Options
header that inmedi ately precedes an upper-Ilayer header. It MJST NOT
appear in any other extension header. |If a receiver finds the VPN
Service Option in any other extension header, it MJST NOT recognize
the option. The packet MJST be processed according to the setting of
the two highest order bits of the Option Type (see NOTE bel ow).
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NOTE: For this experinent, the Option Type is set to '01011110’,
i.e., Ox5E. The highest-order two bits are set to 01 indicating that
the required action by a destination node that does not recognize the
option is to discard the packet. The third highest-order bit is set
to O indicating that Option Data cannot be nodified along the path
bet ween the packet’s source and its destination. The remaining |ow
order bits are set to '11110' to indicate the single |Pv6 Destination
Option Type code point available in the registry for experinentation.

4. Forwardi ng Pl ane Consi derations

The ingress PE encapsul ates the custoner data in a tunnel header.

The tunnel header MUST contain an | Pv6 header and a Destination

Options header that imrediately precedes the customer data. It MAY

al so include any | egal conbination of |IPv6 extension headers.

The | Pv6 header cont ai ns:

* Version - Defined in [ RFC8200]. MJST be equal to 6.

* Traffic Cass - Defined in [ RFC8200].

* Flow Label - Defined in [ RFC8200].

* Payl oad Length - Defined in [ RFC8200].

* Next Header - Defined in [RFC8200].

* Hop Limit - Defined in [ RFC8200].

* Source Address - Defined in [ RFC8200]. Represents an interface on
the ingress PE router. This address SHOULD be chosen according to
gui dance provided in [ RFC6724].

* Destination Address - Defined in [RFC8200]. Represents an
interface on the egress PE router. This address SHOULD be chosen
according to gui dance provided in [ RFC6724].

The 1 Pv6 Destination Options Extension Header contains:

*  Next Header - Defined in [RFC8200]. MJST identify the protocol of
t he custonmer data.

* Hdr Ext Len - Defined in [RFC8200].
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5.

* (Options - Defined in [RFC8200]. |In this experinent, the Options
field MIUST contain exactly one VPN Service Option as defined in
Section 3 of this docunent. It MAY also contain any | ega
conbi nation of other Destination Options.

Control Pl ane Considerations

The FI B can be popul at ed:

* By an operator, using a Command Line Interface (CLI).

* By a controller, using the Path Conputation El enent (PCE)
Conmruni cati on Protocol (PCEP) [ RFC5440] or the Network
Configuration Protocol (NETCONF) [ RFC6241].

* By a routing protocol

Routi ng protocol extensions that support the |IPv6 VPN Service
Destination Option are beyond the scope of this docunent.

I ANA Consi derati ons
Thi s docunent does not make any | ANA requests.

Security Considerations
A VPN is characterized by the follow ng security policy:
* Nodes outside of a VPN cannot inject traffic into the VPN
* Nodes inside a VPN cannot send traffic outside of the VPN
A set of PE routers cooperate to enforce this security policy. If a
devi ce outside of that set could inpersonate a device inside of the
set, it would be possible for that device to subvert security policy.
Therefore, inpersonation nmust not be possible. The follow ng
par agr aphs descri be procedures that prevent inpersonation
The 1 Pv6 VPN Service Destination Option can be depl oyed:
* On the global Internet
* |Inside of alimted domain
VWhen | Pv6 VPN Service Destination Option is deployed on the globa

Internet, the tunnel that connects the ingress PE to the egress PE
MUST be cryptographically protected by one of the foll ow ng:
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* The | Pv6 Aut hentication Header (AH) [RFC4302]
* The |1 Pv6 Encapsul ating Security Payl oad (ESP) Header [ RFC4303].

When | Pv6 VPN Service Destination Option is deployed in a limted
domai n, all nodes at the edge of linmted donmain MJUST nai ntain Access
Control Lists (ACLs). These ACL's MJST discard packets that satisfy
the following criteria:

* Contain an | Pv6 VPN Service option

* Contain an | Pv6 Destination Address that represents an interface
inside of the linmted domain

The mitigation techni ques nmentioned above operate in fail-open node.

That is, they require explicit configuration in order to ensure that

packets using the approach described in this docunent do not |eak out
of a domain. See [|-D.wkunmari-intarea-safe-limted-domains] for a

di scussion of fail-open and fail-closed nodes.

For further information on the security concerns related to IP
tunnel s and the recommended mitigation techni ques, please see
[ RFC6169] .

8. Depl oynent Consi derations

The VPN Service Option is inposed by an ingress PE and processed by
an egress PE. It is not processed by any ot her nodes al ong the
delivery path between the ingress PE and egress PE.

However, some networks discard packets that include | Pv6 Destination
Options. This is an inpedinment to depl oynent.

Because the VPN Service Option uses an experinmental code point, there
is arisk of collisions with other experinents. Specifically, the
egress PE may process packets from anot her experinment that uses the
sane code point.

It is expected that, as with all experinents with | ETF protocols,
care is taken by the operator to ensure that all nodes participating
in an experinent are carefully configured

Because the VPN Service Destination Option uses an experinental code
poi nt, processing of this option MJIST be disabled by default.
Explicit configuration is required to enable processing of the

opti on.
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9. Experinmental Results
Parties participating in this experinent should publish experinmental
results within one year of the publication of this docunent.
Experinmental results should address the foll ow ng:
* Effort required to depl oy

- Was depl oynent incremental or network-w de?

- Was there a need to synchroni ze configurations at each node or
coul d nodes be configured independentl|y?

- Did the depl oynent require hardware upgrade?
* Effort required to secure
- Perfornmance inpact
- FEffectiveness of risk nmtigation with ACLs
- Cost of risk mtigation with ACLs
* Mechani smused to populate the FIB
* Scal e of depl oynent
* Interoperability
- Did you deploy two interoperable inplenmentations?
- Did you experience interoperability probl enms?
* FEffectiveness and sufficiency of OAM nechani sns
- Did PI NG work?
- Did TRACERQUTE wor k?
- Did Wreshark work?
- Did TCPDUWP worKk?
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