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Abst r act

Thi s docunent defines a new flag, the SNAC Router flag, in the Router
Advertisenment nessage that can be used to distinguish configuration

i nformati on sent by SNAC routers frominformtion sent by
infrastructure routers. This flag is used only by SNAC routers and
is ignored by all other devices.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 June 2025
Copyri ght Notice

Copyright (c) 2024 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

A Stub Network Auto-Configuring (SNAC) router is an autononously
configuring router that provides IP connectivity between one or nore
stub networks and one or nore infrastructure networks. A conmmon SNAC
router exanple is a device that attaches a 6LOWPAN based network

[ RFC4919] to a home network, automatically providing |Pv6 forwarding
between the two networks w thout explicit operator configuration.
SNAC routers are described in [I-D.ietf-snac-sinmple]. This docunent
defines a new | Pv6 ND Router Advertisenment (RA) flag, the "SNAC
router” flag, which SNAC routers use to identify RAs sent by other
SNAC routers.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. SNAC Router Flag

The "SNAC Router" flag is bit TBD in the RA Flags Extension Option
[ RFC5175] .

The SNAC router flag is to be used by SNAC routers. SNAC routers and
the use of this flag are specified in [I-D.ietf-snac-sinple]. As
defined by Section 4.2 of [RFC4861], devices that do not operate as
SNAC routers will not set the SNAC router flag, and routers that do
not understand the SNAC router flag will silently ignore it. This
means that the presence or absence of the flag should not change the
behavi or of such devices in any way (other than that it is of course
perm ssible to | og and cache the value of the flag as part of nornal
router advertisenent processing, where applicable).
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4. | ANA Consi derations

IANA is requested to allocate a flag fromthe "Internet Control
Message Protocol version 6 (ICVMPv6) Paraneters”, "IPv6 ND Router
Advertisenment flags" registry [|ANA-RA-FLAGS] as specified bel ow

S RIS dom e mmemeeeemeaeeaaas S RIS +

| RA Option Bit | Description | Reference |

T T T +

| TBD | S- SNAC Router Flag | This Docunent |

S I S I +
Table 1

5. Security Considerations

How SNAC routers process RAs is dependent on the SNAC router flag
val ue, as specified in [I-D.ietf-snac-sinple]. The security

consi derations for SNAC routers processing the SNAC router flag are
docunented in [I-D.ietf-snac-sinple].

The security considerations of 1Pv6 ND are docunented in the
"Security Considerations" section of [RFC4861]. The addition of the
SNAC router flag does not change these considerations.

In environnents that inplenent RA-Guard [RFC7113] in a way that
filters RAs sent by SNAC routers, devices on the infrastructure
network will never receive an RAwith the SNAC router flag set.

6. Normative References

[1-D.ietf-snac-sinple]
Lenon, T. and J. Hui, "Automatically Connecting Stub
Net wor ks to Unmanaged I nfrastructure”, Wrk in Progress,
Internet-Draft, draft-ietf-snac-sinple-06, 4 Novenber
2024, <https://datatracker.ietf.org/doc/htm/draft-ietf-
shac- si npl e- 06>.

[ 1 ANA- RA- FLAGS]
I ANA, "I Pv6 ND Router Advertisenent flags",
<https://wwv. i ana. or g/ assi gnnent s/ i cnpv6- par anet er s/
i cnpv6- par anet er s. xht m #i cnpv6- par anet ers-11>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

Hui Expires 7 June 2025 [ Page 3]



I nternet-Draft SNAC Router RA Fl ag Decenber 2024

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Soliman,
"Nei ghbor Di scovery for IP version 6 (1Pv6)", RFC 4861,
DA 10.17487/ RFC4861, Septenber 2007,
<https://ww.rfc-editor.org/info/rfc4861>.

[ RFC5175] Haberman, B., Ed. and R Hinden, "IPv6 Router
Advertisement Flags Option", RFC 5175,
DA 10.17487/ RFC5175, March 2008,
<https://www. rfc-editor.org/info/rfc5175>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

7. I nformati ve References

[ RFC4919] Kushal nagar, N., Mntenegro, G, and C. Schunmacher, "IPv6
over Low Power Wreless Personal Area Networks (6LOWPANS):
Overvi ew, Assunptions, Problem Statenent, and Goal s",
RFC 4919, DO 10. 17487/ RFC4919, August 2007,
<https://www.rfc-editor.org/info/rfc4919>.

[ RFC7113] Gont, F., "Inplenmentation Advice for |IPv6 Router
Advertisenent Guard (RA-CGuard)", RFC 7113,
DO 10.17487/ RFC7113, February 2014,
<https://www.rfc-editor.org/info/rfc7113>.

Aut hor’ s Addr ess

Jonat han Hui

CGoogl e LLC

1600 Anmphitheatre Parkway
Mountain View, California 940432
United States of Anmerica

Enmai | : j onhui @oogl e. com

Hui Expires 7 June 2025 [ Page 4]



