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Abst r act
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1. Introduction

In scenari os where network configuration information becones invalid
wi thout explicit notification to the |ocal network, |ocal hosts may
end up enploying stale information for an unacceptably |ong period of
time, resulting in interoperability problems. This issue has been

di scussed in detail in [RFC8978].

Thi s docunent updates the Nei ghbor D scovery specification [ RFC4861],
the Statel ess Address Autoconfiguration (SLAAC) specification

[ RFC4862], and ot her associ ated specifications ([RFC4191] and

[ RFC8106]), such that hosts can nore gracefully deal with the so-
call ed flash renunbering events [RFC8978], thus inproving the

robust ness of SLAAC

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Term nol ogy

DHCPv 6- PD:
DHCPv6 Prefix Del egation [ RFC8415]; a mechanismto del egate | Pv6
prefixes to clients.

Fl ash renunberi ng:
A network renumbering event, when an old prefix, used to address
hosts, becomes invalid and is replaced by a new prefix. Before
the flash renunbering event only the old prefix provides
connectivity, and after the flash renunbering only the new one can
be used. In other words, there is no period of tinme when
addresses fromboth prefixes provide connectivity. See [RFC8978]
for nore detail ed di scussion of various flash-renunbering
scenarios. Note: typically, when flash-renunbering events occur,
other I Pv6 netowk configuration information (such as Recursive
DNS Server (RDNSS) information [ RFC8106]) is affected in the sane
manner, and thus the term"flash-renunbering" is also enployed to
refer to a nore general "flash-reconfiguration" event.

Pl G
Prefix Information Option, [RFC4861],

RA:
Rout er Advertisenment, [RFC4861].
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SLAAC:
| Pv6 Statel ess Address AutoConfugration, [RFC4862].

SLAAC host:
A host which enpl oys SLAAC for |Pv6 network configuration

SLAAC Router:
A I Pv6 router that advertises configuration information via SLAAC

SLAAC reaction to Flash-renunbering Events

In sone flash-renunbering scenarios, the local router may try to
deprecate the stale information by explicitly signaling the network
about the renunbering event, whereas in other scenarios the
renunbering event may happen inadvertently, w thout the router
explicitly signaling the scenario to local hosts. The follow ng
subsecti ons anal yze specific considerations for each of these
scenari os.

.1. Renunbering w thout Explicit Signaling

In the absence of explicit signalling from SLAAC routers, stale SLAAC
configuration information will enployed as all owed by the associ ated
lifetimes values. For example, stale prefixes will remain preferred
and valid according to the Preferred Lifetine and Valid Lifetine
paraneters (respectively) of the |last received Prefix Informtion
Option (PIO. [RFC4861] specifies the foll owing default values for

Pl Cs:

* Preferred Lifetine (AdvPreferredLifetinme): 604800 seconds (7 days)
* Valid Lifetime (AdvValidLifetinme): 2592000 seconds (30 days)

This neans that, in the absence of explicit signaling by a SLAAC
router to deprecate a prefix, it will take a host 7 days (one week)
to deprecate the correspondi ng addresses, and 30 days (one nonth) to
eventual ly renove any addresses configured for the stale prefix.
Clearly, enploying such long default values is unacceptable for nost
depl oynent scenarios that may experience flash-renunbering events.

NOTE:
[ RFC8978] provides an operational recomrendation for Customer Edge
(CE) routers to override the standard default Preferred Lifetine
(AdvPreferredLifetinme) and Valid Lifetime (AdvvalidLifetine) to
2700 seconds (45 m nutes) and 5400 seconds (90 m nutes),
respectively, thus inproving the state of affairs for CE router
scenari os.
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4.

2

Simlarly, other Neighbor Discovery options enploy |ong default
lifetimes that are unacceptable for npbst depl oyment scenarios where
flash-renunberi ng events may be experienced.

Use of nore appropriate tiners in Router Advertisenent nessages can
help Iimt the anobunt of time that hosts will maintain stale
configuration information. Thus, Section 5.1 specifies nore
appropriate (i.e., shorter) default lifetimes for Neighbor D scovery
options. Section 5.5 provides reconmendati ons about conveying

Nei ghbor Di scovery information into RA nessages, to help hosts infer
when informati on may have becone stale.

Renunbering with Explicit Signaling

n scenari os where a local router is aware of the renunbering event,
t may try to phase out the stale network configuration information
n these scenarios, there are two aspects to be consi dered:

* The anount of tine during which the router should continue trying
to deprecate the stale network configuration information

* The ability of SLAAC hosts to phase out stale configuration

Since the network coul d become partitioned at any point in tinme and
for an arbitrarily long period of time, in order to reliably
deprecate stale information, a router should try to deprecate such
information for its maxi mum possible |ifespan

NOTE:
For exanple, a router should try to deprecate a prefix (via a PIO
for a period of time equal to the "Preferred Lifetinme" used when
advertising the prefix, and try to invalidate the prefix for a
period of tine equal to the "Valid Lifetinme" used when adverti sing
the prefix.

Once the nunber of seconds in the original "Preferred Lifetinme"

have el apsed, all hosts will have deprecated the correspondi ng
addresses, while once the number of seconds in the "Valid
Li feti me" have el apsed, the correspondi ng addresses wi |l have been

i nval i dated and renoved.

Thus, use of nore appropriate default lifetimes for Nei ghbor

Di scovery options, as specified in Section 5.1, will reduce the
anmount of time stale options would need to be advertised by a router
to ensure that the associated information is reliably phased out.
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In the case of PIGs, in scenarios where a router has positive

know edge that a prefix has become invalid (and thus could signa

this condition to local hosts), the current specifications wll
prevent SLAAC hosts fromfully recovering fromsuch stale
information: Item"e)" of Section 5.5.3 of [RFC4862] specifies that
an RA may never reduce the "RenainingLifetine" to |l ess than 2 hours.
Additionally, if the "RenmainingLifetine" of an address is |less than 2
hours, then a "Valid Lifetime" less than 2 hours will be ignored.

The inability to invalidate a stale prefix may prevent communi cations
with the new "owners" of a prefix, and thus is highly undesirable.

On the other hand, the Preferred Lifetinme of an address may be
reduced to any value to avoid the use of addresses froma stale
prefix for new comruni cati ons.

Section 5.4 formally updates [ RFC4862] to renbve this restriction
such that hosts may react to the advertised "Valid Lifetine" even if
it is less than 2 hours. Section 5.3 recommends that routers

di ssemi nate network configuration information when a network
interface is initialized or reconfigured, such that configuration

i nformati on propagates in a tinmelier manner.

5. Inprovenents to Statel ess Address Autoconfiguration (SLAAC
The foll owi ng subsections update [ RFC4191], [RFC4861], [RFC4862], and
[ RFC8106], such that the problemdiscussed in this docunent is
mtigated. Each of the follow ng subsections inprove different
aspects of SLAAC, and thus are nostly orthogonal

* Reduce the default |ifetinmes of Neighbor Discovery options
(Section 5.1):

This helps limt the anpunt of time a host nay enploy stale
information, and also linmts the amount of time a router should
try to deprecate stale information.

* Signal Stale Configuration Information (Section 5.2):

This allows local hosts to | earn about stale configuration
information in a tinelier manner.

* Honor PIOs with small Valid Lifetines (Section 5.4):
This allows hosts to honor PIGs with a Valid Lifetime less than 2
hours, thus resulting in a tinmelier reaction to flash-renunbering

events.

* Recommend routers to retransnit configuration information upon
interface initialization/reconfiguration (Section 5.3):
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This hel ps spread the network configuration information in a
timelier manner.

* Recommend routers to always send all options (i.e. the conplete
configuration information) in RA messages, and in the small est
possi bl e nunber of packets (Section 5.5):

Thi s hel ps propagate the sane information to all hosts.
5.1. More Appropriate Neighbor Discovery Option Lifetines

Thi s docunent defines the follow ng variables to be enployed for the
default lifetines of Neighbor D scovery options:

* ND_PREFERRED LI FETI ME: ND _RAS PREFERRED * NMaxRtrAdvl nterval
* ND _VALID LI FETI ME: ND RAS VALID * MaxRtrAdvl nterval
wher e:

ND_PREFERRED LI FETI ME:
Preferred lifetime for Neighbor Discovery information (where
applicable). Wen the default val ues for ND RAS PREFERRED and
MaxRt r Advl nterval are enployed, it results in 2700 seconds.

ND_VALI D_LI FETI ME:
Valid lifetime for Neighbor Discovery information (where
applicable). Wen the default val ues for ND RAS PREFERRED and
MaxRt r Advl nterval are enployed, it results in 3600 seconds.

ND_RAS_PREFERRED:
Nunber of RA nessages sent during the ND PREFERRED LI FETI ME
period. It defaults to 9.

MaxRt r Advl nt erval :
Maxi mumtine all owed between sending unsolicited nmulticast Router
Advertisenents fromthe interface, in seconds (as specified in
[ RFC4861]. It defaults to 300 seconds.

ND_RAS_VALI D:

Nunber of RA nessages sent during the ND VALID LIFETIME. It
defaults to 12.
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NOTES:
ND_RAS PREFERRED and ND_RAS VALID shoul d be conmputed with the
expression: n >=1In(1 - P)/In(Loss), where P represents the
desired probability of receiving at | east one RA for an RA | oss
rate of "Loss". This expression is further discussed in
Appendi x A

ND_RAS PREFERRED defaults to 9. W note that for e.g. for an RA
| oss rate of 50% (Loss=0.50), this would result in a probability
of hosts refreshing this tiner before it expires of 0.99805. W
note that if the Preferred Lifetine expires, and the host has
configured addresses for other prefixes, it will start preferring
those other addresses instead. On the other hand, if the host has
not configured addresses for other prefixes, it may still enploy
addresses even if they are not "Preferred" (please see

Section 5.5.4 of [RFC4862]). |Inplenentations MAY override the
default value of ND _RAS PREFERRED according to the considerations
in Appendi x A

ND RAS VALID defaults to 12. W note that for e.g. an RA |l oss
rate of 50% (Loss=0.50), this would result in a probability of
hosts refreshing this tiner before it expires of 0.99975.

I mpl ement ati ons MAY override the default val ue of ND _RAS PREFERRED
according to the considerations in Appendix A

Thi s docunent fornally updates [RFC4861] to nodify the default val ue
of the Router Lifetinme field of RA nessages as foll ows:

* AdvDefaul tLifetinme: ND_VALID LIFETI ME

NOTE:
This is to align the Router Lifetime with the recommendations in
[RFC7772] .

Thi s docunent formally updates [RFC4861] to nodify the default val ues
of the Preferred Lifetime and the Valid Lifetime of PIGs as foll ows:

* AdvPreferredLifetinme: ND_PREFERRED LI FETI ME
* AdvVvalidLifetine: ND_VALID LI FETI ME

Thi s docunent formally updates [RFC4191] to specify the default Route
Lifetime of Route Information Options (R Gs) as follows:

* Route Lifetinme: It defaults to ND VALID LI FETI ME
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Thi s docunent formally updates [RFC8106] to nodify the default
Lifetime of Recursive DNS Server Options as:

* Lifetime: It defaults to ND_VALID_LI FETI ME

Additionally, this docunment formally updates [ RFC8106] to nodify the
default Lifetine of DNS Search List Options as:

* Lifetinme: It defaults to ND _VALID LI FETI ME
5.2. Signaling Stale Configuration Information

In sone scenarios, a SLAAC router may |learn that previously
advertised informati on has becone stale. For example, this my
happen when e.g. the advertised information is derived from
informati on that has been dynami cally | earned froman upstream router
via DHCPv6-PD, but the upstreamrouter is no |onger in use or
available. 1In such scenarios, it is paramount that the SLAAC router
signals the SLAAC configuration information change, to aid hosts in
qui ckly phasing out the stale network configuration information

SLAAC routers MJST signal stale configuration information by
following the guidelines in Section 3.5 ("Signaling Stal e
Configuration Information") of [RFCO096].

In scenarios where flash renunbering events or configuration changes
are frequent, a router may end up in a situation where multiple

pi eces of information may need to be sinultaneously deprecated, and
thus the size of Router Advertisenent nessages could substantially
increase. In such scenarios, routers MAY linit thenselves to
deprecate the nost recent configuration that would fit into a single
Rout er Adverti senent nessage without fragmentation

5.3. Propagating Interface Configuration Changes
When the information to be contained in RAs changes (e.g. an
interface is reconfigured), it is paranount that updated information
is propagated to hosts connected to the corresponding network in a
tinmely manner. Thus, this docunment replaces the follow ng text from
Section 6.2.4 of [RFC4861]:

The information contained in Router Advertisenents nmay change
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through actions of system nmanagenent. For instance, the lifetine
of advertised prefixes may change, new prefixes could be added, a
router could cease to be a router (i.e., switch frombeing a
router to being a host), etc. 1In such cases, the router MAY
transmt up to MAX I NI TI AL_RTR ADVERTI SEMENTS unsolicited
advertisenents, using the same rules as when an interface becones
an advertising interface.

w t h:

The information contained in Router Advertisenents nmay change

t hrough actions of system nanagenent, or because it is derived
frominformation | earned froman upstreamrouter (via e.g. DHCPv6
[ RFC8415]), and such information has changed. For instance, the
lifetime of advertised prefixes may change, new prefixes could be
added, existing prefixes could be renmbved, a router could cease to
be a router (i.e., switch frombeing a router to being a host),
etc. In such cases, the router MJST transnit

MAX_I NI TI AL_RTR_ADVERTI SEMENTS unsol i cited adverti senents, using
the sane rules as when an interface becones an adverti sing

i nterface.

RATI ONALE:
* Use of stale information can lead to interoperability problens.
Therefore, it is inportant that new configuration information
propagates in a timelier nmanner to all hosts.

5.4. Honor Smmll PIO Valid Lifetines

Thi s docunent introduces the follow ng update to Section 5.5.3 of
[ RFC4862] :

OLD TEXT:

e) If the advertised prefix is equal to the prefix of an address
configured by statel ess autoconfiguration in the list, the preferred
lifetime of the address is reset to the Preferred Lifetinme in the
recei ved advertisement. The specific action to performfor the valid
lifetime of the address depends on the Valid Lifetine in the received
advertisement and the remaining tine to the valid lifetime expiration
of the previously autoconfigured address. W call the remaining tine
"Remai ni ngLifetime" in the foll ow ng di scussion

1. If the received Valid Lifetinme is greater than 2 hours or

greater than RemminingLifetime, set the valid lifetinme of the
correspondi ng address to the advertised Valid Lifetine.
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2. If RemainingLifetime is less than or equal to 2 hours, ignore
the Prefix Information option with regards to the valid lifetine,
unl ess the Router Advertisenment fromwhich this option was
obt ai ned has been authenticated (e.g., via Secure Nei ghbor

Di scovery [ RFC3971]). |If the Router Advertisenment was
authenticated, the valid lifetinme of the correspondi ng address
shoul d be set to the Valid Lifetime in the received option

3. Oherwise, reset the valid lifetime of the corresponding
address to 2 hours.

The above rul es address a specific denial-of-service attack in which
a bogus advertisenent could contain prefixes with very snmall Valid
Lifetimes. Wthout the above rules, a single unauthenticated

adverti senent containing bogus Prefix Information options with short
Valid Lifetinmes could cause all of a node’'s addresses to expire
prematurely. The above rules ensure that legitimte adverti senents
(which are sent periodically) will "cancel" the short Valid Lifetines
before they actually take effect.

Note that the preferred lifetinme of the corresponding address is

al ways reset to the Preferred Lifetinme in the received Prefix

I nformation option, regardl ess of whether the valid lifetinme is also
reset or ignored. The difference cones fromthe fact that the
possible attack for the preferred lifetime is relatively mnor
Additionally, it is even undesirable to ignore the preferred lifetinme
when a valid adm nistrator wants to deprecate a particul ar address by
sending a short preferred lifetine (and the valid lifetine is ignored
by accident).

e) If the advertised prefix is equal to the prefix of an address
configured by statel ess autoconfiguration in the list, the valid
lifetime and the preferred lifetine of the address should be
updat ed by processing the Valid Lifetine and the Preferred
Lifetime (respectively) in the received adverti senent.

While allowing updates to the valid lifetime in RAs could enable an
attacker to invalidate addresses by setting the valid lifetime to
zero, this does not significantly worsen the security situation. An
attacker capabl e of sending rogue RAs already has the power to

di srupt connectivity by manipul ati ng ot her paraneters, such as
gateway or DNS information. Therefore, accepting a zero lifetime
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does not nake the system nore vulnerable than it already is, as
invalidating the prefix is just one of the many vectors available to
perform DoS attacks to on-link node (see [ RFC3756]).

In scenari os where RA-based attacks are of concern, mtigations such
as RA-Guard [ RFC6105] [RFC7113] or SEND [ RFC3971] should be
i mpl enmrent ed.

RATI ONALE:

* This change allows hosts to react to the signal provided by a
router that has positive knowl edge that a prefix is not
assigned to the given link anynore. |In particular it would
all ow the host to invalidate addresses fromthat prefix, and,
if the prefix is reassigned to another link, allow the host to
communi cate to devices on that |ink

* The behavi or described in [ RFC4862] had been i ncorporated
during the revision of the original I1Pv6 Statel ess Address
Aut oconfi guration specification ([RFC1971]). At the tine, the
I PNG wor ki ng group decided to mtigate the attack vector
represented by Prefix Information Options with very short
lifetimes, on the prenise that these packets represented a
bi gger risk than other ND based attack vectors [IPNG m nutes].

VWil e reconsidering the trade-offs represented by such

deci sion, we conclude that the drawbacks of the aforenentioned
mtigation outwei gh the possible benefits, as specified in the
updat ed text.

5.5. Conveying Information in Router Advertisement (RA) Messages

Intentionally omitting information in Router Advertisenents nmay
prevent the propagation of such information, and nmay represent a
chal l enge for hosts that need to infer whether they have received a
compl ete set of SLAAC configuration information. As a result, this
section recommends that, to the extent that is possible, RA nmessages
contain a conplete set of SLAAC i nformation.

Thi s docunent replaces the followi ng text from Section 6.2.3 of
[ RFC4861] :

A router MAY choose not to include sone or all options when
sendi ng unsolicited Router Advertisements. For exanple, if prefix
lifetimes are much | onger than AdvDefaul tLifetime, including them
every few advertisenents nmay be sufficient. However, when
responding to a Router Solicitation or while sending the first few
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initial unsolicited advertisenents, a router SHOULD include all
options so that all information (e.g., prefixes) is propagated
qui ckly during systeminitialization

If including all options causes the size of an advertisenent to
exceed the link MU, multiple advertisenents can be sent, each
contai ning a subset of the options.

w t h:

A router SHOULD include all options in a single Router
Advertisement. However, there are scenarios when routers MAY
split the information between nultiple RAs. In particular

* Routers MAY be explicitly or inmplicitly configured to send
multiple RAs and split information between them For exanple,
a router could be configured to send informati on associ at ed
with different provisional domains [RFC7556] in different RAs,
or to send multiple RAs, one per VRRPv3 [ RFC9568] group

* If including all options causes the size of an RA to exceed the
link MU, nultiple RAs SHOULD be sent, each containing a subset
of the options. Routers SHOULD whenever possible, split the
i nformati on between the fewest possible nunber of RAs.

RATI ONALE
*

Gont ,

Sending information in the smallest possible nunber of packets
was sonewhat already inplied by the original text in [ RFC4861].
Including all options when sending RAs | eads to sinpler code
(as opposed to dealing with special cases where specific
information is intentionally omtted), hel ps hosts infer when
they have received a conplete set of SLAAC configuration

i nformati on, and reduces the probability of hosts |learning only
a partial subset of SLAAC configuration information. Note that
whil e [ RFC4861] allowed sone RAs to onmit sonme options, to the
best of the authors’ know edge, all SLAAC router

i mpl enent ati ons always send all options in the small est
possi bl e nunber of packets. Therefore, this section sinply
aligns the protocol specifications with existing inplementation
practi ce.

*  However in some scenarios (including, but not linted to
mul ti homi ng or having a router providing information from
mul tiple configuration or provisional domains (PvD) to non-PvD-
aware hosts) it mght be desirable to send nultiple sets of
network configuration information in nultiple RAs.
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6. | ANA Consi derations
Thi s docunment has no actions for | ANA
7. Inplenentation Status

[NOTE: This section is to be renoved by the RFC-Editor before this
docunent is published as an RFC.]

This section summari zes the inplenentation status of the updates
proposed in this docunent. 1In sone cases, they correspond to
variants of the mtigations proposed in this docunent (e.g., use of
reduced default lifetinmes for PIGs, albeit using different val ues
than those recommended in this docunent). |In such cases, we believe
these inplenentations signal the intent to deal with the probl ens
described in [ RFC8978] while |acking any gui dance on the best
possi bl e approach to do it.

7.1. More Appropriate Lifetinme Val ues
7.1.1. Router Configuration Variables
7.1.1.1. rad(8)
We have produced a patch for OpenBSD s rad(8) [rad] that enploys
reduced lifetimes for Neighbor Discovery options, as recomrended in
this document. The patch is available at:
<https://ww. gont.com ar/ code/ fgont - patch-rad-pi o-lifetines.txt>
7.1.1.2. radvd(8)
The radvd(8) daenon [radvd], normally enpl oyed by Linux-based router
i npl ementations, currently enploys different default lifetines than
those recomended in [ RFC4861]. radvd(8) enploys the foll ow ng
default val ues [radvd. conf]:
* Preferred Lifetine: 14400 seconds (4 hours)
* Valid Lifetime: 86400 seconds (1 day)
These values do not follow the recomrendations in this document, but
neverthel ess represent a deviation and i nprovenent fromthe current

st andar ds.

7.2. Honor Snmall PIO Valid Lifetines
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7.2.1. Li nux Ker ne

A Linux kernel inplenmentation ohas been conmtted to the net-next
tree. The inplenentation was produced in April 2020 by Fernando Gont
<f gont @i 6net wor ks. con». The correspondi ng patch can be found at:
<htt ps:// pat chwor k. ozl abs. or g/ pr oj ect/ net dev/

pat ch/ 20200419122457. GA971@r chl i nux-current .| ocal domai n/ >

7.2.2. NetworkManager

Net wor kManager [ Net wor kManager] processes RA nessages with a Valid
Lifetime less than 2 hours as reconmended in this docunent.

7.3. Conveying Information in Router Advertisement (RA) Messages

We know of no inplenentation that splits network configuration
information into nultiple RA nessages.

7.4. Recovery from Stale Configuration Information w thout Explicit
Si gnal i ng

7.4.1. dhcpcd(8)

The dhcpcd(8) daenon [dhcpcd], a user-space SLAAC i npl enent ati on
enpl oyed by sone Linux-based and BSD-derived operating systens, wll
set the Preferred Lifetinme of addresses corresponding to a given
prefix to 0 when a single RA fromthe router that previously
advertised the prefix fails to advertise the correspondi ng prefix.
However, it does not affect the corresponding Valid Lifetine.
Therefore, it can be considered a partial inplenentation of this
feature.

7.5. Oher mtigations inplemented in products

[FRITZ] is a Custoner Edge Router that tries to deprecate stale
prefixes by advertising stale prefixes with a Preferred Lifetine of
0, and a Valid Lifetime of 2 hours (or less). There are two things
to note with respect to this inplenentation

* Rather than recording prefixes on stable storage (as recomended
in [RFCO096]), this inplenentation checks the source address of
| Pv6 packets, and assunes that usage of any address that does not
correspond to a prefix currently-advertised by the Custoner Edge
Router is the result of stale network configuration informtion
Hence, upon receipt of a packet that enploys a source address that
does not correspond to a currently-advertised prefix, this
implementation will start advertising the correspondi ng prefix
with small lifetines, with the intent of deprecating it.
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8.

10.

10.

* Possibly as a result of item"e)" (pp. 19-20) from Section 5.5.3
of [RFC4862] (discussed in Section 5.4 of this docunent), upon
first occurrence of a stale prefix, this inplenmentation wll
enpl oy a decreasing Valid Lifetine, starting from2 hours (7200
seconds), as opposed to a Valid Lifetine of O.

Security Considerations

The protocol update in Section 5.4 could allow an on-link attacker to
performa Denial of Service attack against |ocal hosts, by sending a
forged RAwith a PIOwith a Valid Lifetine of 0. Upon receipt of
that packet, local hosts would invalidate the correspondi ng prefix,
and therefore renmove any addresses configured for that prefix,
possibly term nating e.g. associated TCP connections. However, an
attacker may achieve simlar effects via a nunber other Nei ghbor

Di scovery (ND) attack vectors, such as directing traffic to a non-

exi sting node until ongoing TCP connections tinme out, or performng a
ND- based man-in-the-mddle (MTM attack and subsequently forging TCP
RST segnents to cause on-going TCP connections to be reset. Thus,

for all practical purposes, this attack vector does not really
represent any greater risk than other ND attack vectors. As noted in
Section 5.4 , in scenarios where RA-based attacks are of concern,
proper mtigations such as RA-Quard [ RFC6105] [ RFC7113] or SEND

[ RFC3971] shoul d be i npl enent ed.
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Appendi x A, Sel ecting Nei ghbor Discovery Lifetines

Many default values in fromthe Neighbor Discovery specification
assunme fairly reliable comunication of Neighbor Di scovery messages.
However, as noted in [RFC7772], conmunication of nulticasted RA
messages tends to be rather unreliable for battery-powered devices,
which tend to drop nmany of such nessages to reduce the associated
ef fects on power consunption. The follow ng equation may be enpl oyed
to override the default val ues of ND RAS _PREFERRED and ND _RAS VALID
from Section 5.1, by conputing the nunber of RA nessages that a
router should send, such that, given an RA-nmessage | oss rate of
"Loss", there is a probability of "P" that at |east one of such
messages i s received by the target hosts:

n >=1In(l - P)/In(Loss)

NOTES:
As noted in Section 6.2.4 of [ RFC4861], RA nmessages are
retransmtted with uniformy distributed randominterval between
the interface’'s configured MnRtrAdvlnterval and
MaxRt r Advli nterval . Thus, the equation above represents the worst-
case scenario, where each RA nessage is retransmitted at
MaxRt r Advl nt erval seconds.

It should be evident that, if the default val ues of
ND_RAS PREFERRED and ND_RAS VALID from Section 5.1 are overridden,
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this may affect the resulting ND_PREFERRED LI FETI ME and

ND VALI D LI FETI ME val ues, unl ess the default val ue of

MaxRtr Advlinterval is also overridden in the opposite direction
accordingly.

The followi ng table tabulates the value of P (probability of
receiving at | east one RA nessage) for a conbination of "n" (numnber
of RA nessages sent) and Loss (Loss rate for nulticasted RA
messages):

Table 1. Sample values for P =1 - (Loss)”"n
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