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1. Introduction

| EEE Std. 802.1 [IEEE Std. 802.1] Ethernet Bridging provides an
efficient and reliable broadcast service for wred networks;
applications and protocols have been built that heavily depend on
that feature for their core operation. Unfortunately, Low Power
Lossy Networks (LLNs) and Wrel ess Local Area Networks (W.ANs)
generally do not benefit fromthe same reliable and cheap broadcast
capabilities as |l egacy Ethernet yellow wires, and protocols that rely
on broadcasts are less suited in those environnents.

Simlarly, the use of broadcast is discouraged in |large Data Center
(DC) fabrics and DC Interconnect (DCl) that extend the | ower-|ayer
links in large and physically distributed topol ogies, e.g., as meshes
of point-to-point (P2P) tunnels. |In such case, an overlay broadcast
service is typically enulated as ingress (or reflector) replication
and generates nassive anmounts of underlay uni cast nessages, possibly
over expensive Wde Area Network (WAN) |inks

Al in all, as IPv6 [RFC8200] networks migrate froma physical wres
to virtual or intangible nmedia, the common requirenent shows to
decoupl e the abstractions that are nani pul ated at the network | ayer
from physi cal properties such as broadcast capabilities and
transitivity that are handled at the | ower |ayers.

The original |1Pv6 Neighbor D scovery Protocol [RFC4861], [RFC4862]
(IPv6 ND) relies heavily on broadcast operation for Router
Advertisenment (RA), Address Resolution (AR), and Duplicate address
Detection (DAD). In nodern networks, this nmay be inefficient (due to
many replications over constrained links), unreliable (broadcast may
be lost in transm ssion), counterproductive to network operations
(broadcast storns), prone to inpersonation and mnultiplication attacks
(a unicast fromthe outside nay cause a broadcast inside), and nmay be
detrinental to privacy (an observer inside the network can di scover
ot her onlink addresses).
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Thi s docunment presents an architecture for |1 Pv6 access networks that
1) decoupl es the network-1layer concepts of Links, Interface, and
Subnets fromthe |ink-layer concepts of links, ports, and broadcast
dommi ns, and thereby 2) limts the reliance on (and inpact thereof)
|l ink-1ayer broadcasts inside the Subnet. This architecture is
suitable for IPv6 over any network, including nodern Non-Broadcast
Mul ti Access (NBMA) and non-transitive Point-to-Miltipoint (P2MP)
networks. A study of the issues with IPv6 ND over wireless nmedia is
presented, and a franmework to solve those issues within the new
architecture i s proposed.

2. Acronyns
Thi s docunent uses the foll ow ng abbreviations:

6BBR:.  Backbone Router

6LN: (6LOWPAN) Node

6LR:  (6LOWPAN) Router

ARO  address Registration Option

BGP: Border Gateway Protocol

BLE: Bl uetooth(R) Low Energy

DAC. Duplicate address Confirmation (nmessage)
DC. Data Center

DAD: Duplicate address Detection

DAR: Duplicate address Request (message)
DOS: Denial of Service (attack)

EDAC. Extended Duplicate address Confirmation
EDAR. Extended Duplicate address Request
EVPN:.  Et hernet VPN

FDM  Frequency-Di vi sion Multipl exi ng
IGP: Interior Gateway Protoco

| PSP: Internet Protocol Support Profile
LAN: Local Area Network

LI SP: Locator/ID Separation Protoco

LLN: Low Power and Lossy Network

LLA: link-1ocal address

LoWPAN:  Low Power WPAN

MAC: Medi um Access Contr ol

MLSN:  Multi-Iink Subnet

MLD: nulticast Listener Discovery

NA:  Nei ghbor Advertisenent (nessage)
NBMA:  Non- Broadcast Multi-Access (full nesh)
NCE: Nei ghbor Cache Entry

ND:  Nei ghbor Discovery (protocol)

NDP:  Nei ghbor Di scovery Protoco

NS: Neighbor Solicitation (nmessage)

P2P:  Poi nt -t o- Poi nt

P2MP:  Point-to-Multipoint (partial nesh)
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3.

3.

RPL: | Pv6 Routing Protocol for LLNs
RA:  Router Advertisenent (message)
RS: Router Solicitation (nessage)
SGP: Subnet Gateway Protoco

SPL: Subnet Prefix Length

TDM  Tinme-Division Miltiplexing
TSCH:  Tinme-Slotted Channel Hopping
ULP: Upper-Layer Protoco

VLAN: Virtual LAN

VXLAN:  Virtual Extensible LAN

VPN:  Virtual Private Network

WAN: W de Area Network

SND:  Subnet Nei ghbor Di scovery (protocol)
W.AN: Wreless Local Area Network
WPAN:  Wrel ess Personal Area Network

I ssues with | Pv6 ND- Based Access
1. | Pv6 ND and ND- Proxi es

Though 1 Pv6 ND was the state of the art when designed for early

Et hernet links at the end of the twentieth century, it is less
appropriate for nodern networks such as wirel ess and overl ays that
cannot provide the sane cheap and reliabl e broadcast as a shared
yellow wire. The reactive AR operation was designed to linit the
anount of menory that is needed for the ND cache, at times where
menory was scarce in the adapters. This trade-off, broadcast
bandwi dth vs. nmenory in the adapters, should be reeval uated for
net wor ks where router nenory is aplenty but broadcast has becone
expensi ve.

The 1 Pv6 ND Nei ghbor Solicitation (NS) [RFC4861] message is used as a
mul ticast | P packet for AR and DAD [ RFC4862]. Wile the AR nmessage
is intended for one node that owns the Target address, the
expectation for DAD is that there’s no node at all with that address.
A nessage that is intended for at nost one node is certainly a poor
mat ch for a broadcast operation.

The NS messages used in AR and DAD exchanges are sent at the network
| ayer to a Solicited-Node nmulticast address (SNMA) [ RFC4291] and
should in theory only reach a very snmall group of nodes. But to
support SNMA, the host nust al so support multicast Listener Discovery
(MLD) [RFC3810], which nmay be an additional burden to a constrained
stack, and the switches should support their own multicast routing
and state, which is pushing the real problens to the | ower |ayers.
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Al'so, if inmplemented, the SNMA procedure would entail close to one
state per address is every switch since there is often only one
address with the sane SNVA in the network - though the birthday
paradox applies. This anmount of nenory may not have been avail abl e
in early switches, and still nmakes little econom cal sense today when
a conplete ND cache requires one state per address in every router
only, as opposed to one in every switch, when the Subnet prefix is
adverti sed as not-onlink.

This is why, in practice, IPv6 ND nessages to a SNVA are nmapped to
|'ink-1ayer broadcast on Ethernet and Wrel ess networks, and to ful
ingress replication in overlays. nulticast NS transm ssions may
occur when a node joins the network, noves, or wakes up and
reconnects to the network. Over a very large fabric, this can
gener ate hundreds of broadcasts per second.

If the broadcasts were blindly copied over W-Fi |inks, the Iink-

| ayer broadcast traffic associated to ND network-layer nulticast
coul d consunme enough bandwi dth to cause a substantial degradation to
the unicast service [MCAST EFFICIENCY]. This is why ND Proxies are
depl oyed and charged to reduce the resulting flood; sadly, ND Proxies
are not fully reliable for the lack of a determnistic state on all
exi sting addresses, which leads to unpredictable failures in |IPv6 ND
operati ons.

The 1 Pv6 ND Nei ghbor Advertisenent (NA) [ RFC4861] nessage can al so be
sent as a multicast to all nodes, as a gratuitous information that
can be used to override the address mapping in nodes with an existing
Nei ghbor Cache Entry (NCE) for the Target address. |If this is done,
all nodes in the broadcast domain are inpacted though there’'s
probably none or very fewwith an NCE. Wen it is not done, nodes
with an NCE will be unable to reach the Target |P address until

Nei ghbor Unreachability Detection (NUD) discovers the issue. Both
alternatives are unsatisfactory, meaning that the whol e approach
shoul d be revisited.

Thi s problem can be alleviated by reducing the size of the broadcast
domai n that enconpasses wirel ess access links. This has been done in
the art of IP subnetting by partitioning the subnets and by routing
between them at the extreme by assigning a prefix, say a /64, to
each wirel ess node (see [ RFC8273]).

Another way to split the broadcast domain within a Subnet is to proxy
the network-1ayer protocols that rely on |link-1ayer broadcast
operations at the boundary of the split broadcast domains, e.g.,
using the [IEEE Std. 802.11] "ARP proxy" at the Access Point. The
correct operation of the proxy requires the exhaustive list of the IP
addresses for which proxying is provided. Forning and nai ntaining
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that know edge is a hard problemin the general case of radio
connectivity, which keeps changing with novenments and variations in
the environnent that alter the range of transmissions. It is
achieved in W-Fi networks through the proactive nethod of the

Wi rel ess association, which is akin to the registration procedure in
this architecture.

[ SAVI] suggests discovering the addresses by snooping the 1Pv6 ND
protocol, but that can also be unreliable. An |IPv6 address may not
be discovered inmmedi ately due to a packet loss. It may never be

di scovered in the case of a "silent" node that is not currently using
one of its addresses, e.g., a printer that waits in wake-on-1Ian
state. A change of anchor, e.g. due to a novenent, may be nissed or
received out of order, leading to unreliable connectivity and an
inconplete list of addresses. Bottomline: snooping |Pv6 ND is not
appropriate to formand maintain a determnistic know edge of the

| Pv6 addresses of all the neighbors that are reachabl e over a network
port.

3.2. The case of Wreless

Li ke Transparent Bridging, the IPv6 ND operation is reactive, and
relies on IP multicast for the AR and DAD procedures. As discussed
in Section 3, the network-layer mnulticast operation is typically

i mpl emented as a link-layer broadcast for the |ack of an adapted and
scal abl e i nk-1ayer multicast operation on nost W.ANs and Low Power
Personal Area Networks (LoWPANs). It results that on wireless, |Pv6
ND mul ticast nessages are typically broadcasted.

As opposed to unicast transnissions, the broadcast transm ssions over
wireless links are not subject to automatic retries (ARQ and
therefore are not reliable. Reducing the speed at the physical (PHY)
| ayer for broadcast transm ssions can increase the reliability, at
the expense of a higher relative cost of broadcast on the overal
avai | abl e bandwi dt h.

Excessi ve use of broadcast by protocols such as | Pv6 ND and Bonjour/
nMDNS (see [ RFC6762]) | ed network administrators to install nulticast
rate limting to protect the network. Experinentally, this proved to
have a dramatic effect on ND performance in |arge wrel ess networKks.
From sone testing done at an I ETF neeting a few years ago, it seened
that up to 90% of IPv6 link-local nmulticasts were dropped. The

i mpact on user experience is usually limted since for the nost part,
the users will connect to addresses outside the Subnet and will not
attenpt to |locate one another. The inpact on the NOC nmight still be
significant, since a failure related to ND operations m ght be
transient and difficult to debunk after the fact.
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Anot her experinment conducted during an | ETF neeting consisted in
manual |y forcing address duplicates to observe the DAD behavi or.
Thi s experinent showed that DAD often (up to 80% of times was
observed) fails to discover the duplication of |IPv6 addresses, at
least in a large wirel ess access networks, see [DAD | SSUES] for nore.
In practice, |IPv6 addresses very rarely conflict, not because the
address duplications are detected and resol ved by the DAD operati on,
but thanks to the entropy of the typically 64-bit Interface |IDs
(I'1'Ds) that nakes a collision quasi-inpossible for random zed 11 Ds.
This is why, even when DAD fails, the user experience is rarely

af f ect ed.

Excessi ve use of broadcast al so places a toll on the battery of

wi rel ess devi ces such as 10T sensors and smartphones. On paper, a
W-Fi station nmust keep its radio turned on to listen to the periodic
series of broadcast franmes. Mbst of those broadcasts are dropped at
the network | ayer when the receiving node finds it is not interested,
as is the case of NS nessages when the node is not the Target. In
order to protect the battery lifetine, a typical smartphone wll
listen at a nultiple of the broadcast period, blindly ignoring a
large ratio of the broadcasts, and making |1 Pv6 ND operations even

| ess reliable.

Net - net: broadcast transm ssions are not reliable on wreless.
Prot ocol s designed for bridged networks that rely on broadcast
transm ssi ons often exhibit disappointing behaviors when enpl oyed
unnodi fied on a local wireless nedium (nore in [RFC9119] ). Even
though there is at nost one intended Target for a broadcast AR or DAD
nmessage, the broadcast inpacts nany wirel ess nodes over the whole
Subnet (e.g., the ESS fabric), and yet the chances that intended
Target receives the packet are limted. The fact that the user
experience for 1Pv6 NDis not so dramatically affected only shows
that those broadcasts are, for a large part, a usel ess waste of
expensi ve resources.
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W-Fi Access Points [IEEE Std. 802.11] (APs) deployed in an Extended
Service Set (ESS) act as [IEEE Std. 802.1] bridges between the

wirel ess stations (STA) and the wired backbone. As opposed to the

cl assical Transparent (aka Learning) Bridge operation that installs
the forwarding state reactively to traffic, the bridging state in the
AP is established proactively, at the tine of association. The
associ ation process registers the link-layer (MAC) address of the STA
to the AP proactively, i.e., before it is needed. Based on that
information, the AP maintains the exhaustive |list of the associated
MAC addresses and bl ocks the Iink-layer |ookups for destination MAC
addresses that are not associated to this AP. Wile the association
procedure protects the w rel ess nmedi um agai nst broadcast-intensive
Transparent Bridgi ng | ookups, the same problemremains at the network
| ayer for the lack of a simlar procedure in | Pv6 ND

3.3. The case of Overlays

Li nk-1ayer Overlays (e.g., VLANs) reduce the broadcast domain from

t he physical one, whereas network-|ayer overlays (e.g., VxLAN) can
extend the Subnet beyond the linmts of the physical network, enabling
to deploy a Subnet over a | arge physical domain. The success of

net wor k-1 ayer overlays in Cloud DC deploynents illustrate the need to
decoupl e the Subnet fromthe linmts of the physical network.

A network-layer overlay is typically a partial or full mesh of point
to point tunnels between routers. 1In case of a full nesh, BUM
(Broadcast, Unknown, and nulticast) forwardi ng across the overlay can
be inplenented as a replication at the ingress router or at a

dedi cated reflector, but either way entails a grow ng congestion and
| atency as the overlay grows in size. BUM forwarding has becone so
detrinmental to the network operations that sonme operators decide to
turn it off. This neans that a silent node, whose location is
unknown to the fabric control plane and possibly forgotten, cannot be
redi scovered by AR procedures, and will not be reachable again unti

it volunteers its own sign of life. To avoid this, nodern protocols
shoul d be designed such that the use of overlay-wi de broadcasts are
limted to operations where a real distribution operation is desired,
e.g., every node is interested in receiving the packet.
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While a nulticast |Pv6 ND RA nessage nay be of interest within a site
or a subsite to all local nodes, it is probably of little interest to
other sites that are served by other routers, even when the overlay
spans across both sites. The sane goes for a local printer, the
broadcast nDNS [ RFC6762] | ookup should reach |l ocal printers but not
necessarily faraway ones. This is another indication of the need to
decoupl e the span of the Subnet fromthe | ower |ayer broadcast

domai n, and dedi cate the broadcast service to | ocal operations such
as discovery of really local resources, regardless of the actual span
of the Subnet.

As discussed in Section 3.2, nulticast |Pv6 ND nessages are in fact
broadcast ed across the overlay, meaning that they contribute to the
BUMtraffic and are treated as full broadcast. Yet, those nmessages
are used for AR and DAD and intend to reach at nost one node, the
owner of the Target address, if any. Using a BUMtransm ssion that
reaches every nodes in the overlay to comunicate with at nost one is
a msuse of the overlay resources and shoul d be replaced by unicast-
based net hods.

In data centers, overlays are typically conmbined with server

mul ti homi ng at the edge. An advanced Network Interface Card (NIC) is
equi pped with nore than one Ethernet ports for redundancy, which
connect to different leaf switches (aka ToR) to the same cl oud
network. The server (say, using Kubernetes) needs a single address
and woul d rat her use that address on both ports to the same Subnet,
and use either network port for its own reasons, e.g., |oad

bal anci ng, independently of |IP addressing considerations. This neans
that the IP Interface abstraction that the server needs is a | ogica
construct, decoupled fromthe network ports, and capable to enconpass
nore than one.

3.4. Power and Sustainability

In the wirel ess case, broadcasts are sent at the slowest speed
avai |l abl e, which can be a hundred time slower than unicast

transm ssions, in order to nmaxinize the chances that all nodes in the
BSS will receive the frame. For that relatively long duration, the
broadcast transm ssion holds the spectrumlocally, which adds to the
| at ency of pending unicast franes and generates interferences
renotely, which may cascade in | osses, exponential backoff delays,
and retries in adjacent networks. In the process, the broadcast
transm ssi on consumes up to a hundred tine nore power than unicast
transm ssi on of equival ent payl oad size. Power is also wasted when
replicating a multicast packet to span an overlay, each tinme the
packet is ultimately dropped by the recipient.
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Constrained | oT devices conserve power by placing thenmselves in deep
sleep for nmost of their time. Wile a device is sleeping, it cannot
answer | Pv6 ND messages for AR and DAD. This nakes | Pv6 ND
unsuitable to | oT devices. The 6LOWPAN WG has determ ned that the
nost appropriate nodel for a constrained network is a pull nodel
where the device wakes up, negotiates with its router(s) for
addresses and connectivity for some anmpunt of tine in the future, and
goes back to sleep. The router can then performa role of sleep
proxy that defends the address(es) and holds traffic for the device

till the device wakes up and pulls it fromthe router. Additionally,
broadcast operations becone rapidly inacceptable in terns of power
and bandw dth when the constrained network grows into a mesh. 1In an

LLN, hosts generally do not perform AR for one another, and the not-
onlink prefix nodel is mandatory.

In all cases, to make the Internet greener, we nust reconsider the
use of broadcast over |arge access networks. To nmmintain the
capability to build the Subnets we want, the I Pv6 architecture nust
enabl e to decoupl e the Subnet fromthe broadcast donmain, make the
broadcast domain small and local, and refocus the use of broadcast to
the cases where all nodes are interested. Additionally, the IPv6
architecture nmust enable a nobdel where the network serves and
protects | ow power devices that sleep nost of the time and wake up on
their own schedul e.

3.5. Security and Privacy

Broadcasting | Pv6 ND nessages exposes the source and the Target
addresses to the whol e network, including nodes that do not need to
know t hat those addresses are present in the network. A passive

i stener may di scover the addresses w thout any observable action or
possibility of control by the source. Once it has discovered the
presence of nei ghbor addresses, the onlink attacker can inpersonate
any host in the network, either by sourcing packets with a stolen
address, or by overriding the neighbor caches with a NA that

i ndi cates the attacker’s |ink-layer address.

It is thus desirable to avoi d exposing the host 1 Pv6 address in
broadcast ND messages. A nore private approach has each node see and
connect to only a subset of the routers using the not-onlink nodel.
The source may still shortcut to the destination when the destination
is effectively on link, based on redirect nmessages fromthe router,
when desirable. Additionally, it is desirable that only the address
owner can source packets with that address, and that another party
may neither be able to claimtraffic for nor source packets fromthat
addr ess.
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The reactive NS | ookup met hod can al so be abused fromthe outside of
the network to perform DOS attacks on constrained resources in the
network. The attacker just needs to forge random addresses fromthe
Subnet prefix and send one packet to each of these random address.
The Subnet ingress router will have to store each of those packets
for the duration of the | ookup tinme, and broadcast an NS to | ookup
each of the forged address. This both |ocks nenory in the router and
consunmes bandw dth and energy inside the Subnet. Al nodes in the
Subnet are also inpacted, at the mnimumto check that they do not
own t he Target address.

To avoid the | ookup del ays and associ ated attacks, it nakes sense to
use a proactive nmethod whereby the router knows all the addresses
present in the network and their |ink-layer address mapping in
advance. Wien this is achieved, if the destination address of an

i ncom ng packet is not present in the router tables, then it can be
safely assuned that the destination does not exist in the network and
the packet nay be dropped by the forwarding engine, e.g., in

har dwar e

3. 6. More M ddl eboxes

The above probl ens have been observed at | east since the early 2000s,
and a nunber of renediation actions were attenpted. The |EEE std
802.11 [IEEE Std. 802.11] nandates the support of a mniddl ebox
operation called "ARP proxy" for IPv4 and I Pv6 in the Access Point
(AP). The "ARP Proxy" cancel s broadcasts over a BSS when the IP
Target of the ARP/ND nessage is not owned by a STA associated to the
AP. Wth IPv4, the expectation is that the non-AP station (STA) owns
exactly one | P address, and that the address is obtained via DHCP
right after the association, so it is sinple and deterministic to
snoop the address in the DHCP exchange (as long as it remains in the
clear), and with that determ nistic know edge of all |Pv4 addresses
in the BSS, cancel ARP |ookups that do not match.

In contrast to I Pv4, 1 Pv6 enables a node to formnultiple addresses
per Link, sone of themtenporary and with a particular attention paid
to privacy. Addresses may be formed and deprecated asynchronously to
the association. Even if the know edge of |Pv6 addresses used by a
STA can be obtai ned by snoopi ng protocols such as | Pv6 ND and DHCPv6,
or by observing data traffic sourced at the STA, such nethods provide
only an inperfect know edge of the state of the STA at the AP. This
may result in a loss of connectivity for some | Pv6 addresses, in
particul ar for addresses rarely used and in a situation of nobility.
This may also result in undesirable state persistence in the AP when
a STA ceases to use an | Pv6 address. It follows that snooping
protocols is not a recomended technique and that it should only be
used as |l ast resort.
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Because IPv6 ND is so easy to attack, some vendors have depl oyed
undocurent ed proprietary counter neasures as m ddl ebox operation in
the switches and routers. Those m ddl eboxes snoop the | Pv6 ND
messages, filter themor nodify them for instance to change their
I'ink-1ayer scope from broadcast to unicast. Based on the snooped

i nformati on, the m ddl ebox may for instance drop an RA nessage that
appears to be coming froma host (e.g., as inferred because it is
received on a wireless adapter), or an NA message coning froma
devi ce that does not appear to be the owner. But, for the lack of an
explicit contract between the host and the m ddl ebox, the m ddl ebox
cannot deternmine who the real owner is, and it nmay deny a rightfu
user.

In a managed network, |P addresses are an expensive and thus a
limted resource. To ensure a fair use and protect agai nst DOS
attacks, the m ddl ebox may al so bl ock Statel ess address

Aut oconfiguration (SLAAC) froma host above a fixed nunber of
addresses. Wen that happens, the host believes that it can use the
address but fails to connect with it. This might happen even if the
host has ceased to use other addresses and is now within the all owed
quota. |Pv6 ND | acks both a nmethod for the host to know how nmany
addresses it can own, and a nethod for the router to know which
addresses the host uses at any point of time. The infrastructure
needs a determ nistic know edge of the addresses in use, and for that
a contract nust be passed between the host and the network to ensure
that all the addresses are known and usabl e.

Maybe the nost insidious side effect of those m ddl eboxes is that as
opposed to NAT, their operation is obfuscated and proprietary. From
one vendor to the next, and from one product generation to the next,
their behavior may evolve and affect IPv6 ND in different fashions.
In the short term this may only inpact some specific deploynents,
whi ch may have to work around the issues. In the longer term this
may affect the capability we have to evolve the protocol, like
firewalls inpact our capability to devel op new transports in parall el
to TCP and UDP. W nust either standardize (e.g., for ND proxy) or
elimnate those niddl ebox activities, and for that, the |Pv6 ND
protocol nmust evolve to a nodel where proprietary m ddl eboxes are not
needed anynore. This demands a nodel that mnimzes the use of
broadcasts, and where a contract provides nutual guarantees for the
hosts that need | Pv6 addresses and the routers that provide
reachability and protection for these addresses.
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3.7. More Operational |ssues

"Sel ectively Isolating Hosts to Prevent Potential Neighbor Discovery
Prot ocol |ssues" [ ND CONSI DERATI ONS] reviews a nunber of |IPv6 ND

i ssues and their possible mtigation in various scenarios. The
consi dered i ssues incl ude:

1. Inpact of multicast on performance and reliability
2. Security exposures fromthe inplicit trust of all on-Iink nodes

3. On-Denand Nei ghbor Cache managenent as a source of perfornmance
i ssues, including exhaustion probl ens

4. Consequences of the |ack of subscriber managenment capabilities

Table 1 "Wich solution solves which issue(s)"” of [ ND CONSI DERATI ONS]
indicates that the evaluated i ssues can be alleviated with the
franework detailed in Section 5

3.8. Summary of I|ssues

IPv6 ND inherited 2 majors design points fromlIPv4, a strong coupling
of | ogical and physical concepts, which creates unacceptable
constraints on nodern deploynments with virtual and intangible Iinks,
and a reactive operation for AR and DAD that requires an extensive
use of broadcast spanning the Subnet. Wile |IPv4 and | Pv6 behaviors
are simlar for addresses obtained via DHCP, the cost of AR and DAD
makes | Pv6 significantly nore expensive than | Pv4 when SLAAC is

enabl ed.

And while | Pv4 supported NBVA and P2MP nodel s (e.g., on Frame Rel ay

| everagi ng OSPFv2), the I Pv6 prom se to support NBMA (for ATM
remains unnet to this day, as only P2P and Transit |inks are properly
supported by IPv6 ND. For those reasons, as well as inherent
conplexity and unpredictability, 1Pv6 with SLAAC can be significantly
| ess attractive than | Pv4 to sone network admi nistrators.

I Pv6 ND exposes all addresses to all nodes in the network, which is
unfit for privacy. It is prone to DOS attacks from outside the
networ k and i npersonation attacks fromthe inside, with no nethod to
prove the address ownership and perform Source address Vali dation
(SAVI) later on the data traffic. To protect against such threats,
the vendors had to introduce m ddl eboxes that interfere with the
prot ocol operation and affect the capability to evolve the protoco
in the future
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I Pv6 ND | acks a support for nobility (which typically entails a
sequence counter maintained by the host and the deprecation of state
that is based on ol der sequences) and for anycast. This makes it
very hard for the network to defend the addresses on behal f of the
owner, e.g., when the owner is tenporarily disconnected. It results
that the operation of the m ddl eboxes is unsatisfactory and may cause
di scontinuities in connectivity.

The extensive use of broadcast operations in [Pv6 NDis not only
detrinental to bandwidth, it is also an issue for energy conservation
and sustainability. Devices nmust be always attached and al ways
powered on to answer NS nessages, which makes | Pv6 ND inapplicable to
power - conservi ng devices such as |oT sensors that sleep for the vast
majority of their tine.

4. | Pvb over Non-Broadcast Networks Architecture
4.1. Basic Concepts

Thi s docunment introduces an alternate architecture for | Pv6 access
networks that is designed to apply to the W.ANs and LoWPANs types of
networks as well as other NBMA networks such as Data-Center overlays
and P2MP networks such as 10T radio nmeshes. It may be used as a
replacenent to the IPv6 ND reactive nodel in any network where the

i ssues discussed in Section 3 are detrimental to the network

operati on.

The key design points in this architecture derive fromthe origina
observations made at the 6LoWPAN WG for constrai ned devi ces and
net wor ks, and focus on avoi ding waste of limted resources such as
spect rum and energy, by using broadcasts only when broadcast is
really needed, and decoupling the I P abstraction of a Subnet fromthe
broadcast domains to avoid Subnet-w de broadcast storms. To that
effect, this architecture | everages the not-onlink nodel and routing
i nside the Subnet, which enables to formpotentially |arge M.SNs

wi thout creating a | arge broadcast donmain at the link |ayer.
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To support the deploynment agility that virtual (e.g., VXLAN overlays
and pseudowires) and intangible (e.g., wireless, |laser, and quantun
links enable, the I P abstractions of Interface, Link, and Subnet are
decoupl ed fromtheir classical physical counterparts of port, I|ink,
and broadcast domains. The Subnet is defined by a prefix length
call ed Subnet Prefix Length (SPL), as the |ongest aggregation that
can be advertised in the IGP. An SPL of 64 is typical though the
architecture does not nandate it. Host routes and prefixes |onger
than SPL are advertised inside the Subnet only, using a separate
Subnet Gateway protocol (SGP). The SGP is only required in the case
of P2MP networks where routers need to rel ay packets inside the
subnet .

Any device that owns an address within the Subnet prefix belongs to
the Subnet, this is now decoupled fromthe physical connectivity and
broadcast domain. Instead, the I Pv6 routers that serve a Subnet nust
forma connected doninating set such that every host in the Subnet is
connected to at |east one router and the routers are connected to one
another directly (classical NBVA, aka full mesh) or indirectly via
other routers (Point to MiltiPoint, P2MP, aka partial mesh). The

not -onlink nodel is used throughout, so hosts do not | ook each other
up, saving all the associated broadcast. Instead, they rely on the
routers to forward the packets inside and outside the Subnet. This
way, the Subnet can have any structure needed for the deploynment,
where hosts can nove fromrouter to router in the Subnet, or anywhere
in the Internet provided they can lay a nmobility tunnel to one of the
routers for use as IP Link to the Subnet.

Al 1P Links are abstracted as Point-to-Point, though a | ower-|ayer
broadcast service may be used by the router to send RAs to a subset
of local hosts in the Subnet, or by the host to send an RS nmessage to
a subset of the routers. An IP Interface bundl es one or nore

subl nterfaces, one per Subnet that can be reached through that
Interface. A G obal IPv6 address is installed on the sublnterface
that connects to the Subnet from which the address derives. The IP
Interface connects to one or nore IP Links (to different neighbors)
over the sane or over different physical ports (they are decoupl ed).
A link-local address is associated to the IP Link directly. Each
Subl nterface connects to the subset of those IP Links that reach

ot her nodes in the Subnet.

In a fashion simlar to a | EEE std 802.11 [I EEE Std. 802. 11]

Associ ation, |Pve nodes register their addresses to one or nore

nei ghbor router(s), which may reject the registration, e.g., in case
of a duplication. Wth the registration, the routers collectively
build a conpl ete knowl edge of the hosts they serve and in return,
hosts obtain guaranteed routing services for their registered
addresses for a contractual lifetine.
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To support distributed routers in the Subnet, an abstract registrar
service maintains the state of all active registrations in the Subnet
and answers queries to | ookup mappi ngs, validate ownership, and avoid
duplications. The registration is abstract to the routing service
and the registrar service, and it can be protected to prevent

i mpersonation attacks. The registration enables the network to know
deterministically all the | Pv6 addresses and |ink-1ayer address
mappi ng currently in use, and elimnates the need for | ookups and
DAD, and for the associated broadcasts.

The abstract routing service allows an ingress router to find a path

to the destination address within the Subnet. It can be a sinple
reflection in a Hub-and- Spoke Subnet that enulates an | EEE Std.
802. 11 Infrastructure BSS at the network layer. It can also be a

full-fledge routing protocol, e.g., RPL (see [RFC9010]), which is
designed to adapt to various LLNs such as WLAN and WPAN radi o neshes,
or RIFT (see [RFC9692]) or BGP/EVPN (see [RFC8365]), for application
in data centers. It can be based on overlay tunnels between ingress
router and egress router |everaging a resolver service such as LISP
see [RFC7834] for nore. Finally, the routing service can also be an
ND proxy that enulates an | EEE Std. 802.11 Infrastructure ESS at the
network | ayer, as specified in the | Pv6 Backbone Router [RFC8929].

The abstract registrar service maintains the mappi ng between the

regi stered node link-1ayer address and the registered | Pv6 address.
It contains nmeta data that enables to ascertain that the second
registration for the sane address is performed for the sane

regi stered node, so it also binds the registered node with the

regi stered | Pv6 address. The registrar service provides APIs to | ook
up a link-layer address for an |IPv6 address as well as validate |Pv6
address ownership. The registrar can be inplenented as a nmapping
server ala LISP [RFC6830], a distributed state ala ND proxy

[ RFC8929], or a synchronized state ala EVPN [ RFC7432]. In the former
case, this enables the reactive | ookups to be perforned as unicast
requests to the map resolver. 1In the latter, the address mapping is
synchroni zed by the routing protocol and known to all the routers for
all nodes in the IP Subnet, so there is never a need for a reactive

| ookup.

On the one hand, the Architecture proposed in this docunent avoids
the use of broadcast operation for DAD and AR, and on the other hand,
it supports use cases where Subnet and |ink-Iayer dommi ns are not
congruent, which is conmon in wireless networks unless a specific
I'ink-1ayer enulation is provided.

The address registration establishes a contract between the nodes and

the routers where nodes can ask for addresses which will be
guaranteed to be operational for a contractual lifetine, and the
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network may accept or refuse granting additional addresses based on
state (e.g., duplicate address) as well as policy (e.g., quota).
This ways hosts and routers agree determnistically on which
addresses will be served to which nodes in the Subnet. The
registration is agnostic to the router to router and router to
registrar interfaces. The latter interface can be inplenmented in
various fashions that can blend in existing technol ogi es such as

| egacy | Pv6 ND network through ND proxy, as well as EVPN- based and
LI SP- based over| ays.

4.2. Term nol ogy
4.2.1. |P Links

The term"link" refers to layer 2 (conprising MAC and |ink |ayers)
conmuni cati on nmediumthat can be | everaged at |ayer 3 (aka IP |ayer,
aka network layer) to instantiate one IP hop (see section 2 of

[ RFC8200]. In this docunent we conserve that term (|l owercase) but
differentiate it froman IP Link, which is a network-I|ayer
abstraction that sonehow represents the link but is not the link,
like the map is not the country.

Wth IPv6, |IP has noved to network-|ayer abstractions for its
operations, e.g., with the use of a link-local address (LLA), and
that of IP nulticast for |ink-scoped operations. At the same tineg,
the concept of an IP Link emerged as an abstraction that represents
how t he network | ayer considers the |ink

* An I P Link connects an | P node to one or nore other |P nodes using
a | ower-1layer subnetwork. The |ower-|ayer subnetwork nay conprise
multiple links, e.g., in the case of a switched fabric or a mesh-
under LLN.

* an | P Link defines the scope of an LLA, and defines the donmain in
whi ch the LLA nust be unique

* An IP Link is attached to a physical port, and one link-1oca
address is associated to the I P Link

* an I P Link provides a subset of the connectivity that is offered
by the physical link at the lower layer; if the IPLink is
narrower than the Iink-Iayer reachabl e donain, then network-I|ayer
filters nust restrict the link-scoped conmunication to remain
bet ween peers on a same |P Link. More than one IP Link may be
installed on the same network port to connect to different peers.
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* an IP Link can be Point to Point (P2P), Point to Point (P2M,
form ng a partial mesh and non-transitive), NBMA (non-broadcast
mul ti-access, fully neshed), or transit (broadcast-capable and
any-to-any).

It is a network design decision to use one |P Link nodel or another
over a given |ower-|ayer subnetwork, e.g., to map a Frame Rel ay
network as a P2MP I P Link, or as a collection of P2P IP Links. As
anot her exanple, an Ethernet fabric may be bridged, in which case the
nodes that interconnect the lower-layer links are L2 switches, and
the fabric can be abstracted as a single transit I[P Link; or the
fabric can be routed, in which case the P2P | P Links are congruent
with the link-layer links, and the nodes that interconnect the |inks
are routers.

This architecture only uses P2P Link abstractions as shown in

Figure 1, where an IP Link is identified by a pair of |ocal and
renote |ink-layer (MAC) address. A network port nay enable to reach
to nore than one peer at the link layer; in that case, this
architecture maps each peer relationship as a different IP Link. A
Iink-1ocal address only needs to be unique within that peer to peer
rel ati onshi p.

o e e e e e e e e e e e e e - =

I

| +e-

| IPLink 1 ----cmmmmmmme e oo - > | Node 1

| I'ink-1ayer address MACL | I'ink-1ayer address MAC3

| l'ink-1ocal address LLAl | I'ink-1ocal address LLANL
| +-

I

I +- -

| IPLink 2 -----mmmmmime e oo > | Node 2

| I'ink-1ayer address MAC2 | i nk-1ayer address MACA

| Il'ink-1ocal address LLA2 | link-1ocal address LLAN2
| +-

|

| (LLA 1 may be the sane as LLA 2)

o e e e e e e e e e e e e e — =

net wor k port
Fi gure 1: P2P Link Abstraction
If only the network port but not the |link-Ilayer address of the peer
is visible fromthe network | ayer when processing a nessage, then the

network | ayer cannot discrimnate the I P Link of packets arriving on
the sane network port, and for that reason, it will reject a second
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registration for the sane |ink-I1ocal address by a second peer,
meani ng that a |link-l1ocal address will have to be unique on a network
port across IP Links. 1In that case, the |link-local address of the
peer is used to identify the IP Link, and all the addresses
registered to this node with the sane peer |ink-local address as
source will be associated to the same IP Link to that peer.

4.2.2. IP Interfaces

As is the case for links, the terminterface has been historically
confused between the network port that provides physica
connectivity, and the network-layer abstraction that connects the
host with the I P Link:

* an IP Interface is an abstraction that connects the host with a
collection of IP Links (for the purpose of |ink-loca
conmmuni cati on) and bundles the interfaces for each | P Subnet as
subl nterfaces. The host installs at |east one link-1ocal address
on an I[P Interface for each IP Link that is connected through that
Interface, and one sublnterface per Subnet. The same |ink-Ioca
address may be reused over different IP Links as long as it is not
a collision for the peer on that IP Link. Simlarly, the host
installs one or nore gl obal scope unicast address(es) on an IP
sublnterface for the associated Subnet, and the address is
advertised over each IP Link in the Sublnterface.

* an IP Interface can be P2P, in which case it connects to a single
IP Link, or P2MP, in which case it aggregates nultiple |IP Links.
In a nmultihomed host, a single IP Interface can be installed to
connect to the I P Links associated to different network ports, in
whi ch case the same | Pv6 address nmay be advertised on nore than
one network port. Conversely, when nore than one Subnet is
reachabl e over a network port, nmore than one IP Interface may
| everage that network port for transm ssion
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Fem e e e e e
| +-

| I P Sublnterface a ------------------ > | IP Link A

| | P Subnet a::/64 | IP Link B

| I P Addresses a::1 .. a::n | c.

| | 1P Link N

I +- -

I

| 4

| I P Sublnterface b ----------unon--- > | IP Link A

| | P Subnet b::/64 | I'P Link D

| I P Addresses b::1 .. b::n | ..

| | 1P Link P.

I +--

|

| (Link A and B may be attached to different network ports)
| (Link A may belong to both sublnterfaces a and b)

I

o e e e e e e e e e e e e - =

IP Interface, using SPL=64
Figure 2: Interface Abstraction
4.2.3. | P Subnets

| Pv6 buil ds another abstraction, the |IP Subnet, over one shared IP
Link or over a collection IP Links, forming a MLSNin the latter
case. An MLSN is fornmed over IP Links (e.g., P2P or P2MP) that are
i nterconnected by routers that either inject hosts routes in an SGP
in which case the topol ogy can be anything, or perform ND proxy
operations, in which case the structure of |inks nmust be strictly

hi erarchical to avoid | oops
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Fem e e e e e
| router 4

| AN AN
I e + / |

| | L2 broadcast donmin I P Link I P Link

| | I I
|| _ v | _ v
| | routerl <--1P Link-->router 2 <--1P Link--> router 3
|| NN NN | AN
. |/ N |

| | TP Link IPLink IPLink IPLink | I P Link

| | I \ / I I I

| | % vV Vv % | %

| | host 1 host 2 host 3 | host 4

| | |

I e +

I

| (Different IP Links nmay be sustained by different nedia)
I

o e e e e e e e e e e e e - =

| P Subnet
Fi gure 3: Subnet Abstraction

It is a network design decision to use one | P Subnet nodel or another
over a given |lower-|layer network. A switched fabric can host one or
nmore | P subnets, in which case the IP Links can reach all and beyond
one Subnet. On the other hand, a Subnet can enconpass a collection
of links; in that case, the scope of the link-Iocal addresses, which
is the IP Link, is narrower than the span of the Subnet.

A Subnet prefix is associated with the IP Subnet, and a node is a
menber of an | P Subnet when it has an I P address that derives from
that prefix. The IP address has d obal Unicast scope (in the fornal
sense of [RFC4291]), and, as opposed to |link-local Addresses, the
scope of the address is not linited to the IP Link

The switched and routed fabric above coul d be the exact sane network
of physical |inks and boxes, what changes is the way the networking
abstractions are napped onto the system and the inplication of such
deci sion include the capability to reach another node at the |ink

| ayer, and the size of the broadcast dommin and rel ated broadcast
st or ns.
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4.2.4. ND Proxi es

[ RFC8929] defines bridging and routing | Pv6 ND proxies for

regi stering nodes / registered addresses. Both forns of ND proxies

i nterconnect |IP Links and enable to isolate the link-layer broadcast
domai ns. But in the case of a bridging proxy, the link-Iayer unicast
communi cation can still exist between the link-layer domains that are
covered by network-layer |inks, whereas in the base of a routing
proxy, they are isolated, and packets nust be routed back and forth.
Bri dgi ng proxies are possible between conpatible technol ogi es and
transl ational bridges (e.g., W-Fi to Ethernet), whereas routing
proxies are required between non-bridgeabl e technol ogi es and
desirable to avoid exposing the |ink-layer addresses across, e.g.,
for reasons of stability and scalability.

ND proxi es can also serve | Pv6 nodes that still rely on IPv6 NDin a
coexi stence scenario. The ND proxy intercepts (snoops) the multicast
NS nmessages fromthe nodes and, in case or AR or DAD, polls the
registrar to | ookup whet her an active mapping exi sts for the Target.
When that is the case, the ND proxy may forward the NS nessage as a
i nk-1ayer unicast to the node that owns the binding, else it may
either drop the nmulticast or broadcast it at the link layer. Once
the node forned an address, the ND proxy fills the registrar to
associ ate the I Pv6 address with the node. The nethod is brittle,
since there is no contract with the node to guarantee the ownership,
no "contract", as discussed in Section 3.6, so for those addresses,
the registrar may be inaccurate.

4.2.5. Subnet Gateway Protocols

The SPL boundary creates a wall between the traditional Interior
Gateway Protocols (1GP) that operate between Subnets and mani pul ate
shorter than SPL prefixes, and Subnet Gateway Protocols (SGP) that
operate inside a Subnet and mani pul ate | onger than SPL prefixes,
typically /128 host routes, and possibly nore specific data |ike

i nk-1ayer address mappi ngs and address Proof of Ownership.
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As opposed to classical I1GPs, an SGP nust support rapid nobility of
addresses to cope with wirel ess devices and virtual machines
mobility. |In that regard, an SGP operates nores as a MANET protoco
than as a classical I1GP. Ideally, there should be no stale route,
and no mcroloop. A classical nmethod in MANETs to achieve this is to
sequence the novenents and advertise the sequence in the routing
protocol, so only routes with the nost recent sequence can be

foll owed, and once a packet starts following a route with a certain
sequence, it nust be discarded rather to have to follow a path with
an ol der sequence. To support this approach, the node that registers
an address nust be the owner of a mobility sequence nunber and update
that sequence when it noves.

Mul ti homi ng being a classical requirenment in DC environnents, the SGP
must be able to differentiate not only address duplication from
nmovenent, but also from anycast addresses, which can be adverti sed
fromnmultiple places in a coordi nated (sanme nobility sequence) or
uncoordi nated fashion. For unicast addresses, an token that
identifies the address owner can be used for address duplication

avoi dance, and if that token is cryptographic, it can be used as
registration ownership verifier as well.

4.3. | P Mdels
4.3.1. Physical Broadcast Domain

At the physical (PHY) |ayer, a node’s broadcast domain is the set of
nodes that may receive a transm ssion that the node sends over a
network port, for instance the set of nodes in range of the radio
transmi ssion. This set can conprise a single peer on a serial cable
used as point-to-point link. It nay also conprise nultiple peer
nodes on a broadcast radio or a shared physical resource such as the
Et hernet wires and hubs for which I1Pv6 ND was initially designed.

On WLAN and LoWPAN radi os, the physical broadcast domain is defined
relative to a particular transmtter, as the set of nodes that can
receive what this transnmitter is sending. Literally every frane
defines its own broadcast dommin since the chances of reception of a
given frane are statistical. |In average and in stable conditions,
the broadcast domain of a particular node can be still be seen as
nmostly constant and can be used to define a closure of nodes on which
an upper-layer abstraction can be built.

A physi cal -1 ayer conmuni cati on can be established between two nodes
i f the physical broadcast domains of their unicast transm ssions

i ncl ude one another. On W.AN and LoWPAN radi os, that relation is
usual Iy not reflexive, since nodes disable the reception when they
transmit; still, they may retain a copy of the transmitted franme, so
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it can be seen as reflexive at the MAC layer. It is often symetric,
meaning that if B can receive a frame fromA, then A can receive a
franme fromB. But there can be asymretries due to power |evels,
interferers near one of the receivers, or differences in the quality
of the hardware (e.g., crystals, PAs and antennas) that nmay affect
the bal ance to the point that the connectivity beconmes nostly uni-
directional, e.g., Ato B but practically not Bto A

It takes a particular effort to place a set of devices in a fashion
that all their physical broadcast domains fully overlap, and that
specific situation cannot be assunmed in the general case. 1In other
words, the relation of radio connectivity is generally not
transitive, meaning that Ain range of B and B in range of C does not
necessarily imply that Ais in range of C

4.3.2. Link-layer Broadcast Enul ations

We call Direct MAC Broadcast (DWVB) the transm ssion node where the
broadcast domain that is usable at the MAC layer is directly the
physi cal broadcast domain. |EEE Std. 802.15.4 [IEEE Std. 802.15. 4]
and | EEE Std. 802.11 [IEEE Std. 802.11] OCB (for CQut of the Context
of a BSS) are exanples of DMB radios. DMB networks provide nostly
symmetric and non-transitive transmission. This contrasts with a
nunber of |ink-layer Broadcast Emul ation (LLBE) schenmes that are
described in this section.

In the case of Ethernet, while a physical broadcast domain is
constrained to a single shared wire, the IEEE Std. 802.1 [| EEE Std.
802. 1] bridging function enul ates the broadcast properties of that
wire over a whol e physical nmesh of Ethernet links. For the upper

| ayer, the qualities of the shared wire are essentially conserved,
with a reliable and cheap broadcast operation over a transitive

cl osure of nodes defined by their connectivity to the emulated wire.

In large switched fabrics, overlay techniques enable a limted
connectivity between nodes that are known to a Map Resolver. The
emul at ed broadcast domain is configured to the system e.g., with a
VXLAN network identifier (VNID). Broadcast operations on the overlay
can be emul ated but can become very expensive, and it nmakes sense to
proactively install the relevant state in the mappi ng server as
opposed to rely on reactive broadcast | ookups to do so.

An | EEE Std. 802.11 [I EEE Std. 802.11] Infrastructure Basic Service
Set (BSS) also provides a transitive closure of nodes as defined by
the broadcast domain of a central AP. The AP rel ays both unicast and
broadcast packets and provides the symmetric and transitive emrulation
of a shared wire between the associ ated nodes, with the capability to
signal link-up/link-down to the upper layer. Wthin a BSS, the
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physi cal broadcast domain of the AP serves as enul ated broadcast
domain for all the nodes that are associated to the AP. Broadcast
packets are relayed by the AP and are not acknow edged. To increase
the chances that all nodes in the BSS receive the broadcast

transm ssion, AP transmts at the slowest PHY speed. This translates
i nt o maxi mum co-channel interferences for others and the | ongest
occupancy of the nedium for a duration that can be a hundred tines
that of the unicast transnission of a frame of the sanme size.

For that reason, upper-|ayer protocols (ULPs) should tend to avoid
the use of broadcast when operating over |EEE std 802.11 [| EEE Std.
802. 11] as they already typically do over |EEE std 802.15.4 [I|EEE
Std. 802.15.4]. To cope with these problens, APs may i npl enent
strategi es such as turn a broadcast into a series of unicast

transm ssions, or drop the nessage altogether, which may inpact the
upper -l ayer protocols. For instance, sonme APs may not copy Router
Solicitation (RS) messages under the assunption that there is no
router across the wireless network. This assunption may be correct
at some point of tine and rmay becone incorrect in the future.

Anot her strategy used in W-Fi APS is to proxy protocols that heavily
rely on broadcast, such as the address Resolution in ARP and | Pv6 ND
and either respond on behalf or preferably forward the broadcast
frane as a unicast to the intended Target.

In an | EEE Std. 802.11 [IEEE Std. 802.11] Infrastructure Extended
Service Set (ESS), infrastructure BSSes are interconnected by a

bri dged network, typically running Transparent Bridging and the
Spanni ng tree Protocol or a nore advanced |link-1ayer Routing (L2R)
schene. In the original nodel of |earning bridges, the forwarding
state is set by observing the source MAC address of the frames. Wen
a state is mssing for a destination MAC address, the frame is
broadcasted with the expectation that the response will popul ate the
state on the reverse path. This is a reactive operation, meaning
that the state is populated reactively to the need to reach a
destination. It is also possible in the original nodel to broadcast
a gratuitous frame to advertise self throughout the bridged network,
and that is also a broadcast.

The process of the W-Fi association prepares a bridging state
proactively at the AP, which avoids the need for a reactive broadcast
| ookup over the wireless access. |In an ESS, the AP may al so generate
a gratuitous broadcast sourced at the MAC address of the STAto
prepare or update the state in the |learning bridges so they point
towards the AP for the MAC address of the STA. This framework

enul ates that proactive nethod at the network | ayer for the
operations of AR, DAD and ND proxy.
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In sone instances of WLANs and LoWPANs, a Mesh-Under technol ogy
(e.g., a |EEE Std. 802.11s or |EEE Std. 802.15.10) provides meshing
services that are simlar to bridging, and the broadcast domain is
wel | -defined by the nenbership of the mesh. Mesh-Under enul ates a
broadcast donmain by flooding the broadcast packets at the link |ayer
When operating on a single frequency, this operation is known to
interfere with itself, and requires inter-frame gaps to danpen the
col li sions, which reduces further the anmount of avail abl e bandw dt h.

As the cost of broadcast transm ssions beconmes increasingly
expensive, there is a push to rethink the upper-|ayer protocols to
reduce the dependency on broadcast operations.

4.3.3. Mapping the I P Link Abstraction

As introduced in Section 4.2.1, 1Pv6 defines a concept of |P Link,
link scope and |ink-local Addresses (LLA), an LLA being uni que and
usable only within the scope of an IP Link. The |IPv6 ND [ RFC4861]
DAD [ RFC4862] process uses a multicast transm ssion to detect a
duplicate address, which requires that the owner of the address is
connected to the link-layer broadcast domain of the sender

On a wired nedium the IP Link is often confused with the physica
broadcast donai n because both are deternined by the serial cable or
the Ethernet shared wire. Ethernet Bridging reinforces that illusion
with a link-1ayer broadcast dommin that emrul ates a physical broadcast
domai n over the nmesh of wires. But the difference shows on | egacy
P2MP and NBMA networ ks such as ATM and Frane- Rel ay, on shared |inks,
and on newer types of NBMA networks such as radio and conposite

radi o-wires networks. It also shows when private VLANs or |ink-I|ayer
cryptography restrict the capability to read a frane to a subset of
the connected nodes.

In Mesh-Under and Infrastructure BSS, the IP Link extends beyond the
physi cal broadcast domain to the emul ated |ink-Iayer broadcast
domain. Relying on nmulticast for the ND operation remains feasible
but becomes highly detrinmental to the unicast traffic, and becones

|l ess and |l ess energy-efficient and reliable as the network grows.

On DMB radios, |IP Links between peers conme and go as the individua
physi cal broadcast donmmins of the transmitters neet and overlap. The
DAD operation cannot provide once and for all guarantees over the
broadcast donain defined by one radio transmitter if that transmitter
keeps neeting new peers on the go.

The scope on whi ch the uni queness of an LLA nust be checked is each

new pair of nodes for the duration of their conversation. As |long as
there’s no conflict, a node may use the sane LLA with rmultiple peers
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but it has to perform DAD again with each new peer. A node may nheed
to forma new LLA to talk to a new peer, and nultiple LLAsS may be
present in the sane radio network to talk to different peers. In
this framework, each pair of nodes defines a P2P I P Link, and define
the domai n where an LLA nust be uni que.

The DAD and AR procedures in |Pv6 ND expect that a node in a Subnet
is reachable within the broadcast domain of any other node in the
Subnet when that other node attenpts to forman address that woul d be
a duplicate or attenpts to resolve the MAC address of this node.

This is why ND is applicable for P2P and transit |inks, but requires
extensions for nmore conpl ex topol ogies.

4.3.4. Mapping the 1 Pv6 Subnet Abstraction

As introduced in Section 4.2.3, IPv6 also defines the concept of a IP
Subnet for |Pv6 unicast addresses with a gl obal scope, d obal and

Uni que Local Addresses (GUA and ULA). Al the addresses in the sane
Subnet share the sanme prefix, and by extension, a node belongs to an
I P Subnet if it has an address that derives fromthe prefix of the
Subnet. That address nust be topol ogically correct, nmeaning that it
must be installed on a sub-Interface that connects to the Subnet, for
use with routers that expose the Subnet in their RA nessages (see

[ RFC5942]).

Unless intently replicated in different | ocations for very specific
pur poses, a Subnet prefix is unique within a routing system for
ULAs, the routing systemis typically a limted domain, whereas for
GUAs, it is the whole Internet.

For that reason, it is sufficient to validate that an address that is
fornmed froma Subnet prefix is unique within the scope of that Subnet
to guarantee that it is globally unique within the whole routing
system Note that a Subnet may becone partitioned due to the | oss of
awired or wireless link, so even that operation is not necessarily
obvi ous, nmore in [ DAD APPROACHES] .

The 1 Pv6 aggregation nodel relies on the property that a packet from
the outside of a Subnet can be routed to any router that belongs to
the Subnet, and that this router will be able to either resolve the
destination |link-layer address and deliver the packet, or, in the
case of an MLSN, route the packet to the destination within the
Subnet .
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If the Subnet is known as on-link, then any node may al so resol ve the
destination |link-layer address and deliver the packet, but if the
Subnet is not on-link, then a host in the Subnet that does not have a
Nei ghbor Cache Entry (NCE) for the destination will also need to pass
the packet to a router, nore in [ RFC5942].

On Ethernet, an | P Subnet is often congruent with an |P Link because
both are determ ned by the physical attachment to a shared wire or an
| EEE Std. 802.1 bridged domain. |In that case, the connectivity over
the IP Link is both symretric and transitive, the Subnet can appear
as on-link, and any node can resolve a destination MAC address of any
ot her node directly using | Pv6 ND.

But an IP Link and an | P Subnet are not always congruent. |In the
case of a Shared Link, individual subnets may each enconpass only a
subset of the nodes connected to the link. Conversely, in Route-Over
Multi-1ink subnets (M.SN) [ RFC4903], routers federate the |inks

bet ween nodes that belong to the Subnet, the Subnet is not on-link
and it extends beyond any of the federated I|inks.

4.4. Subnet Nei ghbor Di scovery and Routing

This Architecture defines a new operation for ND that is based on 2
maj or paradi gm changes, a proactive address registration by hosts to
their attachment routers and routing to host routes (/128) within the
Subnet. This allows ND to avoid the expectations of transit |inks
and Subnet -wi de broadcast domai ns.

The proactive address registration, called Stateful address

Aut oconfi gurati on (SFAAC) by opposition to SLAAC, is aghostic to the
met hod used for address Assignnent, e.g., Manual, Semantically Opaque
Aut oconfi gurati on [ RFC7217], random zed [ RFC8981], or DHCPv6

[ RFC8415]. It does not change the | Pv6 addressing [ RFC4291] or the
current practices of assigning prefixes, with typically a SPL of 64,
to a Subnet. But the DAD operation is perforned as a unicast
exchange with the abstract registrar service.

This Architecture conbi nes SFAAC with the not-onlink nodel on the IP
Interfaces. Hosts do not expect the I P Subnet to be reachabl e over
the L2 broadcast domain and rely on their routers to forward the
packets inside and outside the Subnet. In turn, the routers expose
to each other all the |IPv6 addresses that are either owned or
registered to it as host routes over a Subnet Gateway Protocol, a
routing protocol that is specialized in routing inside the Subnet and
can be decoupled with the 1GP, that is the routing protocol used

bet ween subnets.
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5. A Framework for Address and Prefix Registration with Subnet Routing
5.1. Stateful address Autoconfiguration

Stateful address Autoconfiguration (SFAAC) was initially standardized
for 10T and wireless |links as [ RFC6775], [RFC8505], [RFC8928],

[ RFC9927], and [ RFC9685]. The central operation in SFAAC is a new
Addr ess Regi strati on nechanismthat allows for SFAAC but is not
limted to autoconfigured addresses. |Indeed, all addresses that the
node has should be registered to its router(s). Wen the node
operates as a router, e.g., for a stub or a virtual network, it can
even register a full prefix |l everaging with the extension specified

i n [ PREFI X REG STRATI QN .

To enabl e Address Registration, a new option in NS/ NA nessages, the
Ext ended address Regi stration Option (EARO signals that the Target
address is being registered and provides the registration paraneters
[ RFC8505]. This method allows to prepare and maintain the host
routes in the routers and avoids the reactive address Resolution in
I Pv6 ND and the associated |ink-Iayer broadcast transm ssions.

[ RFC8928] adds the capability to verify in future Registrations the
ownershi p of the address or prefix being registered for the first
time. This verification relies on a cryptographic token called a
Regi stration Omership Verifier (ROVR) that is associated with the
address at the first registration and persisted in the network. The
ROVR derives froma keypair that can al so be autoconfigured by the
host, and does not require a Public Key Infrastructure (PKI).

The EARO provides information to the router that is agnostic to both
the way the address (or prefix) is obtained (e.g., SFAAC or DHCPv6)
and the routing operation in the Subnet. This allows to effectively
decoupl e the host operation fromthe router operation. Routing can
take multiple forms, froman SGP to a col |l apsed Hub-and- Spoke node
where only one router owns and advertises the prefix. [RFC8505] is
al ready referenced as the registration interface to "RIFT: Routing in
Fat Trees" [RFC9692] and "RPL: | Pv6 Routing Protocol for Low Power
and Lossy Networks" [RFC6550] with [ RFC9010].

Subnet ND (SND) instantiates the Architecture presented in Section 4,
it conmbines SFAAC with a Backbone Router (6BBR) ND proxy function
(more in [ RFCB8929]) operating as a network-|ayer Access Point.

Mul tiple 6BBRs placed along the wirel ess edge of a Backbone Iink
handl e | Pv6 Nei ghbor Di scovery and forward packets over the backbone
on behal f of the registered nodes on the wirel ess edge. This enables
to span a Subnet over an M.SN that federates edge wireless links with
a high-speed, typically Ethernet, backbone (as a network-layer ESS)
The ND proxy mmintains the reachability for @ obal Unicast and |ink-

| ocal Addresses within the federated MLSN, either as a routing proxy
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where it replies with its own MAC address or as a bridging proxy that
typically forwards the multicast ND messages as unicast |ink-Iayer
franmes to their target. The wireless nodes can form any address they
want and nove freely froma wireless edge |link to another, w thout
renunbering. In that case, the registrar is distributed between the
6BBR, each 6BBR nmintaining only a state for the subset of the
addresses that were registered to it and for which it is
authoritative. When the 6BBR is not currently authoritative for a
new address being registered to it, it relies on IPv6 ND that is used
reactively over the backbone to obtain an existing registration state
in the disaggregated registrar that the 6BBRs form collectively.

This framework all ows other inplenmentations of the abstract concept
of the registrar. For instance, [EVPN SFAAC| allows to distribute
the registrar in every router, and | everages EVPN as the nmethod to
synchroni ze the registrar state between routers. |In that case, BGP
acts both as the SGP to announce the reachability of the addresses
and as the synchroni zati on protocol between the distributed
registrar. Al the routers know proactively the mapping for all the
addresses, and there is no need for a reactive |lookup as is the case
for SND. As another exanple, a Locator/ID Separation Protocol (LISP)
Map- Resol ver [ RFC6830] coul d support the EDAR/ EDAC exchange eit her
directly or via a proxy, and serve as registrar.

The framework allows for nixed environnents with registrations and

I Pv6 ND, using [ RFC8929] to perform ND proxy operations on behal f of
regi stered address and respond to DAD and | ookups from | egacy nodes,
and prevent registering nodes from autoconfiguring addresses that

exi st in | egacy nodes by performing DAD on behal f of the registering
nodes, nore in Section 7.

5. 2. Li nks and Li nk- Local Addresses

Li nk-1 ocal Addresses are typically autoconfigured, though it it is
possible to set them sone other ways such as configuration. Wth
this Architecture, SFAAC is the recommended way to forma |ink-Ioca
address using a P2P Link abstraction.in that case, DAD is perforned
bet ween conmmuni cati ng pairs of nodes and an NCE can be popul ated on
both sides with a single unicast exchange, as shown in Figure 4. In
the case of a bridging proxies, though, the link-local traffic is
bri dged over the backbone and the DAD nust proxied there as well.
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(host) (router) (registrar)

I I I
| , |
| ND-Cassic RS |

|
[=-mmmm - >| | L2 broadcast
| o > | |
------------------------ > |
| ND-Classic RA | |
| <-mmmmmme e | | uni cast
I
| NS(EARO) I | .
[ === >| | uni cast
| NA(EARO) | | .
R | | uni cast
|

Figure 4: Registration for a Link-Local Address

For instance, in the case of Bluetooth(R) Low Energy (BLE)

[ RFC7668] [ | EEEst d802151], the uni queness of |ink-1ocal Addresses
needs only to be verified between the pair of comunicating nodes,
the central router and the peripheral host. In that exanple, 2

peri pheral hosts connected to the sane central router cannot have the
sane |ink-1ocal address because the addresses would collision at the
central router which could not talk to both over the sanme network
port, unless it can separate the IP Links, e.g., based on the renote
MAC address. The DAD operation from SFAAC is appropriate for that
use case, but the one fromND is not, because the peripheral hosts
are not on the sane broadcast domai n.

On the other hand, the uniqueness of GUAs and ULAs is validated at
the Subnet Level, using a logical registrar that is global to the
Subnet .

5.3. Subnets and d obal Addresses
As opposed to Link-Local Addresses that are typically autoconfigured,
Subnets and d obal Addresses nmay be obtained via DHCPv6 [ RFC8415].

In that case, it nmakes sense to use a ROVR [ RFC8928] as device ID
(DUD) in the DHCP exchange as illustrated in Figure 5
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Figure 5: Registration for an Address or Prefix obtained via DHCPv6

(host) (router) (registrar) (DHCP server)
I I I I
| DMB | i nk | | |
I I I I
| ND-Cassic RS | | |
[EREEEEETREEETEEES > | |
[EREEEEERREES > | |
R AL > | |
| ND-dassic RA | | |
| <o | | |
I I I I
I I I I
| DHCP SOLIC T |
|~ >
[EEEEEEEEEEE > | |
|- > |
| DHCP ADVERTI SE |
R |
| DHCP REQUEST (DUl D == ROVR) |
| >
| DHCP REPLY (1 A-NA or | A-PD) |
| e |
I I I I
L | |

................. >

| | DHCP LEASEQUERY |
| | oo >
| | DHCP LQ REPLY (DU D == ROVR) |
| | e |
I I I I
| | Extended DAR | |
| |- > |
| | Extended DAC | |
| ESREEEEEPEEERES | |
| NA(EARD | | |
R | <inject route> ----> |
I I
| |
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5.4. Anycast and Ml ticast Addresses

VWhile I1Pv6 ND was initially defined for unicast addresses only,

[ RFC9685] extends [ RFC8505] for anycast and nulticast |Pv6 addresses
as well. Though RPL [ RFC6550], which is extended in that docunent,
is the SGP of choice in a Low power Lossy Network (LLN), the
registration is agnostic to the SGP and the sane nodel applies to any
SGP that is capable of advertising multicast and/ or anycast addresses
as well as unicast.

[ RFC9685] can be used as a replacenent for M.D [ RFC3810] for use
cases where broadcast are not desirable, and when a device push nodel
such as SFAAC is preferred over a network pull such as M.D and | Pv6
ND. Wth [ RFC8505], the host does not need to define SNMAs for its
uni cast addresses and does not performthe associated M.Dv2
operation. Wth [RFC9685], M.Dv2 and its extensive use of broadcast
can be totally elimnated.

In the case of anycast, the signal enables the 6BBRs to accept nore
than one registration for the sane address, and collectively elect
the registering host receives a packet for a given anycast address.

5.5. Hub and Spoke Networ ks

Address and Prefix Registration extends |Pv6 ND for Hub-and- Spoke
(e.g., BLE) and Route-Over (e.g., RPL) Multi-link subnets (M.SNs).

I n the Hub-and- Spoke case, each Hub-Spoke pair is a distinct |IP Link,
and a Subnet can be mapped on a collection of links that are
connected to the Hub. The Subnet prefix is associated to the Hub

Acting as a router, the Hub advertises the prefix as not-on-link to
the spokes in RA messages Prefix Information Options (PIO. Acting
as hosts, the Spokes autoconfigure addresses fromthat prefix and
register themto the Hub with a corresponding lifetine.

Acting as a registrar, the Hub maintains a binding table of all the
regi stered | P addresses and rejects duplicate registrations, thus
ensuring a DAD protection for a registered address even if the

regi stering node is sleeping.

The Hub al so mai ntains an NCE for the registered addresses and can
deliver a packet to any of themduring their respective lifetines.
It can be observed that this design builds a form of network-Iayer
Infrastructure BSS
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A Route-Over MLSN is considered as a collection of Hub-and- Spoke
where the Hubs form a connected dom nating set of the menmber nodes of
the Subnet, and IPv6 routing takes place between the Hubs within the
Subnet. A single logical registrar is deployed to serve the whole
mesh.

The registration in [ RFC8505] is abstract to the routing protocol and
provi des enough information to feed a routing protocol such as RPL as

specified in [RFCO010]. 1In a degraded node, all the Hubs are
connected to a sane hi gh speed backbone such as an Ethernet bridging
domai n where IPv6 ND is operated. In that case, it is possible to

federate the Hub, Spoke and Backbone nodes as a single Subnet,
operating ND proxy operations [ RFC8929] at the Hubs, acting as 6BBRs.
It can be observed that this latter design builds a form of network-
| ayer Infrastructure ESS

5.6. P2MP Net wor ks

In the case of P2MP networks, there is not necessarily a direct IP

Li nk between a source and a destination that are in the same subnet.
The expectation is that routers running a common SGP form a connect ed
dom nating set for the | P Subnet, nmeaning that every router can reach
every other router directly or via sone other routers, and that every
host that has addresses in the |IP Subnet is connected to at |east one
router that participates to the SGP

The connected assunption allows any host to reach any other node in
the subnet via one or nore SGP routers, relying on the SGP al one for
the forwarding decision inside the MLSN. CQutreachi ng gateways for
the subnet also inject a default route and nore specific routes to
external destinations.

In the resulting topology, IPv6 forms P2P I P Links between peer
routers and hosts using [RFC8505]. A P2P IP Link is established

bet ween 2 nodes when one registers its link |ocal address to the
other. The procedure for registering a |link |ocal address only
requires that the link [ocal address of each peer is unique fromthe
perspective of the other peer, so it does not require any broadcast
or third party validation. The registration is typically triggered
when receiving an RA nessages that indicates a link |local address for
the router, and advertises that the router supports address

regi strations by [ RFC8505].
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G obal unicast, anycast and nulticast addresses are advertised by
hosts to routers using [ RFC8505], and propagated router to router
usi ng the SGP under the control of the host. A special "R' flag in
the EARO i ndi cates that the host expects the router to provide return
reachability. Upon that flag, the router advertises the registered
address in the SGP, with a lifetine that is in the sane order as that
the router has accepted for the registration

Depending on its scope [ RFC7346], a nulticast nmessage may reach up to
different boundaries in the Subnet. Adnmi n-Local scope reaches al
nodes in the Subnet and | everages the SGP. Real mLocal scope reaches
all the peers in a collection of IP Links, in which case ingress
replication and MAC uni cast transm ssion are used. Link-Local scope
reaches all nodes in the broadcast domain of an IP interface, in

whi ch case MAC-| evel broadcast may be used. For instance, an RA
message that is sent over the broadcast dommin of an IP interface
with a Link-Local scope and it will reach beyond the known | P Links
over that interface. This is required because the RA nessage can be
the trigger for the creation of the IP Link

When a node roans outside the subnet, meaning that it is physically
di sconnected fromall the routers is the I P Subnet, it may open a
tunnel to one anchor router in the | P Subnet

5.7. Advertising Prefixes

By definition, prefixes |onger than SPL are inside a Subnet and do
not |eak outside the SG. Still, it is valid for a node to register
a prefix of any size longer than SPL, and for the router to advertise
the registered prefix in the SG°. This can be useful for instance to
expose a /96 Prefix that is used to transport |1Pv4 napped traffic

[ RFC6052] .

In a nunber of situation (e.g., [|-D.ietf-v6ops-dhcp-pd-per-device]
and [I-D.ietf-snac-sinple] ) it becones desirable for a node to
advertise that it owns a prefix to neighbor routers, and that packets
sourced at (in case of multihoning) or destinated to (in case of a
stub) that prefix should be passed to this node. At the tinme of this
witing, the prefix is typically del egated by DHCP, and proprietary
code ties the DHCP server that delegates a prefix, or a DHCP rel ay,
and the routers that install a route for the delegated prefix via the
del egated node. it is desirable to provide a standard way for the
del egated node to advertise the prefix to the neighbor routers and
avoi d proprietary extensions.

[ PREFI X REQ STRATI ON] extends [ RFC8505] to enable a node that owns or

is directly connected to a Prefix to register that Prefix to nei ghbor
routers. The registration indicates that the registered Prefix can
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be reached via the advertising node without a |loop. The prefix
registration al so provides a protocol -i ndependent interface for the
node to request the router to redistribute the prefix in the SGP

6. SND Applicability

SND applies equally to physical links that are P2P, transit, P2MP
Hub- and- Spoke, to links that provide |ink-Iayer Broadcast Domain

Emul ati on such as Mesh-Under and W-Fi BSS, and to Route-Over neshes.
In either cases, the IP Link abstraction in SND is al ways P2P

There is an intersection where The IP Link and the I P Subnet are
congruent and where both ND and SND coul d apply. These includes P2P
the MAC emul ati on of a PHY broadcast domain, and the particul ar case
of always on, fully overlappi ng physical radi o broadcast domain. But
even in those cases where both are possible, SND is preferable vs. ND
because it reduces the need of broadcast; for nore details, see the

i ntroduction of [RFC8929].

There are al so a nunber of practical use cases in the wireless world
where |inks and subnets are not congruent:

* The IEEE Std. 802.11 infrastructure BSS enabl es one Subnet per AP,
and emul ates a broadcast domain at the link layer. The
Infrastructure ESS extends that nodel over a backbone and
recomrends the use of an ND proxy [IEEE Std. 802.11] to
interoperate with Ethernet-connected nodes. SND incorporates an

ND proxy to serve that need, which was nissing so far, , nore in
Section 6.2
* Bluetooth is Hub-and- Spoke at the link layer. It would make

little sense to configure a different Subnet between the centra
and each individual peripheral node (e.g., sensor). Rather,

[ RFC7668] allocates a prefix to the central node acting as router,
and each peripheral host (acting as a host) forns one or nore
address(es) fromthat sanme prefix and registers it, nore in
Section 6.4. 3.

* Atypical SmartGid networks puts together Route-Over MSNs that
conprise thousands of | Pv6 nodes. The 6Ti SCH architecture
[ RFC9030] presents the Route-Over nodel over an |EEE Std. 802.15.4
Ti me- Sl ot t ed Channel - Hoppi ng (TSCH) [I| EEE Std. 802.15.4] mesh, and
generalizes it for multiple other applications, nore in
Section 6.4.4.

Each node in a SmartGid network may have tens to a hundred others

nodes in range. A key problemfor the routing protocol is which
ot her node(s) should this node peer with, because nost of the
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possi bl e peers do not provide added routing value. Wen both
energy and bandwi dth are constrained, talking to themis a waste
of resources and nost of the possible P2P |links are not even used.
Peerings that are actually used cone and go with the dynam cs of
radi o signal propagation. It results that allocating prefixes to
all the possible P2P |links and maintain as many addresses in all
nodes is not even consi dered.

6.1. Case of LPWANs

LPWANs are by nature so constrained that the addresses and subnets
are fully pre-configured and operate as P2P or Hub-and-Spoke. This
saves the steps of neighbor Discovery and enables a very efficient
stateful conpression of the I1Pv6 header. So neither |IPv6 ND nor SND
is really used in that space.

6.2. Case of Infrastructure | EEE std 802.11 BSS and ESS

In contrast to I Pv4, 1Pv6 enables a node to formnultiple addresses,
some of themtenporary to elusive, and with a particular attention
paid to privacy. Addresses may be forned and deprecated
asynchronously to the association.

Snoopi ng protocols such as | Pv6 ND and DHCPv6 and observi ng data
traffic sourced at the STA provides an inperfect know edge of the
state of the STA at the AP. Mssing a state or a transition nmay
result in the loss of connectivity for sone of the addresses, in
particular for an address that is rarely used, belongs to a sl eeping
node, or one in a situation of nobility. This may also result in
undesirabl e remanent state in the AP when the STA ceases to use an
| Pv6 address while remaining associated. It results that snooping
protocols is not a recomrended technique and that it should only be
used as |l ast resort, when the SND registration is not available to
popul ate the state.

The reconmmended alternative nmethod is to use the SND Registration for
| Pv6 Addresses. This way, the AP exposes its capability to proxy ND
to the STA in Router Advertisement nmessages. |In turn, the STA may
request proxy ND services fromthe AP for all of its |Pv6 addresses,
usi ng the Extended address Regi stration Option, which provides the
foll owi ng el enents:

* The registration state has a lifetime that limts unwanted state
remanence in the network.

* The registration is optionally secured using [ RFC8928] to prevent
address theft and i npersonation
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* The registration carries a sequence nunber, which enables to
figure the order of events in a fast nobility scenario w thout
| oss of connectivity.

The ESS node requires a "ARP-Proxy" operation at the AP. This

i ncludes a proxy ND operation that nust cover Duplicate Address

Det ecti on, Nei ghbor Unreachability Detection, Address Resolution and
Address Mbility to transfer a role of ND proxy to the AP where a STA
is associated following the nobility of the STA. New text in the
802. 11ne revision (WP) encourages to turn |ink-layer broadcast into
uni cast and |l et the STA respond for itself, as opposed to responding
on behal f, unless operating as a sleep proxy.

The SND proxy ND specification that associated to the address

Regi stration is [RFC8929]. Wth that specification, the AP
participates to the protocol as a Backbone Router, typically
operating as a bridging proxy though the routing proxy operation is
al so possible. As a bridging proxy, the backbone router either
replies to NS | ookups with the MAC address of the STA, or preferably
forwards the | ookups to the STA as link-layer unicast frames to |et
the STA answer. For the data plane, the backbone router acts as a
nornmal AP and bridges the packets to the STA as usual. As a routing
proxy, the backbone router replies with its own MAC address and then
routes to the STA at the network |ayer. The routing proxy reduces
the need to expose the MAC address of the STA on the wired side, for
a better stability and scalability of the bridged fabric.

6.3. Case of Mesh Under Technol ogi es

The Mesh-Under provides a broadcast domain enulation with symetric
and Transitive properties and defines a transit link for |1Pv6
operations. It results that the nodel for |Pv6 operation is simlar
to that of a BSS, with the root of the mesh operating as an Access
Poi nt does in a BSS/ESS

Wiile it is still possible to operate IPv6 ND, the inefficiencies of

the floodi ng operation make the associ ated operations even |ess

desirable than in a BSS, and the use of SND is highly recomended.
6.4. Case of DMB radi os

| Pv6 over DMB radi os uses P2P |links that can be forned and mmai nt ai ned
when a pair of DMB radios transnitters are in range from one anot her
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6.4.1. Using IPv6 ND only

DMVMB radi os do not provide MAC | evel broadcast enul ation. An exanple
of that is IEEE Std. 802.11 OCB which uses | EEE Std. 802.11 MAC/ PHYs
but does not provide the BSS functions.

It is possible to formP2P | P Links between each individual pairs of
nodes and operate I Pv6 ND over those links with link-1ocal addresses.
DAD nust be perforned for all addresses on all P2P I P Links.

I f special deploynent care is taken so that the physical broadcast
domains of a collection of the nodes fully overlap, then it is also
possible to build an I P Subnet within that collection of nodes and
operate | Pv6 ND.

If an external nechani sm avoi ds duplicate addresses and if the

depl oynent ensures the connectivity between peers, a non-transit Hub-
and- Spoke depl oynment is al so possible where the Hub is the only
router in the Subnet and the Prefix is advertised as not on-link

6.4.2. Using Subnet ND

Though this can be achieved with IPv6 ND, SND is the recommended
approach since it uses unicast comruni cati ons which are nore reliable
and |l ess inpacting for other users of the nedium

The routers send RAs with a SLLAO at a regul ar period. The period
can be indicated in the RA-Interval Option [ RFC6275]. |If avail able,
the nessage can be transported in a conpressed formin a beacon,
e.g., in OCB Basic Safety Messages (BSM that are nominally sent
every 100ms.

An active beaconing node is possible whereby the Host sends broadcast
RS nmessages to which a router can answer with a unicast RA

A router that has Internet connectivity and is willing to serve as an
Internet Access nmmy advertise itself as a default router [RFC4191] in
its RA nessages. The RAis sent over an unspecified |IP Link where it
does not conflict to anyone, so DAD is not necessary at that stage.

The host instantiates an IP Link where the router’s address is not a
duplicate. To achieve this, it forns a |ink-local address that does
not conflict with that of the router and registers to the router
usi ng [ RFC8505]. If the router sent an RA(PIO, the host can al so
aut oconfigure an address fromthe advertised prefix and register it.

Thubert & Ri chardson Expi res 23 August 2026 [ Page 40]



I nternet-Draft | Pv6 over NBMA February 2026

(host) (router)
I I
| DMB | i nk |
I I
| IPv6 NDRS |
[EREEEEEEREERTEEEE >
[EREEEEERREES >
........................ >
| IPv6 NDRA |
<o |
| NS(EARO I
T |
| NAC(EARO |
| <o |
I I
| NS(EARO I
|- >
|
e mmmmmmmeeeaeaaa |

Figure 6: RFC 8505 Registration Flow for a |ink-1ocal address

The lifetime in the registration should start with a small val ue
(X=RM n, TBD), and exponentially grow with each re-registration to a
| arger value (X=Rmax, TBD). The IP Link is considered down when
(X=NbBeacons, TDB) expected nessages are not received in a row It
must be noted that the physical link flapping does not affect the
state of the registration and when a physical |ink cones back up, the
active registrations (i.e., registrations for which lifetine is not

el apsed) are still usable. Packets should be held or destroyed when
the IP Link is down.

P2P links may be federated in Hub-and- Spoke by edge routers, and the
Subnet nmay conprise nultiple edge routers, in which case each
advertises its registered addresses over the SGP as illustrated in
Figure 7. Note that the Extended DAR/ DAC exchange can be omitted if
it can be replaced with the information that is distributed in the
SGP, see for instance [ RFC9010] which applies to |IoT environnents,
whi ch needs only the first EDAR/ EDAC exchange, and [ EVPN- SFAAC], for
EVPN- based wirel ess deploynents in enterprise and canpus, which does
not use EDAR/ EDAC at all.
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(host) (router) (registrar)
I I I
| | |
| IPv6 ND RS | |
[EREEEEEEREEISEEES > |
[EEREEEEERED > | |

--------------------- > |
| 1Pv6 ND RA | |
| <o | |
| NS(EARO) I I

----------------- >| |

I
I
|
I

ESREEEEEPEEERES |
NA( EARO |
S | <inject in SGP> ->
| | |
| NS(EARO I I
[EREEEEETREEEREEES > |
| | Extended DAR |
| [EEREEEETERERTE >
I I I
| | Extended DAC |
| S |
| NAEARO |
IR | <maintain in SGP> ->
I

Figure 7: RFC 8505 Registration Flow for a d obal address

An exanpl e Hub-and- Spoke is an OCB Road-Side Unit (RSU) that owns a
prefix, provides Internet connectivity using that prefix to On-Board
Units (OBUs) within its physical broadcast domain. An exanple of
Rout e-Over MLSN is a collection of cars in a parking | ot operating
RPL to extend the connectivity provided by the RSU beyond its

physi cal broadcast donmain. Cars nay then operate NEMO [ RFC3963] for
their own prefix using their address derived fromthe prefix of the
RSU as CareOf address.

As opposed to unicast addresses, there might be nultiple
registrations fromnmultiple parties for the sane address. The router
conserves one registration per party per multicast or anycast
address, but injects the route into the SGP only once for each
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address, asynchronously to the registration,
On the other hand, the validation exchange with the registrar is

still needed if the router checks the right for the host to listen to
the anycast or nulticast address.

(host 1) (router)
I I I
| DMB | i nk | |
| | |
| IPv6 ND RS | |
[EREREEEEREERTSEEE > |
[EREEEEERREES > |
R AR EEEEEEEE TS > |
| 1Pv6 ND RA | |
| <o | |
I I I
| NS(EARO) I I
[EREEEEETREEEREEES > |
| | Extended DAR |
| [EEREEEEEEREEEE >
| | |
| | Extended DAC |
| ESREEEEEPEEERES |
I NA(EARO |
I | <inject in SGP> ->
I I

(host 2) (router)
| NS(EARO) I I
[EREEEEETREEEREEES > |
I I I
| | Extended DAR |
| |- >
I I I
| | Extended DAC |
| EREEEEEREEERES |
I NA(EARO) | I
R P RERREEEE | |

(host 1) (router)
| NS(EARO) I I
[EREEEEETREEEREEES > |
I I I
I NAC(EARO | I
R | |
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| <maintain in SGP> ->
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(registrar)

February 2026

as shown in Figure 8.
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Figure 8: Registration Flow for an anycast or nulticast address
6.4.3. Exanple: BLE and BLE Mesh

"I Pv6 over BLUETOOTH(R) Low Energy" [RFC7668] was defined after

[ RFC6775] but before [RFC8505]. In other words, |Pv6 over BLE

| everages SFAAC, but the specification needed to be upgraded to add
the reference to [ RFC8505] so it uses the upgraded method for the
regi stration.

This is updated by "I Pv6 Mesh over BLUETOOTH(R) Low Energy Using the
Internet Protocol Support Profile (I1PSP)" [RFC9159]. [RFC9159] fully
| everages SFAAC, referencing [ RFC6775], [RFC8505], and [ RFC8928].

The I P Subnet and I P Link nodels defined in section 3.2 and 3.3 of

[ RFC9159], respectively, are in conformance with this Architecture.
As for the SGP, [ RFC9159] relies on the router role defined in the

| PSP.

6.4.4. Exanple: 6Ti SCH

The Tine-Slotted Channel Hoppi ng Mode (TSCH) of | EEE Std 802. 15.4
[lEEE Std. 802.15.4] defines one of the time-sensitive nodes of | EEE
Std 802.15.4. TSCH is both a Tinme-Division Miultiplexing (TDM and a
Frequency-Di vision Miltiplexing (FDM technique, whereby a different
channel can be used for each transmission. TSCH allows the
schedul i ng of transm ssions for determnistic operations and applies
to the slower and npst energy-constrained determnistic wreless use
cases. The schedul ed operation provides for a nore reliable
experience, which can be used to nonitor and manage resources, e.g.,
energy and water, in a nore efficient fashion. Proven determnistic
net wor ki ng standards for use in process control, including | SA100.11a
[1 SA100. 11a] and Wrel essHART [ Wrel essHART], have denonstrated the
capabilities of the IEEE Std 802.15.4 TSCH MAC for high reliability
agai nst interference, |ow power consunption on well-known flows, and
its applicability for Traffic Engineering (TE) froma centra
controller. As such, TSCH has becone the de facto standard for |Pv6
in industrial wreless process control applications.

"An Architecture for 1 Pv6 over the Tinme-Slotted Channel Hoppi ng Mde
of | EEE 802. 15. 4"[ RFC9030] defines how | Pv6 is operated over TSCH

As is the case for BLE nmesh, [ RFC9030] conforns with this
Architecture in its concepts of IP Link and | P Subnet, and references
the SFAAC RFCs [RFC6775], [RFC8505], and [RFCB8928] for the ND

pr ocedures.

Additionally, the 6Ti SCH Architecture | everages RPL [ RFC6550] for the

SGP, and allows to use ND Proxy operations [ RFC8929] to federate
mul tiple Links over a transit link called the backbone. Sone nodes
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may use SLAAC and see the prefix as on-link, mapping the backbone as
a single IP transit Link, whereas other nodes rely on SFAAC and see
the prefix as on-link, mapping rmultiple P2P I P Links over the
backbone. In that case, ND proxy operations handles AR from SLAAC
nodes to SFAAC nodes, whereas the routers forward the traffic from
SFAAC nodes to SLAAC nodes. Note that MAC addresses being

i nconpati bl e between | EEE Std 802.15.4 and | EEE Std 802. 11, [RFC8929]
operates in so called "routing proxy" between the 2, neaning that it
i mpersonates the SLLAO of registered | Pv6 addresses with its MAC
address over the backbone, receives the traffic, and routes it over
the edges links, using the appropriate MAC technol ogy there.

7. Coexistence with | Pv6 ND

The framework allows for a m xed environnent with both nodels, |Pv6
ND and SFAAC, coexist. Wth [RFC8929], an ethernet backbone |ink
operating I Pv6 ND federates a MiltiLink Subnet (M.SN) of wireless
Iinks and/ or meshes, and routers called Backbone Routers (6BBR)
operate as ND proxi es.

In a wireless deploynents, the Backbone Routers are placed al ong the

wi rel ess edge of a backbone (e.g., in Access Points) and federate
multiple wireless Ilinks to forma single M.SN, echoing the W-Fi ESS
structure but at the network |layer, as shown in Figure 9. In that

exampl e, Optimistic Duplicate address Detection (ODAD) [ RFC4429]

all ows the I Pv6 address to be used before completion of DAD, so the
whol e fl ow bel ow can happen in the mlliseconds that foll ow the W-Fi
associ ati on.
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(backbone)
(host) (router)

|

| W-Fi Access BSS |

I I

| RS(multicast) |
I

| RA(PIQ Unicast) |

| NS(EARD) |
R >]

|
| Pv6 Backbone (e.g., Ethernet)

if (no fresher Binding) NS(Lookup)

over NBMA February 2026
(gl obal) ( Subnet)
(registrar) (default GN

Figure 9: Initial Registration Flowto a 6BBR Acting as a ND Proxy

In use cases such as overl ays,
depl oyed on t he Backbone Link t
EDAC nessages (or equival ent al

a Map Resolver acting as 6LBR may be
0 serve the whol e Subnet, and EDAR/
ternates, e.g., using LISP) can be

used in conbination with DAD to enabl e coexi stence with | Pv6 ND over

t he backbone. The 6LBR proacti

ve operations will then coexist on the

Backbone with the reactive | Pv6 ND operation. Nodes that support
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[ UNI CAST AR] nmay query the mappings they ook up with the 6LBR before
attenpting the reactive operation, which may be avoided if the 6LBR
is conclusive, either detecting a duplication or returning a mapping.
Thi s nodel al so enabl es a snooping switch acting as ND proxy to
intercept Ar and DAD NS nessages and perform uni cast | ookups to the
resol ver and only broadcast the original NS nessage when the uni cast

| ookup fails.

Note that the RS sent initially by the 6LN (e.g., a W-Fi STA) is
transmtted as a nulticast, but since it is intercepted by the 6BBR
it is never effectively broadcast at link layer. The nultiple arrows
in Figure 9 associated to the ND nessages on the backbone denote a
real |ink-Ilayer broadcast.

It is not necessary to isolate the registering nodes in separate

physical links, but it is preferred with wireless links as it enables
to isolate the broadcast donain on the ethernet |ink fromthe
wireless |inks at the Access Points. |n other words, the 6BBRs

collectively forma global registrar for the Subnet that aggregates
the information in each local registrar in the 6LBR  The gl oba
registrar is distributed between the 6BBRs, which |everage | Pv6 ND
(AR and DAD) to | ookup information that they do not have locally from
the other 6BBRs and from nodes that are connected to the backbone.

In the case of wirel ess meshes, RPL may be used as local SGP in each

mesh as shown in Figure 10. More details on the operation of SND and
RPL over the M.SN can be found in section 3.1, 3.2, 4.1 and 4.2.2 of

[ RFC9030] .
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(registration) (backbone)

(host) (router) (proxy) (router)

| | |

| , | | | 1Pve

| LLN I'i nk | Rout e- Over nesh| Et hernet/serial| Backbone

I I I I

| 1Pv6 NDRS | | |

|- > | |

EEREEEEEEE > | | |

------------------ > | |

| IPv6 NDRA | | |

ESREREEEREEERES | | |

I I <once> I I

| NS(EARO I I I

|- > | |

| 6LOoWPAN ND | Extended DAR | |

| [EERREEETERERTE > |

I I | NS(EARO) |

| | |-

| | | proxy registration

| | | |

| | | NS- DAD ( EARO)

| | | |------ >

| | | ND pr oxy

I I I I

| | |  NA(EARO | <ti meout >

| | | <o |

| | Extended DAC | |

| ESREEEEEPEEERES | |

| NA(EARO) | I

I I

I I

Figure 10: Initial Registration Flow with 6BBR ND- Proxy
8. Privacy Considerations

I Pv6 ND exposes all addresses to all nodes in the Subnet, which is a
privacy issue and makes inpersonation attacks easier. |n contrast,
in switched and wirel ess networks, a host is not on-path of the

uni cast packets for registration and for data for other hosts, so it
cannot snoop the other addresses in the network. A rogue host can
only discover the existence of an addresses by trying and failing to
regi ster that address, but for that it would need to fathom which
address to try and that can be very hard in, say, a SPL=64 address
space that is used wisely. For that reason, this framework linmts
that know edge to on-path snooping switches, to the routers and to
the abstract registrar, which are typically nore controlled / harder
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10.

11.

12.

to hack than the common host. Wen |Pv6 ND and SFAAC coexist within
the sane Subnet, all addresses in the Subnet, including registered
addresses, can be snooped in the broadcast domain where IPv6 ND is
operated. It nakes sense to reduce that domain to the maxi num and
control which device connect to it.

The exposure of addresses can be further reduced if the exchanges
with the registrar (e.g., EDAR and EDAC) are encrypted, e.g., using a
public key associated with the registrar. The registration and
routi ng exchanges could al so be encrypted to avoid | eaking the
addresses to snooping switches, but this is typically not done inside
a physical site where the networking gear is tightly controlled. In
a DCl environment, the inter-side (SD-WAN) links are typically
encrypted, to the exchanges are obfuscated from an on-path |istener.

Security Considerations

The regi stration nodel [RFC8505] inplenented by this franework all ows
for a nmodel where the ingress routers have a full know edge of all
the addresses in the Subnet. The ingress router can thus discard any
packet which destination appears to be in the Subnet fromits prefix,
but is not known, meaning that it does not exist. This nostly
defeats the traditional DoS scanning attacks agai nst ND whereby the
renote attacker sends vol unmes of packets to as nmany non-exi stent
addresses to saturate the Nei ghbor Cache and clog the Subnet interna
bandwi dth in broadcasts.

When the ownership verifier is cryptographic, this framework enabl es
a ZeroTrust nodel whereby only the address owner can advertise an
address in ND and as source of data packets, nore in [RFC8928]. This
defeats the cl assical inpersonation attacks agai nst | Pv6 ND and

all ows to disable the proprietary m ddl ebox software ai med at
protecting the address ownershi p agai nst onlink rogues.

I ANA Consi derati ons
This specification does not require | ANA acti on.
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