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Abst ract

Thi s docunent describes the I1CWv6 Reflection utility. The | CMPv6
Reflection utility is a diagnostic tool, simlar to Ping and the

| CMPv6 Probe utility. It is simlar to Ping and Probe in that it
relies on a statel ess nessage exchange between a probing node and a
probed node. The probing node sends a request to the probed node and
the probed node responds to the request.

The 1 CWMPv6 Reflection utility differs from Ping and Probe because, in
the 1CvWPv6 Reflection utility, the probing node requests a snapshot
of the message that it sent, as it was when arrived at the probed
node. The probed node returns the requested snapshot.

The 1 CWMPv6 Reflection utility is useful because it can all ow the user
to see how the network nodified the request as it traveled fromthe
probi ng node to the probed node.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 6 May 2026.
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Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The 1 CMPv6 Reflection utility is an | Pv6 [ RFC8200] di agnostic tool.
It is simlar to Ping [ RFC2151] and the | CMPv6 Probe
[I-Dietf-intarea-rfc8335bis] utility in the follow ng respects:

OCOOONOP,WWN
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* A probing node sends an | CMPv6 [ RFC4443] nessage to a probed node.

This | CMP nessage requests that it be reflected back to the
pr obi ng node.

* The probed node receives the above-menti oned nessage, encodes it

into another | CWPv6 nessage, and sends that | CMPv6 nessage back to

the probi ng node.
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For the purposes of this docunent, the | CMPv6 nmessage that the
probi ng node sends is called the "request message" and the | CMPv6
message that the probed node sends is called the "reply nessage”

The reply nessage includes a copy of the request nmessage, starting
fromits IPv6 header, as it was when it arrived at the probed node.

The 1 CWPv6 Reflection utility uses the | CMPv6 Ext ended Echo Request
and Extended Echo Reply nessage types [I-D.ietf-intarea-rfc8335bhis].
Each of these nessage types includes an | CVP Extension Structure

[ RFC4884]. The | CWP Extension Structure includes one or nore
extension objects. This docunent defines the 'Reflect Al’ object,
which is used for reflecting the request nessage, as it arrived at
the probed node.

An alternative approach invol ves the probing node sending a UDP
packet with an unused destination port to the probed node. This
causes the probed node to send an | CMPv6 Destinati on Unreachabl e
message, which includes "as much of invoking packet as possible

wi t hout the | CVMPv6 packet exceeding the mninmum | Pv6 MIU' [ RFC4443].
However, mi ddl e boxes nodify the invoking packet in | CMPv6
Destination Unreachabl e messages (e.g. [ RFC3022]). By contrast,

m ddl e boxes are not intended to nodify the Reflect Al object, thus
al l owi ng the probing node to receive the reflected request as it was
recei ved by the probed node.

2. Requirenent Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Use Cases

The foll owing protocols define nutable |IPv6 extension headers that
can be used to trace a path and its performance:

* | Pve Options for In Situ Operations, Admnistration, and
Mai nt enance (1 OAM [ RFC9486]

* Inband Fl ow Anal yzer [I|-D. kumar-ippmi fa]

* Path Tracing in SRv6 networks [I-D.filsfils-ippm path-tracing]
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These extensions are used to collect information along a packet’s
delivery path. Currently, the collected information is sent to a
controller for processing. However, in sone cases this information
is relevant to the sender

The 1 CWMPv6 Reflection utility provides a nmechani sm by which this
informati on can be returned to the probing node.

The 1 CWMPv6 Reflection utility can also be used to determ ne how the
probe nessage’s | Pv6 header has changed along its delivery path. For
exanple, it can be used to determ ne how m ddl eboxes have changed the
Sour ce Address, Destination Address, and Fl ow Label

4. Theory of Operation

The probi ng node sends an | CMPv6 Ext ended Echo Request nessage
[I-D.ietf-intarea-rfc8335bis] to the probed node. The | CWPv6

Ext ended Echo Request nessage contains an | CMP Extension Structure

[ RFC4884]. The | CMP Extension structure includes an Extension Header
and a 'Reflect All’ object, which is defined in this docunent.

The 'Reflect All’ object contains an object payload field whose

| ength SHOULD be sufficient to carry the I1Pv6 and | CMP header of the
reflected request nessage. The length of both the request and reply
packets SHOULD NOT exceed the IPv6 m ni num MIU (1280 bytes), to avoid
triggering fragnmentation.

The probed node receives the | CMPv6 Ext ended Echo Request and fornmats
an | CMPv6 Extended Echo Reply nessage. The total |length of the

| CMPv6 Ext ended Echo Reply nmessage MJUST be equal to the total length
of the correspondi ng request nmessage. The nain body of the | CMPv6
Ext ended Echo Reply message, as in [I-D.ietf-intarea-rfc8335bis],
reflects the status of an interface on the probed node.

The | CMPv6 Extended Echo Reply nessage al so contains an | C\WP
Extension Structure. The length of the | CVP Extension Structure in
the reply message MJUST be equal to the length of the | CMP Extension
Structure of the request nessage. The |ICVWP Extension Structure al so
MJST contain the "Reflect All’ object that the | CMPv6 Extended Echo
Request nessage contained. The length of the "Reflect All’ object in
the reply nmessage MUST be equal to the length of the 'Reflect A’
object in the request nessage. |If the follow ng requirenents are
sati sfied, the probed node popul ates the payload field of the
"Reflect All’ object:

* The probed node supports the 'Reflect Al’ object.
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* Responding to the request nessage does not violate the probed
node’ s security policy.

O herwi se, the probed node sets the object payload field to al

zeros.
An exanple of a request and a reply is provided in Figure 1. |In this
exanpl e the request nmessage includes the 'Reflect All’ object. The

reply also includes the "Reflect All’ object, containing the |IPv6
header, |1 CMPv6 header and | CMP Ext ensi on Header of the request
message. The request and reply nessages have the sanme length. The

Il ength of the |Pv6 header of the request nessage is at |east 40
octets, depending on whether there are extension headers, followed by
an 8-octet |CMPv6 header, a 4-octet |CWP Extension Header, and a
4-octet (bject Header. For exanmple, if the length of the |IPv6 header
is Hoctets, and the length of the object payload is H+12 octets, the
reply includes the reflected request nessage starting fromthe | Pv6
header and up to and including the | CVMP Extensi on Header, as shown in
Fi gure 1.

M ddl e boxes nust not nodify the Reflect Al extension object. This
ensures that the reflected informati on reaches the probi ng node
exactly as sent by the probed node.

T S +
| Pv6 Header | | | Pv6 Header

| and extension headers | | and extension headers

oo e e e e e e i oo oo oo + oo e e e e e e i oo oo oo +
| | CMPv6 Header | | | CMPv6 Header |
| Ext ended Echo Request | | Ext ended Echo Reply |
T s +
| | CMP Ext ensi on Header | | | CMP Ext ensi on Header |
o e e e e e e e e a oo - + o e e e e e e e e a oo - +
| " Reflect AIl’ Cbject Header | | " Reflect All’ Object Header
e e +

oj ect payl oad
(pl acehol der for reply)

| Request’s | Pv6 Header |
| and extension headers |

I
|
| | Request’s | CMPv6 Header |
| | Ext ended Echo Request |
I
I

| Request’s | CMP Ext. Header

o m e e e e e e oo + o m e e e e e e oo +
N N N N
(.
+-- Extended Echo Request ---+ +--- Extended Echo Reply ----+
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Figure 1: |1 CWPv6 Refl ection Message Formats

If a node that does not support the 'Reflect Al object receives an
| CMP Ext ended Echo Request containing this object, the expected
behavi or according to [I-D.ietf-intarea-rfc8335bis] and [ RFC8335] is
to respond with an | CMP Echo Reply nmessage that includes the
"Mal formed Query" code in the Code field.

5. New | CVWP Extension Object
Thi s docunent defines the "Reflect All’ object.

An i nmpl enentation that supports |ICMPv6 Refl ecti on MUST support the
"Reflect All’' object.

In the ICMPv6 Reflection utility, the "Reflect All' object MJST be
included in the Extension Structure. |If there is nore than one
object, the "Reflect All’ object MJST be the first object. An | CWv6
message MUST NOT include nore than one 'Reflect All’ object.

The structure of the "Reflect All’ object follows the specification
of I CVMP Extension hjects as defined in [ RFC4884] and MJST i ncl ude
the following fields:

* The Length of the 'Reflect All’ object.

* An object class (as specified in Section 6).

* C-Type as described bel ow

* An object payload field.

The Length field specifies the nunber of octets in the object. The
Length in the "Reflect All’ object of a reply nmessage MJST be equal
to the Length in the 'Reflect All' object of the respective request
nmessage.

The C- Type value is used for indicating whether the probed node was
able to process the object. The followi ng C Type values are
support ed:

*  (0) Request

* (1) Reply - No Error

* (2) Reply - Unsupported Object
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The C-Type field of a Reflection object in a request nessage MJST be
set to the 'Request’ value. |If the probed node is able to process
the "Reflect AIl’ object, it MJST copy the request message starting
fromthe 1 Pv6 header and up to and including the | CMP Extension
Header into the object payload and update the C Type field to the
"Reply - No Error’ value. |If the probed node is not able to process
the object, it MJST update the C Type value of the object in the

Ext ended Echo Reply to 'Reply - Unsupported Object’.

The object payload field in the | CMPv6 Extended Echo Request nessage
is a placehol der for the corresponding reply nessage. Its length
determ nes the nunber of bytes, starting fromthe beginning of the

| Pv6 header, that the probed node includes in the object payload of
the reply. The object payload field in a request nessage MAY contain
all zeros. Alternatively, this field MAY contain arbitrary data. 1In
reply nmessages the object payload field MUST contain the received
request nessage starting fromthe beginning of the | Pv6 header and
according to the I ength of the object payl oad, provided that the
probed node supports the 'Reflect Al’ object and that responding
does not conflict with its security policy.

If the "Reflect All' object is sufficiently long, the reply nessage
includes the initial octets of the 'Reflect All' object. A notable
use case for including arbitrary data in the object payload is the
inclusion of a transmi ssion tinestanp, sinilar to how conventiona
Ping utilities incorporate tinmestanps into the |CVMP payload. |If the
initial octets of the 'Reflect All’ object payload contain a
timestanp and the object is long enough, the tinestanp is reflected
back to the probi ng node, enabling round-trip tinme cal cul ations.

6. | ANA Consi derati ons

IANA is requested to allocate the follow ng values in the "I CW
Ext ensi on Obj ect O asses and Cl ass Sub-types" registry.

The foll owi ng Object O ass val ues are defi ned:

S o e e e e oo oo o e e e oo +
| dass Value | Cl ass Name | Ref er ence

Fom e o - o e e e oo o e e e oo +
| TBD1 | Refl ect All | [This docunent]

I I I I
o m e e e oo - Fom e e e oo o e e e e oo - +

Figure 2: Object Cass Allocation
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The following C Type values are defined for the Reflect Al object

cl ass:

g e Fom e +
| G Type (Value) | Description | Ref erence |
S o m oo Fom e +
| O | Request | [This docurent] |
o e o e e e e e e e e m o o e e e oo +
| 1 | Reply - No Error | [This docunent] |
Fom e o oo Fom oo +
| 2 | Reply - Unsupported Object | [This docunent] |
S oo Fom e +
| 3-255 | Unassi ghed | |
o e o e e e e e e e e m o o e e e oo +

Figure 3: Sub-types - Cass TBDL - Reflect A
7. Security Considerations

Since this docunent uses technol ogi es from[RFC4443], [ RFC4884], and
[I-D.ietf-intarea-rfc8335bis], it inherits security considerations
fromthose docunents.

The Refl ection procedure that is defined in this docunent is
symretric in terms of the length of the request and reply nessages.
This symretry mtigates the potential for anplification attacks,
whi ch woul d be possible if the reply nessage was | onger than the
request nessage.

Dependi ng on the network policy and the | ocation of nodes in the
network, |CMPv6 informational and/or error nessages are sometines
filtered or not supported. For exanple, some nodes do not reply to
| CMPv6 Echo or do not send | CMPv6 Tine Exceeded nessages (used in
Traceroute), due to policy considerations that may be related to DoS
mtigation or to privacy. Network operators SHOULD apply simlar
considerations to | CMPv6 Extended Echo nessages when they are used
for Reflection. For exanple, an operator can choose to disable
support for I CVMPv6 Reflection in networks or in nodes that do not
respond to | CMPv6 Echo and/or do not generate | CMPv6 Ti ne Exceeded
messages.
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As in other nonitoring and neasurenent nechani sns [ RFC7276], a
successful attack on the Reflection utility can create a fal se
illusion of nonexistent issues or prevent the detection of actual
ones. For instance, a probed node can intentionally m srepresents
what it received when sending the Reflect AIl object. A simlar
ef fect can be performed by nodification of the Reflect Al object
al ong the path between the probed node and t he probi ng node.

As specified in [I-D.ietf-intarea-rfc8335bis], in order to protect
| ocal resources, inplenentations SHOULD rate-limt incom ng | CVP
Ext ended Echo Request nessages. Mbreover, as per
[I-Dietf-intarea-rfc8335bis], by default, |CMP Extend Echo
functionality is disabl ed.
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