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Abst ract

Thi s docunent describes the I1CWv6 Reflection utility. The | CMPv6
Reflection utility is a diagnostic tool, simlar to Ping and the

| CMPv6 Probe utility. It is simlar to Ping and Probe in that it
relies on a statel ess nessage exchange between a probing node and a
probed node. The probing node sends a request to the probed node and
the probed node responds to the request.

The 1 CWMPv6 Reflection utility differs from Ping and Probe because, in
the 1CvWPv6 Reflection utility, the probing node requests a snapshot
of the message that it sent, as it was when arrived at the probed
node. The probed node returns the requested snapshot.

The 1 CWPv6 Reflection utility is useful because it allows the user to
see how the network nmodified the request as it traveled fromthe
probi ng node to the probed node.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. I nt roduction

The 1 CMPv6 Reflection utility is an | Pv6 [ RFC8200] di agnostic tool
It is simlar to Ping [ RFC2151] and the | CMPv6 Probe
[I-Dietf-intarea-rfc8335bis] utility in the follow ng respects:

e

QO OWWWOONNOORWWN

* A probing node sends an | CMPv6 [ RFC4443] nessage to a probed node.

This | CMP nessage requests that it be reflected back to the
pr obi ng node.

* The probed node receives the above-menti oned nessage, encodes it

into another | CWPv6 nessage, and sends that | CMPv6 nessage back to

the probi ng node.
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For the purposes of this docunent, the | CMPv6 nmessage that the
probi ng node sends is called the "request message" and the | CMPv6
message that the probed node sends is called the "reply nessage”

The reply nessage includes a copy of the request nmessage, starting
fromits I Pv6 header, as was when it arrived at the probed node.

The 1 CWPv6 Reflection utility uses the | CMPv6 Ext ended Echo Request
and Extended Echo Reply nessage types [I-D.ietf-intarea-rfc8335bhis].
Each of these nessage types includes an | CVP Extension Structure

[ RFC4884]. The | CWP Extension Structure includes one or nore
extension objects. This docunent defines the 'Reflect Al’ object,
which is used for reflecting the request nessage, as it arrived at
the probed node.

An alternative approach invol ves the probing node sending a UDP
packet with an unused destination port to the probed node. This
causes the probed node to send an | CMPv6 Destinati on Unreachabl e
message, which includes "as much of invoking packet as possible

wi t hout the | CVMPv6 packet exceeding the mninmum | Pv6 MIU' [ RFC4443].
However, mi ddl e boxes nodify the invoking packet in | CMPv6
Destination Unreachabl e messages (e.g. [ RFC3022]). By contrast,

m ddl e boxes do not nodify the Reflect Al object.

2. Requirenent Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Use Cases

The foll owi ng protocols define nutable | Pv6 extension headers that
can be used to trace a path and its performance:

* |Pv6 Options for In Situ Operations, Adm nistration, and
Mai nt enance (1 CAM [ RFC9486]

* | nband Fl ow Anal yzer [I-D. kumar-ippmifa]
* Path Tracing in SRv6 networks [I-D.filsfils-ippm path-tracing]

* Segnent Routing Header encapsul ation for In-situ OAM Data
[1-D.ali-spring-ioamsrv6]

M zrahi, et al. Expi res 30 January 2026 [ Page 3]



I nternet-Draft | CMPv6 Refl ection July 2025

These extensions are used to collect information along a packet’s
delivery path. Currently, the collected information is sent to a
controller for processing. However, in sone cases this information
is relevant to the sender

The 1 CWMPv6 Reflection utility provides a nmechani sm by which this
informati on can be returned to the probing node.

The 1 CWMPv6 Reflection utility can also be used to determ ne how the
probe nessage’s | Pv6 header has changed along its delivery path. For
exanple, it can be used to determ ne how m ddl eboxes have changed the
Sour ce Address, Destination Address, and Fl ow Label

4. Theory of Operation

The probi ng node sends an | CMPv6 Ext ended Echo Request nessage
[I-D.ietf-intarea-rfc8335bis] to the probed node. The | CWPv6

Ext ended Echo Request nessage contains an | CMP Extension Structure

[ RFC4884] and the | CVP Extension Structure contains an Extension
Header. The | CWMP Extension Header MJST include the Length field, as
defined in [I-D.ietf-intarea-icnp-exten-hdr-len]. The |CVMP Extension
structure includes a "Reflect All’ object, which is defined in this
docunent .

The 'Reflect All’ object contains an object payload field whose

| ength SHOULD be sufficient to carry the 1Pv6 and | CMP header of the
refl ected request message. The total |length of the | CvWPv6 Extended
Echo Request nessage MJST NOT exceed the | Pv6 m ni rum MU (1280

byt es.)

The probed node receives the | CMPv6 Extended Echo Request and formats
an | CVWPv6 Extended Echo Reply nessage. The mmin body of the | CMPv6
Ext ended Echo Reply nessage reflects the status of an interface on

t he probed node.

The | CMPv6 Extended Echo Reply nessage al so contains an | CWP
Extensi on Structure. The | CWMP Extension Header MJST include the
Length field, as defined in [I-D.ietf-intarea-icnp-exten-hdr-1Ien].
The |1 CVMP Extension Structure also MIST contain the 'Reflect All

obj ect that the | CMPv6 Extended Echo Request nessage contained. |If
the following requirenents are satisfied, the probed node popul ates
the payload field of the 'Reflect All’ object:

* The probed node supports the 'Reflect Al’ object.

* Divulging the requested informati on does not violate the probed
node’s security policy.

M zrahi, et al. Expi res 30 January 2026 [ Page 4]



I nternet-Draft | CMPv6 Refl ection July 2025

O herwi se, the probed node sets the object payload field to all
Zeros.

An exanple of a request and a reply is provided in Figure 1. In this
exanpl e the request nmessage includes the 'Reflect All’' object. The
reply also includes the "Reflect All’ object, containing the |Pv6
header, |1 CWMPv6 header and | CMP Ext ensi on Header of the request
message. The request and reply nmessages have the same | ength.

M ddl e boxes MUST NOT nodify the Reflect Al extension object.

T e +
| | Pv6 Header | | | Pv6 Header |
| and extension headers | | and extension headers |
o e e e e e e e e a oo - + o e e e e e e e e a oo - +
| | CMPv6 Header | | | CMPv6 Header |
| Ext ended Echo Request | | Ext ended Echo Reply |
. T +
| | CMP Ext ensi on Header | | | CMP Ext ensi on Header |
o e e e e e e e + o e e e e e e e +
| Reflect All’ Object Header | | Reflect All’ Object Header |
oo e e e e e e i oo oo oo + oo e e e e e e i oo oo oo +

oj ect payl oad
(pl acehol der)

| Request’s | Pv6 Header |
| and extension headers |

I
|
| | Request’s | CMPv6 Header |
| | Ext ended Echo Request |
I
I

| Request’s |CMP Ext. Header |

o e e e e e i eee oo n + o e e e e e i eee oo n +
N N N N
(.
+-- Extended Echo Request ---+ +--- Extended Echo Reply ----+

Figure 1: |1 CWPv6 Refl ection Message Formats
If a node that does not support the 'Reflect Al’ object receives an
| CMP Ext ended Echo Request containing this object, the expected
behavi or according to [I-D.ietf-intarea-rfc8335bis] and [ RFC8335] is
to respond with an | CMP Echo Reply nmessage that includes the
"Mal formed Query" code in the Code field.
5. New | CVWP Extension Object

Thi s docunent defines the "Reflect All’ object.
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An i nmpl enentation that supports | CMPv6 Refl ecti on MUST support the
"Reflect All’' object.

In the ICMPv6 Reflection utility, the "Reflect All' object MJST be
included in the Extension Structure. |If there is nore than one
object, the "Reflect Al’ object MIST be the first object.

The structure of the "Reflect All’ object follows the specification
of ICVMP Extension Ohjects as defined in [ RFC4884] and MJST i ncl ude
the following fields:

* The Length of the 'Reflect All’ object.

* An object class (as specified in Section 6).
* C-Type as described bel ow.

* An object payload field.

The Length field specifies the nunber of octets in the object. The
Length in the "Reflect All’ object of a reply message MJST be equa
to the Length in the 'Reflect All' object of the respective request
nessage

The C-Type value is used for indicating whether the probed node was
able to process the object. The followi ng C Type val ues are
support ed:

*  (0) Request
* (1) Reply - No Error
* (2) Reply - Unsupported Object

The C-Type field of a Reflection object in a request nessage MJST be
set to the 'Request’ value. |f the probed node is able to process
the "Reflect AIl’' object, it MJST copy the request nmessage into the
obj ect payl oad and update the C Type field to the "Reply - No Error’
value. |If the probed node is not able to process the object, it MJST
update the C Type value of the object in the Extended Echo Reply to
"Reply - Unsupported oject’.

The object payload field in the | CMPv6 Extended Echo Request nessage
is a placehol der for the corresponding reply nmessage. Its length
determ nes the nunber of bytes, starting fromthe beginning of the

| Pv6 header, that the probed node includes in the object payload of
the reply. The object payload field in a request nessage MAY contain
all zeros. Aternatively, this field MAY contain arbitrary data. In
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reply messages the object payload field MIUST contain the received
request message starting fromthe beginning of the | Pv6 header and
according to the length of the payl oad object.

6. | ANA Consi derations

IANA is requested to allocate the following values in the "I CW
Ext ensi on Obj ect C asses and C ass Sub-types" registry.

S L oo o Fom e Fom e
| dass-Num | oj ect Nane | CGType | C Type Nane | Ref erence
S oo S Fom e Fom e
| TBD1 | Reflect Al | 0-2 | See bel ow | [This documnent]
| | | | |

S o e e e e oo oo S SRR S o e e e e oo

Figure 2: | ANA All ocation

For each of the object classes above the followi ng C Type val ues are
def i ned:

*  (0) Request

* (1) Reply - No Error

* (2) Reply - Unsupported Object
7. Security Considerations

Since this docunent uses technol ogi es from[RFC4443], [ RFC4884], and
[I-Dietf-intarea-rfc8335bis], it inherits security considerations
fromthose docunents.

The Refl ection procedure that is defined in this docunent is
symretric in ternms of the length of the request and reply nessages.
This symmetry mitigates the potential for amplification attacks,
whi ch woul d be possible if the reply nessage was | onger than the
request nessage.

Dependi ng on the network policy and the | ocation of nodes in the
network, |CMPv6 informational and/or error nessages are sonetines
filtered or not supported. For exanple, some nodes do not reply to
| CMPv6 Echo or do not send | CMPv6 Tine Exceeded nmessages (used in
Traceroute), due to policy considerations that may be related to DoS
mtigation or to privacy. Network operators SHOULD apply simlar
considerations to | CMPv6 Extended Echo nessages when they are used
for Reflection. For exanple, an operator can choose to disable
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9.

9.

support for I CVMPv6 Reflection in networks or in nodes that do not
respond to | CMPv6 Echo and/or do not generate | CMPv6 Ti me Exceeded
nmessages.

As specified in [I-D.ietf-intarea-rfc8335hbis], in order to protect
| ocal resources, inplenentations SHOULD rate-linit inconming | CVP
Ext ended Echo Request nessages. Mbreover, as per
[I-D.ietf-intarea-rfc8335bis], by default, |CMP Extend Echo
functionality is disabl ed.

Acknowl edgenent s

The authors gratefully acknow edge Sebastian Meller for his
i nsightful comrents.

Ref er ences
1. Nornmtive References

[I-D.ietf-intarea-icnp-exten-hdr-1|en]
Bonica, R, He, X, Mn, X, and T. M zrahi, "ICW
Extension Structure Length Field", Wrk in Progress,
Internet-Draft, draft-ietf-intarea-icnp-exten-hdr-Ien-04,
29 July 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-intarea-icnp-exten-hdr-1|en-04>.

[I-D.ietf-intarea-rfc8335bis]
Fenner, B., Bonica, R, Thomas, R, Linkova, J., Lenart,
C., and M Boucadair, "PROBE: A Uility for Probing
Interfaces", Work in Progress, Internet-Draft, draft-ietf-
i ntarea-rfc8335bis-01, 21 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-intarea-
rf c8335bi s-01>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

[ RFC4443] Conta, A., Deering, S., and M Gupta, Ed., "Internet
Control Message Protocol (1CWMPv6) for the Internet
Protocol Version 6 (IPv6) Specification", STD 89,
RFC 4443, DO 10. 17487/ RFC4443, March 2006,
<https://ww.rfc-editor.org/info/rfc4443>.

M zrahi, et al. Expi res 30 January 2026 [ Page 8]



Internet-Draft

[ RFCA884]

[ RFC8174]

[ RFC8200]

[ RFC8335]

9. 2. I nf or mat

| CMPv6 Refl ection July 2025

Bonica, R, Gan, D., Tappan, D., and C. Pignataro,
"Extended 1 CVMP to Support Milti-Part Messages", RFC 4884,
DO 10.17487/ RFCA884, April 2007,
<https://ww.rfc-editor.org/info/rfc4884>.

Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Deering, S. and R Hi nden, "Internet Protocol, Version 6
(I Pv6) Specification", STD 86, RFC 8200,

DA 10.17487/ RFC8200, July 2017,
<https://ww.rfc-editor.org/info/rfc8200>.

Bonica, R, Thomas, R, Linkova, J., Lenart, C, and M
Boucadair, "PROBE: A Uility for Probing Interfaces"”,
RFC 8335, DO 10.17487/ RFC8335, February 2018,
<https://www. rfc-editor.org/info/rfc8335>.

i ve References

[1-D. ali-spring-ioamsrv6]

[1-D.filsfi

[1-D. kumar -

M zrahi, et al

Ali, Z, Gandhi, R, Filsfils, C., Brockners, F., Nainar,
N. K, Pignataro, C., Li, C, Chen, M, and G Daw a,
"Segnent Routing Header encapsulation for In-situ OAM
Data", Wirk in Progress, Internet-Draft, draft-ali-spring-
i oam srv6-06, 10 July 2022,
<https://datatracker.ietf.org/doc/htm/draft-ali-spring-

i oam srv6- 06>.

| s-i ppm pat h-traci ng]

Filsfils, C, Abdelsalam A., Camarillo, P., Yufit, M,
Su, Y., Matsushima, S., Valentine, M, and Dhamja, "Path
Tracing in SRv6 networks", Wirk in Progress, Internet-
Draft, draft-filsfils-ippmpath-tracing-04, 4 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-filsfils-

i ppm pat h-traci ng- 04>.

i ppmifal

Kumar, J., Anubolu, S., Lenon, J., Manur, R, Hol brook,
H., Ghanwani, A, Cai, D., Qi H, Li, Y., and X Wang,
"I nband Fl ow Anal yzer", Work in Progress, Internet-Draft,
draft-kumar-ippmifa-08, 26 April 2024,
<https://datatracker.ietf.org/doc/htm/draft-kumar-ippm
i fa-08>.

. Expi res 30 January 2026 [ Page 9]



I nternet-Draft | CMPv6 Refl ection July 2025

[ RFC2151]

[ RFC3022]

[ RFC9486]

Contri butors

Shahar
Huawei

Kessler, G and S. Shepard, "A Priner On Internet and TCP/
IP Tools and Utilities", FYl 30, RFC 2151,

DA 10.17487/ RFC2151, June 1997,
<https://ww.rfc-editor.org/info/rfc2151>.

Srisuresh, P. and K Egevang, "Traditional |IP Network
Address Translator (Traditional NAT)", RFC 3022,

DA 10.17487/ RFC3022, January 2001,
<https://www.rfc-editor.org/info/rfc3022>.

Bhandari, S., Ed. and F. Brockners, Ed., "IPv6 Options for
In Situ Operations, Adninistration, and Mi ntenance

(1AM ", RFC 9486, DO 10.17487/ RFC9486, Septenber 2023,
<https://ww.rfc-editor.org/info/rfc9486>.

Bel kar

8-2 Matam
Hai fa 3190501

| srael
Emai | :

shahar . bel kar @uawei . com

Chongfeng Xi e
Chi na Tel ecom

Emai | : xi echf @hi nat el ecom cn
Zhenqgi ang Li

Chi na Mbbil e

Email: |i_zhengi ang@otnail.com
Justin lurman

Uni versite de Liege

10, Allee de | a decouverte (B28)
4000 Sart-Til nan

Bel gi um

Emai | :

Aut hor s’

justin.iurman@il i ege. be

Addr esses

M zrahi, et al. Expi res 30 January 2026 [ Page 10]



I nternet-Draft | CMPv6 Refl ection July 2025

Tal M zr ahi

Huawei

25 Mat am

Hai fa 3190501

| srael

Emai |l : tal.mzrahi.phd@nail.com

Xi aonmi ng He
Chi na Tel ecom
Emai | : hexmd@hi nat el ecom cn

Ti anran Zhou

Huawei

156 Bei gi ng Rd.

Bei jing

100095

Chi na

Emai | : zhouti anran@uawei . com

Ron Boni ca

HPE

United States of Anerica
Emai | : rboni ca@ uni per. net
Xiao M n

ZTE Cor p.

Email : xiao.m n2@te.comcn

M zrahi, et al. Expi res 30 January 2026 [ Page 11]



