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Abst ract

Thi s docunent describes the application of the mechani sm of

di scovering In-situ OAM (1 OAM capabilities, described in RFC 9359
"Echo Request/Reply for Enabled In Situ OAM (1 OAM Capabilities", in
I Pv6 networks. | Pv6 Node | OAM Query functionality uses the | CMPv6
Query messages, allowi ng the | OAM encapsul ati ng node to di scover the
enabl ed | OAM capabilities of each |OAMtransit and | QAM decapsul ati ng
node.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

I Pv6 encapsul ation for In-situ OAM (1 OAM data is defined in
[ RFC9486], which uses the | Pv6 hop-by-hop and destination options to
carry |OAM data fields ([RFC9197], [ RFC9326]).

As specified in [ RFC9359], the echo request/reply can be used by the
| OAM encapsul ati ng node to di scover the enabled | OAM capabilities at
the 1OAMtransit and decapsul ati ng nodes.

As specified in [ RFC4443], the Internet Control Message Protocol for
I Pv6 (1 CVPv6) is an integral part of I1Pv6. |CMPv6 nmessages include
error nessages and informational nessages. [RFCA4884] defines |CW
Extension Structure by which nulti-part |1CVPv6 error nmessages are
supported. [I-D.xbmintarea-icnp-query] updates [RFC4884] by addi ng
two | CWPv6 informational nessages, | CMPv6 Query Request nessage and
| CMPv6 Query Response nessage, to the supporting list of |ICW
Extension Structure. The two added | CMPv6 nessages are used for a
Querying node to query information of a Queried node.

Thi s docunent describes the 1Pv6 Node | OAM Query functionality, which
uses the I CMPv6 Query nessages, allow ng the | OAM encapsul ati ng node
to di scover the enabled | OAM capabilities of each IOAMtransit and

| OAM decapsul ati ng node.
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The | OAM encapsul ati ng node sends an | OAM Query Request to each | OAM
transit and decapsul ati ng node. Upon receiving the query, each node
execut es access control procedures. |If access is granted, the node
returns an | OAM Query Response indicating its enabled | OAM
capabilities. The | OAM Query Request contains an | CMP Extension
Structure including one | OAM Query Object, and the | OAM Query
Response contains an | CMP Extension Structure including one or nore

| OAM Capabilities bjects.

Bef ore the |1 OAM encapsul ati ng node sends the | OAM Query Request, it
must know the | Pv6 address of each node al ong the transport path of
the data packet to which |OAM data will be added. This can be

achi eved by executing an | CMPv6/ UDP traceroute or by provisioning an
explicit path at the | OAM encapsul ati ng node. |In an Equal - Cost

Mul tipath (ECVMP) scenario, the sanme values in any ECWVP-affecting
fields (e.g., the 3-tuple of the Flow Label, Source Address, and
Destination Address fields as per [RFC6437]) of the | OAM data packets
MUST be populated in the | OAM Query Request, ensuring fate sharing
bet ween the | OAM Query Request and the | OQAM data packets.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

3. | OAM Query Request

The |1 OAM Query Request nessage is encapsulated in an | Pv6 header
[ RFC8200], |ike any |ICMPv6 message.

The |1 OAM Query Request nessage has the follow ng fornat:
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3.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
e L o i i e th o i R S
| Identifier | Sequence Number |
i e e R e o o e e i b i ol S N S S
| Ver si on| Reserved | Checksum |
B i s T T i i o S o T Ji I

| OAM Query nj ect
s T o T e e i T S S S e S e T S TR S e S R

I I
I I
+- +
| _ |
~ Pad bj ect ~
I I
B S T i s T S S S R S i ik Tk I I N R S S S i e

Figure 1: | OAM Query Request Message

| Pv6 Header fi el ds:

*

Source Address: The Source Address identifies the | OAM
encapsul ating node. It MJST be a valid | Pv6 uni cast address.

Destinati on Address: The Destination Address identifies the | QAM
transit or decapsul ating node. 1t MJST be a valid I Pv6 unicast
addr ess.

| CMPv6 fields:

*

1.

| CMPv6 header: The val ues of Type, Code, Checksum Ildentifier, and
Sequence Nunber are the same as specified in
[1-D. xbmintarea-icnp-query].

Foll owi ng the | CWPv6 header, it’'s an | CMP Extension Structure
([ RFC4884]) containing an | OAM Query (bject and an Pad hject
([1-D.xbmintarea-icnp-query]). The |0OAM Query Cbject is also
known as Query Request Object in [I-D. xbmintarea-icnp-query].

| OAM Query nj ect

The 1 OAM Query Obj ect has the followi ng format:

M n,
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3.

0 1 2 3

012345678901234567890123456789¢01
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Length | d ass-Num | C Type |
T T i s T b I S S S e o

~ Li st of | QAM Nanespace-| Ds ~
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR

Figure 2: | OAM Query Ohj ect

oj ect fields:

*

2.

Class-Num | OAM Query Object. The value is TBDL.
C- Type: MJIST be set to 0 and MJST be i gnored upon receipt.

Length: Length of the object, nmeasured in octets, including the
hj ect Header and payl oad.

oj ect payl oad: Followi ng the | OAM Query Obj ect Header is the | OAM
Query bj ect Payl oad, which is defined in Section 3.1 of
[ RFC9359] . .

Exanmpl es of the | OAM Query Request

The format of an |1 OAM Query Request can vary from depl oynent to
depl oynent .

In a deploynment where only the default Nanespace-ID is used, the | QAM
Query Request is depicted as the foll ow ng:

M n,
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
e L o i i e th o i R S
| Identifier | Sequence Number |
i e e R e o o e e i b i ol S N S S
| Ver si on| Reserved | Checksum |
B i s T T i i o S o T Ji I
| Lengt h | Cl ass-Num | C Type |
e L o i e i R SR
| Nanespace- | D | Zer o- padded |
i e R R e T S S e o Tk S RIS R R S
| Lengt h | G ass-Num | C Type |
B i s T T i i o S o T Ji I

~ Extra Paddi ng ~
R et e s i o e s i i

Figure 3: | OAM Query Request of the Default | OAM Nanespace

In a depl oynment where two Nanespace-|Ds (Nanespace-|1Dl and Nanespace-
I D2) are used, the |1 OAM Query Request is depicted as the foll ow ng:

M n,

0 1 2 3

01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
| Type | Code | Checksum |
I S i o T s S S S e s s T
| Identifier | Sequence Number |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Ver si on| Reserved | Checksum |
el i I e i it T e e e e i i T o S e e S e T R R
| Length | Class-Num | C Type |
I S i o T s S S S e s s T
| Nanespace- | D1 | Nanespace- | D2 |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Length | G ass-Num | C Type |
el i I e i it T e e e e i i T o S e e S e T R R

~ Extra Paddi ng ~
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 4: | OAM Query Request of the Two | OAM Nanespaces
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When an | OAM Query Request nessage is received, the length of the
message is determined by the Payl oad Length field in the | Pv6 Header,
as specified in [ RFC3200].

4. | OAM Query Response

The |1 OAM Query Response nessage i s encapsulated in an | Pv6 header
[ RFC8200], |ike any |ICMPv6 message.

The 1 OAM Query Response nessage has the followi ng format:

0 1 2 3

01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type | Code | Checksum |
B T S i T s i i e e SEI S
| Identifier | Sequence Number |
I S i o T s S S S e s s T
| Ver si on| Reserved | Checksum |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

|~ List of 10AM Capabilities Objects |~
|+- I i S i i e i S S S S I+
Figure 5: | OAM Query Response Message
| Pv6 Header fields:

* Source Address: Copied fromthe Destination Address field of the
i nvoki ng | OAM Query Request packet.

* Destination Address: Copied fromthe Source Address field of the
i nvoki ng | OAM Query Request packet.

| CMPv6 fields:

* | CWMPv6 header: The val ues of Type, Code, Checksum Identifier, and
Sequence Nunber are the same as specified in
[1-D.xbmintarea-icnp-query]. Besides, two nore values (4) No
Mat ched Nanespace-I1D and (5) Exceed the mininmum|Pv6é MU are
defined for Code field. See Section 5 for details.

* Followi ng the | CVPv6 header, it’s an | CVP Extension Structure
([ RFC4884]) containing one or nore | OAM Capabilities Objects. The
| OAM Capabilities Object is also known as Query Response (bject in
[1-D. xbmintarea-icnp-query].
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4. 1.

| OAM Capabilities bjects

The 1 OAM Capabilities Object has the followi ng format:

0 1 2 3

01234567890123456789012345678901
e e h o o S
| Lengt h | G ass-Num | C Type |
B i s T T i i o S o T Ji I

~ | OAM Capabilities Object Payl oad ~
R et e s i o e s i i

Figure 6: | OAM Capabilities Object

oj ect fields:

*

M n,

Class-Num | OAM Capabilities hjects. The values are listed as
the foll ow ng:

Val ue oj ect Nane

TBD2 | OAM Traci ng Capabilities Object

TBD3 | OAM Proof of Transit Capabilities hject
TBD4 | OAM Edge-t o- Edge Capabilities Object
TBD5 | OAM DEX Capabilities hject

TBD6 | OAM End- of - Donmai n hj ect

C- Type: Values are listed as the foll ow ng:

Cl ass- Num C Type C- Type Nane
TBD2 0 Reser ved
1 Pre-al |l ocated Tracing
TBD3 0 Reser ved
TBD4 0 Reserved
TBD5 0 Reserved
TBD6 0 Reserved

Length: Length of the object, nmeasured in octets, including the
oj ect Header and payl oad.

hj ect payl oad: Followi ng the | OAM Capabilities Object Header is

the 1 OAM Capabilities Object payload, which is defined in Sections
3.2.1, 3.2.3, 3.2.4, 3.2.5, and 3.2.6 of [RFC9359].
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4.

2.

Exanpl es of the | OAM Query Response

The format of an | OAM Query Response can vary from depl oynent to
depl oynent .

In a deploynment where only the default Nanespace-ID is used, the | OAM
Pre-all ocated Tracing Capabilities and the | OAM Proof of Transit
Capabilities are enabled at the |OAMtransit node that received an

| OAM Query Request, the 1 OAM Query Response is depicted as the

fol | owi ng:

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Type | Code | Checksum |

B T S i T s i i e e SEI S
| Identifier | Sequence Number |

R i T I e T S S e S TR S T e i I S e S e e e e o o
| Ver si on| Reserved | Checksum |

i T s i o S i i S R I S I S S S M
| Length | Gl ass-Num | C Type |

B T S i T s i i e e SEI S
| | OAM Tr ace- Type | Reserved | W
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Nanespace- | D | I ngress_MIu

+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - I+
| Ingress_if_id (short or wide format) —...... |
el i I e i it T e e e e i i T o S e e S e T R R
| Length | Class-Num | C Type |
I S i o T s S S S e s s T
| Nanmespace- | D | 1 OAM POT- Type | SoP| Reserved |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Figure 7: Exanple 1 of the | OAM Query Response

In a depl oynment where two Nanespace-|Ds (Nanespace-|1Dl and Nanmespace-
I D2) are used, for both Nanespace-1Dl and Nanespace-|1D2 the | QAM Pre-
al l ocated Tracing Capabilities and the | OAM Proof of Transit
Capabilities are enabled at the |OAMtransit node that received an

| OAM Query Request, the 1 OAM Query Response is depicted as the

fol | owi ng:
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Code | Checksum |
e L o i i e th o i R S
| Identifier | Sequence Number |
i e e R e o o e e i b i ol S N S S
| Ver si on| Reserved | Checksum |
B i s T T i i o S o T Ji I
| Lengt h | Cl ass-Num | C Type |
e L o i e i R SR
| | OAM: Tr ace- Type | Reserved | W
i e e T i e e R E e ok o NI S S
| Nanespace- | D1 | I ngress_MIu
i T s T i T S S I S i (T S S S e S
Ingress if_id (short or wide format)  ......
e L o e e e T s it N SR SR
Length | Cl ass-Num | C Type
b L i e o e e e s ok Sk NI SRR
I
I

+
Nanespace- | D1 | CAM POT- Type | SoP| Reserved
B i T i T S i s S S N e s o T S

Length Cl ass-Num | C Type

+—+—+— +— +— +

L.

L.

L.

L- i i T S i s e i i e

| | OAM: Tr ace- Type | Reserved | W
i e e R ol s o i e R e S ik s i o S N B o
| Nanespace- | D2 | I ngress_MIu |
B i s T T i i o S o T Ji I
| Ingress_if_id (short or wide format)  ...... |
e T
| Lengt h | G ass-Num | C Type |
i e e R e T S S ko ok i R SR R T
| Nanespace- | D2 | | OAM POT-Type | SoP| Reserved |
B i s T T i i o S o T Ji I

Figure 8: Exanple 2 of the | OAM Query Response

In a deploynment where only the default Nanespace-ID is used, the | QAM
Pre-all ocated Tracing Capabilities, the | OAM Proof of Transit
Capabilities, and the | OAM Edge-to-Edge Capabilities are enabl ed at
the |1 OAM decapsul ati ng node that received an | OAM Query Request, the

| OAM Query Response is depicted as the foll ow ng:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |

e L o i i e th o i R S
| Identifier | Sequence Number |

i e e R e o o e e i b i ol S N S S
| Ver si on| Reserved | Checksum |

B i s T T i i o S o T Ji I
| Lengt h | Cl ass-Num | C Type |

e L o i e i R SR
| | OAM: Tr ace- Type | Reserved | W
i e e R ol s o i e R e S ik s i o S N B o
| Nanespace- | D | I ngress_MIu

i T s T i T S S I S i (T S S S e S !I-
Ingress if_id (short or wide format)  ...... |

B S i i it s i it I SR R S S S S S
Length | Cl ass-Num | C Type |

B s o T o i S T S b i s o S N N S
Nanespace- | D | | OAM POT-Type | SoP| Reserved |

B S S e i S S T A S S S S S S i S S
Lengt h | Cl ass-Num | C Type |

B S i i T S i e b i H
Nanespace- | D | | OAM E2E- Type |

B s e e e i s S S i R e R e e s
TSF| Reserved | Reserved |
B S S e i S S T A S S S S S S i S S

I
+
I
+
I
+
I
+
I
+
I
+
Figure 9: Exanple 3 of the | OAM Query Response

When an | OAM Query Response nessage is received, the Iength of the

message i s determined by the Payl oad Length field in the | Pv6 Header,

as specified in [ RFC3200].
5. Code Field Processing

The Code field in the | OAM Query Response MJST be set to (4) No
Mat ched Nanespace-ID if any of the follow ng conditions apply:

*  The |1 OAM Query Request does not include any Nanespace-|D.
*  None of the contained list of | OAM Nanmespace-1Ds is recogni zed.

*  None of the contained list of | OAM Nanespace-1Ds is enabl ed.
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The Code field in the | OAM Query Response MJUST be set to (5) Exceed
the mninumIPve MIUif the formatted | OAM Query Response packet
exceeds the mnimmIlPv6 MU (i.e., 1280 octets). 1In this case, all
obj ects MJUST be stripped before forwarding the | OAM Query Response to
its destination.

6. | ANA Consi derations
Thi s docunent requests the followi ng actions from | ANA:

* Add the following Codes to the "Type TBD - Query Response"
subregistry:

- (4) No Matched Nanmespace-1D
- (5) Exceed the mininuml|Pv6é MU

* Add the following to the "I CMP Extensi on Ohject C asses and C ass
Sub-types" registry:

- (TBD1l) | OAM Query Object

* Add the following Ctypes to the "Sub-types - Cass TBD1 - | OAM
Query (bj ect" subregistry:

- (0) Reserved

* Add the following to the "I CMP Extension (hject C asses and d ass
Sub-types" registry:

- (TBD2) | OAM Tracing Capabilities nbject

* Add the following Ctypes to the "Sub-types - Cass TBD2 - | OAM
Tracing Capabilities Cbject" subregistry:

- (0) Reserved
- (1) Pre-allocated Tracing

* Add the following to the "I CMP Extension (hject C asses and d ass
Sub-types" registry:

- (TBD3) | OAM Proof of Transit Capabilities Cbject

* Add the following Ctypes to the "Sub-types - Cass TBD3 - | OAM
Proof of Transit Capabilities Cbject" subregistry:

- (0) Reserved
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* Add the following to the "I CMP Extension Object C asses and C ass
Sub-types" registry:
- (TBD4) | OAM Edge-to-Edge Capabilities nject

* Add the following Ctypes to the "Sub-types - Cass TBD4 - | OAM
Edge-t o- Edge Capabilities Object" subregistry:

- (0) Reserved

* Add the following to the "I CMP Extension hject C asses and d ass
Sub-types" registry:

- (TBD5) | OAM DEX Capabilities Object

* Add the following Ctypes to the "Sub-types - Cass TBD5 - | OAM
DEX Capabilities Cbject" subregistry:

- (0) Reserved

* Add the following to the "I CMP Extension Ohject C asses and d ass
Sub-types" registry:

- (TBD6) | OAM End- of - Dormai n Cbj ect

* Add the following Ctypes to the "Sub-types - Cass TBD6 - | OAM
End- of - Dormai n Chj ect” subregistry:

- (0) Reserved

Al'l codes mentioned above are assigned on a First Cone First Serve
(FCFS) basis with a range of 0-255.

7. Security Considerations

Security issues discussed in [I-D. xbmintarea-icnp-query] and
[ RFC9359] apply to this docunent.

Thi s docunent recommends using | P Authentication Header [ RFC4302] or
| P Encapsul ating Security Payl oad Header [ RFC4303] to provide
integrity protection for | OAM capabilities information.

Thi s docunent recomends using | P Encapsul ati ng Security Payl oad

Header [RFC4303] to provide privacy protection for | OAM capabilities
i nformation.
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Thi s docunent recommends that the network operators establish
policies that restrict access to | Pv6 Node | OAM Query functionality.
In order to enforce these policies, nodes that support |Pv6 Node | QAM
Query functionality MJST support the follow ng configuration options:

* Enabl e/ di sabl e | Pv6 Node | OAM Query functionality. By default,
| Pv6 Node | OAM Query functionality is disabled.

* Define enabl ed Namespace-1Ds. By default, all Namespace-IDs
except the default one (i.e., Nanespace-|D 0x0000) are disabl ed.

* For each enabl ed Nanespace-I1D, define the prefixes fromwhich the
| OAM Query Request mnessages are permitted.

In order to protect |ocal resources, inplenmentations SHOULD rate-
limt incom ng | OAM Query Request nessages.
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