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Abst ract
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I Pv6 networks. |Pv6 Node | OAM Request uses the | Pv6 Node I nfornmation
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node.
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1. Introduction

I Pv6 encapsul ation for In-situ OAM (1 OAM data is defined in
[ RFC9486], which uses the | Pv6 hop-by-hop and destination options to
carry |OAM data fields ([RFC9197], [ RFC9326]).

As specified in [ RFC9359], the echo request/reply can be used by the
| OAM encapsul ati ng node to di scover the enabled | OAM capabilities at
the 1OAMtransit and decapsul ati ng nodes.

As specified in [ RFC4443], the Internet Control Message Protocol for
I Pv6 (1 CVPv6) is an integral part of I1Pv6. |CMPv6 nmessages include
error nessages and informational nessages. [RFC4884] defines | CWPv6
Extension Structure by which nulti-part |1CVPv6 error nmessages are
supported. [RFC8335] updates [ RFC4884] by adding two | CVMPv6

i nformati onal nessages, | CMPv6 Extended Echo Request nessage and

| CMPv6 Extended Echo Reply nessage, to the supporting list of | CVMPV6E
Extensi on Structure. Both [RFC4884] and [ RFC8335] provi de sound
princi pl es and exanpl es on extending | CMPv6 messages.
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As specified in [ RFC4620], two types of |1 Pv6 Node Information
messages, the Node Information Query (or NI Query) and the Node
Information Reply (or NI Reply), also known as two | CMPv6

i nformati onal nmessages, are used for a Querier node to query
informati on of a Responder node.

Thi s docunent describes the 1Pv6 Node | OAM Query functionality, which
uses the I Pv6 Node Information nmessages, allow ng the | QAM

encapsul ati ng node to di scover the enabled | OAM capabilities of each
IOAM transit and | OAM decapsul ati ng node.

The |1 OAM encapsul ati ng node sends an NI Query to each IOAMtransit
and decapsul ati ng node. Upon receiving the query, each node executes
access control procedures. |If access is granted, the node returns an
NI Reply indicating its enabled | OAM capabilities. The N Reply
contains an | CMPv6 Extension Structure custom zed to this nessage,
and the | CVWPv6 Extension Structure contains one or nmore | OAM
Capabilities Objects.

Bef ore the |1 OAM encapsul ati ng node sends the NI Query, it must know
the 1 Pv6 address of each node along the transport path of the data
packet to which 1OAM data will be added. This can be achi eved by
executing an | CMPv6/ UDP traceroute or by provisioning an explicit
path at the | OAM encapsul ating node. In an Equal -Cost Muiltipath
(ECWP) scenario, the sane values in any ECMP-affecting fields (e.g.,
the 3-tuple of the Flow Label, Source Address, and Destination
Address fields as per [RFC6437]) of the |1 OAM data packets MJST be
popul ated in the NI Query, ensuring fate sharing between the NI Query
and the | OAM dat a packets.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3.  Node | OAM Request

The Node | OAM Request nessage is encapsulated in an | Pv6 header
[ RFC8200], |ike any | CMPv6 nessage.

The Node | OAM Request nessage has the foll owi ng format:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |
i i i T i I S i e s o o i i
I Qype I Fl ags I

T S S L S S SEp S S S S

I+ Nonce I+

!I-— R i T T e e T T i ST S R S !I-
Li st of | QAM Nanespace-| Ds

:I-— B i T i T S i s S S N e s o T S +

Figure 1: Node | OAM Request Message

| Pv6 Header fields:

*

Source Address: The Source Address identifies the | OAM
encapsul ating node. It MJST be a valid | Pv6 uni cast address.

Desti nati on Address: The Destination Address identifies the | OAM
transit or decapsulating node. 1t MJST be a valid | Pv6 unicast
addr ess.

| CMPv6 fiel ds:

*

Type: NI Query. The value is 139 as allocated for [RFC4620].

Code: The value is (TBDl). The Data field contains a list of | QAM
Nanespace- |1 Ds, which are the subject of this query.

Checksum The | CMPv6 checksum

Qype: The value is (TBD2). Wich indicates the NI Query is a
node | OAM capabilities query.

Fl ags: The sane as defined in [ RFC4620]. Flags are Qype-
specific, the NI Query Qype used in this docunent has no defined
flags.

Nonce: The sane as defined in [ RFC4620].
Data: Following the NI Query header, the Data field is a List of

| OAM Nanespace-|1Ds, which is also called | OAM Capabilities Query
Cont ai ner payload in Section 3.1 of [RFC9359].
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3.1. Exanples of the Node | OAM Request

The format of a Node | OAM Request can vary from depl oynent to
depl oynent .

In a deployment where only the default Namespace-1D is used, the Node
| OAM Request is depicted as the foll ow ng:

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
R et e s i o e s i i
I Qype I Fl ags I

B i it S SR S S S S S it St SR S S S S S i i st S SR SR SR SR SR S
Nonce +
B T i it I NI R R R e I IR T R I i it S R R e e S e i i i o

Nanespace- | D | Zer o- padded |
B S S e i S S T A S S S S S S i S S

+— +— +—

Figure 2: Node | OAM Request of the Default | OAM Nanespace

In a depl oynment where two Nanespace-|Ds (Nanmespace-1Dl and Namespace-
I D2) are used, the Node | OAM Request is depicted as the foll ow ng:

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Code | Checksum |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Qype | Fl ags |

i S S T i S S e A AT S A S R S
Nonce +
T A I T i S S S T T I S S S e S S

Nanespace- | D1 | Nanespace- | D2 |
Bl o T R ik st T o e b i T o S S e S it eI

+— +— +—

Figure 3: Node | OAM Request of the Two | OAM Nanespaces
When a Node | OAM Request message is received, the length of the

message is determned by the Payl oad Length field in the |1 Pv6 Header,
as specified in [ RFC8200].
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4. Node | OAM Repl y

The Node | OAM Reply nmessage i s encapsulated in an | Pv6 header
[ RFC8200], |ike any | CVMPv6 nessage.

The Node | OAM Reply nmessage has the foll owing format:
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Code | Checksum |
I S i o T s S S S e s s T
I Qype I Fl ags I

T S i T S T S e i o S St

|+ Nonce |+
|+- i I i i e A S S et i S N S I+
List of 10AM Capabilities (bjects
:I-— B e T i T S i i I S T T i i i S N +
Figure 4. Node | OAM Reply Message
| Pv6 Header fields:

* Source Address: Copied fromthe Destination Address field of the
i nvoki ng Node | OAM Request packet.

* Destination Address: Copied fromthe Source Address field of the
i nvoki ng Node | OAM Request packet.

| CvPv6 fiel ds:
* Type: NI Reply. The value is 140 as allocated for [RFC4620].

* Code: The values are (TBD3) No Matched Nanmespace-|D, and (TBD4)
Exceed the minimum I Pv6 MIU. See Section 5 for details.

*  Checksum The | CMPv6 checksum

* Qype: Copied fromthe Qype field of the invoking Node | OAM
Request .

* Flags: The sanme as defined in [ RFC4620]. Flags are Qype-

specific, the NI Reply Qype used in this docunent has no defined
flags.
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*  Nonce: Copied fromthe Nonce field of the invoking Node | OAM
Request .

* Data: Following the NI Reply header, the Data field is a List of
| OAM Capabilities Objects, which is also called | OAM Capabilities
Response Contai ner payload in Section 3.2 of [RFC9359]. Section 7
of [RFCA884] defines the |ICVWP Extension Structure. As per RFC
4884, the Extension Structure contains exactly one Extension
Header followed by one or nore objects. When applied to the Node
| OAM Reply nmessage, the | CMP Extension Structure MJST contain one
or nore | OAM Capabilities Objects.

4.1. 1 0AM Capabilities bjects

Al 1CvWv6 | OAM Capabilities Objects are encapsul ated in a Node | QAM
Reply nmessage.

Each | CvPv6 | OAM Capabilities Object has the foll owing format:
0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Length | Class-Num | C Type |
T S e S el S i S
| OAM Capabilities Object Payl oad
:I-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:I-
Figure 5: | OAM Capabilities Object
oj ect fields:

* Cass-Num | OAM Capabilities Objects. The values are listed as
the foll ow ng:

Val ue Obj ect Nane

TBD5 | OAM Traci ng Capabilities Object

TBD6 | OAM Proof of Transit Capabilities hject
TBD7 | OAM Edge-t o- Edge Capabilities Object
TBD8 | OAM DEX Capabilities nhject

TBD9 | OAM End- of - Dormai n hj ect

* C-Type: Values are listed as the foll ow ng:
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Cl ass- Num C Type C- Type Nane
TBD5 0 Reserved
1 Pre-al |l ocated Tracing
TBD6 0 Reser ved
TBD7 0 Reser ved
TBD8 0 Reserved
TBDO 0 Reserved

* Length: Length of the object, measured in octets, including the
bj ect Header and payl oad.

* (bject payload: Following the | OAM Capabilities Object Header is
the 1 OAM Capabilities Object payload, which is defined in Sections
3.2.1, 3.2.3, 3.2.4, 3.2.5, and 3.2.6 of [RFC9359].

4.2. Exanples of the Node | OAM Reply

The format of a Node | OAM Reply can vary from depl oynent to
depl oynent .

In a deploynment where only the default Nanespace-ID is used, the | OAM
Pre-all ocated Tracing Capabilities and the | OAM Proof of Transit
Capabilities are enabled at the |OAMtransit node that received a
Node | OAM Request, the Node | OAM Reply is depicted as the foll ow ng:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |
i i i T i I S i e s o o i i
I Qype I Fl ags I

it i S S i e it s SEIE SRR I SR R R TR S R R el st SR R R e i it S
+ Nonce +

T T S i i S DU S A S R T o T

| Ver si on| Reserved | Checksum |
i e e T i e R b i T T e R e
| Lengt h | G ass-Num | C Type |
B i s T T i i o S o T Ji I
| | OAMt Tr ace- Type | Reserved | W
e L i i T i R S
| Nanespace- | D | I ngress_MIu |

i e R e T S S e o S i R TR R R S
| Ingress_if_id (short or wide format) —...... |
B i s T T i i o S o T Ji I
| Length | Cl ass-Num | C Type |
e L o i e i R SR
| Nanmespace- | D | 1 OAM POT- Type | SoP| Reserved |
i e R e T S S ok Tk NI TR R R o

Figure 6: Exanple 1 of the Node | OAM Reply

In a depl oynment where two Nanespace-|Ds (Nanespace-|1Dl and Nanespace-
I D2) are used, for both Nanespace-|1Dl and Nanespace-|1D2 the | OAM Pre-
al | ocated Tracing Capabilities and the | QAM Proof of Transit
Capabilities are enabled at the |OAMtransit node that received a
Node | OAM Request, the Node | OAM Reply is depicted as the foll ow ng:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |
i i i T i I S i e s o o i i
I Qype I Fl ags I

i e e R e T S Sk o ok i S TR R S S
+ Nonce +
e L o i e S  th o i R S
| Ver si on| Reserved | Checksum |
i e e T i e R b i T T e R e
| Lengt h | G ass-Num | C Type |
B i s T T i i o S o T Ji I
| | OAMt Tr ace- Type | Reserved | W
i S T b i i i i S

| Nanespace- | D1 | I ngress_MIu

T e e o i e s S e e T T NI T SRR
| Ingress_if_id (short or wide format) —......

i T s T i T S S I S i (T S S S e S

| Lengt h | Cl ass-Num | C Type
i e T b i s s i e S S

| Nanespace- | D1 | | OAM POT- Type | SoP| Reserved
T e o S e Tk NI SRR

| Lengt h | G ass-Num | C Type

i T o T i e S S S i S e S

| | OAMt Tr ace- Type | Reserved | W
e L i i T i R S
+-
+-
+-
+-

+—+—+— +— +— +

Nanespace- | D2 | I ngress_MIu |

T o e i e T e e R T b o S R
Ingress_if_id (short or wide format)  ......

B i T i T S i s S S N e s o T S

+

e b T S i i S S S S e e s S i T T i S S
Nanespace- | D2 | | OAM POT- Type | SoP| Reserved

R s i e R i e oI S e S e S R i Tk T S S R S R i S

I
Lengt h | Cl ass-Num | C Type |
I

Figure 7: Exanple 2 of the Node | OAM Reply

In a deploynment where only the default Nanespace-ID is used, the | OAM
Pre-all ocated Tracing Capabilities, the | OAM Proof of Transit
Capabilities, and the | OAM Edge-to-Edge Capabilities are enabl ed at
the 1 OAM decapsul ati ng node that received a Node | OAM Request, the
Node | OAM Reply is depicted as the foll ow ng:
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Type | Code | Checksum |
i i i T i I S i e s o o i i
I Qype I Fl ags I

it i S S i e it s SEIE SRR I SR R R TR S R R el st SR R R e i it S
+ Nonce +

T T S i i S DU S A S R T o T

| Ver si on| Reserved | Checksum |
i e e T i e R b i T T e R e
| Lengt h | G ass-Num | C Type |
B i s T T i i o S o T Ji I
| | OAMt Tr ace- Type | Reserved | W
e L i i T i R S
| Nanespace- | D | I ngress_MIu |

i e R e T S S e o S i R TR R R S
Ingress_if_id (short or wide format)  ...... |
B S S e i S S T A S S S S S S i S S
Lengt h | Cl ass-Num | C Type |

B S i i T S i e b i H
Nanmespace- | D | 1 OAM POT- Type | SoP| Reserved |

B s o e e e i s S S S ok Sk i NI S
Lengt h | G ass-Num | C Type |

B S S e i S S T A S S S S S S i S S
Nanmespace- | D | | OAM E2E- Type |

B S o i S S e s o i e e R ks
TSF| Reserved | Reserved |
B o e e i S T S i i o S N N S

I
+
I
+
I
+
I
+
I
+
I
+
Figure 8 Exanple 3 of the Node | OAM Reply

When a Node | OAM Reply nessage is received, the I ength of the nessage

is determined by the Payload Length field in the | Pv6 Header, as

specified in [ RFC8200] .
5. Code Field Processing

The Code field in the Node | OAM Reply MJST be set to (TBD3) No
Mat ched Nanespace-1D if any of the follow ng conditions apply:

* The Node | OAM Request does not include any Nanmespace-|D.
* None of the contained Iist of | OAM Nanespace-IDs is recognized.

* None of the contained Iist of | OAM Nanespace-IDs is enabl ed.
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The Code field in the Node | OAM Reply MJST be set to (TBD4) Exceed
the mninumIPve MIUif the formatted NI Reply packet exceeds the
mnimum | Pv6 MU (i.e., 1280 octets). 1In this case, all objects MJIST
be stripped before forwarding the Node |OAM Reply to its destination.
6. Updates to RFC 4884
Section 4.6 of [RFC4884] provides a list of extensible | CVWP nmessages
(i.e., nessages that can carry the |CVMP Extension Structure). This
docunent adds the I Pv6 Node Information Reply nmessage to that |ist.
7. 1 ANA Consi derations
Thi s docunent requests the followi ng | ANA acti ons:

* Add the following Code to the "Type 139 - |ICVMP Node Infornmation
Query" sub-registry:

- (TBDl) The Data field contains a List of | OAM Nanespace-|Ds
which is the Subject of this Query

* Add the following to the "Qypes" registry:
- TBD2 Node | OAM Capabilities

* Add the followi ng Codes to the "Type 140 - | CVP Node I nformation
Response" sub-registry:

- (TBD3) No Matched Nanespace-|D
- (TBD4) Exceed the mininuml|Pve MIU

* Add the following to the "I CMP Extension Ohject C asses and d ass
Sub-types" registry:

- (TBD5) | OAM Tracing Capabilities nject

* Add the following C-types to the "Sub-types - Cass TBD5 - | OAM
Tracing Capabilities Cbject” sub-registry:

- (0) Reserved
- (1) Pre-allocated Tracing

* Add the following to the "I CMP Extension (hject C asses and d ass
Sub-types" registry:

- (TBD6) | OAM Proof of Transit Capabilities Cbject
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* Add the following C-types to the "Sub-types - Cass TBD6 - | OAM
Proof of Transit Capabilities Cbject" sub-registry:
- (0) Reserved

* Add the following to the "I CMP Extensi on Chject C asses and C ass
Sub-types" registry:

- (TBD7) |1 OAM Edge-to-Edge Capabilities (nbject

* Add the following Ctypes to the "Sub-types - Cass TBD7 - | OAM
Edge-t o- Edge Capabilities Object" sub-registry:

- (0) Reserved

* Add the following to the "I CMP Extension (hject C asses and d ass
Sub-types" registry:

- (TBD8) | OAM DEX Capabilities bject

* Add the following CGtypes to the "Sub-types - Cass TBD8 - | QAM
DEX Capabilities Cbject" sub-registry:

- (0) Reserved

* Add the following to the "I CMP Extension Object O asses and C ass
Sub-types" registry:

- (TBD9) | OAM End- of - Domai n Cbj ect

* Add the following C-types to the "Sub-types - Cass TBD9 - | OAM
End- of - Domai n Ohj ect” sub-registry:

- (0) Reserved

Al'l codes nentioned above are assigned on a First Cone First Serve
(FCFS) basis with a range of 0-255.

8. Security Considerations

Security issues discussed in [ RFC4620] and [ RFC9359] apply to this
docunent .

Thi s docunent recomends using | P Authentication Header [ RFC4302] or

| P Encapsul ating Security Payl oad Header [ RFC4303] to provide
integrity protection for | OAM capabilities information.
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10.

Thi s docunent recommends using | P Encapsul ati ng Security Payl oad
Header [RFC4303] to provide privacy protection for | OAM capabilities
i nformati on.

Thi s docunent recommends that the network operators establish
policies that restrict access to | Pv6 Node | OAM Query functionality.
In order to enforce these policies, nodes that support |IPv6 Node | QAM
Query functionality MJST support the follow ng configuration options:

* Enabl e/ di sabl e 1 Pv6 Node | OAM Query functionality. By default,
| Pv6 Node | OAM Query functionality is disabled.

* Define enabl ed Nanmespace-1Ds. By default, all Nanespace-|Ds
except the default one (i.e., Nanespace-|ID 0x0000) are disabl ed.

* For each enabl ed Nanespace-1D, define the prefixes from which Node
| OAM Request nessages are pernitted.

In order to protect |local resources, inplenmentations SHOULD rate-
limt inconmi ng Node | OAM Request nessages.

Consi dering the packet size of the Node | OAM Reply coul d be nuch

| arger than that of the Node | OAM Request, to mtigate the potenti al
anplification attack by using the Node | OAM Request with a spoofed
source address, which is simlar to the anplification attack by

sendi ng an | CMPv6 ECHO REQUEST to ff02::1 with a spoofed source
address (refer to Section 2.3.5 of [RFC9099]), an inplenentation that
supports this specification MIST support an option of padding a Node
| OAM Request packet to the Path MIU or the mininum|Pvé MIU

[ RFC8200], which can ensure that the Node | OAM Reply packet woul d not
be larger than the invoking Node | OAM Request packet. The network
operators can choose to enforce the padding option or not in their
net wor ks.
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