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Abst ract

Oper ational experience has denonstrated that permitting multiple
occurrences of the same | Pv6 Extension Header can create parsing
anbi guity, conplicate packet processing, and increase potential
security risks. Although RFC 8200 recomends that senders follow a
specific order of appearance and linit the occurrences of Extension
Headers, receivers cannot assune that these reconmendati ons have been
foll owed. This docunment updates RFC 8200 by allow ng an | Pv6
destination node, nanely a host (i.e., the final destination of an
| Pv6 packet) or an internmedi ate destinati on node addressed by an
entry in a Routing header list other than the final one, to enforce
strict ordering and Iimts on the occurrence of Extension Headers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 30 Novenber 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Operational experience has denonstrated that permitting multiple
occurrences of the same | Pv6 Extension Header can create parsing

anbi guity, conplicate packet processing, and increase potential
security risks. This is particularly true for the Hop-by-Hop Options
header and the Destination Qptions header, which may each carry
mul ti ple options.

Al t hough [ RFC8200] recomends that senders follow a specific order of
appearance and linmt the occurrences of Extension Headers, receivers
cannot assunme that these recomendati ons have been followed. As a
result, they may be exposed to denial -of-service attacks, where

Ext ensi on Headers are used as the attack vector

Thi s docunent updates [ RFC8200] by allow ng an | Pv6 destination node,
nanely a host (i.e., the final destination of an |IPv6 packet) or an

i ntermedi ate destinati on node addressed by an entry in a Routing
header list other than the final one, to enforce strict ordering and
limts on the occurrence of Extension Headers. The specification
applies only to | Pv6 destination nodes and does not inpose
requirenents on routers forwarding | Pv6 packets not explicitly
addressed to thensel ves.
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2

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Enf orcement of |Pv6 Extension Headers Ordering and Cccurrence

An | Pv6 destination, i.e., a host or an internedi ate destination
node, MAY enforce the recomended ordering and limts on the
occurrence of Extension Headers described in Section 4.1 of

[ RFC8200]. Per the ordering recomendati ons, each Extension Header
can occur at nost once in a packet, with the exception of the
Destination Options header which can occur twice. The recomended
Ext ensi on Headers ordering per [RFC8200] is:

1. |1Pv6 header

2. Hop-by-Hop Options header

3. Destination Options header

4. Routing header

5. Fragment header

6. Authentication header

7. Encapsul ating Security Payl oad header

8. Destination Options header

9. Upper-Layer header

If a host or an internediate destination node enforces the
recomrended ordering and a packet is received w th out-of-order

Ext ensi on Headers, or the occurrence of an Extension Header is
greater than one (or two for the Destination Options header), then
the receiving node MIUST di scard the packet. In the case of a host,
it SHOULD send an | CVMP Paraneter Probl em nessage with code 1
(Unrecogni zed Next Header type encountered) [RFC4443] to the packet’'s
source address. In the case of an internedi ate destination node, it
SHOULD send an | CVMP Par anet er Probl em nessage with code 5

(Unrecogni zed Next Header type encountered by internedi ate node)
[ RFC8883] to the packet’'s source address.
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4.

Oper ational Considerations

Enforcing strict ordering and occurrence limts may cause packets
whose Extension Headers do not follow the recommended order or appear
nmore than suggested to be discarded. While such packets are not
formally non-conpliant with [ RFC8200], they are unexpected and nay

|l ead to parsing nmbiguities or interoperability issues. In
particul ar, inplenentations that accept such packets under a

perm ssive interpretation of [RFC8200] may treat them as invalid when
enforcing this specification, resulting in different acceptance
behavi or across inplenentations. Qperators should consider the
potential inmpact on traffic when enabling enforcenent at destination
nodes, particularly at internediate destination nodes.

Security Considerations

Thi s docunent mitigates a potential denial-of-service attack based on
abusi ve use of Extension Headers in |IPv6 packets. Hosts and

i ntermedi at e destinati on nodes are now all owed to enforce strict
ordering and limts on the occurrence of Extension Headers to reduce
the attack vector.

Thi s docunent does not introduce any new security concerns.
I ANA Consi derations

Thi s docunent does not require any action from | ANA
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