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Abst r act

Thi s docunent defines various limts that may be applied to

recei ving, sending, and otherw se processing packets that contain

| Pv6 extension headers. Linits are pragmatic to facilitate
interoperability anmpbngst hosts and routers, thereby increasing the
depl oyability of extension headers. The linmts described herein
establish the m ni nrum basel i ne of support for use of extension
headers on the Internet. |If it is known that all communicating
parties for a particular comunication, including destination hosts
and any routers in the path, are capable of supporting nore than the
baseline then these default limts may be freely exceeded.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 31 August 2025
Copyright Notice
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1. Introduction

Ext ensi on headers are a core conponent of the |IPv6 protocol as
specified in [RFC8200]. |Pv6 extension headers were originally
defined with fewrestrictions. For instance, there is no specified
limt on the nunber of extension headers a packet nmay have, nor is
there a limt on the length in bytes of extension headers in a packet
other than being limted by the Path MIU or 1,280 bytes for those
hosts that do not discover the Path MIU [ RFC7112]. Simlarly,

vari abl e | ength extension headers typically do not have prescribed
limts such as limts on the nunber of Hop-by-Hop or Destination
options in a packet. The lack of linmits essentially requires

i mpl ementations to handl e every concei vabl e usage of the protocol,

i ncluding nyriad use cases outside the real mof ever being realistic
or useful in real world deploynent. A packet that includes an
excessi ve nunber or size of Hop-by-Hop options in a packet has al so
been raised as a security concern [ RFC4942].
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1.

1.

The lack of limts and the requirenents for supporting a virtually
open-ended protocol have led to a current |ack of support and

depl oynent of extension headers ([RFC7872], [Cus23b]). Instead of
attenpting to satisfy the protocol requirenents concerni ng extension
headers, some router and m ddl ebox vendors have opted to invent and
apply their own ad hoc linmits, relegate packets with extension
headers to sl ow path processing, or have gone so far as to summarily
discard all packets with extension headers [ RFC9098]. For those
hosts and routers that properly attenpt to process all extension
headers per the specifications, the lack of limts has nade them
susceptible to Denial of Service attacks. The net effect of this
situation is that deploynent and use of extension headers is
currently underwhel m ng.

Thi s docunent describes various limts that hosts and routers may
apply to the processing of extension headers. The goal of
establishing limts is to narrow the requirenents to better match
reasonabl e use cases thereby facilitating practical inplenmentation
and increased deployability of extension headers.

Rel at ed wor k

Sone of the problens of unlinited extension headers have been
descri bed or addressed in certain aspects.

[ RFC8200] rel axed the requirenment that all nodes in the path nust
process all Hop-by-Hop options in a packet to be:

NOTE: Wil e [ RFC2460] required that all nodes nust exam ne and
process the Hop-by-Hop Options header, it is now expected that
nodes al ong a packet’'s delivery path only examnmine and process the
Hop- by- Hop Options header if explicitly configured to do so.

Section 5.3 of [RFC8504] defines a nunber of limts that hosts may
apply to processing extension headers. For instance, a limt on the
maxi mum nunmber of non-paddi ng options allowed in a Destination

Opti ons header or Hop-by-Hop Options header is defined. This
docunent expands on the requirements of [RFC38504] to allowlimts to
be set for routers and internedi ate nodes.

[ RFC8883] defines a set of ICVWP errors that nmay be sent if alimt
concerni ng extension headers is exceeded and a node di scards a packet
as a result. [RFC8883] allows both hosts and routers to send such
messages (effectively acknow edgi ng that some routers discard packets
wi t h extension headers even though such behavi or m ght be considered
non- conformant wi th [ RFC8200]).

Her ber t Expi res 31 August 2025 [ Page 3]



I nternet-Draft Ext ensi on Header Linmits February 2025

Section 14 of [RFCIO000] (QUIC) gives an exanple of limts being set
on extension headers per the requirements of the transport |ayer
protocol. Note that the default limts in this docunment are greater
than that of [RFC9000]. From [ RFC9000]:

Note: This requirenent to support a UDP payl oad of 1200 bytes
limts the space available for | Pv6 extension headers to 32 bytes
or IPv4 options to 52 bytes if the path only supports the |Pv6

m ni mum MIU of 1280 bytes. This affects Initial packets and path
val i dati on.

[ RFC7872] presents real-world data regarding the extent to which
packets with | Pv6 Extension Headers (EHs) are discarded in the
Internet. [RFC9098] summarizes the operational inplications of |Pv6
ext ensi on headers, and attenpts to anal yze reasons why packets with
| Pv6 extension headers are often discarded in the public Internet.

Section 2.1.9 of [RFC4942] discusses security concerns with |IPv6

ext ensi on headers. Excessive Hop-by-Hop options are one concern, and
m suse of PADl and PADN options are another. [RFC4942] al so provides
some foundation for the limts defined in this docunent.

Thi s docunent sets the mininmal upper bounds on the nunber of Hop-by-
Hop options that a node is expected to process. The |ower bound is
di scussed in [ RFC9673].

1.2. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

1.3. Term nol ogy

This section provides definitions for some terns used in this
docunent .

Node: a device that inplenments |Pv6

Router: a node that forwards |IPv6 packets not explicitly addressed
to itself

I nternedi ate node: a node that is addressed by an entry in a

Routing Header |ist where the entry is not the last one in the
Iist
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Host: any node that is not a router or internediate node

| Pv6 header chain: the | Pv6 header and the set of follow ng | Pv6
Ext ensi on Headers that precede the upper |ayer protocol in a
packet

2. Overview of extension header limts

The Iimts and requirenents for handling extension headers defined in
this docunment fall into the follow ng categories

* Limts on extension header |ength

* Limits on option length

* Limts on nunmber of extension headers

* Limts on nunber of options

* Limts on padding for extension headers with options
* Limts on the length of the | Pv6 header chain

* Limts on the ordering and types of extension headers

Limts are defined for both senders (sending hosts) and receivers
(receiving hosts, internediate nodes, or routers). A receiver limt
is set tolimt the amobunt of processing or the anpbunt of data in
recei ved extension headers. Sender linmits are set to limt the use
of extension headers being sent. The purpose of sender limts is to
i ncrease the probability of successful delivery.

For receiver limts, a recommended action when a limt is exceeded is
specified. The recomrended action depends on the type of the node.
For a host or internmedi ate node, the action when a limt is exceeded
is generally to discard the packet. The rationale is that hosts are
required to process all of the headers in a packet to process it
correctly, and intermedi ate nodes are required to process all the

ext ensi on headers up to and including the Routing Header in order to
process a packet correctly. For a router, the action to take when a
limt is exceeded is to stop processing the extension headers and to
forward the packet; specifically, if a router is processing Hop-by-
Hop options and a limt is exceeded, then the router skips the option
that caused the limt to be exceeded and skips any foll owi ng Hop-by-
Hop options per the procedures in Section 5.2 of [RFC9673]. The
rationale is that the only extension header a router may process is
Hop- by- Hop Options and the packet can be correctly forwarded if none
or only sonme of the Hop-by-Hop options are processed.
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Thi s docunent includes linmts on extension headers for their length
and nunber of extension headers in a packet, and also includes limts
on Destination or Hop-by-Hop options for their |ength and nunmber of
options in a header. Limits on length are useful to nodes having
hardware limtations, such as a fixed size parsing buffer in routers,
whi ch inherently linmits the number of bytes in headers that a node
can process; a node with such hardware limitations may choose to set
length limts for extension headers and options accordingly. Limts
on the nunber of extension headers or options are useful to nodes,
such as end hosts, that have no inherent processing limtations; for
these nodes, limts on nunber of headers or options can be set to
limt the cost of processing which is nore a function of the nunber
of itens processed than the byte Iength of the itens.

Each receiver limt described in this docunment has a reconmended
default value or mininmumvalue when a linmt is enforced. The intent
of defining default Iimts is to establish an expected baseline of
support. The default limts for senders correspond to the associ ated
receiver default limts. The derivation for the default limts for
nunber of options is discussed in Appendix A 1. The derivation of
default length limts is discussed in Appendix A 2

Paddi ng options in Hop-by-Hop and Destination options have a
particul ar purpose to align the next option or to pad the |ength of
the extension header to a multiple of eight bytes. Sinmilar to non-
paddi ng options, padding options require processing to parse over.
Unl i ke non-paddi ng options, paddi ng options serve no other purpose
than padding. To that end, limts on padding can be nore restrictive
than those on non-paddi ng options. The justification for padding
limts is discussed in Appendi x A 3.

Thi s docunent defines limts to optionally enforce extensi on header
ordering and to optionally enforce that each extension header occurs
at nost once except for Destination options that may occur twice in a
packet. The rationale for these limts is discussed in Appendix A 4.

3. Host limts for sending extension headers

The requirenents for limts related to a host sending packets with
ext ensi on headers are:

* A source host SHOULD NOT send nore than 8 non-padding options in a
Destination Options header unless it has explicit know edge that
the destination host, and all internediate nodes in a Routing
Header in the case of a Destination Options header before the
Routing Header, are able to process a greater nunber of options.
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*

A source host SHOULD NOT send a packet with a Destination Options
header | arger than 64 bytes unless it has explicit know edge that
the destination host, and all internediate nodes in a Routing
Header in the case of a Destination Options header before the
Routing Header, are able to process a |arger header size.

A source host SHOULD NOT send a packet with a Destination option
| arger than 60 bytes unless it has explicit know edge that the
destination host, and all intermnmedi ate nodes in a Routing Header
in the case of a Destination Options header before the Routing
Header, are able to process options of a |arger size.

A source host SHOULD NOT send nore than 8 non-paddi ng options in a
Hop- by- Hop Opti ons header unless it has explicit know edge that

all possible routers, internediate nodes, and the destination host
in the path are able to process a greater nunber of options or

will ignore options that exceed their limt in the case of

routers.

A source host SHOULD NOT send a packet with a Hop-by-Hop Options
header | arger than 64 bytes unless it has explicit know edge that
all possible routers, internediate nodes, and the destination host
in the path are able to process a | arger header size.

A source host SHOULD NOT send a packet with a Hop-by-Hop option

| arger than 60 bytes unless it has explicit know edge that al
possi bl e routers, internediate nodes, and the destination host in
the path are able to process options of a |arger size.

A source host SHOULD NOT send a packet with an | Pv6 header chain
| arger than 104 bytes unless it has explicit know edge that al
possi bl e routers, internediate nodes, and the destination host in
the path are able to process a larger | Pv6 header chain. If a
packet contains an | Psec header then this limt only applies to
headers up to and including the | Psec header (the |Psec header
obfuscates followi ng headers so that they are unreadabl e by nodes
in the path). This requirenent is equivalently stated as a host
SHOULD NOT send a packet with nore than 64 bytes of aggregate

ext ensi on headers.

A source host SHOULD NOT set nore than one consecutive pad option,
either PADl1 or PADN, in a Destination Options header or Hop-by-Hop
Opti ons header.

A source host SHOULD NOT send a packet with nore than seven
consecutive bytes of padding, using PAD1 or PADN options, in a
Destination Options header or Hop-by-Hop Options header

Her ber t Expi res 31 August 2025 [ Page 7]



I nternet-Draft Ext ensi on Header Linmits February 2025

4.

* A source host should follow the recomendations in Section 4.1 of
[ RFC8200] for extension header ordering and number of occurrences
of extension headers. New extension headers should be defined
foll owi ng the recommendati ons of Section 5.2 of [RFC8504].

Host and internediate node linmts for receiving extension headers

Per [ RFC8200], a destination host that receives a packet with

ext ensi on headers nust process all the extension headers in the
packet before accepting the packet and processing the Upper-Layer
header. An internedi ate node nmust process the Routing Header and all
precedi ng extensi on headers. |In the case of an internedi ate node,
receiver limts pertaining to Destination options are only applicable
to Destination options before the Routing Header.

As described in [ RFC8504] a destination host nmay establish lints on
the processing of extension headers. This docunent reiterates those
requi renents, expands the requirenents to be applicable to

i ntermedi ate nodes, and allows a receiving node to send an | CMP error
[RFC8883] if a limt has been exceeded.

The requirenents for limts related to hosts and i nternedi ate nodes
recei ving packets with extension headers are:

* A host or intermediate node MAY set a linit on the maxi mum number
of non-padding options allowed in a Destination Options header.
If this limt is supported then the nmaxi mum nunber SHOULD be
configurable, the limt SHOULD be greater than or equal to 8, and
t he RECOVMENDED default value is 8. |If a packet is received and
t he nunber of non-paddi ng Destination options exceeds the Iimt,
then the receiving node MIST discard the packet. |If the receiving
node di scards a packet because the limt is exceeded, then it MAY
send an | CMP Par aneter Probl em message with code 9 (Too Many
Options in Extension Header) [RFC8883] to the packet’'s source
addr ess.

* A host or intermediate node MAY set a linit on the maxi mum number
of non-paddi ng options allowed in a Hop-by-Hop Options header. |If
this limt is supported then the maxi mum nunmber SHOULD be
configurable, the limt SHOULD be greater than or equal to 8, and
t he RECOVMENDED default value is 8. |If a packet is received and
t he nunber of non-paddi ng Hop-by-Hop options exceeds the limt,
then the receiving node MAY either: 1) discard the packet, or 2)
stop processing the Hop-by-Hop Options header and process the rest
of the packet normally. If the receiving node discards a packet
because the limt is exceeded, then it MAY send an | CVWP Paraneter
Pr obl em nessage with code 9 (Too Many Options in Extension Header)
[ RFC8883] to the packet’'s source address.
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* A host or internmediate node MAY set a limt on the length of a
Destination Options header. If this limt is supported then the
limt SHOULD be configurable and the limt SHOULD be greater than
or equal to 64 bytes. |If a packet is received and the |ength of
the Destination Options header exceeds the linit, then the
recei ving node MJST discard the packet. |If the receiving node
di scards the packet because the linmit is exceeded, then it MAY
send an | CMP Paraneter Probl em nmessage with code 6 (Extension
Header Too Big) [RFC8883] to the packet’s source address.

* A host or internediate node MAY set a linmt on the length of a
Hop- by-Hop Options header. If this limt is supported then the
limt SHOULD be configurable and the linit SHOULD be greater than
or equal to 64 bytes. |If a packet is received and the |ength of
the Hop-by-Hop Options header exceeds the limt, then the
recei ving node MAY either: 1) discard the packet, 2) skip
processi ng of Hop-by-Hop Options header and process the rest of
the packet normally, or 3) process the options up to the one that
causes the linmt to be exceeded and then stop processing of the
Hop- by- Hop Opti ons header and process the rest of the packet
normal ly. |If the receiving node discards the packet because the
limt is exceeded, then it MAY send an | CMP Paraneter Probl em
message with code 6 (Extension Header Too Big) [RFC8883] to the
packet’s source address.

* A host MAY set a limt on the maxi numlength of the | Pv6 header
chain, or equivalently a host MAY set a |limt on the aggregate
| ength of extension headers in a packet. |If the limt is set then
it SHOULD be greater than or equal to 104 bytes, or equivalently,
the linmt on aggregate header extension |ength SHOULD be greater
than or equal to 64 bytes. |If a packet is received and the |length
of the 1 Pv6 header chain exceeds the limt, then the receiving
host MUST di scard the packet and MAY send an | CVP Par anet er
Pr obl em nessage with code 7 (Extensi on Header Chain Too Long)
[ RFC8883] to the packet’'s source address.

Her ber t Expi res 31 August 2025 [ Page 9]



I nternet-Draft Ext ensi on Header Linmits February 2025

*

An internediate node MAY set a linmt on the maxi mum | ength of the
| Pv6 header chain up to an including the Routing Header, or
equivalently an internmedi ate node MAY set a linmt on the aggregate
| ength of extension headers in a packet up to and including the
Routing Header. |If the linmt is set then it SHOULD be greater
than or equal to 104 bytes, or equivalently, the linmt on
aggregat e header extension length up to and including the Routing
Header SHOULD be greater than or equal to 64 bytes. |f a packet
is received and the aggregate |length of the I Pv6 header chain up
to and including the Routing Header exceeds the limt, then the
recei ving node MUST discard the packet and MAY send an | CVP

Par aret er Probl em nessage with code 7 (Extension Header Chain Too
Long) [RFC8883] to the packet’'s source address.

A host or intermediate node MAY |imt the nunber of consecutive
byt es of padding in PADL or PADN options in a Destination Options
header to 7. If the limt is enforced and a packet is received
contai ning nmore than 7 consecutive bytes of padding in a
Destination Options header, then the receiving node MJST di scard
the packet. |If the receiving node discards the packet because the
limt is exceeded, then it MAY send an | CVP Paraneter Problem
message with code 9 (Too Many Options in Extension Header)

[ RFC8883] to the packet’'s source address.

A host or internediate node MAY linit the number of consecutive
byt es of padding in PADL or PADN options in a Hop-by-Hop Options
header to 7. If the limt is enforced and a packet is received
containing nore than 7 consecutive bytes of padding in a Hop-by-
Hop Options header, then the receiving node MAY either: 1) discard
the packet, or 2) stop processing of Hop-by-Hop Options header and
process the rest of the packet normally. |f the receiving node

di scards the packet because the linmt is exceeded, then it MAY
send an | CMP Par aneter Probl em message with code 9 (Too Many
Options in Extension Header) [RFC8883] to the packet’'s source

addr ess.

A host or internedi ate node MAY di sal | ow consecutive paddi ng
options, either PAD1 or PADN, to be present in a Destination
Options header. If the limt is enforced and a packet is received
cont ai ni ng consecutive padding options in a Destination Options
header, then the receiving node MJST discard the packet. If the
recei ving node di scards the packet because the lint is exceeded,
then it MAY send an | CMP Paraneter Probl em nmessage with code 9
(Too Many Options in Extension Header) [RFC8883] to the packet’s
source address.
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*

A host or internedi ate node MAY di sal | ow consecutive paddi ng
options, either PAD1 or PADN, to be present in a Hop-by-Hop
Options header. If the limt is enforced and a packet is received
contai ni ng consecutive padding options in a Hop-by-Hop Options
header, then the receiving node MAY either: 1) discard the packet,
or 2) stop processing of Hop-by-Hop Options header and process the
rest of the packet normally. |If the receiving node discards the
packet because the limt is exceeded, then it MAY send an | CWP

Par amet er Probl em nessage with code 9 (Too Many Options in

Ext ensi on Header) [RFC8883] to the packet’s source address.

A host or internedi ate MAY enforce the recomrended extension
header ordering and nunber of occurrences of extension headers
described in Section 4.1 of [RFC8200]. Per the ordering
reconmmendat i ons, each extension header can occur at npbst once in a
packet with the exception of Destination Options header which can
occur twice. The reconmended extension header ordering per

[ RFC8200] is:

- | Pv6 header

- Hop-by-Hop Options header

- Destination Options header

- Routing header

- Fragnment header

- Authentication header

- Encapsul ating Security Payl oad header

- Destination Options header

- Upper-Layer header

If a host or internediate node enforces extension header ordering
and a packet is received with extension headers out of order or
the nunber of occurrences of an extension header is greater than
one, or two for the Destination Options header, then the receiving
node MJST di scard the packet and MAY send an | CMP Par anet er

Probl em nessage with code 0 (Erroneous Header Field Encountered)
[ RFC4443] to the packet’s source address.
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Note that a host may enforce extension header ordering for al

ext ensi on headers in a packet, but an internediate node nay only
enforce ordering for extension headers up to and including the
Rout i ng Header.

Al of the above linits, except for the Iimt on |Pv6 header chain
length and the Iimt on extension header ordering, are updated
requirenents from [ RFC8504]. The changes in requirements from

[ RFC8504] are:

* |f alimt is exceeded that pertains to Destination Options, then
the packet MJST be discarded. The rationale is that Destination
Options may contain information that is necessary for correct
delivery of the packet and so the options cannot be ignored.

* |f alimt is exceeded an | CVWP error [ RFC8883] MAY be sent.

5. Router limts for receiving extension headers

A router may establish limts for processing packets with received

extension headers. If alimt is exceeded, routers SHOULD stil
forward the packet and SHOULD NOT drop packets because a limt is
exceeded.

The requirenents for limts related to a router receiving packets
W th extension headers are:

* |f a router needs to parse the upper |ayer protocol (as discussed
in Section 7 of [RFCO098]) then it MJST be able to correctly
forward packets that contain an | Pv6 header chain of 104 or fewer
bytes, or equivalently, a router MJST be able to process a packet
with an aggregate | ength of extension headers |ess than or equa
to 64 bytes.

* |f a router needs to parse the upper |ayer protocol, for instance
to deduce the transport |ayer port nunbers, it MJST be able to
correctly forward a packet containing eight or fewer extension
headers that precede the transport |ayer header.
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*

A router MAY limt the number of non-paddi ng Hop-by-Hop options
that it processes. |f a packet is received with a Hop-by-Hop

Opti ons header having a number of non-paddi ng options that exceeds
the limt, then the router SHOULD stop processing the Hop-by-Hop
Opti on header and ignore any Hop-by-Hop options beyond the limt
follow ng procedures in Section 5.2 of [RFC9673]. It is NOT
RECOMVENDED t hat a router discards the packet because the linmt is
exceeded; however, if it does then the router MAY send an | CWP

Par amet er Probl em nessage with code 9 (Too Many Options in

Ext ensi on Header) [RFC8883] to the packet’s source address.

A router MAY set a limt on the nmaxi mum |l ength of a Hop-by-Hop
Options header. |f a packet is received with a Hop-by-Hop Options
header having a |l ength that exceeds the linmt, then the router
SHOULD either: 1) ignore the Hop-by-Hop Options extension header
and forward the packet nornmally, or 2) process Hop-by-Hop options
that are contained within the extent of length limt, ignore any
Hop- by- Hop options beyond the limt, and forward the packet
normally. It is NOT RECOMMENDED that a router discards the packet
because the limt is exceeded; however, if it does then the router
MAY send an | CMP Paraneter Probl em nmessage with code 6 (Extension
Header Too Big) [RFC8883] to the packet’s source address.

A router MAY linit the nunber of consecutive bytes of padding in
PAD1 or PADN options in a Hop-by-Hop Options header to 7. |If the
limt is enforced and a packet is received containing nore than 7
consecutive bytes of padding in Hop-by-Hop Options, then the
router SHOULD stop processing the Hop-by-Hop Option header and

i gnore any Hop-by-Hop options beyond the limt. It is NOT
RECOMVENDED t hat a router discards the packet because the linmt is
exceeded; however, if it does then the router MAY send an | CW

Par armret er Probl em nessage with code 9 (Too Many Options in

Ext ensi on Header) [RFC8883] to the packet’s source address.

A router MAY disallow consecutive paddi ng options, either PADL or
PADN, to be present in the Hop-by-Hop Options header. If the
limt is enforced and a packet is received containing consecutive
paddi ng options in Hop-by-Hop Options, then the router SHOULD stop
processi ng the Hop-by-Hop Opti on header and ignore any Hop-by-Hop
options beyond the limt. It is NOI RECOMMENDED that a router

di scards the packet because the limt is exceeded; however, if it
does then the router MAY send an | CVP Paraneter Probl em nessage
with code 7 (Too Many Options in Extension Header) [RFC8883] to
the packet’s source address.
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6

I ANA Consi derations
There are no actions required for 1 ANA defined in this docunent.
Security Considerations

Security issues with | Pv6 extension headers are well known and have
been docunented in several places including [RFC6398], [RFC6192],
[ RFC7045], [RFC4942], [RFC9098], and [ RFC9673].

O particular concern is a Denial-of-Service attack (DCS). For

i nstance, since there is no hard limt on the nunber of options in an
extension header, it is conceivable that an attacker could craft MU
si zed packets with hundreds of snmall Hop-by-Hop or Destination
options where the option type is chosen to be one that will be
unknown to receivers and the higher order type bits are set to 00 to
i ndi cate that an unknown option is ignored. A receiver that attenpts
to process all the options in such packet would incur significant
processing cost (TLV processing is difficult to efficiently
inmplement). A simlar attack against hosts and internmedi ate nodes
could be orchestrated by sending an MIU si zed packet filled with

not hing but m ni mal -si zed Destinati on Options headers that only
contai n paddi ng options.

The potential for DOS attack exists in routers, hosts, and

i ntermedi ate nodes. Routers are susceptible to the attack using Hop-
by- Hop options, hosts are susceptible using Hop-by-Hop options or
Destination options, and internedi ate nodes are suscepti bl e using
Hop- by- Hop options or Destination options before the Routing Header
Al so note, the threat exists for both software and hardware

i mpl emrent ati ons.

Thi s docunent addresses the DOS concern of extension headers and
options in extension headers by allow ng receivers to configure
limts on the length or nunber of extension headers or options that
they process. Such limts cap the amobunt of processing needed for
ext ensi on headers and hence mitigate the DOS concerns of extension
headers. These Iimts may be independently set for hosts, routers,
and i nternedi at e nodes.

Thi s docunent does not introduce any new security concerns.

Her ber t Expi res 31 August 2025 [ Page 14]



I nternet-Draft Ext ensi on Header Linmits February 2025

8.

9.

9.

9.

Acknowl edgrent s

The author would like to thank Brian Carpenter, Bob H nden, N ck
Hilliard, Gorry Fairhurst, Darren Dukes, Jen Linkova, O e Troan,
Vasi | enko Eduard, Suresh Krishnan, Erik Kline, Jon Geater, Peter Yee,
and John Levine for their comrents and suggestions that inproved this
docunent .

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC4443] Conta, A., Deering, S., and M Gupta, Ed., "Internet
Control Message Protocol (1CWPv6) for the Internet
Protocol Version 6 (IPv6) Specification", STD 89,
RFC 4443, DO 10. 17487/ RFC4443, WMarch 2006,
<https://ww.rfc-editor.org/info/rfc4443>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", STD 86, RFC 8200,
DA 10.17487/ RFC8200, July 2017,
<https://ww.rfc-editor.org/info/rfc8200>.

[ RFC8504] Chown, T., Loughney, J., and T. Wnters, "IPv6 Node
Requi renments", BCP 220, RFC 8504, DO 10. 17487/ RFC8504,
January 2019, <https://ww.rfc-editor.org/info/rfc8504>.

[ RFC8883] Herbert, T., "ICMPv6 Errors for Discarding Packets Due to
Processing Limts", RFC 8883, DO 10.17487/ RFC8883,
Sept enber 2020, <https://ww.rfc-editor.org/info/rfc8883>.

2. Informative References
[ APNI C] Huston, G, "IPv6 Extension headers revisited", Cctober

2022, <https://bl og. apnic.net/2022/10/13/i pv6- ext ensi on-
header s-revi sited/>.

Her ber t Expi res 31 August 2025 [ Page 15]



I nternet-Draft Ext ensi on Header Linmits February 2025

[ Cus23a] Custura, A and G Fairhurst, "Internet Measurenments: |Pv6
Ext ensi on Header Edition", IEPG |ETF-116 , March 2023,
<http://ww.iepg.org/2023-03-26-ietf116/eh. pdf >.

[ Cus23b] Custura, A., Secchi, R, Boswell, E., and G Fairhurst,
"I's it possible to extend | Pv6?", Conputer
Communi cations X, Cctober 2023,
<https://ww. sci encedi rect. com science/article/piil
S0140366423003705>.

[ RFC2460] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", RFC 2460, DO 10.17487/ RFC2460,
Decenber 1998, <https://www rfc-editor.org/info/rfc2460>.

[ RFC4942] Davies, E., Krishnan, S., and P. Savola, "IPv6 Transition/
Co- exi stence Security Considerations", RFC 4942,
DA 10. 17487/ RFC4942, Septenber 2007,
<https://www. rfc-editor.org/info/rfc4942>.

[ RFC6192] Dugal, D., Pignataro, C., and R Dunn, "Protecting the
Router Control Plane", RFC 6192, DO 10.17487/ RFC6192,
March 2011, <https://ww.rfc-editor.org/info/rfc6192>.

[ RFC6398] Le Faucheur, F., Ed., "IP Router Al ert Considerations and
Usage", BCP 168, RFC 6398, DO 10.17487/ RFC6398, OCctober
2011, <https://www rfc-editor.org/info/rfc6398>.

[ RFC7045] Carpenter, B. and S. Jiang, "Transm ssion and Processing
of 1 Pv6 Extension Headers", RFC 7045,
DA 10.17487/ RFC7045, Decenber 2013,
<https://www. rfc-editor.org/info/rfc7045>.

[ RFC7112] Cont, F., Manral, V., and R Bonica, "Inplications of
Oversized | Pv6 Header Chains", RFC 7112,
DA 10.17487/ RFC7112, January 2014,
<https://ww. rfc-editor.org/info/rfc7112>.

[ RFC7872] Cont, F., Linkova, J., Chown, T., and W Liu,
"(Observations on the Dropping of Packets with |IPv6
Ext ensi on Headers in the Real World", RFC 7872,
DO 10.17487/ RFC7872, June 2016,
<https://ww. rfc-editor.org/info/rfc7872>.

[ RFC9000] lyengar, J., Ed. and M Thonmson, Ed., "QU C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,
DO 10. 17487/ RFCO000, May 2021,
<https://www. rfc-editor.org/info/rfc9000>.

Her ber t Expi res 31 August 2025 [ Page 16]



I nternet-Draft Ext ensi on Header Linmits February 2025

[ RFC9098] GCont, F., Hilliard, N, Doering, G, Kumari, W, Huston,
G, and W Liu, "Operational Inplications of |IPv6 Packets
with Extension Headers", RFC 9098, DO 10.17487/ RFC9098,
Sept enber 2021, <https://ww.rfc-editor.org/info/rfc9098>

[ RFC9673] Hinden, R and G Fairhurst, "IPv6 Hop-by-Hop Options
Processi ng Procedures", RFC 9673, DO 10.17487/ RFC9673,
Cct ober 2024, <https://www. rfc-editor.org/info/rfc9673>

Appendi x A. Deriving default limts

Thi s appendi x provides an expl anation and justification for the
recommended default values for linmits defined in this docunent. The
derived default values are based on current capabilities in

depl oynent, expectations for extensibility, and an extrapol ati on of
needs for future extensibility.

A.1. Limts on nunber of options

For the default Iimt for non-paddi ng Hop-by-Hop or Destination
options, consider that at the tine of witing, it is observed that in
the alnost thirty year history of IPv6 there are only thirteen
defined non-deprecated Destination options and Hop-by-Hop options and
three tenporarily assigned. Extrapolating for increased growth and
new options, a default linit of 8 should be sufficient for the
foreseeabl e future

A.2. Limts on length

At the tine of witing, the default limt 104-byte limt for the

I ength of the IPv6 header chain is derived froman expected mni ni mum
parsing buffer size of 128 bytes. The typical sizes for parsing
buffers are 64, 128, 256, or 384 bytes. [Cus23a] suggests that
128-byte parsing buffers are commopn and feasible on the Internet.
From [ APNI C] :

The experiment used five [Destination Option] extension header

Il engths (8, 16, 32, 64 and 128 bytes), and in our case, the 8-,

16- and 32-byte headers had the greatest success rates, while the
two | arger sizes experienced greater drop rates. There is nothing
obvious in the Linux source code that could explain this

behavi our, unlike the PadN i ssues. That tends to indicate that
the size-related differential response for DST Extension header
handl i ng m ght be due to network equi pment behavi ours rather than
host pl atform behavi ours.
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Per [APNIC], the drop rate for Destination Options with sizes 8, 16,
and 32 bytes was about 30% The drop rates for Destination Options
with size 64 was about 40% and the drop rate with size 128 bytes was
about 85% As [APNIC] nentions, these differences are nost |ikely due
to network equi pnent. W can extrapolate fromthis data the effects
of a parsing buffer. Support for 128 byte extensi on headers inplies
at least a 192-byte parsing buffer, support for 64 byte extension
headers inplies at |east a 128-byte parsing buffer, and support for
smal | er extension headers inplies a smaller parsing buffer

Based on this analysis, assum ng common support for a 128-byte
parsing buffer seens reasonable. A 128-byte parsing buffer
acconmodat es a 104 byte | Pv6 header chain length including 64 bytes
of extension headers. Note that 32-byte extension headers did have a
bit nore success than 64-byte extension headers (30% versus 40% drop
rate), however requiring support for just 32 bytes of extension
header would significantly limt the utility of extension headers.
Therefore, 128 bytes is chosen as the expected mini num parsing buffer
size on the Internet.

The 128-byte parsing buffer would be expected to at |east contain:
* 16 bytes for a Layer 2 header (for instance an Ethernet header)
* 40 bytes for the | Pv6 header

* 64 bytes for the extension headers

* 8 bytes for the transport layer (i.e., the first eight bytes of
the transport | ayer header including transport |ayer port nunbers)

Padding limts

[ RFC4942] provides a rationale for limting the nunber of consecutive
byt es of paddi ng:

There is no legitimte reason for paddi ng beyond the next eight
octet boundary since the whole option header is aligned on an
ei ght -octet boundary but cannot be guaranteed to be on a 16 (or
hi gher power of two)-octet boundary.

Thi s docunent allows a receiver to disallow consecutive paddi ng
options. The rationale is that a single PAD1 or PADN option can be
used to provide 1 to 257 bytes of padding which is sufficient for any
practical use case. Correspondingly, this document al so recomends
that a sender does not send a packet with consecutive padding
options.
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A 4. Limts on extension header ordering and number of occurrences

[ RFC8200] allows, but clearly does not advocate, a very flexible use
of extension headers:

| Pv6 nodes must accept and attenpt to process extension headers in
any order and occurring any nunber of tines in the sane packet,
except for the Hop-by-Hop Options header, which is restricted to
appear imediately after an |1 Pv6 header only. Nonetheless, it is
strongly advised that sources of |Pv6 packets adhere to the above
recomended order until and unl ess subsequent specifications
revise that reconmendati on

Open-ended flexibility can be problematic in deployment. For
instance, as mentioned in Section 7 filling a packet w th nothing but
smal | extension headers could be the basis of a Denial of Service
attack. For this reason, allowing limts on nunber of extension
headers and nunber of occurrences of extension headers in a packet is
justifiable.

Simlarly, allow ng any extension header ordering would require nodes
to process different conbi nations of headers which at the tine of
witing has no well-defined purpose. An inplementation that allows
any order of extension headers woul d be sub-optinmal in perfornmance
and is potentially exposed to a Denial of Service attack.

Furt hernore, the chances that someone in the foreseeable future night
define a legitimate use case for out-of-order extension headers,
repeated occurrences of the sane extension header, or a new extension
header is low [RFC8200] strongly advises against that, a new

combi nation of extension headers would like face issues in

depl oyability, and historically there has never been a serious
proposal for this.

Aut hor’ s Addr ess
Tom Her bert
Santa Cl ara, CA,

United States of Anerica
Emai | : tom@her bert!| and. com

Her ber t Expi res 31 August 2025 [ Page 19]



