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i ncludi ng | EEE 802.15.4 networks. This document specifies how a
SCHC- conpr essed packet can be carried over | EEE 802.15. 4 networks.
The docunent al so enabl es the transm ssi on of SCHC- conpressed UDP/
CoAP headers over 6LOWPAN-conpressed | Pv6 packets.
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1. Introduction

RFC 6282 is the main specification for | Pv6 over Low power Wreless
Personal Area Network (6LOWPAN) | Pv6 header conpression [ RFC6282].
That RFC was desi gned assuning | EEE 802.15.4 as the | ayer bel ow the
6LoWPAN adaptation layer, and it has al so been reused by the | Pv6
over Networks of Resource-constrai ned Nodes (6l 0) working group (wth
proper adaptations) for |IPv6 header conpression over many ot her
technologies relatively simlar to | EEE 802.15.4 in terns of
characteristics such as physical layer bit rate, |ayer 2 maxi num

payl oad size, etc. Exanples of such technol ogi es conpri se BLE, DECT-
ULE, I TU G 9959, MS/ TP, NFC, and PLC. RFC 6282 provides additiona
functionality, such as a mechani sm for UDP header conpression

In the best cases, RFC 6282 allows to conpress a 40-byte | Pv6 header
down to a 2-byte conpressed header (for link-local interactions) or a
3-byte conpressed header (when global |Pv6 addresses are used). On
the other hand, RFC 6282 typically conpresses a UDP header to a size
of 2 to 4 bytes. Therefore, in advantageous conditions, a 48-byte
unconpressed | Pv6/ UDP header may be conpressed down to a 4- to 6-byte
format (when using |ink-local addresses) or a 5- to 7-byte fornmat
(for global interactions) by using RFC 6282

Recently, a framework called Static Context Header Conpression (SCHC)
has been designed with the primary goal of supporting |Pv6 over Low
Power Wde Area Network (LPWAN) technol ogi es [ RFC8724]. SCHC

conpri ses header conpression and deconpression (C D) and
fragnentation and reassenbly (F/R) functionality tailored to the
extraordi nary constraints of LPWAN technol ogi es, which are nore
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severe than those exhibited by | EEE 802.15.4 or other relatively
simlar technol ogies. SCHC header conpression allows a greater
conmpression ratio than that of RFC 6282. |If used properly, SCHC
all ows to conmpress an | Pv6/ UDP header down to e.g. a single byte. In
addition, SCHC can be used to conpress Constrai ned Application

Prot ocol (CoAP) headers [ RFC7252][ RFC8824], which further increases
the achi evabl e perfornmance inprovenent of using SCHC header
compression, since there is no 6LOWPAN header conpression mechani sm
defined for CoAP. Therefore, it may make sense to use SCHC header
conpression in sone 6LOWPAN environnents, including | EEE 802. 15. 4
net wor ks, considering its greater efficiency.

Thi s docunent specifies how a SCHC-conpressed packet can be carried
over | EEE 802.15.4 networks. |n order to ease a transition from
exi sting 6LOVWPAN 6Lo inpl ementations to support SCHC header
conpression, the docunment al so enables the transm ssion of SCHC
conpressed UDP/ CoAP headers over 6LOWPAN-conpressed | Pv6 packets.
Further transition approaches are al so descri bed.

The nechanismto be used to provide the SCHC header conpression
context to the nodes in an | EEE 802.15.4 network is out of the scope
of this document. Techniques intended to allow comuni cation between
nodes that only use 6LOWPAN for header conpression and nodes that
only use SCHC for header conpression are out of the scope of this
docunent .

Note that, as per this document, and whil e SCHC defines fragnentation
mechani sns as well, 6LoWPAN/ 61 o fragnentation is used when necessary
to transport SCHC-conpressed packets over | EEE 802. 15. 4 networ ks

[ RFC4944] [ RFC8930] [ RFC8931] .

In order to properly adapt to the requirenents of supporting SCHC
compressed packets over |EEE 802.15.4 networks, this specification
updat es RFC 8138, RFC 8724, and RFC 9008.

Ter mi nol ogy
1. Requirenents |anguage

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119], [RFC8174], when, and only when, they appear in all
capital s, as shown here
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2.2. Background on previous specifications

The reader is expected to be famliar with the ternms and concepts
defined in specifications of 6LOWPAN frane formats [ RFC4944],

Nei ghbor Di scovery for 6LOWPANs [ RFC6775] [ RFC8505], RPL [ RFC6550] and
conpani on docunents [ RFC6553] [ RFC6554] [ RFC9008], 6LoWPAN Routi ng
Header [RFC8138], SCHC [ RFC8724], SCHC for CoAP [ RFC8824], and SCHC
architecture [I-D.ietf-schc-architecture].

RFC 8724 defines the Rule concept, whereby a Rule may be used to
support header conpression or fragnmentation functionality. |In the
present docunent, Rules are only used for header conpression

2. 3. New t erm

SCHC- Lo network: a 6LOWPAN network where SCHC i s used for header
conpr essi on/ deconpression. Note: "SCHC-Lo" is pronounced as "sheek-
low', since it inherits the pronunciation of "SCHC' as "sheek" in
Engli sh (see RFC 8724).

3. Architecture
3.1. Protocol stacks
3.1.1. WMain protocol stack

The traditional 6LOWPAN- based protocol stack for constrained devices
(Figure 1, left) places the 6LoWPAN adaptation | ayer between |Pv6 and
an underlying technol ogy such as | EEE 802.15.4. Suitable upper |ayer
protocol s include CoAP [ RFC7252] and UDP. (Note that, while CoAP has
al so been specified over TCP, and TCP may play a significant role in
I oT environments [ RFCO006], 6LoWPAN header conpressi on has not been
defined for TCP, as of the witing.)

6LOoWPAN can be envi sioned as a set of two nmmin sublayers, where the
upper one provi des header conpression, while the | ower one offers
fragment ati on.

Thi s docunent defines an alternative approach for packet header
conpressi on over | EEE 802.15.4, which leads to a nodified protoco
stack (Figure 1, right). Fragnentation functionality renmains the one
defined by 6LOWPAN [ RFC4944] and 6l o [ RFC8930] [ RFC8931].
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S + S +
| CoAP, other| | CoAP, other|
R + R +
| UDP, other | | UDP, other |
S TR + S TR +
| | Pv6 | | | Pv6 |
S ISRy + S ISRy +
| 6LOWPAN HC | | SCHC HC | <-- NEW
R + R +
| 6LOVWPAN Fr ag| | 6LOVWPAN Fr ag|
S T + S T +
| 802.15.4 | | 802.15.4 |
S ISRy + S ISRy +

Figure 1: Traditional 6LoWPAN-based protocol stack over |EEE
802.15.4 (left) and alternative protocol stack using SCHC for
header conpression (right). HC and Frag stand for Header
Conpr essi on and Fragnentation, respectively.

SCHC header conpression nmay be applied to the headers of different
protocols or sets of protocols. Sone exanples include: i) |Pv6
packet headers, ii) joint IPv6 and UDP packet headers, iii) joint
| Pv6, UDP and CoAP packet headers, etc.

SCHC header conpression can al so be used at various layers of a
protocol stack [draft-ietf-schc-architecture]. For exanple, when
CoAP is used at the application |ayer, CoAP headers can be conpressed
by neans of SCHC [ RFC8824][draft-ietf-schc-8824-update]. Figure 2
illustrates the correspondi ng protocol stacks when SCHC is used to
conmpress | Pv6/ UDP headers, and separate SCHC Strata [draft-ietf-schc-
arch] are al so used to conpress CoAP headers, when CoAP is secured by
means of Datagram Transport Layer Security (DTLS) [RFC9147]

(Figure 2, left) or Object Security for Constrai ned RESTf ul

Envi ronnents (OSCORE) [RFC8613] (Figure 2, right) [RFC8824]. Note
that, when OSCORE is used to protect CoAP, both the CoAP inner and
out er headers can be conpressed by neans of SCHC, which requires one
SCHC Stratum for the CoAP inner header and another one for the CoAP
out er header.
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S +

| CoAP inner |
R + R +
| CoAP | | SCHC HC |
S TR + S TR +
| SCHC HC | | CoAP outer |
S ISRy + S ISRy +
| DTLS | | SCHC HC |
R + R +
I uoP | I uoP |
S TR + S TR +
| | Pv6 | | | Pv6 |
S ISRy + S ISRy +
| SCHC HC | | SCHC HC |
R + R +
| 6LOVWPAN Fr ag| | 6LOVWPAN Fr ag|
S T + S T +
| 802.15.4 | | 802.15.4 |
S ISRy + S ISRy +

Figure 2: 6LOWPAN-based protocol stack over | EEE 802.15.4 using a
SCHC Stratum for header conpression of |Pv6/UDP, and al so
separate SCHC Strata for CoAP header conpression, when CoAP is
secured by neans of DTLS (left) and OSCORE (right). HC and Frag
stand for Header Conpression and Fragnentation, respectively.

Figures 3, 4 and 5 illustrate the SCHC-Lo network scenari os
corresponding to a 6LN conmuni cating with an external host on the
Internet, and the protocol stacks corresponding to each rel evant node
(6LN, 6LBR, and external host). SCHC Context at different SCHC
Strata may come fromdifferent provisioning domains.
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Ext ernal host
Fomm oo +
| CoAP |
T +
I UbP |
R +
| 1Pv6 |
Fomm oo +
I I
+ +
I I
+ +
I I
Fomm oo +

I
------ +

stacks for end-to-end

communi cati on between a 6LN in a SCHC- Lo network and an externa

host on the Internet,

('Not e:

Gonez & M naburo

wi t hout end-to-end security for CoAP.

the figure has been adapted from RFC 8824.)
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Fomm oo +
| CoAP |
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| SCHC |
R +
| DTLS |
Fomm oo +
udp
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SRRSEI
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. 802. 15. 4.
I
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Figure 4: Scenario and protoco

SCHC conpressi on over | EEE 802.15.4 February 2026
6LBR Ext ernal host
Fomm oo +
| CoAP |
T +
| SCHC |
R +
| DTLS |
Fomm oo +
udp
e ib&é .......... ibvé.”
BRSO RN
_6lo frag.
.802. 15. 4.
I
---------- + T
Lo network I nt er net

stacks for end-to-end

communi cati on between a 6LN in a SCHC- Lo network and an externa

host on the Internet,

when CoAP is secured with DILS

(Note: the

figure has been adapted from RFC 8824.)
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Fommmaa - + Fommmaa - +
| CoAP | | CoAP |
| Inner | | Inner |
S SRR + S SRR +
| SCHC | | SCHC |
| Inner | | Inner |
Fommmaa - + Fommmaa - +
| CoAP | | CoAP |
| CQuter | | CQuter |
S SRR + S SRR +
| SCHC | | SCHC |
| CQuter | | CQuter |
Fommmaa - + Fommmaa - +
udp udp

...ibQé .......... ibQé .......... ibQéll
...ééhé ...... ééhé .....................
_6lo frag. _6lo frag.
.802. 15. 4. .802. 15. 4.

I I

I IRy + T +

SCHC- Lo net wor k I nt er net

Figure 5: Scenario and protocol stacks for end-to-end
communi cati on between a 6LN in a SCHC-Lo network and an externa
host on the Internet, when CoAP is secured with OSCORE. (Note:

the figure has been adapted from RFC 8824.).

3.1.2. Transition protocol stacks

In order to ease a transition from existing 6LOWPAN i npl enent ati ons
to support SCHC header conpression, the present docunment also: i)
illustrates protocol stacks where 6LoWPAN header conpression is used
to conpress | Pv6/ UDP headers whil e SCHC conpresses CoAP headers (see
Figure 6), and ii) enables the transm ssion of SCHC-conpressed UDP/
CoAP headers over 6LOWPAN-conpressed | Pv6 packets (see Figure 7 and
Section 5). Note that the greatest header conpression performance
can be achi eved by using SCHC to al so conpress the UDP header

RFC 8824 and draft-ietf-schc-8824-update define how SCHC can be used
to conpress CoAP headers. On the other hand, it is possible to carry
SCHC- conpr essed CoAP headers over UDP by neans of using SCHC UDP
ports [I-D.ietf-schc-protocol -nunbers]. Figure 6 (left) shows the
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correspondi ng protocol stack, where 6LoWPAN header conpression is
applied to UDP and | Pv6. Wen DTILS is preferred to protect SCHC
compressed CoAP nessages, the DILS | ayer sits between the SCHC
Stratum bel ow CoAP and the UDP | ayer (Figure 6, mddle). Figure 6
(right) shows the protocol stack when OSCORE is used to protect CoAP
messages, and SCHC is used to conpress both CoAP inner and outer

header s.

R +

| CoAP inner |

S + - +

| CoAP | | SCHC HC |

Fomm e oo - + Fomm e oo - + Fomm e oo - +
| CoAP | | SCHC | | CoAP outer |
R + R + R +
| SCHC | | DTLS | | SCHC HC |
- + - + - +
| ubP | | ubP | | ubP |
Fomm e oo - + Fomm e oo - + Fomm e oo - +
| | Pv6 | | | Pv6 | | | Pv6 |
R + R + R +
| 6LOWPAN HC | | 6LOWPAN HC | | 6LOWPAN HC |
- + - + - +
| 6LOVWPAN Fr ag| | 6LOVWPAN Fr ag| | 6LOVWPAN Fr ag|
Fomm e oo - + Fomm e oo - + Fomm e oo - +
| 802.15.4 | | 802.15.4 | | 802.15.4 |
R + R + R +

Figure 6: Transition protocol stacks where 6LOWPAN header
conmpression is applied to UDP and | Pv6: wi thout security for CoAP
(left), using DILS (m ddle), and using OSCORE (right). HC and
Frag stand for Header Conmpression and Fragmentation,
respectively.

Finally, the transition protocol stack (TPS) enabled by this docunent
(Section 5), which allow the transm ssion of 6LOWPAN- conpressed | Pv6
packets cont ai ni ng SCHC- conmpressed UDP/ CoAP data units, is shown in
Figure 7, in three different variants: single SCHC Stratum for joint
UDP/ CoAP SCHC header conpression (left), two SCHC Strata -one bel ow
UDP and anot her one bel ow CoAP- (middle), and three SCHC Strata -one
bel ow UDP, one bel ow the CoAP outer |ayer, and one bel ow t he CoAP
inner layer- (right). Note that the rightnmost protocol stack in
Figure 7 corresponds to use of OSCORE-protected CoAP.
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S +
| CoAP inner |

Fom e e e e oo +

| SCHC HC |

S + S TR +

| CoAP | | CoAP outer |

S + S ISRy + S ISRy +
| CoAP | | SCHC HC | | SCHC HC |
Fom e e e e oo + Fom e e e e oo + Fom e e e e oo +
| uDP | | uDP | | uDP |
S TR + S TR + S TR +
| SCHC HC | | SCHC HC | | SCHC HC |
S ISRy + S ISRy + S ISRy +
| | Pv6 | | | Pv6 | | | Pv6 |
Fom e e e e oo + Fom e e e e oo + Fom e e e e oo +
| 6LOWPAN HC | | 6LOWPAN HC | | 6LOWPAN HC |
S TR + S TR + S TR +
| 6LOVWPAN Fr ag| | 6LOVWPAN Fr ag| | 6LOVWPAN Fr ag|
S I + S I + S I +
| 802.15.4 | | 802.15.4 | | 802.15.4 |
Fom e e e e oo + Fom e e e e oo + Fom e e e e oo +

Gonez & M naburo

Figure 7: TPS variants using SCHC for header conpression of UDP/

CoAP headers (right): one SCHC Stratum (left), two SCHC Strata

(mddle), and three SCHC Strata (right). HC and Frag stand for
Header Conpression and Fragnentation, respectively.

.2. SCHC architecture concepts

Thi s section describes how SCHC architecture concepts (such as "SCHC
Stratum', "Discrimnator", "SCHC Control Header end point", "SCHC
Data end point", and "Set of Rules" (SoR)) [draft-ietf-schc-
architecture] are applied when SCHC is used to conpress |Pv6 packet
headers over | EEE 802.15.4 networks. |In addition, the concepts of

Si ngl e-end poi nt networks and Miultiple-end point networks are

i ntroduced. Note: in the present docunent, "Single-end point

net wor ks" and "Ml tipl e-end point networks" are used for brevity to
refer to "Single-end point SCHC Lo networks" and "Miltipl e-end point
SCHC- Lo net wor ks™.

.2.1. SCHC Stratum and Di scri m nat or

When SCHC is used to conpress | Pv6 packets over | EEE 802.15.4
networks, a SCHC Stratumis located on top of layer 2 and bel ow | ayer
3 (that is, at layer 2.5). Note that the conpressed data of the SCHC
Stratum may al so conprise upper |ayer packet headers. For exanple,
SCHC may be used to conpress | P headers, |P/UDP headers or | P/ UDP/
CoAP headers (all at once).
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In both Single-end point and Multipl e-end point networks, the
Discrimnator is a 6LOWPAN Di spatch Type set to the SCHC Di spatch or
to the SCHC Pointer Dispatch (see Section 4).

3.2.2. Single-end point networks

In Single-end point networks, all network nodes that use SCHC for C/ D
have a single SCHC Data end point, and thus a single SoR for SCHC
Datagram C/ D. For this reason, in Single-end point networks, the
SCHC Control Header is fully conpressed (i.e., the SCHC Contro

Header requires O bits to be transnitted over the air).

In Single-end point networks, all network nodes that use SCHC for C/ D
have a single SCHC Control Header end point, and therefore a single
SoR for SCHC Control Header C/'D, which in this case conprises a
single, inplicit Rule for SCHC Control Header C/ D.

3.2.3. Miltiple-end point networks

In Multiple-endpoint networks, at |east sone of the network nodes
that use SCHC for C/'D have nore than one SCHC Data end point, and
thus one SoR associated to each SCHC Data end point. Therefore, in
Mul ti pl e-end poi nt networks, the SCHC Control Header end point cannot
generally be fully conpressed (i.e., in conpressed form a SCHC
Control Header of nmore than O bits is generally required to be
transmtted over the air).

In Multiple-end point networks, all network nodes that use SCHC for
C/ D have a single SCHC Control Header end point, and therefore a
singl e SoR for SCHC Control Header C/' D, which may conprise several
Rul es for SCHC Control Header C/ D

3.3. Network topol ogi es

| EEE 802. 15.4 supports two nmain network topol ogies: the star
topol ogy, and the peer-to-peer (i.e., mesh) topol ogy.

SCHC has been designed for LPWAN technol ogi es, which are typically
based on a star topol ogy where constrained devices (e.g., sensors)
communi cate with a | ess constrai ned, central network gateway [ RFC
8376]. However, as stated in [draft-ietf-schc-architecture], SCHC is
generic and it can also be used in networking environnents beyond the
ones originally considered for SCHC

SCHC conpression is applicable to both star topol ogy and nesh

topol ogy | EEE 802. 15. 4 networks. The mechanismto be used to provide
the SCHC header conpression context to the nodes in an | EEE 802. 15.4
network is out of the scope of this docunent.
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3.4. Single-hop communi cation

In order to support the transm ssion of SCHC conpressed packets

bet ween two | EEE 802. 15. 4 nodes that are single-hop neighbors, both
nodes MJUST store the Rules intended for the comunication between
those two endpoi nts.

The frame format to be used to carry a SCHC conpressed packet in
singl e-hop comunication is described in Section 4.1

3.5. Miltihop conmunication

6LOWPAN defines two approaches for nultihop comunication: Route-Over
and Mesh-Under [RFC6606]. In Route-Over, routing is performed at the
IP layer. In Mesh-Under, routing functionality is |located at the
adaptation layer, below IP. This section describes how SCHC
conpressed packets are transmitted over a nultihop | EEE 802.15. 4
network, for both Route-Over and Mesh-Under. For Route-Over, this
section defines three different nodes: Straightfoward Route-Over
(SRO; Tunnel ed, RPL-based Route-Over (TRO, and Pointer- based

Rout e-Over (PRO. Al nodes that use Route-Over in a SCHC Lo network
MUST use the sane Route-Over node.

Note that there exist hybrid 6LOWPAN based sol uti ons that conbi ne
features from both Route-Over and Mesh-Under. Such sol utions MAY use
functionality defined in this section as appropriate.

The description of the different nodes enabling SCHC- conpressed
transm ssion over nultihop | EEE 802.15.4 paths is illustrated by
means of exanples. Note that the exanples only show Rul es desi gned
for 1Pv6 (or joint I Pv6 and upper-|ayer) packet header G D. Wen
additional SCHC Strata are used (i.e., for separate SCHC C/ D applied
to upper | ayer protocols), additional Rules will need to be stored by
the correspondi ng endpoi nts. However, such additional Rules are not
shown in the exanples, for the sake of clarity. Also for clarity
reasons, the exanples contain routers that do not generate or receive
application-layer nmessages as hosts. However, in practica

scenari os, nodes acting as routers nay al so generate or receive
application-layer nmessages. Such nodes MJST support the
functionality described in this section for hosts, in addition to
their routing functionality.
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On a related note, routers MAY use SCHC C/' D for the transm ssion of
control - pl ane or managemnent - pl ane nmessages. In such case, they need
to store Rules as appropriate, and use single-hop or nultihop

transm ssi on procedures accordingly. As of the witing, SCHC C D has
been defined for sone protocols. Wiile there are plans to expand the
set of protocols SCHC D can be applied to, in sone cases it nmnight
not be possible to conpress all headers of protocols atop | Pv6.

3.5.1. Straightforward Route-Over (SRO

SCHC header conpression MAY be used in a Route-Over network in a
strai ghtforward approach, whereby all routers (i.e., all 6LRs and
6LBRs) MUST store all the Rules in use by any nodes in the SCHC- Lo
net wor k, whereas a host MJST store the Rules defined for its
communi cation with other nodes. This approach is called

Straightforward Route-Over (SRO). In this case, 6LOWPAN routers are
abl e to decompress (if needed) received packet headers and conpress
packet headers before being forwarded. 1In SRO in Single-end point

networks, a RulelD and the Rule it identifies MJST be uni que SCHC- Lo
net wor k-wi de (note: the means to ensure so are out of the scope of

this docunment). In order to sinplify the nmanagenent of RulelDs in
the SCHC-Lo network, in SRO all nodes in the SCHC- Lo network MAY
share the same SoR  In SRO in Miltiple-endpoint networks, a not

fully conpressed SCHC Control Header MUST be used.

Figure 8 illustrates an exanple Single-end point network with the

Rul es that need to be stored by the nodes in SRO In this exanple,
RulelD 1 is intended for communi cati on between Host A and Host B,
RulelD 2 is intended for communi cati on between Host A and Host C, and
Rulel D 3 is used for the communi cati on between Host A and an external
node cal |l ed Host E.
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Host E
/
(Rulel D 1) R +
(Rul el D 2) --- | Internet|
(Rul el D 3) / R +
6LBR ---------
/ \
/ \
6LR 6LR ------------ + Pair of nodes
(RulelD 1) | | (RulelD 1) | RulelD 1: A B
(RulelD 2) | | (RulelD 2) | RulelD 2: A C
(RulelD 3) | | (RulelD 3) | RulelD 3: A E
I I I
Host A Host B Host C
(Rulel D 1) (Rulel D 1) (Rul el D 2)
(Rul el D 2)
(Rul el D 3)

Figure 8 Rules stored by each node in an exanple Single-end
poi nt network using SRO

Figure 9 illustrates an exanple Miltiple-end point network with the
Rul es that need to be stored by the nodes in SRO. In this exanple,

in addition to the Rules used in Figure 8, which correspond to a SCHC
Data end point called E1 in this exanple, there is a second Rulel D 2,
whi ch corresponds to comuni cati on between A and B, in a second SCHC
Data end point (E2). Note that, for sinplicity, Figure 9 shows the
same end point identifier (e.g., El or E2) for two end points that
share a Rul e.
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Host E
(Rulel D 2, E2) /
(RulelD 1, E1) e +
(RulelD 2, E1) --- |lInternet|
(RulelD 3, E1) / S ey +
6LBR -----------
/ \
/ \
6LR 6LR ------------- + Nodes | End point
(RulelD 1, E1) | | (RulelD 1, E1) | RulelD 1: A B El
(RulelD 2, E1) | | (RulelD 2, E1) | RulelD 2: A C El
(RulelD 3, E1) | | (RulelD 3, E1) | RulelD 3: A E E1
(RulelD 2, E2) | | (RulelD 2, E2) | RulelD 2: A B E2
I I I
Host A Host B Host C
(RulelD 1, E1) (RulelD 1, E1) (RulelD 2, E1)
(RulelD 2, E1) (Rulel D 2, E2)
(Rulel D 3, E1)
(RulelD 2, E2)

Figure 9: Rules stored by each node in an exanple Miltiple-end
poi nt network using SRO.

The frame format to be used to carry a SCHC conpressed packet in SRO
is described in Section 4.1.

3.5.2. Tunnel ed, RPL-based Route-Over (TRO

In a Route-Over network that uses the | Pv6 Routing Protocol for Low
Power and Lossy Networks (RPL) [ RFC6550], the RPL non-storing node

[ RFC6550, RFC 6554] and [ RFC8138] MAY be exploited in order to
efficiently transmt SCHC compressed packets. |In this approach,
packets sent by a 6LN are tunneled to the root, and packets i ntended
for 6LNs are tunneled fromthe root (note: a tunnel is not needed
when the root itself is the source). Traffic between two 6LNs
traverses an Upward tunnel to the root and a Downward tunnel fromthe
root. The present docunent defines the described approach as

Tunnel ed, RPL-based Route-Over approach (TRO).

In TRO, each 6LoOWPAN node (i.e., a host, a 6LR or a 6LBR) MJST store
the Rul es defined for its comunication with other peer nodes. A 6LR
is relieved fromstoring Rules that do not involve the 6LR itself as
an endpoint. A 6LBR MJST store all the Rules used by all nodes in

t he SCHC- Lo networ k.
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In a TRO Single-end point network, a RulelD and the Rule it
identifies MJST be uni que SCHC-Lo network-wi de (note: the means to

ensure so are out of the scope of this docunent). 1In a TRO Miultiple-
end point network, a not fully conpressed SCHC Control Header MJST be
used.

Figure 10 illustrates the Rules that need to be stored by the nodes

in TRO based on the sane exanple Single-end point network and sets
of peer nodes shown in Figure 8.

Host E
/
(Rulel D 1) e +
(Rul el D 2) --- |Internet|
(Rul el D 3) / AR +
6LBR ---------
/ \
/ \
6LR 6LR ------------ + Pai r of nodes
(no Rules) | | (no Rules) | Rul el D 1: A B
| | | Rul el D 2: A C
| | | Rul el D 3: A E
I I I
Host A Host B Host C
(Rulel D 1) (Rulel D 1) (Rul el D 2)
(Rul el D 2)
(Rul el D 3)

Figure 10: Rules stored by each node in an exanple Single-end
poi nt network using TRO

Figure 11 illustrates an exanple Miltiple-end point network with the
Rul es that need to be stored by the nodes in TRO In this exanple,
in addition to the Rules used in Figure 10, which correspond to a
SCHC Data end point called E1l in this exanple, there is a second

Rul el D 2, which corresponds to comuni cati on between A and B, in a
second SCHC Data end point (E2).
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Host E
(Rulel D 2, E2) /
(RulelD 1, E1) e +
(RulelD 2, E1) --- |lInternet|
(RulelD 3, E1) / S ey +
6LBR -----------
/ \
/ \
6LR 6LR ------------- + Nodes | End point
(No Rules) | | (No Rul es) | RulelD 1: A B E1l
| | | RulelD 2: A C El
| | | RulelD 3: A E E1
| | | RulelD 2: A B E2
I I I
Host A Host B Host C
(RulelD 1, E1) (RulelD 1, E1) (RulelD 2, E1)

(Rulel D 2, E1) (Rulel D 2, E2)
(Rulel D 3, E1)
(RulelD 2, E2)

Figure 11: Rules stored by each node in an exanple Miltiple-end
poi nt network using TRO

RFC 9008 describes how the conmuni cati on between a 6LN and anot her
node (another 6LN or the root of the same RPL domain, or an externa
node, e.g., on the Internet) is perforned. For the sake of
description clarity, Figure 12 (adapted fromFigure 3 in RFC 9008)
provi des a reference topol ogy including nodes referred to in the
remai nder of this subsection
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. +
| | NTERNET |[--------- +
R + |
Z |
S R +
| 6LBR |
R | (root) |-------- +
| oo + |
I I
| Y | X
oo -+ oo -+
| 6LR | | 6LR |
- | | --+ +- - | --+
| S + | S +
| W | V I I
Al s Al s I I
| 6LR | | 6LR | | |
I I I I I I
pal e sl IRl s I I
I I I I I
I to---t | I I
u | T | | S R Q|
+--mna +- + S R + - --+ oo -+ oo -+
| RAL | | RUL | | RAL | | RAL | | RUL
| 6LN | | 6LN | | 6LN | | 6LN | | 6LN |
Fommm - + Fommm - +  ------ + Fommm - + Fommm - +

Figure 12: Reference topology to support the description of TRO

In RPL non-storing node, for Downward traffic, the root adds a
source-routing header. The root also perfornms |Pv6-in-1Pv6
encapsul ati on, except when the root itself is the packet source. The
| Pv6-in-1Pv6 encapsul ation termnates at the 6LN (if it is a RAL,
e.g., U Sor R or at the last 6LR, e.g., Vor X, (if the 6LNis a
RUL, e.g., Tor Q. For Upward traffic, IPv6-in-I1Pv6 encapsul ation
is perfornmed by the first 6LR, e.g. V or X, when the 6LNis a RUL
e.g., T or Q that sends a packet to an external node or to another
6LN in the same RPL domain, but not to the root. Wen the 6LNis a
RAL (e.g., U S or R that sends packets to the same destinations,

| Pv6-in-1Pv6 encapsul ation may be perfornmed (by the RAL itself). The
destination in the outer header of the IPv6-in-1Pv6 encapsul ation for
Upward traffic is the root.
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Thi s docunent updates RFC 9008 by specifying that, in TRO, when a 6LN
transmts an | Pv6 packet whose header is conpressed by neans of SCHC
i nstead of 6LOWPAN header conpression (RFC 6282), the SCHC-conpressed
packet MUST be tunnel ed by neans of |Pv6-in-1Pv6 encapsulation up to
the root. This applies regardl ess of the inner, SCHC conpressed
packet destination.

For Upward traffic, when the 6LNis a RAL (e.g., U S or R, the 6LN
itself performs the I Pv6-in-1Pv6 encapsul ation. However, if the 6LN
is aRU (e.g., Tor Q, IPv6-in-1Pv6 encapsulation is perforned by
the first 6LR (e.g., E or C respectively). 1In the latter case, in
order to enable efficient packet transmi ssion in the first hop from
the 6LN, the first 6LR SHOULD be provided with SCHC Rul es all owi ng
ef ficient header conpression of packets sent by that 6LN.

For Downward traffic, when the 6LNis a RUL (e.g., Gor J), in order
to enable efficient packet transmission in the last hop to the 6LN,
the last 6LR (e.g., V or X respectively) SHOULD be provided with
SCHC Rul es all owing efficient header conpression of packets sent to
that 6LN.

Not providing such SCHC Rules to the first or last 6LR (for Upward or
Downward traffic, respectively) should only happen if it is not
practical or possible to do so (e.g., due to lack of available nmenory
at the 6LR).

For the sake of efficiency, RFC 8138 MJST be used to conpress | Pv6-
in-1Pv6 headers, the RPL Option (RFC 6553) and the source routing
header (RPL Routing Header type 3, RFC 6554).

The frame format to be used to carry a SCHC conpressed packet in TRO
is described in Section 4.2.

3.5.3. Pointer-based Route-Over (PRO

In the previous SCHC-Lo route-over approach, TRO internedi ate nodes
do not have to know the | Pv6 destination address of a SCHC- conpressed
| Pv6 packet to be able to forward it. Another approach where

i nt ermedi at e nodes do not have to store the conpression/deconpression
Rul es used by ot her nodes, which in addition does not require the
artifacts used in TRO (i.e., IPv6-in-1Pv6 encapsul ation, non-storing
mode RPL and RFC 8138 conpression), is called Pointer-based Route-
Over (PRO.

In PRO a pointer (called "SCHC Pointer") is prepended to the SCHC
conpressed packet, in order to indicate the | ocation and | ength of
the Hop Limit and the destination address residues in the SCHC

conpressed header. Therefore, a 6LRis able to determ ne the |IPv6
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destination address of a SCHC- conpressed packet, decrenment its Hop
Limt and route the packet, wi thout the need to store the
corresponding Rules. Note that, in PRO each 6LoWPAN node (i.e., a
host, a 6LR, or a 6LBR) MJST store the Rules defined for its
conmuni cati on with other peer nodes. A 6LBR MJUST store the Rul es
used by any SCHC-Lo network node for conmmunication with external
nodes.

In a PRO Single-end point network, a RulelD MAY be used to identify
different Rules used by different sets of peer nodes within the SCHC
Lo network. In a PRO Miultiple-end point network, a not fully
conmpressed SCHC Control Header MJST be used.

Figure 13 illustrates the Rules that are stored by the nodes in an
exanpl e Single-end point network based using PRO. Note that, in this
exanpl e, the SCHC-Lo network exploits the fact that PRO allows a
given RulelD to be used by different pairs of nodes.

Host E
/
LR +- Host F
(Rul el D 3) --- |Internet|
(Rul el D 4) / Fommm e a - +
6LBR -----------
/ \ Pair of nodes
/ \ RulelD 1 A B
6LR 6LR ------------ + Rul el D 2 A C
(no Rules)/| (no Rul es) Rul el D 2 D, B
I Rulel D 3 A E
ID 4 B, F

2

I
I
I I
/ I
Host D Host A Host B Host C
Rul el D 2) (RulelD 1) (RulelD 1) (Rul el D 2)
(RulelD 2) (RulelD 2)
(RulelD 3) (RulelD 4)

Figure 13: Rules stored by each node in an exanple Single-end
poi nt network using PRO. In this exanple, both RulelD 2 and
Rulel D 3 are used by two pairs of nodes each.

PRO is conpatible with RPL storing node, as well as with other
routing protocols.
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Figure 14 illustrates an exanple Miltiple-end point network with the
Rul es that need to be stored by the nodes in PRO In this exanple,
in addition to the Rules used in Figure 13, which correspond to a
SCHC Datagram I nstance called E1 in this exanple, there is an
additional RulelD 2, which corresponds to communicati on between A and
D, in a second SCHC Data end point (E2).

Host E
/
R +- Host F
(RID 3, E1) --- |Internet|
(RID 4, E1) / e - +
6LBR -------
/ \ Nodes | End point
/ \ RID1:. A B El
6LR 6LR ------------ + RID2: A C El
(no Rules)/| | (no Rules) | RID2: D B El
/] | | RID3 A E El
I | | RID 4. B, F El
/ | | | RID2:. A D E2
Host D Host A Host B Host C

1, E1) (RD1, El) (RD2, El)
2, E1) (RID 2, E1)

3, E1) (RID 3, El)

2, E2)

(RD 2, E1) (RD
(RD 2, E2) (RD
(RID
(RID

Figure 14: Rules stored by each node in an exanple Miltiple-end
poi nt network using PRO. 'RID stands for RulelD.

The frame format to be used to carry a SCHC- conpressed packet in PRO
is described in Section 4. 3.

3.5.4. Mesh-Under

When Mesh-Under is used in a SCHC-Lo network, Mesh-Under operates as
described in RFC 4944. The frame format to be used to carry a SCHC
compressed packet in the Mesh-Under approach is described in
Section 4. 4.

For header conpression in a Mesh-Under SCHC-Lo network, a SCHC-Lo
net wor k node MJST store the Rules defined for its comrunication with
ot her peer nodes.

In Mesh-Under, in a Single-end point network, a RulelD MAY be used to
identify different Rules used by different sets of peer nodes. In a
Mesh- Under Mul tiple-end point network, a fully conpressed SCHC

Control Header MAY be used as long as it is possible to determine the
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SCHC Data end point needed to deconpress a SCHC- conpressed packet
based on the packet’s originator address (which is present in the
Mesh Header [RFC 4944]).

Figure 15 illustrates the Rules that need to be stored by the nodes
when SCHC i s used for header conpression in a Single-end point Mesh-
Under network, based on the sane exanpl e network and node pairs shown
in Figure 13. Note that, in this exanple, the network exploits the
fact that Mesh-under allows a given RulelD to be reused by different
sets of peer nodes, even if the Rules sharing the sane RulelD are
different. Nodes denoted "ni' in Figure 15 correspond to Mesh-Under
forwarders [ RFC 6606] .

Host E
/
to-m- - - +- Host F
(Rul el D 3) --- |Internet|
(Rul el D 4) / e - +
6LBR -----------
/ \ Pair of nodes
/ \ RulelD 1: A B
m Mm-------------- + RulelD 2. A C
(no Rules)/| | (no Rul es) | RulelD 2: D, B
/| | | RulelD 3: A E
I | | RulelD 4: B, F
I | |
Host D Host A Host B Host C

(RulelD2) (RulelD 1) (RulelD 1) (Rul el D 2)
(RulelD 2) (RulelD 2)
(RulelD 3) (RulelD 4)

Figure 15: Rules stored by each node in an exanple Single-end
poi nt network using Mesh-Under. In this exanple, RulelD 2 is
used by different pairs of nodes.

Figure 16 illustrates an exanple Miltiple-end point network with the
Rul es that need to be stored by the nodes in PRO In this exanple,
in addition to the Rules used in Figure 13, which correspond to a
SCHC Data end point called E1 in this exanple, there is an additional
Rul el D 2, which corresponds to comuni cation between A and D, in a
second SCHC Data end point (E2).

Gonez & M naburo Expi res 24 August 2026 [ Page 24]



I nternet-Draft SCHC conpressi on over | EEE 802.15.4 February 2026

Host E
/
oo +- Host F
(RID 3, E1) --- |Internet|
(RID 4, E1) / S I +
6LBR -------
/ \ Nodes | End point
/ \ RID1. A B El
m M------mmmm - - + RID2: A C El
(no Rules)/| | (no Rules) | RD2: D B E1l
/| | | RID3 A E El
I | | RID4 B, F El
/ | | | RID2:. A D E2
Host D Host A Host B Host C
(RRD 2, F1) (RD1, El) (RD1, El) (RDZ2, E)
(RRD 2, E2) (RID2, El) (RID 2, El)

(RD3, El) (RD2 E2
(RID 2, E2)

Figure 16: Rules stored by each node in an exanple Miltiple-end
poi nt network using Mesh-Under. ’'RID stands for RulelD

4, Frame For mat

This section defines the frame formats that can be used when a SCHC
compressed packet is carried over |EEE 802.15.4. Such formats are
carried as | EEE 802.15.4 frame payl oad. Note that the SCHC Contr ol
Header formats to support CoAP header C/ D based on additional SCHC
Strata over UDP (e.g., when CoAP is secured by neans of DILS or
OSCORE, see Figure 2) are defined in Section 5. 2.

4.1. Single-hop or SRO frane format

Thi s subsection defines the frane format for carryi ng SCHC conpressed
packets over | EEE 802.15.4 for single-hop communication (see 3.3) or
when SRO is used for nultihop conmunication (see 3.4.1). This format
conmprises a SCHC Di spatch Type, a SCHC Datagram and Padding bits, if
any. The SCHC Datagramis conposed of a SCHC Control Header (which
in some cases is fully elided), a SCHC Data (i.e., the SCHC
conpressed header of the packet being carried over |EEE 802.15. 4),
and user payload (i.e., the payl oad of the packet being carried over

| EEE 802.15.4) [draft-ietf-schc-architecture]. Figure 17 illustrates
the described frane format.
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L | EEE 802.15.4 frame payload -------------------- >
Cemmmmmmm--- SCHC Datagram ------------ >
S S SRR R R + - - - - +
| SCHC Di spatch | SCHC Hdr| SCHC Dat a | user payload | Padding
oo S oo oo + - - - -+

Figure 17: Encapsul ated, SCHC-compressed packet, for single-hop
or SRO transmi ssion. Padding bits are added if needed.

4.1.1. SCHC Di spatch

Addi ng SCHC header conpression to the panoply of header conpression
mechani sms used in 6LOWPAN 6Lo environnents creates the need to

si gnal when a packet header has been conpressed by using SCHC. To
this end, the present docunent specifies the SCHC D spatch. The SCHC
Di spatch indicates that the next field in the frane format is a SCHC
Sratum header ("SCHC Hdr" in Figure 17, see 4.1.2)).

Thi s docunent defines the SCHC Di spatch as a 6LOWPAN Di spatch Type
for SCHC header conpression [RFC4944]. Wth the aimto mnimze
over head, the present docunent allocates a 1l-byte pattern in Page 0
[ RFC8025] for the SCHC Di spatch Type:

SCHC Di spatch Type bit pattern: 01000100 (Page 0) (Note: to be
confirmed by | ANA))

4.1.2. SCHC Control Header
The SCHC Control Header ("SCHC Hdr" in Figure 17 and subsequent
figures) determ nes the SCHC Data end point to be used to deconpress
the next field (SCHC Data, see 4.1.3).
The SCHC Control Header format, and sone exanples of possible

correspondi ng Rules for SCHC Control Header C/D, are shown in
Fi gure 18.
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Unconpr essed SCHC Control Header format:

Conpressed SCHC Control Header format:
R +- - - - - - - - - - o+

| RulelD | Conpression Residue
Fomm oo S

Example ¢ D Rules for the SCHC Control Header:

Rulel D 1

o m e e e oo - B e Fom e e - - N +
| FI D | FL|PCSIDI| TV | MO | CDA |
S R I g +o-m - - S +
| SCHC.instid | 8] 1 |Bi]|value|equal | not-sent

S B L e Fomm o - Fom e oo +
Rul el D 2

S R R T R R +
| FI D | FLJ|PCS|DI| TV | MO | CDA |
Fom e o - B T g Femmm o - Fom e +
| SCHC.instid | 8 1 |Bi|Ox00 | MSB(7)]| LSB |
R T g S R +

Figure 18: SCHC Control Header Format and exampl es of
corresponding D Rules for the SCHC Control Header

The unconpressed SCHC Control Header format conprises a single field,
called the SCHC Instance ID. This field is an unsigned integer that
identifies the session between SCHC end points in two or nore peer
nodes using a common SoR The SCHC I nstance ID size is RECOMVENDED
to be between 1 and 8 bits.

As described in the SCHC architecture draft, in conpressed form the
SCHC Control Header conprises a RulelD and a conpression residue
[draft-ietf-schc-architecture]. The RulelD size of the compressed
SCHC Control Header is RECOMMENDED to be between 0 and 8 bits. In
the exanpl es shown in Figure 18, the best nmatch between a SCHC
Instance ID and the Rules with RulelD 1 and RulelD 2 lead to
conpression residues of O bits and 1 bit, respectively.
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In Single-end point networks, the SCHC Control Header MJUST be fully
compressed, i.e., its size in conpressed formis O bits. In

Mul ti pl e-end point networks, the SCHC Control Header cannot always be
fully conpressed; in this case, the RulelD size (of the Rule used to
conpress the SCHC Control Header) is RECOMVENDED to be between 1 and
8 bits.

4.1.3. SCHC Dat a

The SCHC Data is a packet header that has been conpressed by using a
SCHC Data end point. It is the conpressed form of the header of the
ori gi nal packet being carried over |EEE 802.15.4. As defined in

[ RFC8724], a SCHC- conpressed header conprises a RulelD, and a
conmpression residue. As per the present specification, a RulelD size
between 1 and 16 bits is RECOMVENDED. 1In order to decide the RulelD
size to be used in a SCHC Lo network, the trade-off between
(conpressed) header overhead and the nunber of Rules needs to be
careful ly assessed.

4.1.4. User payl oad

The user payload is the payl oad of the original packet being carried
over | EEE 802.15.4, which is unaffected by the SCHC Stratum [draft-
ietf-schc-architecture].

4.1.5. Padding

I f SCHC header conpression |eads to a SCHC Dat agram si ze of a non-

i nt eger nunber of bytes, padding bits of value equal to zero MJST be
appended to the SCHC Datagram as appropriate to align to an octet
boundary.

4.2. TRO frame format

Thi s subsection defines the frame formats for carrying SCHC
conpressed packets over |EEE 802.15.4 in TRO (see 3.3.2). Such
formats are based on RFC 8138; however, instead of RFC 6282 header
compression, this specification uses SCHC header conpression
Accordingly, this specification updates RFC 8138 by stating that a
6LoRH header MJST al ways be pl aced before the LONPAN | PHC as defi ned
in RFC 6282 [ RFC6282] or the SCHC Dispatch, followed by the SCHC
Control Header and the SCHC-conpressed packet, as defined in the
present specification.

Si nce 6LoRH uses Di spatch Types in Page 1, the present specification

al so defines a SCHC Dispatch Type in Page 1, with the sane bit
pattern as the one in Page 0: 01000100 (to be confirnmed by | ANA)
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In the TRO frame formats, the SCHC Header is preceded by the SCHC
Di spatch (in this case, in Page 1).

The frame format for Downward transm ssion, except when the SCHC
conpressed packet source is a RPL root, is shown in Figure 19:

e | EEE 802.15.4 frame payload ----------------------- >
<- SCHC Dat agram - >
L T I I T e e R + - -+
| 11110001| SRH-6LoRH RPI - | I P-in-1P|] 01000100 | SCHC| SCHC | user | pad |
| Page 1 | | 6LORH| 6LoRH | SCHCDsptch| Hdr| PId | pld | |
e T R e T SR oo + - -+
(Page 1)
<-------- This specification ------ >

Fi gure 19: Downward frame format for SCHC-conpressed packets in
TRO, when the source is not a RPL root.

The frame format for Downward transm ssion, when the SCHC-conpressed
packet source is a RPL root, is shown in Figure 20:

R | EEE 802.15.4 franme payload ---------------- >
<- SCHC Dat agram - >
R T N e S oo + - -+
| 11110001| SRH- 6LoRH RPI- | 01000100 | SCHC| SCHC | user | pad |
| Page 1 | | 6LORH | SCHCDsptch| Hdr| PId | pld | |
I T e i S S + - -+
(Page 1)
<----- This specification --------- >

Fi gure 20: Downward frane format for SCHC-conpressed packets in
TRO, when the source is a RPL root.

The frame format for Upward transmission is shown in Figure 21 (note

that it does not include the source routing header that is present in
the Downward franme format):
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L | EEE 802.15.4 frame payload ----------------- >
<- SCHC Dat agram - >
e T N e SR oo + - -+
| 11110001] RPI- | IP-in-1P] 01000100 | SCHC| SCHC | user | pad |
| Page 1 | 6LoRH | 6LoORH | SCHCDsptch| Hdr| PId | pld | |
T T e e S S + - -+
(Page 1)
<------- This specification ------- >

Figure 21: Upward frame format for SCHC conpressed packets in TRO

4. 3. PRO frane fornat

Thi s subsection describes the frame format for carryi ng SCHC
conpressed packets over |EEE 802.15.4 in PRO (see 3.5.3). Such
format is shown in Figure 22:

S L | EEE 802.15.4 frame payload ------------- >
oo s Fom e o - oo s + - - - -+
| PRO Header | SCHC Data | user payload | Padding |
o e e o - R o e e o - + - - - -+

\ <->

| |

S +

SCHC Poi nt er

Figure 22: frame format for SCHC-conpressed packets in PRO

The PRO Header format is shown in Figure 23:

0123456701234 ....567012345670123
o m e e e oo - T T S +
| SCHC | 4 | | | H Adr ess |
| Poi nt er |1] DCl | SCHC| Bit Pointer |L| Resi due |
| Di spatch | O | Hdr| | Length |
o T T T U U Fotm e o +

Fi gure 23: PRO Header fornmat.
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The first field in Figure 23 is defined as the SCHC Poi nter Di spatch,
whi ch signals the start of a PRO Header format. This docunent
defines the SCHC Poi nter Dispatch as a 6LoWPAN Di spatch Type

[ RFC4944] for SCHC header conpression.

Wth the aimto mninmze header overhead, the present docunent
all ocates a 1-byte pattern in the 6LOWPAN Di spatch Type Page O
[ RFC8025] for the SCHC Poi nter Dispatch Type:

SCHC Poi nter Dispatch Type bit pattern: 01000101 (Page 0) (Note: to
be confirnmed by | ANA))

The next field in the PRO Header is the Context |Dentifier (CID)
flag, which is set to 1 to signal that the Destination Context
Identifier (DCl) field (see PRO header_format) is present in the
franme. Wen CIDis set to 0, the DCl field is not present.

The DCI field is optional. Wen present, it has a size of 4 bits.
Similarly to RFC 6282, this field identifies the prefix of the |IPv6
destination address. How such prefix context is distributed and

mai ntained is out of the scope of the present docunment. |If a network
conpri ses nodes that use SCHC header conpression and nodes that only
support 6LOWPAN header conpression, the prefix context to be used for
both types of nodes SHOULD be the sane.

The next field is the SCHC Control Header ("SCHC Hdr" in Figure 22),
whi ch has been defined in section 4.1.2. As shown in Figure 22, in
the PRO Header, the SCHC Control Header is not inmmediately followed
by the SCHC Dat agr am

The Bit pointer gives the starting position of Traffic C ass,
followed by the Hop Limt and the | Pv6 destination address in the
SCHC resi due of the SCHC-conpressed | Pv6 header (in bits), starting
after the Address Residue Length field and before the first field of
the SCHC-conpressed | Pv6 header (i.e., the RulelD). For exanple, if
the Traffic Class, Hop Limt and the | Pv6 destination address residue
are the only residues in a SCHC- conpressed | Pv6 packet header (i.e.,
such residue starts right after the RulelD in the SCHC- compressed
header), then the Bit pointer will have a value of RulelD length in
bits. Note that, in PRO a router can read and nodify the ECN bits
and the Hop Limt field of a received SCHC- conpressed | Pv6 packet,

wi thout the need to store the correspondi ng Rul es.

The Hop Limt (HLM flag is 1 bit that indicates the | ength of the
Hop Limt field residue in the SCHC conpressed | Pv6 header. Wen HLM
equals 0, the Hop Limt conpression residue has a size of 4 bits. In
this case, the 4 nost significant bits of the unconpressed Hop Limt
field are equal to 0. Therefore, Hop Linit conpression applies only
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to Hop Limt values between 15 and 0. When HLMis set to 1, the Hop
Limt conpression residue has a size of 8 bits (i.e., it is
unconpr essed) .

The Address Residue Length field indicates the size of the |IPv6
destination address residue (in bits). The possible val ues encoded
by this field range fromO to 127. Note that value 127 is used when
the I Pv6 destination address residue size is either 127 bits or 128
bits.

PRO requires a special SCHC Rul e design where the FIDs of the | Pv6
Destination and Source addresses are swapped (see 6.1.1).

4.4, Mesh- Under frane format

Thi s subsection describes the frame formats for carrying SCHC
conpressed packets over | EEE 802.15.4 in the Mesh-Under approach (see
3.3.3). Note that the formats are provided in this section for the
sake of clarity and conpl eteness, since they are the sanme as those
defined for Mesh-Under in RFC 4944, except for the fact that SCHC
compressed packets are carried.

The frame format for a SCHC- conpressed packet to be sent by neans of
Mesh-Under, when fragnmentation is not needed, is shown in Figure 24:

S LR R | EEE 802.15.4 frame payload ------------------- >

<------ SCHC Dat agram ----- >
S T Fom e oo T T T + - - +
| Mesh Type| Mesh Hdr | SCHC Dspt ch| SCHC Hdr | SCHC Pl d| User pld| pad |
B S B o m e e e - B B B + - - +

Fi gure 24: Encapsul ated, SCHC-conpressed packet, for Mesh-Under
transm ssion (wthout fragnentation). Padding bits are added if
needed.

The frame format for a SCHC- conpressed packet to be sent by neans of
Mesh- Under, which also requires fragnentation, is shown in Figure 25:
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e | EEE 802.15.4 frame payload ------------------ >
<----- SCHC Dat agram ------ >
+----- +----- +----- +----- S SRR S SRR S SRR S SRR + - - +
| M Typ| M Hdr | F Typ| F Hdr | SCHC Dsp| SCHC Hdr | SCHC Pl d| User pld| Pad |
. demenn . demenn S S S S + - -+

Fi gure 25: Encapsul ated, SCHC-compressed packet, for Mesh-Under
transmssion (with fragnmentation). Padding bits are added if
needed.

The frame format for a SCHC- conpressed packet to be sent by neans of

Mesh- Under, which al so requires a broadcast header to support nesh
broadcast/nulticast, is shown in Figure 26:

R | EEE 802.15.4 frame payload -------------------- >
<------ SCHC Dat agram ----- >
Fomm - - Fomm - - Fomm - - Fomm - - Fomm e - o - Fomm e - o - Fomm e - o - Fomm e - o - + - - +
| M Typ| M Hdr | B Typ| B Hdr | SCHC Dsp| SCHC Hdr | SCHC Pl d| User pld| Pad |
+----- +----- +----- +----- S SRR S SRR S SRR S SRR + - - +

Fi gure 26: Encapsul ated, SCHC-conpressed packet, for nesh
broadcast/nmul ticast in Mesh-Under transm ssion (wthout
fragmentation). Padding bits are added if needed. ’'B Dsp’ and
"B Hdr’ stand for ’'Broadcast Dispatch’ and 'Broadcast Header’,
respectively.

As in RFC 4944, when nore than one LOWPAN header is used in the same
packet, they MJST appear in the follow ng order: Mesh Addressing
Header, Broadcast Header, Fragnentation Header.

4.5. Summary

A summary of the formats and nmain features for the different

transm ssion alternatives enabl ed by the present document is shown in
Fi gure 27:
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. e TS +
| Single-hop | Mul ti hop |
S T R +
| | Rout e- Over

| AT R LR R L + Mesh- Under |
| | SRO | TRO | PRO | |
I T . . S IR +

| SCHC Di spat ch| SCHC Di sp| I P-in-1P, 6LoRH, | SCHC Ptr Disp,| Mesh Hdrs, |
| | | SCHC Di spatch | SCHC Poi nter | SCHC Dsptch

Figure 27: Sunmary of formats and main features for the
transm ssi on of SCHC- conpressed packets over | EEE 802. 15.4
enabl ed by the present docunent, and corresponding artifacts

5. Enabling the TPS

This section describes two nmain approaches to enable the TPS, i.e.,
the protocol stack that keeps using 6LOWPAN 6l o header conpression

[ RFC6282] [ RFC8138] for the I Pv6 header, while using SCHC for UDP and
CoAP header conpression (Figure 7, Section 3.1.2). The first
approach is based on using a single SCHC Stratum for joint UDP/ CoAP
header G/ D. The second one is based on using at |east two SCHC
Strata (one of them for UDP header C/D, the other(s) for CoAP header
C/ D, including CSCORE). The functionality associated to these two
approaches is described in subsection 5.1 and subsection 5. 2,
respectively.

SCHC uses a SCHC Control Header to identify the SCHC-conpressed
prot ocol header(s), along with further information to support SCHC
operation (when needed). SCHC nmay al so need a Discrimnator to
identify the SoR to be used for header deconpression [draft-ietf-
schc-architecture].

In order to support SCHC-conpressed UDP/ CoAP headers over 6LoWPAN-
compressed | Pv6 packets, the present document exploits the work that
is being done by the SCHC WG to define a new Internet Protocol Number
for SCHC [I-D.ietf-schc-protocol -nunbers]. |In this approach, the NH
field of the RFC 6282-conpressed | Pv6 header format is set to 0. The
Next Header field of the |Pv6 header renmains an 8-bit (unconpressed)
field carrying the SCHC I nternet Protocol Number. The resulting

prot ocol encapsul ation and correspondi ng format for an unfragnented
packet, which is carried as | EEE 802.15.4 franme payload, is shown in
Figure 28. Padding is added as needed to align the format to an
octet boundary.
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R | EEE 802.15.4 frame payload ------------------ >
Tt Fom e e e oo S + - - +
| RFC6282- conpressed | SCHC- conpressed | | |
| | Pv6 header | UDP/ CoAP headers | CoAP Payl oad | Pad |
| (NH=0, Next Header=SCHC)| (includes SCHC | | |
| | Control Header) | | |
o Fom e e e oo o e e o - + - - +

Figure 28: Protocol data unit encapsul ation and format for the
TPS, using a SCHC I nternet Protocol Nunber

For RPL-based networks that use the TPS, the formats defined in RFC
8138 may al so be used for the sake of efficiency, as shown in

Figure 29. In this figure, the first field is the Page switch with
value 1, followed by RFC 8138-conpressed routing artifacts, then

foll owed by the RFC 6282-conpressed | Pv6 header (which indicates that
the next header data unit is a SCHC Datagran.

R e R | EEE 802.15.4 frame payload ------------------- >
S SRR R o e e e e oo oo S R + - +
| 11110001| 8138-cnprssd| 6282-conpressed | SCHC conprssd | |
| (Page 1)| routing | | Pv6 header | UDP/ CoAP hdrs | CoAP | Pad|
| | artifacts | (NH=0, Nxt Hdr=SCHC)| (incl. SCHC | Payl oad | |
| | | | Control Header))| | |
Fomm oo R o e e e e oo oo o e S R + - +

Fi gure 29: Protocol data unit encapsul ation and format for the
TPS using a SCHC I nternet Protocol Number and RFC 8138-conpressed
routing artifacts

5.1. SCHC C/' D for the TPS: joint UDP/ CoAP header conpression

Over the IP layer, SCHC conpression nay be used for UDP only, UDP and
CoAP jointly, or any other protocol or conbination of protocols.

Thi s section describes joint UDP/CoAP C/' D for the TPS, based on a
single SCHC Stratum

The SCHC- conpressed UDP/ CoAP headers field has the format detailed in
Figure 30. Such field conprises in turn two fields: the SCHC Contr ol
Header for UDP and CoAP, and the corresponding SCHC Data (i.e., a

Rul el D foll owed by the conpression residue of the UDP/ CoAP header).

If there is a single SoR for UDP/ CoAP header C/' D, the SCHC Contr ol
Header for UDP and CoAP is fully elided (i.e., it requires zero hits
when the packet is transmtted).
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R | EEE 802.15.4 frame payload ------------------ >
Tt Fom e e e oo S + - - +
| RFC6282- conpressed | SCHC- conpressed | | |
| | Pv6 header | UDP/ CoAP headers | CoAP Payl oad | Pad
| (NH=0, Next Header=SCHC) | (i ncl udes SCHC | | |
| | Control Header(s)]| | |
o Fom e e e oo o e e o - + - - +
/ \
[------- / L |
o e e e e oo oo o e e e e m oo oo +
| SCHC Stratum | SCHC Dat a |
Header | (RulelD + cnmp. rsd. |
| for UDP and CoAP | of UDP/ CoAP header) |
Fom e e e oo Tt +

Figure 30: Detailed view of the SCHC conpressed UDP and CoAP
headers. A single SCHC Stratumis used jointly for UDP and CoAP.

The SCHC Control Header for joint UDP and CoAP header C/ D, and the
Rul e to conpress/deconpress the SCHC Control Header itself for
devices that only support the TPS, are defined in Figure 31. Wen a
TPS-only device transmits a CoAP data unit, the SCHC Control Header
is fully conpressed and it incurs no transm ssion overhead (i.e., it
is conpressed down to O bits when transmitted), since the SoR of the
SCHC Stratum end point contains exactly one Rule. When receiving a
data unit, a TPS-only device al so assunes that the SCHC Contr ol
Header is fully conpressed (down to O bits).

A SCHC-Lo network may conprise TPS-only nodes and ot her nodes that

al so use 6LOWPAN/ 61 0 to conpress | Pv6 headers (and routing protoco
artifacts when needed) but support other protocol conbinations on top
of IPv6, in addition to UDP/CoAP. The latter nodes MJST al so use/
assune a fully conpressed SCHC Control Header (down to O bits when
transmtted) to send/receive UDP/ CoAP data units to/from nodes that
only inplement the TPS, but will need to use/assune a not fully
conpressed SCHC Control Header when sendi ng/receiving to/from other
devi ces that support further protocols atop IPv6. In that case, the
unconpressed SCHC Control Header format will also be the one shown in
Figure 31, but using the appropriate Protocol ID and Port nunber
values. In such a nmxed network, a receiving node can determ ne

whet her the SCHC Control Header has been fully conpressed (down to O
bits) based on prior know edge that the sender is a TPS-only node.

In this case, the I Pv6 address of the sender is used as a

Di scrim nator.
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S S +

| Protocol |D Port number| Non-Conpressed SCHC Control Header for joint UDP/ CoAP C/ D
R R +

Protocol I D = 17 (UDP)

Port nunber = 5683 (CoAP)

S T T

| Rule ID| Conpression Residue | SCHC- Conpressed Control Header for joint UDP/CoAP C/
D

R +- - - - - - - - - - -+

Note: for devices that only inplenent the TPS (i.e., the only protocols carried over |
P are UDP and CoAP), the SCHC- Conpressed Control Header is fully

conmpressed (down to O bits when transmitted over the air) since there is only one Rule
in the SoR for the SCHC Stratum end point for such

devi ces.

Rul e to conpress/deconpress the SCHC Control Header for joint UDP/ CoAP header C/ D for
devices that only inplenment the TPS:

Rul el D

o e e - R T (S S TS +
| FI D | FL|PCS|DI| TV | MO | CDA |
. SR R Y e T Focmmnaaann +
| SCHC. proto | 8 1 |Bi| 17 |equal | not-sent |
. T I e T +
| SCHC. portnum | 16] 1 |Bi|5683|equal | not-sent |
o e e - R T (S S TS +

Fi gure 31: SCHC Control Header for joint UDP/CoAP header C/D in
non-conpressed and in SCHC- conpressed form and correspondi ng
Rul e.

5.2. SCHC C/D for the TPS: nultiple SCHC Strata

This section describes SCHC D for the TPS, based on using a SCHC
Stratum bel ow UDP, for UDP header C/' D, and at | east another one,
bet ween UDP and CoAP, for CoAP header C/D.

When only one SCHC Stratumis used for CoAP header C/'D (e.g., when
OSCORE i s not used), the SCHC-conpressed UDP/ CoAP headers field
conprises four fields (Figure 32): the SCHC Control Header for UDP,
the corresponding SCHC Data (i.e., a RulelD foll owed by the
compressi on resi due of the UDP header), the SCHC Control Header for
CoAP, and the SCHC Data for the latter (i.e., a RulelD foll owed by
the conpression residue of the CoAP header). |If there is a single
SoR for UDP header C/ D or CoAP header ¢ D, the correspondi ng SCHC
Control Header is fully elided.
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A e | EEE 802.15.4 frame payload ------------------------- >
B o m e e e - o e e e e a e oo m S o e e e e o - + - - +
| 11110001| 8138-cnprsd| 6282-conpressed | SCHC- conprssd |
I
I

| artifacts | (NH=0, Nxt Hdr =SCHC) | (i ncl. SCHC

I I
| (Page 1)| routing | | Pv6 header | UDP/ CoAP hdrs | CoAP Payl oad | Pad
I I I
| | | | Stratum Hdr(s))|

R R Fom e e e oo o a o o e e o - + - - +
/ \
[EEEEEEE / e |
R S SRR R S SRR +
| SCHC | SCHC | SCHC | scHC |
| Stratum | Payload| Stratum | Payl oad|
| Header | (UDP) | Header | (CoAP) |
| for UDP | | for CoAP| |
S R Fomm oo S R Fomm oo +

Figure 32: Detailed view of the SCHC conpressed UDP and CoAP
headers. Two separate SCHC Strata are used to support SCHC
conmpressed UDP headers and SCHC- conpressed CoAP headers,
respectively.

The SCHC Control Header for UDP header C/'D, and the Rule to conpress/
deconpress that SCHC Control Header for devices that only support the
TPS, are defined in Figure 33. The SCHC Control Header for CoAP
header C/ D, and the Rule to conpress/deconpress that SCHC Control
Header for devices that only support the TPS, are defined in

Fi gure 34.

| Protocol 1D | Non-Conpressed SCHC Control Header for UDP
Protocol 1D = 17 (UDP)

......... T

| Rule ID| Conpression Residue | SCHC- Conpressed Control Header for UDP

o e T

Note: for devices that only inplement the TPS (i.e., the only protocol carried over |Pv
6 is UDP), the SCHC- Conpressed Control Header is fully conpressed (down to O bits whe
n transmtted over the air) since there is only one Rule in the SoR of the SCHC Stratum f
or such devi ces.

Rul e to conpress the SCHC Control Header for UDP header C/ D

Rul el D

R I T e S TS +
| FI D | FL|POSIDI| TV | MO | CDA |
Fom e e o - T (g S S +
| SCHC proto | 8 1 |Bi| 17 |equal | not-sent |
Fomm e oo - B T S Fomm oo - +
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Fi gure 33: SCHC Control Header for UDP header C/ D in non-
compressed and SCHC- conpressed form and correspondi ng Rul e.

| Port nunber | Non-Conpressed SCHC Control Header for CoAP
Port number = 5683 (CoAP)

+ F- - - - 4 - - oo - o+

| Rule ID| Conpression Residue | SCHC- Conpressed Control Header for CoAP

o T

Note: for devices that only inplenment the TPS (i.e., the only protocol carried over UDP
is CoAP), the SCHC- Compressed Control Header is fully conpressed (down to O bits when tra
nsmtted over the air) since there is only one Rule in the SoR of the SCHC Stratum for su
ch devi ces.

Rul e to conpress the SCHC Control Header for CoAP header C D:

Rul el D

o e e - R T (S S TS +
| FI D | FL|PCS|DI| TV | MO | CDA |
oo s T g S S +
| SCHC. portnum | 8| 1 |Bi|5683|equal | not-sent |
o e e o - Tl T S S +

Fi gure 34: SCHC Control Header for CoAP header C/ D in non-
conpressed and in SCHC- conpressed form and correspondi ng Rul e.

When CoAP is protected with OSCORE, one SCHC Stratumis used bel ow
UDP (for UDP header C/D), a second one is used between UDP and the
CoAP out er header (for CoAP outer header C D), and a third one is
used between the CoAP outer header and the CoAP inner header (for
CoAP i nner header U D).

In this case, the SCHC-conpressed UDP/ CoAP headers field conprises
six fields (Figure 35): the SCHC Control Header for UDP, the
corresponding SCHC Data (i.e., a RulelD foll owed by the conpression
resi due of the UDP header), the SCHC Control Header for CoAP outer
header, the SCHC Data for the latter (i.e., a RulelD followed by the
conpression resi due of the CoAP outer header), the SCHC Contr ol
Header for CoAP inner header, and the SCHC Data for the latter (i.e.,
a RulelD foll owed by the conpression residue of the CoAP inner
header). |If there is a single SoR for UDP header C D, CoAP outer
header C/ D, or CoAP inner header C/ D, the correspondi ng SCHC Contr ol
Header is fully elided.
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| 11110001| 8138-cnprssd| 6282-conpressed | SCHC- conmprssd | |

| (Page 1)| routing | | Pv6 header | UDP/ CoAP hdrs | CoAP Payl oad | Pad
| | artifacts | (NH=0, Nxt Hdr=SCHC)| (incl. SCHC | |

| | | | Stratum Hdr(s))|

| SCHC | SCHC | SCHC | SCHC | scHC | SCHC |
| Stratum | Payload| Stratum | Payload| Stratum| Payl oad|
| Header | (UDP) | Header | (CoAP | Header | (CoAP |
| for UDP | | for CoAP| outer)| for CoAP| inner) |

Figure 35: Detailed view of the SCHC conpressed UDP and CoAP

When OSCORE is used to protect CoAP in the TPS, the SCHC Contr ol
Headers for UDP and CoAP outer header C/'D, and the Rules to conpress/
deconpress those SCHC Control Headers for devices that only support
the TPS, are the ones already illustrated in Figures 33 and 34. The
SCHC Control Header for CoAP inner header C/D, and the Rule to

conpr ess/ deconpress that SCHC Control Header, are shown in Figure 36.

| Option nunber| Non- Conpressed SCHC Control Header for CoAP inner header
Option nunber = 9 ( OSCORE)

......... +- - - - - - - - - - -+

| Rule ID| Conpression Residue | SCHC- Conpressed Control Header for CoAP inner
oo +- - - -+

Note: for devices that only inplenent the TPS and use OSCORE, the SCHC- Conpressed Contro
| Header for CoAP inner header C/Dis fully conpressed (down to O bits when transnmitted o
ver the air) since there is only one Rule in the SoR of that SCHC Stratum

Rul e to conpress the SCHC Control Header for CoAP inner header C D

Rul el D

e R R LR LU I S - +
| FI D | FL|POS|DI| TV | MO | CDA |
o e e e e o - T It SEpu Fomm e e e oo +
| SCHC. optnum |16] 1 |Bi| 9 |equal | not-sent |
o e oo - B T R R — N +

Fi gure 36: SCHC Control Header for CoAP inner header C/ D in non-
conpressed and SCHC- conpressed form and correspondi ng Rul e.
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6

6

SCHC conpression for 1Pv6, UDP, and CoAP headers

SCHC header conpression nmay be applied to the headers of different
protocols or sets of protocols. Sone exanples include: i) |Pv6
packet headers, ii) joint IPv6 and UDP packet headers, iii) joint
| Pv6, UDP and CoAP packet headers, etc.

Thi s section describes how | Pv6, UDP, and CoAP header fields are
compr essed

SCHC conpression for 1 Pv6 and UDP headers

| Pv6 and UDP header fields MJST be conpressed as per Section 10 of
RFC 8724.

| Pv6 addresses are split into two 64-bit-long fields; one for the
prefix and one for the Interface Identifier (11D).

To allow for a single Rule being used for both directions, RFC 8724
identifies | Pv6 addresses and UDP ports by their role (Dev or App)
and not by their position in the header (source or destination).
This optim zation can be used as is in sone | EEE 802. 15. 4 networks
(e.g., an | EEE 802.15.4 star topol ogy where the peripheral devices
(Devs) send/receive packets to/froma network-side entity (App)).

However, in some types of 6LOWPAN environnents (e.g., when a sender
and its destination are both peer nodes in a mesh topol ogy network),
additional functionality is needed to allow use of the Dev and App
roles for D. In this case, each SCHC C/ D entity needs to know its
role (Dev or App) in addition to the Rule(s), and correspondi ng
Rul el Ds, for each node it conmunicates with before such communication
occurs [I-D.ietf-schc-architecture]. 1In such cases, the ternms Uplink
and Downlink that have been defined in RFC 8724 need to be understood
in the context of each specific set of peer nodes.

RFC 8724 (Section 7.1) states that "In a Rule, the Field Descriptors
are listed in the order in which the fields appear in the packet
header”. The present specification updates RFC 8724 by stating that,
in order to allow I Pv6 header conpression in PRO the Field
Descriptors of the I Pv6 destination address (i.e., |IPv6 DevPrefix and
| Pv6 Devl| D) MJST appear before the Field Descriptors of the |IPv6
source address (i.e., IPv6 AppPrefix and I Pv6 ApplID), while the rest
of fields appear in the sane order as in the |IPv6 packet header

In PRO, in order to support SCHC-based | Pv6 header conpression, one
Rul e MUST be defined for each direction between the involved CD
nodes. In such a Rule, the I Pv6 DevPrefix and | Pv6 Devl| D FI Ds MJST
refer to the destination address (i.e., the destination node takes
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the "Dev" role) of the SCHC- conmpressed | Pv6 header. This allows a
6LR to read the conmpression residue of the Hop Linmt and |IPv6
destination address fields of the SCHC compressed header by neans of
the Bit Pointer.

6.1.1. Conpression of |Pv6 addresses

Conpressi on of |1 Pv6 source and destination prefixes MJST be performnmed
as per Section 10.7.1 of RFC 8724. Additional guidance is given in
the present section

Conpressi on of |1 Pv6 source and destination |1 Ds MJST be perforned as
per Section 10.7.2 of RFC 8724. One particul ar consideration when
SCHC ¢ Dis used in | EEE 802.15.4 networks is that, in contrast with
some LPWAN technol ogi es, | EEE 802.15.4 data frame headers include
bot h source and destination fields. |If the Dev or App |IID are based
on an L2 address, in sonme cases the |ID can be reconstructed with
information coming fromthe L2 header. Therefore, in those cases,
Devl I D and Appl I D CDAs can be used.

RFC 8724 states that "If the Rule is intended to conpress packets
with different prefix val ues, match-mappi ng SHOULD be used"

(Section 10.7.1 of RFC 8724) and "If several |IDs are possible, then
the TV contains the list of possible IIDs, the MDis set to "match-
mappi ng" and the CDA is set to "mapping-sent"" (Section 10.7.2 of RFC
8724). However, the present specification updates RFC 8724 by
stating that, in PRO a source node MJST NOT use the match-mappi ng
operator or the "nmapping-sent” CDA to conpress the I Pv6 destination
address prefix or the I1Pv6 destination |I D, because 6LRs do not store
SCHC context, and therefore do not have the match-mappi ng i ndex
meani ng i nformati on.

6.1.2. UDP checksum field

RFC 8724 states that "a SCHC conpressor MAY elide the UDP checksum
when anot her | ayer guarantees at |east equal integrity protection for
the UDP payl oad and the pseudo-header".

| EEE 802.15.4 frames carry a 16-bit Frane Check Sequence (FCS), which
is conmputed by neans of a 16-bit ITUT CRC algorithm Considering
the FCS size, the greater error detection capabilities of CRC
conpared with checksum and the fact that the | EEE 802.15.4 FCS will
be checked at each hop in an | EEE 802.15.4 nul ti hop network, the UDP
checksum MUST be elided when using SCHC to conpress UDP headers.
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6.2. SCHC compression for CoAP headers

CoAP header fields MJIST be conpressed as per Sections 4 to 6 of RFC
8824. Additional guidance is given in this section

For CoAP header conpression/ deconpression, the SCHC Rul es description
uses direction information in order to reduce the number of Rules
needed to conpress headers.

As stated in 5.1, in sonme types of 6LoWPAN environnents (e.g., when a
sender and its destination are both peer nodes in a nesh topol ogy
network), each SCHC D entity needs to know its role (Dev or App),
in addition to the Rule(s), and corresponding Rul el Ds, for each node
it conmunicates with before such comruni cati on occurs
[I-D.ietf-schc-architecture]. Therefore, in such cases, direction
information will be specific to each set of peer nodes.

7. Neighbor Discovery

A nunber of optim zations have been developed in order to efficiently
support | Pv6 Nei ghbor Di scovery (ND) in 6LoWPAN environnments (6LoWPAN
ND) [ RFC 6775] [ RFC 8505]. SCHC can al so be used to conpress 6LoWPAN
ND packets. At the tinme of this witing, conpression of | CWv6
headers is being specified in the SCHC W5 [draft-ietf-schc-

i cnpv6-conpression]. Thus, it will be possible to conpress the | Pv6
header and the | CMPv6 header of a packet carrying a 6LoWPAN ND
nessage

8. Fragnentation and reassenbly

After applying SCHC header conpression to a packet intended for
transm ssion, if the size of the resulting SCHC Dat agram (Section 4)
exceeds the | EEE 802.15.4 franme payl oad space avail able, such SCHC
Dat agram MJUST be fragnented, carried and reassenbl ed by neans of the
fragnmentation and reassenbly functionality defined by 6LoWPAN

[ RFC4944] or 6Lo [ RFC8930] [ RFC8931].

In a Route-Over SCHC- Lo network, the 6LoWPAN fragnent forwarding
techni que called Virtual Reassenbly Buffer (VRB) [RFC8930] SHOULD be
used. However, VRB m ght not be the best approach for a particul ar
SCHC- Lo network, e.g., if at least one of the caveats described in
Section 6 of RFC 8930 is unacceptable or cannot be addressed.

9. | ANA Consi derati ons
Thi s docunent requests the allocation of the 6LOWPAN Di spatch Type

Field Bit Patterns, on the Pages and with the Header Types shown
next :
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. Fommmaa - dememmememeeaaaas . +
| Bit Pattern | Page | Header Type | Reference |
o e e - Fomm oo o e e e oo S +
| 01000100 | 0 | SCHC | [RFCthis]

. S I . +
| 01000100 | 1 | SCHC | [RFCthis]

. Fommmaa - oo mmeeemeeaaaas R +
| 01000101 | 0 | SCHC Pointer | [RFCthis] |
o e e - Fomm oo o e e e oo S +

Figure 37: Details of the 6LOWPAN Di spatch Type Field request
10. Security Considerations

Thi s docunent does not define SCHC header conpression functionality
beyond the one defined in RFC 8724. Therefore, the security
considerations in section 12.1 of RFC 8724 and in section 9 of RFC
8824 apply.

As a safety measure, a SCHC deconpressor inplementing the present
speci fication MUST NOT reconstruct a packet |arger than 1500 bytes
[ RFC8724] .

| EEE 802. 15. 4 networks support |ink-layer security mechani sms such as
encryption and authentication. As in RFC 8824, the use of a
cryptographic integrity-protecti on nechanismto protect the SCHC
compressed headers i s REQU RED.

The addition of the pointer used in PRO creates new attack
opportunities. A nmalicious node mght be able to nodify the rel ated
fields (i.e., Bit Pointer or Address Residue Length) to prevent a
router fromcorrectly reconstructing the I Pv6 destination field of a
SCHC- conpressed | Pv6 packet, thus preventing delivery of the packet
to its intended destination. Appropriate use of link-1layer security
shoul d significantly reduce the probability of the described threat.
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Appendi x A.  Anal ysis of route-over nultihop approaches

This section provides an analysis of the features, pros and cons of
the route-over multihop approaches defined in this docunent: i) SRO
ii) TRO, and iii) PRO

A 1. SRO

SRO i ncurs the | owest header overhead among the consi dered Route-Over
approaches, as it only requires the SCHC Dispatch (1 byte). However,
it is the nost demandi ng approach in terns of nenory usage, since all
SCHC- Lo network routers (i.e., 6LRs and 6LBRs) need to store all the
Rules in use in the SCHC Lo network. Therefore, it will be suitable
for rather small networks and/or where nodes have sufficient nenory.

Al so, SCHC context should be as static as possible, in order to avoid
frequent stored SCHC context updates on the SCHC Lo network routers.

A 2. TRO
TRO i ncurs a header overhead that includes a fixed part (a Page

Switch plus the SCHC Dispatch, of 1 byte each), plus a variable part
that conprises RFC 8138-conpressed routing artifacts.
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Regarding the latter, in a Downward transnission, it would include
the SRH 6LoRH (of variable size, of 4 bytes in the best case, or
e.g., 8 bytes as in Fig. 20 of RFC 8138), the RPI-6LoRH (3 bytes in
the best case) and the IP-in-1P header (not present if the source is
the Root, at least 3 bytes otherwise). In the cases considered, and
when the Root is not the packet source, the total header overhead of
TRO woul d be of at |east 12-16 bytes.

For upward transm ssion, the variable part of the header overhead for
this approach would include only the RPI-6LoRH (at | east, 3 bytes)
and the IP-in-1P header (at | east, 3 bytes). Therefore, in the cases
consi dered, the total header overhead of TRO would be of at |east 8
byt es.

Note that, while the overhead of TRO may appear to be relatively

hi gh, tunnel -based structures |like the one assuned in TRO may exi st
already in a network deploynent. Therefore, in such cases, the
addi tional overhead of TRO may be actually | ower.

An advantage of TROis that a node only has to store the Rules for
the communications it is involved in as an endpoint, which mnimzes
menory requirements and the inpact of potential SCHC context updates.
For exanple, 6LRs do not have to store SCHC cont ext.

Note that TRO requires the network to use RPL, non-storing node.

Furt hernmore, the paths for conmunication between two nodes in the
same network or with external nodes will need to traverse the Root.
For communication with external nodes, traversing the Root will be
needed anyway, therefore this feature does not pose any issue.
However, this constraint will preclude the usage of optinmal routes in
sone cases

A 3. PRO

PRO i ncurs the PRO header overhead (i.e., between 3 and 3.5 bytes).
In addition, with PRO, the Hop Limt field will have to be carried
fully inline (1 byte) or conpressed down to a nininmumsize of 4 bits.
Furthermore, PRO introduces a limt to the achievable |Pv6
destination address conpression performance, as described next (note
that the size of the destination address conpression residue wll
depend on and will need to be planned for the intended use case of

t he network):

A.- In special cases (e.g., if there is only one possible destination
that is known beforehand), there will not be a destination address
resi due.
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B.- For a given destination prefix known by the network nodes (e.g.,
when prefix contexts are used, or if there can only be one
destination prefix), if there can be several possible destinations in
that network, the destination address residue will be up to 8 bytes
(it could be | ess depending on how the addresses in that network are
built, for exanple, it could be just 2 bytes).

C.- For destination prefixes not covered by prefix contexts or a
priori know edge by the nodes, the destination address residue wll
have to be the whol e address (16 bytes), since an internedi ate node
does not know which is the destination prefix.

An advantage of PRO as in TRO, is that a node only has to store the
Rul es for the communications it is involved in as an endpoi nt, which
mnimzes nenory requirenents and the inpact of potential SCHC
context updates. For exanple, 6LRs do not have to store SCHC
context. An exception is a 6LBR, which has to store the Rules for

t he communi cati ons of other endpoints with external nodes (if any).

A potential advantage of PROis that, in contrast with TRO, paths for
i ntranetwor k conmuni cati on are not necessarily constrained to
traversing a root node. Another feature is that the routing solution
to be used is not tied to RPL non-storing nbde. However, the routing
solution may involve other constraints and/or trade-offs.

A 4. Summary

Assessing the suitability of the different SCHC Lo route-over
mul ti hop approaches requires considering the foll ow ng di mensions:
network size, node nenory capabilities, header overhead, routing
constraints / path optimality, and intra- or inter-network
comruni cati on.

SRO is best suited for small and static-SCHC- context networks, such
as a snmall hone or a snall office network (SRO nmay be used in |arger
networks as well, although with a trade-off w th header conpression
performance and/or SCHC cont ext managenent cost). PRO and TRO of fer
greater network scalability. TRO s best applicability is in networks
where upwards traffic is dom nant and RPL deploynents are already in
pl ace and (e.g., a smart grid network). PRO does not require RPL and
can be a better fit when non-upwards traffic is significant (e.g.,

bet ween any 2 nodes within the same network, as in a |arge hone
net wor k. )
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Appendi x B. Relationship with RFC 7973

As reported in RFC 7973, |EEE assigned an Ethertype (w th val ue
OXAOED) for "IPv6 datagrans usi ng LOWPAN encapsul ation". As per RFC
7973, any | Pv6 datagram using the Dispatch octet as defined in
Section 5.1 of RFC 4944, subsequently updated by RFC 6282, is
regarded as usi ng LOWPAN encapsul ati on.

The present docunment al so uses LoWPAN encapsul ation, as it uses the

Di spatch octet as described in RFC 7973. Therefore, the
functionality described in the present docunent can al so benefit from
the nmentioned Ethertype.
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