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Abstract

[ 1 EEE802. 15. 7], "Short-Range Optical Wrel ess Comunications" defines
Wi rel ess conmuni cation using visible light. It defines how data is
transm tted, nodul ated, and organized in order to enable reliable and
efficient communication in various environnents. The standard is
designed to work al ongsi de other w rel ess comunication systens and
supports both Line-of-Sight (LGOS) and Non-Line-of-Sight (NLOS)

conmmuni cati ons. However, anbient light interference from natural
sunlight or artificial lighting sources can inpact signal

reliability. To mtigate this, advanced nodul ati on techni ques,
optical filtering, and adaptive power control can be enployed. This
docunent describes how IPv6 is transmitted over short-range optical

Wi rel ess conmuni cati ons (OANC) using | Pv6 over Low Power Wrel ess
Personal Area Network (6LoWPAN) techniques.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 April 2026.
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1. Introduction

The rapid growmh of the Internet of Things (l10oT) has led to a
significant increase in the nunber of wireless comrmunication
technologies utilized for real-tinme data collection and nonitoring in
various industrial domains, such as manufacturing, agriculture,
heal t hcare, transportation, and so on. This trend highlights the

i mportance of wireless communication in facilitating real-time data
exchange and analysis, ultimately contributing to efficiency and

deci si on- naki ng processes across different industrial sectors.

Optical Wrel ess Comuni cations (OANC) stands as one of the potentia
candi dates for 10T wirel ess conmuni cation technol ogi es, extensively
appl i ed across various industrial domains. The [|EEE802.15.7]
standard outlines the procedures for establishing bidirectiona
communi cati ons between two OAC devices. Furthernore, |EEE 802.15.7
del i neates a conprehensi ve OAC standard, enconpassing features like
Vi si bl e Li ght Communication (VLC), Short-Range Conmunication, Line-
of - Si ght (LOS) and Non-Line-of-Sight (NLOS) Support, Hi gh and Low
Data Rates, Energy Efficiency, and Secure Conmunication. 1In
addition, the standard has evol ved t hrough subsequent rel ated

devel opments to address energing application requirenents:

* [ 1 EEE802. 15. 7a] introduces Optical Canera Comunications (OCQ),
utilizing i mage sensors for data reception, maki ng OAC applicabl e
to smart city applications and enhanced vehi cul ar commruni cati on

* [ 1 EEE802. 15. 13- 2023] was devel oped for industrial |oT and includes
new PHYs with pul se nodul ation (OOK/ FDE) and adaptive OFDM f or
factory automation and real -time industrial networking.

* [ 1 EEE802. 11bb-2023] extends W-Fi technology to optica
communi cati on, |everaging the existing 802.11 MAC and PHY | ayers.
Thi s enabl es seam ess integration of OAC into nainstreamwi rel ess
net wor ks, openi ng new possibilities for high-speed data
transm ssion in indoor environments.

Wil e I EEE 802.15.7 and its rel ated anendnents define the physica
and MAC | ayers for Optical Wrel ess Conmunication (OAXC), the
docunents do not specify how | Pv6 packets are transmtted over such
links. Therefore, this docunent defines the adaptation of |IPv6 over
ONC to enable | P-based interoperability across OAC and ot her | ow
power wirel ess technol ogies.

ONC is imune to Radio Frequency (RF) interference, making it highly
suitable for environments such as hospitals, airplanes, and
industrial facilities, where RF interference is a concern
Additionally, OANC can |everage existing visible light infrastructure,
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reduci ng depl oynent costs for smart lighting and 10T applications.
ONC al so provides energy-efficient operation. Neverthel ess, OAC
performance is affected in Non-Line-of-Sight (NLoS) |inks, and by
i nterference produced by anbient |ight sources.

ONC supports various network topol ogies, including peer-to-peer and
star configurations. Wth IPv6 over OAC, it is possible to extend
the network topology to include the mesh topol ogy by using a route-
over mechanism However, |Pv6 over OAC needs 6LOWPAN technol ogi es

[ RFC4944] [ RFC6282] [RFC6775] [ RFC8505] because of the low bit rates,
limted frame size and energy constraints of OAC. | nplenenting
header conmpression (e.g., 6LOWPAN or SCHC) significantly reduces
packet size, |owering transm ssion power requirenents and extending
battery life for 10T devices. This nakes OAC an alternative for |ow
power wi rel ess communi cation in energy-constrained environments.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

This specification requires readers to be fanmiliar with all the terns
and concepts that are discussed in "IPv6 Statel ess Address

Aut oconfi guration" [RFC2462], "IPv6 over Low Power Wrel ess Persona
Area Networks (6LOWPANs): Overview, Assunptions, Problem Statenent,
and Goal s" [RFC4919], "Transm ssion of |Pv6 Packets over |EEE

802. 15. 4 Networks" [RFC4944], and "Nei ghbor Discovery Optim zation
for 1Pv6 over Low Power Wrel ess Personal Area Networks (6Lo0oWPANS)

[ RFC6775], and "SCHC. Generic Framework for Static Context Header
Conpressi on and Fragnentation" [RFC8724].

6LoWPAN Node (6LN)
A 6LOWPAN node is any host or router participating in a LOWPAN
This termis used when referring to situations in which either a
host or router can play the role described.

6LoWPAN Router (6LR)
An intermediate router in the LOWPAN that is able to send and
receive Router Advertisenments (RAs) and Router Solicitations
(RSs), as well as forward and route | Pv6 packets. 6LOWPAN Routers
are present only in route-over topol ogies.

6LoWPAN Bor der Router (6LBR)

A border router |located at the junction of separate 6LoWPAN
net wor ks or between a 6LOWPAN network and anot her | P networKk.
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There MAY be one or nore 6LBRs at the 6LOWPAN networ k boundary. A
6LBR i s the responsible authority for | Pv6 prefix propagation for
the 6LoWPAN network it is serving. An isolated LoWPAN al so
contains a 6LBR in the network that provides the prefix(es) for
the isol ated network.

Dupl i cate Address Detection (DAD):
A mechani smused in | Pv6 networks to ensure that no two devices
share the sane address, preventing address conflicts.

3. Short-Range Optical Wrel ess Conmuni cations

Optical Wrel ess Comunication (OAC) utilizes intensity nodul ati on of
optical sources, such as Light Emtting D odes (LEDs) and Laser

Di odes (LDs), to transnmit data at speeds faster than what the human
eye can perceive. OANC conbines |lighting and data communi cati ons,
finding applications in various donmains including area |ighting,
signboards, streetlights, vehicles, traffic signals, displays, LED
panel s, and digital signage.

| EEE802. 15. 7 descri bes the use of OANC for optical wreless persona
area networks (OANPANs) and covers topics such as network topol ogies,
addressing, collision avoidance, acknow edgnent, performance quality
i ndi cation, dimmng support, visibility support, colored status

i ndi cation, and color stabilization.

3.1. Network Topol ogi es

The MAC | ayer of ONC provides three types of topol ogi es: peer-to-

peer, star and broadcast. |In the star topology, the comrmunication is
est abl i shed between devices and a single central controller, called
the coordinator. |In the peer-to-peer topology, one of the two

devices in an association takes on the role of the coordinator. More
conpl ex topol ogi es, such as the nesh topol ogy, can be supported by
usi ng peer-to-peer at the higher layer with I Pv6 over OAC.

3.2. Protocol Stack of OAC
| EEE 802.15.7 defines a protocol stack in terms of a nunmber of |ayers

and subl ayers, depicted in Figure 1. The Physical Layer (PHY) in
ONCs conprises the light transceiver and its associated | ow | eve

control mechanisns. It handl es the transmi ssion and reception of
Iight signals, encoding and decodi ng data, and managi ng t he physica
characteristics of the conmunication channel. On top of the PHY,

there is a Media Access Control (MAC) sublayer that facilitates
access to the physical channel for various types of data transfers.
The MAC subl ayer controls how devices share the nedi um nanages
access protocols, and ensures fair and efficient utilization of the
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optical wireless communi cati on channel. The PHY and MAC subl ayer
formthe data Iink layer in optical wreless comunication, enabling
the transm ssion and reception of data over the physical medium

The upper layers, depicted in Figure 1, include the network |ayer
responsi bl e for network configuration, manipulation, and nessage
routing, as well as the application |ayer which enconpasses the

i ntended functionality of the device. 1In order to access the MAC
subl ayer, a logical link control (LLC) layer can utilize the service-
speci fic convergence sublayer (SSCS). The LLC |layer provides a

bri dge between the upper |ayers and the MAC subl ayer, facilitating
the transfer of data and control information between the two | ayers.
The upper layers, including the network | ayer and application |ayer,
work in conjunction with the MAC subl ayer and utilize the LLC | ayer
and SSCS to enable efficient comunication and functionality within
the optical wreless comunication system

o m e e e e e e e e e e e e e e e e eeeo— o on + - - - - - - - - - -
| Logi cal Link Control (LLC) Sublayer |

o m m e e e e e e e e e e e e e e e e e meamaoo- +

| Service-Specific Convergence Subl ayer | ONC Li nk Layer

oo e e e e e e e e e e e e e m e a oo - +

| MAC Subl ayer |

o m e e e e e e e e e e e e e e e e eeeo— o on + - - - - - - - - - -
| Physi cal Layer | OAC Physical Layer
o m m e e e e e e e e e e e e e e e e e meamaoo- + - - - - - - - - - -

Figure 1: Protocol Stack of OAC

In order to send an | Pv6 packet over OAC, the packet MJST be passed
down to the LLC sublayer. For |Pv6 addressing or address
configuration, the LLC sublayer MJUST provide related informtion,
such as link-layer addresses, to its upper |ayer.

3.3. Addressing of OANC Devices

ONC devi ces have a unique 64-bit address. When a device associ ates
with a coordinator node it is allowed to be allocated a short 16-bit
address. Either address is allowed to be used for comruni cation
within the ONC data |ink network. Therefore, both of the 16-bit and
64-bit addresses can be used to generate an IPv6 Interface Identifier
(11D).
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3.4. MU and data rates of OAC Link Layer

[} e ——————— Ll —————————— s U
| Type | Mru | Data Rates |
[ bl ey et o}
| PHY Type 1 (PHY1) | 1,023 bytes | 11.67 kbps ~ 266.6 kbps |
I IRy . o mmemeemeemeaeeiaeaaaas +
| PHY Type 2 (PHY2) | 65,535 bytes | 1.25 Mops ~ 96 Moips |
o e e e o o e e - o e e e e e e oo +
| PHY Type 3 (PHY3) | 65,535 bytes | 12 Mops ~ 96 Mips |
Fecmmemeeiiaaaaaaa . e +

Table 1: MIU and Data Rates of | EEE 802. 15.7

Table 1 summari zes the maxi num packet size is given by the OAC
par anet er "aMaxPHYFraneSi ze", and the data rate that can be supported
for each OANC PHY type, as specified in the | EEE 802. 15. 7.

4. Specification of IPv6 over ONC

ONC technol ogy has requirements owing to | ow power consunption and
al | oned protocol overhead. 6LoOWPAN st andards [ RFC4944] [ RFC6775]

[ RFC6282] provide useful functionality for reducing the overhead of
I Pv6 over ONC. This functionality consists of |ink-local |IPv6
addresses and statel ess | Pv6 address autoconfiguration (see Sections
4.2 and 4.3), Neighbor Discovery (see Section 4.4), header
conmpression (see Section 4.5) and and fragnentation (see

Section 4.6).

4.1. Protocol Stack

Figure 2 illustrates the | Pv6-over-OAC protocol stack. Upper-I|ayer
protocol s can be transport-layer protocols (e.g., TCP and UDP),
application-layer protocols, and other protocols capable of running
on top of |Pv6.

e e +
| Upper - Layer Protocol s |
oo e m e e e e e e e e e e e e e e e e e ma o - +
| | Pv6 |
. +
| Adapt ation Layer for |Pv6 over ONC |
T e +
| ONC Logi cal Link Layer |
oo e m e e e e e e e e e e e e e e e e e ma o - +
| ONC Physi cal Layer |
. +
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Fi gure 2: Protocol Stack for |IPv6 over OAC

The Adaptation Layer for |1Pv6 over OAC supports Nei ghbor D scovery,
st at el ess address autoconfiguration, header conpression, and
fragnmentation and reassenbly, based on 6LOWPAN. Note that 6LoWPAN
header conpression [ RFC6282] does not define header conpression for
TCP. The latter can still be supported by IPv6 over OAC, albeit

wi t hout the performance optim zati on of header conpression.

4.2. Statel ess Address Autoconfiguration

An ONC device perfornms statel ess address autoconfiguration as per

[ RFC4862]. A 64-bit 11D for an ONC interface is forned by utilizing
the 16-bit or 64-bit address (see Section 3.3). |In the viewoint of
address configuration, such an |II1D should guarantee a stable | Pv6
address during the course of a single connection because each data
I'ink connection is uniquely identified by ONC Data Link Layer.

Fol | owi ng the gui dance of [RFC7136], I1Ds of all unicast addresses
for ONC devices are 64 bits long and constructed by using the
generation algorithmof randomidentifiers (RIDs) that are stable
[ RFC7217] .

The Random ldentifier (RID) is derived using the F() algorithm
defined in [ RFC7217]. One of the input paraneters to F() is

Net Iface, which MAY be derived fromthe 16-bit or 64-bit OAC Link-
Layer Address. However, because short (16-bit) addresses are easily
predi ctabl e and can be subject to address-scanning attacks,

i mpl ement ati ons SHOULD apply the random zed identifier generation
schene of [RFC7217] to ensure IID stability and privacy. The F()

al gorithm SHALL use SHA-256 as the hash function. An optiona
Net wor k_|1 D paraneter MAY be included to increase randomess in IID
generation. The secret key MJST be at least 128 bits | ong and SHOULD
be initialized with a cryptographically strong pseudorandom val ue as
recommended i n [ RFC4086] .

4. 3. | Pv6 Link-Local Address

The 1 Pv6 Link-Local Address for an OANC device is formed by appendi ng
the IIDto the prefix fe80::/64, as depicted in Figure 3.
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4. 4.

4.5.

4. 5.

Cho

Figure 3: IPv6 Link-Local Address in OAC
Nei ghbor Di scovery

Nei ghbor Di scovery Optim zation for 6LOWANs [ RFC6775] [ RFC3505]
descri bes the Nei ghbor Discovery approach in several 6LoWPAN

t opol ogi es, such as nesh topology. |Pv6 over OAC supports nesh
topol ogi es wi th route-over.

* \When an ONC 6LN is directly connected to a 6LBR, the 6LN registers
its address with the 6LBR by sending a Neighbor Solicitation (NS)
message i ncluding the Extended Address Registration Option (EARO
[ RFC8505]. In this single-hop case, Duplicate Address Detection
(DAD) [ RFC6775] is not required, since the 6LBR nanages address
registrations for its attached nodes.

* For multi-hop topol ogies, the 6LBR MJUST perform DAD on registered
addresses to ensure address uni queness across the entire OAC
network. In such networks, internmediate 6LNs that connect to
mul ti pl e nei ghbors MAY act as 6LoWPAN Routers (6LRs) to forward
Nei ghbor Di scovery messages as specified in [ RFC6775].

* \When receiving RSs and RAs, the OAC 6LNs MJST foll ow Sections 5.3
and 5.4 of [RFC6775].

*  \When an OANC device is a 6LR or 6LBR, the OAC device MJST foll ow
Sections 6 and 7 of [RFC6775].

Header Conpression
1. Traditional 6LOWPAN header conpression
Header compression as defined in [ RFC6282], which specifies the
compression format for |1 Pv6 datagrans on top of | EEE 802.15.4, is
REQUI RED in this docunent as the basis for | Pv6 header conpression on

top of ONC. Al headers MJST be conpressed according to the encoding
formats described in [ RFC6282].
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Therefore, | Pv6 header conpression in [ RFC6282] MJST be i npl enent ed.
Further, inplementations MAY al so support Generic Header Conpression
(GHC) as described in [ RFC7400].

If a 16-bit address is required as a short address, it MJST be forned
by the 16-bit OAC Link Layer Address as shown in Figure 4.

0 1

0123456789012345
B i S S ik s S N S S
| 16-bit OAC Link Layer Address |
R T i T i e s ik T e R T

Figure 4: OAC Short Address Fornmat

4.5.2. SCHC header conpression

The 6LOWPAN Capability Indication Option (6CIO is defined in

[ RFC6775]. This docunent introduces a new capability flag, the ‘S
bit, indicating support for SCHC header compression. In addition,
Static Context Header Conpression and fragnentation (SCHC)[ RFC8724]
is optionally used in OAXC networks to reduce overhead. A signaling
mechani sm SHOULD be i npl enented to indicate whether a node supports
SCHC conpression. For instance, SCHC MAY be used to conpress | Pv6
headers, |Pv6/ UDP headers, |Pv6/ UDP/ CoAP (if CoAP is used), etc.

[ RFC8724] .

In the star topology, in order to signal that a node supports SCHC
for header conpression, the node uses the 6LOWPAN Capability

I ndication Option (6CIO, with a new 6LOWPAN Capability Bit called
the "S" bit. This 'S bit is intended to indicate generic SCHC
functionality, so that it is applicableit emul ates beyond OAC
networks. Future standardization efforts MAY define a generic
specification for the 'S bit that extends to other |ink-Iayer

technol ogies. The "S" bit is the last bit (47th bit) of the "6LoWPAN
Capability Bits" registry (see Figure 5).

0 1 2 3

01234567890123456789012345678901
T i i S
| Type | Length =1 | Reserved | Xl Al D L| Bl P| E| G
i i i i S i i i i it IR P SR S
| Reser ved | S|
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 5: New 6LOWPAN Capability Bit in the 6ClO
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New option fields:
S: 1-bit flag. Set to indicate that the node sending the 6Cl O
option supports SCHC for header conpression.

Typically, the 6O (with the "S" bit set) will only be sent in
6LoWPAN- ND Router Solicitation (RS) packets. The resulting 6LoWPAN-
ND Rout er Advertisement (RA) can then al ready make use of SCHC and
thus indicate SCHC capability inplicitly.

In a nmultihop topol ogy, SCHC header conpression can only be used as
| ong as the whol e 6LOWPAN network is admnistratively required to
support SCHC- conpressed packet transmi ssion over a nultihop network.
In that case, all network nodes MJST support at |east one of the
rout e-over nodes defined in [I-D.ietf-6lo-schc-15dot4], i.e.,

Strai ghtforward Route-Over (SRO), Tunnel ed, RPL-based Route-Over
(TRO or Pointer-based Route-Over (PRO, and all network nodes MJST
use the same route-over node at a given tine.

In order to transmit a SCHC-conpressed | Pv6 packet over OAC, the
frane format to be used depends on the network topology (i.e., star
vs nultihop) and, for multihop topol ogies, on the route-over node
used. The frame format SHALL be the correspondi ng one defined in
Sections 4.1 to 4.3 of [I-D.ietf-6lo0-schc-15dot4], where "I EEE
802.15. 4 frame payl oad" needs to be replaced by "I EEE 802.15.7 frane
payl oad" in the case of |IPv6 over ONC.

4.6. Fragmentation and Reassenbly Considerations

For PHY1 of OAC, |Pv6 over OANC MUST use [ RFC4944] Fragnentation and
Reassenbly (FAR). The MIU of OAC PHY1l is snaller than the MIU of

| Pv6 Packet (1280 bytes). However, because the MIU of OAC PHY2 and
PHY3 are bigger than MIU of |Pv6 Packet, |Pv6 over OAC MJUST NOT use
[ RFC4944] FAR at the adaptation |ayer for the payl oads as di scussed
in Section 3.4.

Even though OAC devi ces have larger MIUs (i.e., PHY2 and PHY3) than
1280 octets, use of a 1280-octet MIU is RECOMMENDED in order to avoid
need for Path MIU di scovery procedures [ RFC7668].

4.7. Unicast and Milticast Address Mapping
The address resol ution procedure for mapping | Pv6 non-mul ticast
addresses into OAC Link-Layer Addresses follows the general
description in Sections 4.6.1 and 7.2 of [RFC4861], unless otherw se
speci fi ed.

The Source/ Target Link-Layer Address option has the following form
when the addresses are 16-bit OAC Li nk Layer Addresses.
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0 1
0123456789012345
B il s S S S S I S i
| Type | Lengt h=1 |
R T i i e R e e e s i i
I I
+- Paddi ng (all zeros) -+
I I
B T i i o S

| OAC 16-bit Link Layer Address
R T i i e R e e e s i i

Figure 6: Unicast Address Mapping

Option fields:
Type:
1. This is for the Source Link-Layer Address.

2: This is for the Target Link-Layer Address.

Lengt h:
This is the length of this option (including the Type and
Length fields) in units of 8 bits. The value of this fieldis
1 for 16-bit OANC Link Layer addresse.

| EEE 802.15.7 does not natively support link-Ilayer multicast

transm ssion. Therefore, |Pv6 packets over OAC are nornmally
delivered as unicasts between two OAC devices. Wen a 6LBR is
connected to rmultiple 6LNs, it MAY emulate nulticast delivery by
performng |ink-1ayer broadcast or by replicating packets as multiple
uni casts, while considering the resulting energy imnmpact on
const rai ned nodes.

To reduce unnecessary transm ssions, the 6LBR SHOULD nai ntains a
record of nulticast |isteners at the ONC |ink-layer granularity
(rather than the subnet |evel) and MJUST NOT forward nulticast packets
to 6LNs that have not registered as listeners for the rel evant

groups.

In the reverse direction, a 6LN MJST send I Pv6 nulticast packets as

uni casts to the 6LBR, which then distributes themaccording to its
mul ticast |istener table.
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5. Internet Connectivity Scenarios

The scenarios in this section provide useful context for
under st andi ng OAC devi ce network configurations. To further clarify,
ONC can operate in two primary configurations.

* Single-hop networks: Suitable for small-scale |0oT applications
such as snall-scale smart home aut omation, where OAC-enabl ed
devi ces comunicate directly.

* Milti-hop networks: Suitable Wiere OMNC devices relay data across
mul tiple hops to extend the network range (e.g., for industrial
| oT deploynments). Additionally, interoperability with other 6lo
Wi rel ess technol ogi es can be considered. In hybrid networks, |Pv6
over OAC can coexist with these technol ogies by utilizing I Pv6
routing nmechani sns, allow ng seam ess integration with existing
infrastructure

5.1. ONC Device Network Connected to the |nternet

Figure 7 illustrates an exanple of an OAC device network connected to
the Internet. Each OAC device, such as a 6LN, 6LR or 6LBR is

consi dered an OAC device, and they comruni cate with one another as
long as they are within each other’s range.

6LN

I
6LR ------- 6LBR -- (( Internet )) -- Correspondi ng Node

. <-Subnet--> .
to the
I nt er net

Figure 7: Exanmple of OAC Device Network Connected to the Internet

The 6LBR is acting as a router and forwardi ng packets between 6LNs
and the Internet. Also, the 6LBR MJST ensures address collisions do
not occur because the 6LNs are connected to the 6LBR like a start
topol ogy, so the 6LBR checks whether or not |Pv6 addresses are
duplicates, since 6LNs need to register their addresses with the
6LBR.
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5.2. OANC Device Milti-hop Network

In sone scenarios, the ONC device network MAY operate as a sinple,

i sol ated ad-hoc network, as illustrated in Figure 8. Two groups of
6LNs are interconnected in a star topology, wth each group connected
to a 6LR

6LN 6LN
OXC link — | OXC |ink —!|
6LN -—{——— GLk ———————————— {— 6LRI ——————— 6LN
I — CMg I'ink
GLN
<------- Subnet - ------ - >

Figure 8: Exanple of isolated OAC Device Milti-hop Network
In multihop (i.e., nore conplex) topol ogies, DAD requires the
extensions for multihop networks, such as the ones in [RFC6775].

6. | ANA Consi der ati ons

I ANA is requested to nake the follow ng addition to the "6LoWPAN
Capability Bits" registry, as follows:

. e S +
| Bit | Description | Reference

o e o e e e e e R +
| 47 (suggested) | SCHC Support (S bit) | RFC This |
e S TR +

Figure 9: New 6LOWPAN Capability Bit (S bit)
7. Security Considerations
Security nechanisns for | Pv6 over ONC MUST address confidentiality,
integrity, and replay protection. Future work may consider optical -
| ayer encryption and physical -1 ayer key establishnent.
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Annex A. Exanple Use of Conbi ned 6LOWPAN HC and SCHC

Thi s annex presents an optional strategy and considerations for
conbi ni ng 6LOWPAN and SCHC header conpression techniques within | Pv6
over OAC networks. The goal is to provide flexibility across

di fferent deploynment scenarios and traffic patterns. This strategy
is not arequired part of the specification.

Choi, et al. Expires 24 April 2026 [ Page 17]



RFC | Pv6 over ONC Cct ober 2025

A.1 Mdtivation

ONC- based | Pv6 networks can involve both | owlatency, |oca

conmuni cation (e.g., between nearby sensor devices), and |onger-range
or upstream comruni cation (e.g., to cloud services). Each of these
conmmuni cati on patterns may benefit fromdifferent header conpression
t echni ques.

6LOWPAN i s |ightweight and quasi-stateless, making it attractive for
devices with strict nmenory or processing constraints. 6LoWPAN i s not
fully statel ess because it al so supports context-based conpression
for specific prefixes or addresses, particularly in globa

conmuni cati on scenarios [ RFC6282].

SCHC, on the other hand, may require nore nmenmory and processing due
to its stateful nature, but offers significantly higher conpression
ef ficiency when header field values are predictable. In lowbit-rate
t echnol ogi es, SCHC s higher conpression ratio may |lead to reduced
overall transmission time, offsetting the additional processing
overhead. Supporting both conpression schenes can hel p address the
needs of heterogeneous devices and depl oynents.

A. 2 Conpression Sel ection Strategy

An OXC node is able to select an appropriate header conpression
met hod based on the foll owi ng contextual factors:

* Header Field Predictability: The key determ nant is whether the
val ues of header fields can be predicted at the tine of
conpression. This inpacts SCHC s effectiveness nore than whet her
traffic is periodic or event-driven

* Traffic Characteristics: A though traffic nmay be periodic or
event-driven, what matters nore is the structure and stability of
the header field values across packets. Structured, repeated
traffic patterns favor SCHC

* Service Requirenments: Delay-sensitive applications do not
automatically favor 6LoWPAN. \While SCHC may invol ve hi gher
processing latency, its ability to reduce packet size can inprove
transm ssion tinmes—especially over |lowdata-rate |inks.

* | nplementation Constraints: Devices with mininml nenmory and
processing capacity may prefer 6LOWPAN HC due to its sinpler
encodi ng and | ower overhead. Mre capabl e devices can benefit
from SCHC s hi gher efficiency.
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* Interoperability Needs: In mxed deploynents, |egacy 6LOWPAN- only
nodes and SCHC- capabl e nodes may coexist. Supporting both schenes
ensures conpatibility and facilitates gradual network upgrades.

Si gnal i ng mechani sns, such as the 'S bit in the 6LOWPAN Capability
Option, can help indicate SCHC support and coordi nate behavi or across
devi ces.

Note: SCHC is not limted to LPWAN scenarios. It can be effective in
short-range, high-density depl oynents when header predictability and
conpression efficiency are beneficial

A. 3 Exanpl e Scenari os

The foll owi ng are exanpl e cases where conbi ni ng 6LOWPAN and SCHC
m ght be benefici al

* M xed Ceneration Deploynent: O der devices running | egacy 6LoWPAN
stacks operate al ongsi de newer SCHC-capabl e nodes, enabling
gradual network transition.

* Resource-Constrai ned Devices: Mninml hardware nodes use 6LoWPAN
HC, while gateways with nore resources apply SCHC for upstream
traffic.

* Milti-Protocol Conpression: SCHC is used to conpress headers
beyond | Pv6/ UDP, includi ng CoAP, | CMPv6, and even QUI C (as per
evol ving specifications).

This hybrid approach allows for fine-grained optim zation based on
depl oynent constraints, device diversity, and application-|eve
priorities.
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