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1. Introduction

Low Power and Lossy Networks (LLNs) require adaptations of Internet
protocols to operate efficiently under constraints such as limted
energy, |low data rates, constrained menory, and duty-cycled radio
operation. In many LLN deploynents, the wireless interface is the
dom nant source of energy consunption. As a result, protocol design
must mnimze transmssions, idle listening, and the nunber of nodes
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i nvol ved in control -plane operations.

| Pv6 Nei ghbor Discovery (ND) was optimzed for LLNs in [RFC6775] and
| ater extended by [ RFC8505], [RFC8929], [RFC9010], and [ RFC9685].
These specifications reduce nulticast usage, limt control-plane
participation, and introduce explicit address registrati on nechani sns
to better support energy-constrained and duty-cycl ed devi ces.

In general 1Pv6 networks, address and prefix assignment are well
supported by Statel ess Address Auto-Configuration (SLAAC) [ RFC4862]
and DHCPv6 [ RFC9915]. However, these mechanisns do not fully align
with the architectural and operational goals of RFC8505-based 6LoWPAN
depl oynents, particularly in scenarios requiring:

* Strict mnimzation of nmulticast traffic,
*  Avoi dance of centralized infrastructure,
* Localized control -plane interactions,

* Algorithmcally structured address assignment to support routing
optim zati ons.

Thi s docunent does not attenpt to replace SLAAC or DHCPv6 in genera

| Pv6 networks. Instead, it addresses a specific gap in 6LOWPAN LLNs
operating under RFC8505-based Nei ghbor Di scovery optim zations, where
nodes may need to request addresses or prefixes directly from

nei ghboring routers wi thout introducing DHCPv6 infrastructure.

1.1. Linmtations of DHCPv6 in Constrai ned LLNs
DHCPv6 relies on a client-server nodel and typically uses multicast
(e.g., Solicit nessages sent to FF02::1:2). In |EEE 802.15.4
[ EEEB02154] and simlar LLNs, IPv6 nulticast is comonly mapped to
|l ink-1ayer broadcast. Such broadcasts cause all nodes on the channe
to wake up and process the frame. |In duty-cycled networks, this
i ncreases:
* Radi o wake- ups,
* |dle listening tine,
* Channel contention,

* COverall energy consunption
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1.

2

Furthernmore, DHCPv6 requires a reachable server, often via relay
agents, which may introduce multi-hop control paths and centralized
state managenent. In lossy multi-hop LLNs, |onger control paths
increase failure probability and recovery cost.

Whi |l e DHCPv6 can be efficient in traditional |IPv6 networks, including
support for long lifetimes and reduced renewal frequency, its
architectural nodel does not align with the distributed, strictly

| ocal i zed control -pl ane design promoted by RFC8505-based 6LoWPAN

Nei ghbor Di scovery.

2. Agorithmc and Distributed Address Assignnent

Recent work has denonstrated the benefits of algorithmcally
structured addressing in constrained networks (e.g., [RFC9453],
[1-D.ietf-6l o-pat h-aware-senmanti c-addressi ng], [ SHENOY21l], [BLESS22],
[ RIDOUX05]). Such approaches can sinplify routing, reduce forwarding
state, and inprove scalability. These schenes often require routers
to assign addresses or prefixes according to a distributed Address
Assi gnnent Function (AAF).

Exi sting nmechani sms do not provide a standardi zed way for a 6LoWPAN
Node (6LN) to explicitly request an address or prefix froma

nei ghbori ng 6LOWPAN Router (6LR) within the optinized ND franmework
defined by [ RFC8505].

Thi s docunent specifies a new Nei ghbor Di scovery option, the Generic
Addr ess Assignnment Option (GAAO, that enables a node to request an
address or prefix directly froma nei ghboring router using ND
messages. The nechani sm

* (Qperates strictly at 1-hop,

* Avoids introducing DHCPv6 infrastructure,

* Aligns with RFC8505 registration procedures,

* Supports distributed algorithn c address assi gnnent.

GAAO conpl enents the Extended Address Registration Option (EARO
defined in [ RFC8505] and its extensions, integrating address/prefix
assignnent into the existing optimzed ND franmework for 6LOoWPAN

Ter m nol ogy
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2.1. Requirenents Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2.2. Acronyns

Thi s docunent assunes familiarity with the terni nology defined in
[ RFC6775] and [RFC8505]. In particular for the follow ng acronynmns:

*6Cl O: Capability Indication Option

*6LBR*: 6L0WPAN Bor der Router

*6LN*: 6LOWPAN Node

*6LOWPAN*: | Pv6 over Low Power Wrel ess Personal Area Network
*6LR*: 6LoWPAN Rout er

*AAF*:  Address Assignment Function

*ARO*: Address Registration Option

*EARC: Extended Address Registration Option
*GAAO: Generic Address Assignnent Option
*I'I1D*: Interface |Dentifier

*LLN*: Low Power and Lossy Network

*NA*: Nei ghbor Adverti senent

*ND*: Nei ghbor Di scovery

*NS*: Nei ghbor Solicitation

*Pf xLen*: Prefix Length

*RA*: Router Advertisement

*RS*: Router Solicitation

*SLAAC*: Statel ess Address Auto-Configuration
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*SLLAO*: Source Link-Layer Address Option
*TLLAO+: Target Link-Layer Address Option
2.3. Definition of Terns

*Address Assignment Function (AAF):* The Address Assignment Function
(AAF) is an inmplenentation of the algorithmused by 6LRs/6LBR to
assign an address/prefix to requesting nodes. |In order to avoid
addressing i ssues, only one AAF is used in a deploynent. An AAF
assigns either addresses or prefixes but not both. This allows in
certain cases to indicate whether a node is requesting an address
or a prefix.

*GAAQ * Ceneric Address Assignnent Option defined in this
specification (Section 4).

3. Algorithnically Assigned Addresses and Prefixes

The 1 Pv6 address assignment nodel within a | ocal domain relies on
randomy generated Interface ldentifiers (11Ds). These can be
assigned in two ways: a centralized approach usi ng DHCPv6

([ RFC9915]), which guarantees collision-free addresses, or a
decentral i zed approach using SLAAC ([ RFC4862]). 1In the latter case,
addi ti onal mechani sms are required to ensure address uni queness and
security, including Duplicate Address Detection (DAD) [RFC4862],
Cryptographically Generated Addresses (CGA) [ RFC3972], and Secure
Nei ghbor Di scovery (SEND) [ RFC3971]. However, there is a third
approach for address assignnent, which is distributed and collision-
free: algorithmically generated addresses (e.g., [SHENOY21],

[ BLESS22], [RI DOUX05], [ ERI KSSONO4]).

The Address Assignment Function (AAF) will work as a decentralized
and distributed fashion. The AAF is used to assign addresses and
prefixes to nodes as they join a network. To ensure consistency, al
6LoWPAN Nodes (6LNs), 6LOWPAN Routers (6LRs), and 6LoWPAN Bor der
Routers (6LBRs) MJST use the sane AAF within a given network
instance. Wen a node needs an address/prefix, it first selects a
nei ghbori ng 6LR/ 6LBR from those that responded to its initial Router
Solicitation (RS) with a Router Advertisenent (RA), as specified in
[ RFC6775]. The node then sends an explicit request for an address/
prefix to the chosen 6LR/ 6LBR (see Section 5 for details about
messages sequence and processing). The 6LR/ 6LBR assigns the address/
prefix based on the AAF. Depending on the specific technol ogy and
algorithmin use, the 6LRI6LBR will either inplicitly register this

assignnent to the requesting 6LN, or will indicate to the 6LN that an
explicit registration of the assigned address/prefix is necessary to
confirmits use. The overall process is illustrated in Figure 1.
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STEP
6LN 6LR/ 6LBR

| |
1. | Address/Prefix Request | \

[ T T > | 0\

| | + Request Phase
2. | Address/Prefix Ofer |/

| <emmmm e | /

| , |
3. | Address/Prefix Acceptance | \

[ T T > | 0\

| + Optional Explicit

4. Address/ Prefix Confirmation | / Registration Phase

I
I
| <o |/
| |

Figure 1: Address/Prefix assignnent sequence.

The optional registration phase (steps 3 and 4) is inplenented using
the address/prefix registration procedures defined in [ RFC3505],

[ RFC9685], or [I-D.ietf-6lo-prefix-registration]. |In this phase, an
Ext ended Address Regi stration Option (EARO) and SLLAO are used to
regi ster an address/prefix, which, in this context, is not self-
generated. However, to initiate the process--specifically steps 1
and 2, a new Ceneric Address Assignnent Option is required and
proposed in this document. Because no existing mechani smcan be
readily used for this purpose. The remainder of this docunment first
defines the format of this option (see Section 4), followed by a
revi sed sequence and processing of Address/Prefix assignment nessages
(see Section 5).

4. Generic Address Assignment Option
In order for a 6LN to request the assignnment of an address or prefix,

GAAO nessage is used. The format of the GAAO nessage is shown in
Fi gure 2.
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Address/ Prefi x

+
I
+
I
+
I
I
+
I
I _
| (128 bits)
I

+

I
- +
I
I
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I
I
I
|
- +

I S S i i I I T, St S S S S S e s
Figure 2: Generic Address Assignment Option (GAAO fornmat.

Generi c Address Assignnment Option Fields:

*Type: * TBD

*Length:* 8-bit unsigned integer. The length of the option in units
of 8 bytes. This fieldis set to 1 plus the size of the ROVR
field when there is no address/prefix appended to the option. Its
val ue is augmented by 2 (16 bytes) when an address/prefix is
appended to the option.

*Status:* As defined in [ RFC8505].
*Qpaque: * As defined in [ RFC8505].

*R* 1-bit flag for explicit Registration being requested. It MJST
be initialized to O in Neighbor Solicitation (NS) nessages by the
requester and MJST be ignored by the receiver. The 6LR/ 6LBR
replying to the request with an Nei ghbor Advertiserment (NA)
message MAY set this bit to indicate that it requests a
confirmation that the address/prefix is accepted and will be used.
When the 6LR/6LBR sets the Rflag in a NA(GAAO nessage, it
indicates that no registration state has been created and that the
requester MJST explicitly register the received address/prefix to
the sane 6LR/ 6LBR using the procedures defined in [ RFC8505],
[I-D.ietf-6lo-prefix-registration], and [ RFC9685], according to
the type of the assigned address/prefix. Wen the 6LR/ 6LBR does
not set this Rflag, it inplicitly indicates that the assigned
address/ prefix has been also registered and state created as
specified in [RFC8505], [I-D.ietf-6lo-prefix-registration], and
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[ RFC9685], according to the type of the assigned address/prefix.
In the event that the 6LN does not want to use the all ocated
address/prefix, it can de-register the allocation by sending an
NS( EARO setting registration lifetine to zero, as defined in

[ RFC8505] .

*C:* 1-bit flag for Crypto-1D used for ROVR as defined in [ RFC8928]
and [I-D.ietf-6l o-updating-rfc-8928]. This flag MJST be set when
the ROVR field contains a Crypto-ID.

*Reserved:* 3-bit reserved field for future use. |t MJST be
initialized to 0 by the sender and MJST be ignored by the
receiver.

*PfxLen:* 7-bit unsigned integer. It indicates the length in bits
of the address/prefix carried in the option

*AAF:*  4-bit unsigned integer. Describes the Address Assignnent
Function (AAF), i.e. the algorithm used to assign the address/
prefix. 0 is a special value indicating that the field is not
used. In an NS(GAAO nessage, it is RECOWENDED to set this field
to O toindicate there is no preference on how the address/ prefix
is assigned. However, a 6LN MAY use a value different fromao,
meaning that it is requested to use a specific known AAF to assign
the address/prefix (see also Section 5.4). Section 7.4 describes
possi bl e values of this field.

*Assignment Lifetinme:* 16-bit unsigned integer, expressed in

m nutes. In an NS(GAAO) nessage, the field expresses a desired
lifetime. It MAY be set to zero, indicating no particular desired
lifetime. |In NA(GAAO) nessage it expresses the granted lifetine.

A node MJUST NOT use the address/prefix after expiration of the
lifetime. Address/prefix lifetime SHOULD be confi gurable
according to the AAF in use and as mtigation of certain attacks
(see Section 8).

*ROVR * As defined in [ RFC8505] and extended in [ RFC8928] and
[1-D.ietf-6l o-updating-rfc-8928].

*Address/Prefix:* 128-bit | Pv6 address/prefix. This field MAY be
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5.

present in NS(GAAO) request nessages to indicate the prefix from
whi ch the address or sub-prefix has to be derived. |I|f not present
in an NS(GAAO) nessage, it nmeans that the address returned in an
NA( GAAO nessage is inplicitly used on the interface used to send
the request. This field MJST be present in NA(GAAO) nessages that
return a successful address/prefix allocation, but MUST NOT be
present in case of error. VWhen the field is used return a prefix,
the leftnost bits are used for its encoding according to the
length field, the remaining bits are set to zero.

Messages Sequence and Processi ng

When a node bootstraps, it typically does nulticast a RS nessage and
recei ves one or nore unicast RA nmessages from nei ghbor 6LRs. The
node MAY choose one or nore 6LRs from which to request address(es) or
prefix(es). A node MAY performa request at any tine, not
necessarily at boot time, using NS and NA nmessages.

5. 1.

Request Phase

When the node requests an address/prefix, the node will go through
the follow ng steps:

1.

The node will issue an NS(GAAO) nessage to obtain the address/
prefix. In this initial address request, GAAO Status field MJST
be set to 0. Opaque, ROVR and Cflag are set according to the

| ocal configuration. R-Flag MJST be set to 0. The AAF field
SHOULD be set to zero unless by configuration there is a
preference for the assignnent algorithm The Assignnent Lifetine
field MAY be set to the desired lifetime, or zero otherw se. The
Address/Prefix field MAY be present to indicate the prefix from
whi ch the address or sub-prefix has to be derived. |In this case
the PfxLen field MIST be set accordingly. |If the Address/Prefix
field is not present, the PfxLen field MIST be set to O.

Assuming no errors occur, the node will receive an NA(GAAO
message where all fields have been copi ed back except for

* *Pfxlen:* Now indicating the actual length of the prefix. For
address assignnents this field MUST be set to 64.

* *R* The R bit is set if the 6LR requests an explicit
regi stration.

* *AAF:* It is the algorithm used to assign the address/prefix.
If the node is a 6LR it MJST use the sane AAF to generate
addresses/ prefi xes to requesting nei ghbor nodes.
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*  *Assignment Lifetine:* The maximumlifetine of the assigned
addr ess/ prefi x.

The nessage sequence is depicted in Figure 3.

NA ( GAAO I
I

Figure 3: Address/Prefix assignnent nessage sequence.

STEP
6LN 6LR/ 6LBR
I I
| ===== RS-RA Transaction Conpl eted ====== |
I I
| _ |
| Addr ess/ Prefi x Request |
T B e T >
I NS ( GAAO I
| Address/ Prefix O fer |
2. | S |
I
I

5.2. Explicit Registration Phase (Optional)

Dependi ng on the algorithmin use and the underlying technol ogy, the
address/ prefix assignment procedure termnates after these two
messages. This may be sufficient for instance in depl oynents where
the link-layer offers reliable packet delivery. The use of this
option is done by configuration. Docunents defining AAFs MJUST
explicitly state whether this phase remains optional or is mandatory
due to factors specific to the proposed al gorithm

If the R-flag is set in the received NA(GAAO nessage, the 6LN MJST
register with the obtained address/prefix by follow ng the procedures
in [ RFC8505], [RFC9685], or [I-D.ietf-6lo-prefix-registration]
dependi ng on the type of address/prefix. Wen setting the Rfl ag,
and as for [RFC4861], the 6LR is expect to receive a registration
within RETRANS TIMER nul tiplied by MAX UNICAST _SOLICIT. If no
registration is received within this anount of time the 6LR will
consider that address/prefix is not in use by the requesting 6LN

The conpl ete sequence of actions is depicted in Figure 4.
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STEP

6LN 6LR/ 6LBR

I I

| ====== RS- RA Transacti on Conpl eted ====== |

I I

| Addr ess/ Prefi x Request |

I I e > |

NS( GAAO |

I

Address/ Prefix O fer |

I NS( EARO + SLLAO)

Procedure Accordi ng to [ RFC8505], [RFC9685],
or [I-D.ietf-6lo-prefix-registration]
dependi ng on the type of address.

I

| Address/ Prefi x Regi strati on Response |
L I R R |

| NA(EARO with Status + SLLAO |
I

Figure 4: Address/Prefix assignnent nessage sequence with explicit
regi stration.

[ RFC8505], [RFC9685], and [I-D.ietf-6lo-prefix-registration], define
how nodes keep address/prefix registering state so to maintain
addressing in case of reboot. Wen needed, in order to use this
feature with GAAQ, after reboot the registrati on phase MJUST be used
to performan explicit registration and continue using the address/
prefix. However, when using GAAO, and when preformng the re-
registering, if a "Registration Refresh Request” or "Invalid

Regi stration" Status value is returned, the node MJST restart from
the top with the initial Request Phase.

5.3. Message Exchange Optim zation

There are two ways to optimze the prefix/address Request Phase: GAAO
with Address Registration and GAAO with Router Discovery.
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5.3.1. GAAO with Address Registration

Prefix/address Registration utilize NS/ NA transactions for the Iink-
| ocal address registration [RFC8505]. In this specification, for
prefix/address Request procedure utilizes an additional NS/ NA
transaction. To mnim ze the nunber of transactions, GAAO MAY be
used together with the EARO option during address registration phase.
Thi s pi ggybacki ng approach provides flexibility and mai ntains
compatibility with existing specifications [ RFC8505]. |In response
the NA nessage will contain GAAO. Figure 5 illustrates the GAAO

pi ggybacked within a |ink-1ayer address registration request and
response.

STEP

6LN 6LR/ 6LBR
I
NS( EARO + SLLAO + GAAO) I
|

|
| Addr ess Regi strati on Response
I
| NA( EARO with Status + SLLAO + GAAO |
I

Figure 5: GAAO pi ggybacking with |ink-layer Address Registration.
5.3.2. GAAO with Router Discovery

Anot her optimization for prefix/address requests can be perfornmed
during the bootstrappi ng phase of a 6LN. The GAAO MAY be included in
the initial RS nmessage, thereby inplicitly indicating that the node
supports this specification. Simlarly, 6LR 6LBR that support this
specification MIUST include a prefix/address offer in a GAAO appended
to the correspondi ng RA nessage, as depicted in Figure 6.
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STEP
6LN 6LR/ 6LBR

I RS nessage |

(6CI O + SLLAO + GAAO)

RA nmessage

(PIO + 6CI O + ABRO + SLLAO + GAAO) |

Fi gure 6: GAAO pi ggybacking with Router Discovery.

A 6LR/ 6LBR t hat does not support GAAO will sinply ignore this option,
and the correspondi ng RA nessage will not include a GAAO. This
behavior inplicitly signals that the feature is not supported.

5. 4. Error Conditions

GAAO Status field uses sane Status val ues defined in [ RFC6775] and
[ RFC8505], further revised in [RFCO010], for error reporting. This
specification introduces a new Status val ue when the AAF in GAAO in
an NS nessage is not in use in the 6LOWPAN network, as follows (see
al so Section 7):

*AAF Not Used:* The AAF in GAAOin the NS nessage is not in use in
t he 6LOWPAN net wor k.

This status MJST be used when a node requesting an address/prefix did
put an AAF value, in the corresponding field, which is not in use in
the 6LoWPAN network. When the node receives this status back it
SHOULD perform one of the foll owing actions:

* Re-issue the sanme request without specifying an AAF, neani ng set
the AAF field to 0. The 6LRwill return the AAF in use in the
6LoWPAN net wor k and enpl oyed to generate the returned address/
prefix. [If the requesting node does not support the returned AAF
it does not participate in the AAF-based 6LoWPAN network and does
not use the proposed address/ prefix.

* Re-issue the sanme request with a different AAF. The 6LoWPAN
network is not using the requested AAF but nmay be using a
different one. Note that such an approach may |ead to repeated
requests that may consune bandwi dth and energy.
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* Do nothing and do not participate in the AAF-based 6LoWPAN
net wor k.

The action to be used is selected by configuration. Wen nodes fail
to participate in the AAF-based 6LOWPAN network they MAY still use a
different nmechanism(e.g., [RFC8505]) to configure addresses/
prefixes.

6. Signaling GAAO Support

Thi s specification defines a new capability bit, naned Mflag, for
use in the 6Cl O as defined by [ RFC7400] ("6LOWPAN- GHC. GCeneric Header
Conpression for | Pv6 over Low Power Wreless Personal Area

Net works"). A 6LN that supports this specification MIST set the
Mflag in RS and RA nessages.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Type | Length = 1 | Reserved | XIA D L|BlPlE G
B i s T T i i o S o T Ji I
| FI M Reser ved |
e s o i o e i i S SIS S A

Figure 7: New GAAO Capability Bit in the 6C QO

*M* 1-bit flag. The node supports managed addresses/prefixes via
the Generic Address Assignnent Capability.

7. 1 ANA Consi derations
Thi s section provides guidance to the Internet Assigned Numbers
Authority (1 ANA) regarding registration of values related to the GAAO
specification, in accordance with BCP 26 [ RFC8126].

7.1. 1 Pv6 Neighbor Discovery (ND) Option Types
I ANA is requested to nake an addition to the "I Pv6 Nei ghbor Di scovery

Option Formats" registry under the heading "Internet Control Message
Protocol version 6 (ICMPv6) Paraneters" as indicated in Table 1:

| Type | Description | Reference |
| TBD | Ceneric Address Assignnent Option | [This Docunent] |
[ oo e e e e e e e e e oo - oo R +

Tabl e 1: New Ceneric Address Assignment Option.
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7.2. 6BLOWPAN Capability Bits

I ANA is requested to make an addition to the "6LoWPAN Capability
Bits" registry under the registry group "Internet Control Message
Protocol version 6 (I CMPv6) Paraneters" as indicated in Table 2:

B bl oo e e e U
| Bit | Description | Reference |
[ il ey e e
| TBD| MFlag for Generic Address | [This |
| | Assignnent Capability | Document] |
+----- I T I +

Tabl e 2: New 6LOWPAN Capability Bit.
7.3. GAAO Error code
I ANA i s requested to make an addition to the "Address Registration

Option Status Val ues" registry under the registry group "Internet
Control Message Protocol version 6 (ICMPv6) Paraneters" as indicated

in Table 3:
[ sl Sty by —(———r————
| Val ue | Description | Reference |
B ety ey ey
| 13 (Suggested) | AAF Not Used | [This Docunent] |
i T I i T I e I T +

Tabl e 3: New Address Regi stration Option Status
Fi el d Val ue.

7.4. Address Assignnent Function Registry

I ANA is asked to create a registry group named "Generic Address
Assi gnnent Option".

Such registry group should be populated with an octet registry named

"Address Assignment Function" and used to identify the used AAF. The
registry is popul ated as shown in Table 4:
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| Val ue | AAF Nane | Reference

[S oo fumspemsfee s s s oo s, b
| 0xO0 | No AAF. This can be used only | [This |
| | in NS nessage to indicate that | Docunent] |
| | no specific AAF is denanded. | |
S o m e e e e e e e e e e aa oo R +
| Ox1-0xE | Un-assigned | |
S R o e e e e e e e e e e e o m o R +
| OxF | Experinental Use. Used for | [This |
| | experinental purposes during | Document] |
| | inplenmentation of new AAFs. | |
S o m e e e e e e e e e e aa oo R +

Table 4: Allocation Function Sub-registry

Val ues can be assigned by IANA on a "First Cone, First Served" basis
according to [ RFC8126] .

8. Security Considerations

Thi s docunent extends [ RFC8505], which already extended [ RFC6775], as
such the security considerations of both docunents apply to this
specification. |In particular, the link |ayer SHOULD provi de
sufficient protection to prevent potential attacks. Recomendations
listed in Section 7 of [RFC8505] SHOULD be applied as well to this
speci fication.

Dependi ng on the AAF in use, the nunber of avail abl e addresses may

encounter linmtations. A rouge node may | everage on this know edge
to carry out address exhaustion attacks by inpersonating different

nodes and performing multiple requests. To mtigate such risks the
recomrendati on about the lifetime and nunber of addresses per node

described in Section 7 of [RFC8505] renmains valid.
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