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1. Introduction

Low Power and Lossy Networks (LLNs) have adapted the design of
Internet protocols to nore constrained environnents, by taking into
consi deration of energy saving, limted nenory capacity, and duty
cycling of the LLN devices, as well as | ow power |ossy transm ssions.
Since the wireless interface is a major energy drain, protocols
ai m ng at being depl oyed over LLN nust be designed in such a way to
reduce as much as possible transm ssions, allowing to turn off the
radio interface or put the interface or the whole node in the

sl eepi ng node.
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| Pv6 Nei ghbor Discovery has been al so adapted to the LLN environnent
in [RFC6775], later updated by [ RFC8505], [RFC8929], and [ RFC9010].
The target being to design protocols that reduce energy consunption,
especially in LLNs, though in general their design could be applied
in any context targeting |owering carbon enmissions. In particular,

i nterface address assignnment relies on address auto-configuration

[ RFC4862], since the use of Dynam c Host Configuration Protocol (DHCP
[ RFC8415]) is not adapted, from an energy and bandw dth perspective,
to LLN depl oynents. Indeed, LLN environments aim at avoi ding as nuch
as possi bl e asynchronous nulticast operations, because that woul d
keep nodes awake and listening. Furthernore, it is also preferable
to reduce as nuch as possible the nunber of nodes involved in contro
pl ane operations, because of energy and bandw dth constraints typica
of LLN. DHCP can still be used in Internet-of-Things (loT)

depl oynents where energy and bandwi dth are not an issue.

To avoid nulticast operations and to linmit the nunber of nodes

i nvol ved in address assignnment in LLN, mechanisns to register self-
gener at ed addresses have been desi gned ([ RFC6775],
[I-D.ietf-6lo-prefix-registration], [RFC8505], [RFC9685]).

Recent use cases show, however, that there are sone advantages in
assi gning addresses in an algorithmcally managed way. In
particular, in sone scenarios, routing and forwardi ng can be
simplified ([ RFC9453], [I-D.ietf-6lo0-path-aware-senmanti c-addressing],
[ SHENOY21], [BLESS22], [ RI DOUX05]), hence reducing the power
consunption and nmenory footprint. Algorithm c address assignnent has
its own pros and cons, as well as depl oynent requirenents. However
they have the common benefit of being easily distributed. |In other
words, it is not necessary to have a centralized approach, |ike DHCP
rat her address assignment is distributed by construction and a node
can obtain an address fromone of its neighbors who sinmply runs a
distributed al gorithm

This situation highlights an existing gap that this docunent tries to
fill: 6LOWPAN nodes have no neans to directly request an address (or
address prefix) fromrouters that are their direct neighbors.
Currently, either auto-configuration is used, or DHCP has to be

depl oyed. The former is energy efficient, but makes it hard to

i mpl ement sol utions |ike
[1-D.ietf-6l o-pat h-aware-senmanti c-addressi ng], [SHENOY21], [BLESS22],
and [RIDOUX05]. The latter, on the opposite, allows the use of
sophi sti cated assignnment algorithms, but remains inefficient froman
energy and bandw dth consunption vi ewpoi nt.

Thi s docunent proposes a new Nei ghbor Discovery Option, nanely the

Generi ¢ Address Assignnent Option (GAAO), in order for a node to
i ssue an address or prefix request to neighboring routers. GAAO
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conpl enents the Extended Address Registration Option (EARO, defined
in [ RFC8505], further extended in [I-D.ietf-6lo-prefix-registration]
and [ RFC9685] .

2. Term nol ogy

2.1. Requirenents Notation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2.2. Acronyns

Thi s docunent assunes familiarity with the terninology defined in
[ RFC6775] and [RFC8505]. In particular for the follow ng acronynmns:

6CIl O Capability Indication Option

6LBR: 6LOWPAN Bor der Router

6LN: 6LoWPAN Node

6LOWPAN: | Pv6 over Low Power Wrel ess Personal Area Network
6LR 6LoWPAN Rout er

AAF: Address Assignnent Function

ARO Address Registration Option

EARO Ext ended Address Registration Option
GAAC Ceneric Address Assignment Option
11D Interface IDentifier

LLN: Low Power and Lossy Network

NA: Nei ghbor Adverti senent

ND: Nei ghbor Di scovery

NS: Nei ghbor Solicitation

Pfxl en: Prefix Length
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RA: Router Advertisenent
RS: Router Solicitation
SLAAC. State-Less Address Auto-Configuration
SLLAG Source Link-Layer Address Option
TLLAG Target Link-Layer Address Option

2.3. Definition of Terns

Addr ess Assi gnnent Function (AAF): The Address Assignment Function
(AAF) is an inmplenentation of the algorithmused by 6LRs to assign
an address/prefix to requesting nodes. In order to avoid
addressing issues, only one single AAF is used in a depl oynent.

GAAO Ceneric Address Assignnent Option defined in the present
docunent (Section 4).

3. Algorithmcally Assigned Addresses and Prefixes

The 1 Pv6 address assignnment nodel inside a |ocal domain is based on
randoml y assigned Interface IDentifier (11D), either done in a
centralized way using DHCP, which can guarantee no address collision,
or by decentralized State-Less Address Auto-Configuration (SLAAC

[ RFC4862]), which needs additional mechanisnms to ensure the

uni queness of addresses. However, there is a third approach for
address assignnent, which is distributed and collision-free:
algorithmically generated addresses (e.g., [SHENOY21], [BLESS22],

[ R DOUX05], [ ERI KSSON04]).

The main idea is to use an Address Assignment Function (AAF) to
assi gn addresses and prefixes to nodes joining a network. All nodes,
6LNs, 6LRs, and 6LBRs, MUST use the sane AAF in the sane network
instance. Each node acquiring an address firstly needs to select a
nei ghbor 6LR by choosi ng anong the nodes that replied with a Router
Advertisement (RA) after an initial Router Solicitation (RS), as
defined in [RFC6775]. Then, the node explicitly requests an address
(or prefix) to the selected 6LR  Dependi ng on the underlying
technol ogy and al gorithm used, the node nay optionally ratify its
usage. The high-level sequence of actions is depicted in Figure 1.
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STEP
6LN 6LR
| |
1. | Address Request | \
I T > \
| | + Request Phase
2. | Address Ofer |/
R | /
| |
3. | Address Acceptation | \
I T > \
| | + Optional Ratification Phase
4. | Address Confirmation | /
R | /
| |

Figure 1: Address/Prefix assignnent sequence.

The optional ratification phase (nanely step 3 and 4), is inplenented
by using the address registration procedure defined in [ RFC8505],

[ RFC9685], or [I-D.ietf-6lo-prefix-registration]. Basically, it uses
an EARO and SLLAO nessages to register an address, which in this case
is not a self-generated address. However, in order to issue the
initial request, nanely steps 1 and 2, a new Generic Address

Assi gnnent Option (GAAO is required and proposed, since no existing
mechani sm can be readily used for this purpose. In the remaining of
this document, the format of this option is firstly defined

(Section 4), followed by a revised Address/Prefix assi gnment nessages
sequence and processing (Section 5).

4. Generic Address Assignment Option
In order for a 6LN to request the assignment of an address or prefix,

the Generic Address Assignnent Option (GAAO nessage is used. The
format of the GAAO nessage is shown in Figure 2
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0 1 2 3

01234567890123456789012345678901

B S S e i S S T A S S S S S S i S S
Type | Length | Status/PfxLen | Opaque |

B S S i i i i T T a ik S S S S S

R C Reserved |  AAF | Assi gnment Lifetinme

s T o T e e i T S S S e S e T S TR S e S R

Regi stration Omership Verifier (ROVR

Address/ Prefi x

+
I
+
I
+
I
I
+
I
I _
| (128 bits)
I

+

I
- +
I
I
e T S T e S I S
I
I
I
|
- +

I S S i i I I T, St S S S S S e s
Figure 2: Generic Address Assignnment Option fornmat.

Generi c Address Assignnment Option Fields:

Type: TBD

Length: 8-bit unsigned integer. The length of the option in units
of 8 bytes. This fieldis set to 1 plus the size of the ROVR
field when the option is used in NS nmessages. It is augmented by
2 (16 bytes) when this option is used in NA nessages because the
assi gned address/prefix is appended to the option

Status/ PfxLen: 8-bits unsigned integer. This field has two
purposes. It indicates the Prefix Length of the assigned address
if the assignment is successful or an error code otherw se.

* On success, the returned GAAO nessage MJST have 16 bytes of the
assi gned address/prefix appended to it, which neans that the
Length field will increased by 2 (cf. Length field).

* In case of failure, when no address/prefix is returned, this
field indicates an error code (See table 1 in [RFC8505] and
Section 5.4 for error codes). 1In this case, the returned GAAO
message will not have any address/prefix appended to it and the
Length field has not been increased. A returning GAAOwith the
same length as the one sent indicates error condition, whose
code MJUST be is indicated in this field.

This field MIST be set to 0 on transm ssion and ignored on
reception in NS nessages.
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Opaque: As defined in [ RFC8505].

R 1-bit flag for Ratification requested. It MJST be initialized to
0 in NS(GAAO) nessages by the requester and MJST be ignored by the
receiver. The 6LR/6LBR replying to the request with an NA(GAAO
message MAY set this bit to indicate that it requests a
confirmation that the address/prefix is accepted and will be used.
When the requester receives an NA(GAAO nessage with this bit set,
it MIUST explicitly register the received address/prefix to the
sanme 6LR using the procedures defined in [ RFC8505],
[I-D.ietf-6lo-prefix-registration], and [ RFC9685], according to
the type of the assigned address/ prefix.

C 1-bit flag for Crypto-1D used for ROVR as defined [ RFC8928] and
[I-D.ietf-6lo-updating-rfc-8928]. This flag MJUST be set when the
ROVR field contains a Crypto-I1D.

Reserved: 10-bit reserved field for future use. |t MJST be
initialized to 0 by the sender and MJST be ignored by the
recei ver.

Addr ess Assi gnnment Function(AAF): 4-bit unsigned integer. Describe
the Address Assignnment Function (AAF), i.e. the algorithm used to
assign the address/prefix. 0 is a special value indicating that
the field is not used. On request in an NS nessage, it is
RECOMVENDED to set this field to O to indicate there is no
preference on how the address is assigned. However, a 6LN MAY use
a value different fromO, neaning that it is requested to use a
specific known AAF to assign the address/prefix (see al so
Section 5.4). Section 7.4 describes possible values of this

field.

Assignnent Lifetime: 16-bit unsigned integer, expressed in mnutes.
In an NS nessage, the field expresses a desired lifetinme. It MAY
be set to zero in the NS(GAAO nessage, indicating no particular
desired lifetine. In NA(GAAO nessages it expresses the granted

maxi mum lifetime. A node MJUST NOT use the address/prefix after
expiration of the lifetine. Address/prefix lifetinme SHOULD be
configurable according to the AAF in use and as mitigation of
certain attacks (see Section 8).

ROVR. As defined in [ RFC8505] and extended in [ RFC8928] and
[1-D.ietf-6lo-updating-rfc-8928].

Address/ Prefix: 128-bit address or prefix returned in a NA(GAAO

I annone, et al. Expires 22 January 2026 [ Page 8]



I nternet-Draft GAAO July 2025

5.

message. This field MJUST NOT be present in NS(GAAO request
messages and i n NA(GAAO) nessages when an error occurs. This

field MUST be present in NA(GAAO nessages that return a

successful address/prefix allocation

Messages Sequence and Processi ng

When a node bootstraps, it typically does nulticast a RS and receives
one or nore unicast RA messages from nei ghbor 6LRs. The node MAY
choose one or nore 6LRs fromwhich to request address(es) or
prefix(es). A node MAY perform an address request at any tinme, not
necessarily at boot time using NS and NA nessages.

5. 1.

Request Phase

When t he node requests an address, the node will go through the
fol |l owi ng steps:

1.

The node will issue an NS(GAAO) request for an address
assignnent. In this initial request, GAAO MJST have a |l ength
equal to ROVR s length as a multiple of 8 bytes plus one (no

16- byt es address appended), Status/PfxLen field set to O.

Opaque, ROVR, and C-flag is set according to local the
configuration. The Rflag is set to zero. The AAF field SHOULD
be set to zero unless by configuration there is a preference for
the assignment algorithm The address Assignnent Lifetime field
MAY be set to the desired lifetime, or zero otherw se

Assumi ng no errors occur, the node will receive an NA(GAAO
message with a length increased by two, conpared to the
correspondi ng NS(GAAO nessage, because of the presence of the
address/prefix field. Al fields have been copied back except
for:

* Pfxlen: Now indicating the | ength of the prefix.

* R The R-bit is set if the 6LR requests a ratification via a
regi stration procedure.

* AAF:. It is the algorithm used to assign the address/prefix.
If the node is a 6LR it MJST use the sane AAF to generate
addresses/prefixes to requesting nei ghbor nodes.

* Assignment Lifetime: The maxinumlifetine of the assigned
addr ess/ prefi x.

The nessage sequence is depicted in Figure 3.
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(GARO

STEP

6LN 6LR

| |
1. | ---- NS with Address/Prefix Request --->

| (0 |
2. | <--- NAwith Proposed Address/Prefix --- |

I I

| |

Figure 3: Address/Prefix assignnent with GAAO nessage sequence and no
confirmation request.

5.2. Optional Ratification Phase

Depending on the algorithmin use and the underlying technol ogy the
address assi gnnent procedure term nates after these two nessages.
This may be sufficient for instance in deploynents where the |ink

| ayer offers reliable packet delivery. The use of this optionis
done by configuration. Documents defining Address All ocation
Function MJST explicitly state whether this phase renmains optional or
is mandatory due to factors specific to the proposed al gorithm

If the R-flag is set, to ratify the acceptance and usage of the
proposed address/prefix received in the NA(GAAO nessage, the 6LN
MUST register with the obtai ned address by follow ng the procedures
in [ RFC8505], [RFC9685], or [I-D.ietf-6lo-prefix-registration]
dependi ng on the type of address. Wen setting the R-flag, and as
for [RFC4861], the 6LR is expect to receive a registration within
RETRANS TI MER nul tiplied by MAX UNICAST SOLICIT. If no registration
is received within this anount of time the 6LR will consider that
address/prefix is not in use by the requesting 6LN

The conpl ete sequence of actions is depicted in Figure 4.
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STEP
6LN 6LR
I I
1. | ------ NS with Address/Prefix Request ----- > |
| (0 |
2. | <------ NA with Proposed Address/Prefix ---- |
| (0 |
3. | --- NS with Address/Prefix Registration ---> |
I (EARO + SLLAQ |
I I
Procedure According to. II?FCSSOS] , [ RFC9685], or
[I-D.ietf-6lo-prefix-registration]
dependi ng on the type of address.
4. <--- NA with Address/Prefix Registration ---

| |
| (EARO with Status + SLLAO) |
| |

Figure 4: Address/Prefix Assignnent with GAAO Message sequence.

The specifications in [ RFC8505], [RFC9685], and
[I-D.ietf-6lo-prefix-registration], define how nodes keep address/
prefix registering state so to maintain addressing in case of reboot.
When needed, in order to use this feature with GAAQ, after reboot the
optional ratification phase MJST be used to performan explicit
registration. However, when using GAAO, and when preform ng the re-
registering, if a "Registration Refresh Request” or "lInvalid

Regi stration" status value is returned, the node MJST restart from
the top with the initial request phase.

5.3. Message Exchange Optim zation

Prefix/address requests utilize NS/ NA transactions, simlar to
prefix/address registration. To mnimze the nunber of transactions,
GAAO MAY be used at the same tinme |ike the EARO option. 1n other

wor ds GAAO can be piggybacked on other transactions, hence it does
not necessarily introduce additional NS/ NA transactions. For
instance, it can be piggybacked in an link-layer address
registration, as shown in Figure 5. 1In this case the returning

NA( GAAO+EARO) will contain an address directly appended i n GAAQ,
nanely the offered prefix/address.
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(EARO with Status + SLLAO + GAAO

STEP

6LN 6LR

| |

1. | ----- NS with Address Registration ----> |

(EARO + SLLAO + TLLAO + GAAO |

I

I

I

|

|

2. | <---- NAwith Address Registration ----
I
|

Figure 5: Message sequence when GAAO i s piggybacked on a |ink-I|ayer
regi stration transaction.

VWhen prefix/address request is perforned at boot time, the GAAO
request MAY be appended as an option of the first RS nessage,
inmplicitly signaling that the node sending the RS nessage supports
the specifications in the present docunent. 1In the sanme way, the
respondi ng routers that support this docunent MJUST send back a
prefix/address offer in a GAAO appended to the returni ng RA nessage,
as depicted in Figure 6.

STEP
6LN 6LR
I I
1. | =--------- Router Solicitation -------- > |
(6CI O + SLLAO + GAAO |
I
I

|
2. | <-------- Rout er Advertisenent ---------
| (PIO + 6C1 O + ABRO + SLLAO + GAAO) |
I

Figure 6: Message sequence when GAAO is used with the RS/ RA
transacti on.

6LRs that do not support GAAO will sinply ignore the option, and the
corresponding RA, which will not include a GAAQ, inplicitly signaling
that the feature is not supported.

5. 4. Error Conditions

GAAO uses error codes defined in [ RFC6775] and [ RFC8505], revised in
[ RFCO010]. This specification introduces a new status code when the
AAF in GAAOin an NS nessage is not in use in the 6LOWPAN network, as
follows (see also Section 7):

AAF Not Used: The AAF in GAAO in the NS nessage is not in use in the
6LOWPAN net wor k.
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This status MJST be used when a node requesting an address/prefix did
put an AAF value, in the corresponding field, which is not in use in
the 6LoWPAN network. When the node receives this status back it
SHOULD perform one of the foll owi ng actions:

* Re-issue the sanme request without specifying an AAF. Meaning set
the AAF field to 0. The 6LRwill return the AAF in use in the
6LoWPAN net wor k and enpl oyed to generate the returned address/
prefix. If the requesting node does not support the returned AAF
it does not participate in the AAF-based 6LoWPAN networ k and does
not use the proposed address/ prefix.

* Re-issue the same request with a different AAF. The 6LoWPAN
network is not using the requested AAF but nmay be using a
different one. Note that such an approach may |ead to repeated
requests that may consune bandwi dth and energy.

* Do nothing and do not participate in the AAF-based 6LoWPAN
net wor k.

The action to be used is selected by configuration. Wen nodes fail
to participate in the AAF-based 6LoWPAN network they MAY still use a
di fferent nechanism (e.g., [RFC8505]) to configure addresses.

6. Signaling GAAO Support

Thi s specification defines one new capability bit for use in the 6C O
as defined by [ RFC7400] ("6LOWPAN-GHC. Generic Header Conpression for
| Pv6 over Low Power Wrel ess Personal Area Networks (6LoWPANs)"), for
use in I Pv6 ND nessages. A 6LOWPAN node that supports this
specification MJST set the Mfl ag.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type | Length =1 | Reserved | Xl Al D L| Bl P| E| G
i e e T i e e S e i e i i R e
| FIM Reserved |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y

Figure 7: New GAAO Capability Bit in the 6CQ

M  The node supports managed addresses via the Generic Address
Assi gnnent Capability.
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7. | ANA Consi derati ons

Thi s section provides guidance to the Internet Assigned Nunmbers
Authority (1 ANA) regarding registration of values related to the GAAO
specification, in accordance with BCP 26 [ RFC8126].

7.1. 1Pve ND Option Types
I ANA is requested to nake an addition to the "I Pv6 Nei ghbor Di scovery

Option Formats" registry under the heading "Internet Control Message
Protocol version 6 (I CMPv6) Paraneters" as indicated in Table 1:

| Type | Description | Reference |
[ ettty s —p——p——_————————————————————_———_ Ll p—p—_——r L
| TBD | Generic Address Assignnent Option | [This Docunent] |
S e . +

Tabl e 1: New Ceneric Address Assignment Option.
7.2. 6LOWPAN Capability Bits
I ANA is requested to nake an addition to the "6LoWPAN Capability

Bits" registry under the registry group "Internet Control Message
Protocol version 6 (I CMPv6) Paranmeters” as indicated in Table 2:

[ pemsfomsbumbemnb oo oo o s s s oo oo el e e et
| Bit | Description | Reference |
[ el s e e oo e e s s s e s e s s e e s e e s e e e st
| TBD | Generic Address Assignnment Capability (M Flag | [This |
| | | Document] |
Fomm - - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e oo N +

Tabl e 2: New 6LOWPAN Capability Bit.
7.3. GAAO Error code
I ANA is requested to nmake an addition to the "Address Registration
Option Status Values" registry under the registry group "Internet

Control Message Protocol version 6 (I CMPv6) Paraneters" as indicated
in Table 3:
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4.

[ ool s sl s
| Val ue | Description | Reference |
S e, e ety s el
| 13 (Suggested) | AAF Not Used | [This Docunent] |
I I T I I +

Tabl e 3: New address registration option val ue.
Addr ess Assi gnment Function Registry

I ANA is asked to create a registry group named "Generic Address
Assi gnment Option".

Such registry group should be populated with a one-octet registry
naned "Address Assignment Function"” and used to identify the used AAF
used. The registry is populated as shown in Table 4:

| Val ue | AAF Nane | Reference

| OxO0 | No AAF. This can be used only | [This |
| | in NS nessage to indicate that | Docunent] |
| | no specific AAF is denanded. | |
S o m e e e e e e i e e ee oo Fom e oo +
| Ox1-0xE | Un-assigned | |
B o m e e e e e e e e e N +
| OxF | Experinental Use. Used for | [This |
| | experinental purposes during | Docunent] |
| | inplenmentation of new AAFs. | |
S o m e e e e e e i e e ee oo Fom e oo +

Table 4: Allocation Function sub-registry

Val ues can be assigned by ANA on a "First Cone, First Served" basis
according to [ RFC8126].

Security Considerations

Thi s docunent extends [ RFC8505], which already extended [ RFC6775], as
such the security considerations of both docunents apply to this
specification. |In particular, the link |ayer SHOULD provi de
sufficient protection to prevent potential attacks. Recommendations
listed in Section 7 of [RFC8505] SHOULD be applied as well to this
speci fication.

Dependi ng on the Assignnent Function in use, the nunber of avail able
addresses nmay encounter linmtations. A rouge node nay |everage on
this know edge to carry out address exhaustion attacks by
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i npersonating different nodes and performing multiple requests. To
mtigate such risks the recconendati on about the lifetime and nunber
of addresses per node described in Section 7 of [RFC8505] renain

val i d.
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