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Abst ract

[ RFC2918] defines a route refresh capability to be exchanged between
BGP speakers. BGP speakers that support this capability are
advertising that they can resend the entire BGP Adj-RI B-Qut on
receipt of a refresh request. By supporting this capability, BGP
speakers are nore flexible in applying any inbound routing policy
changes as they no |onger have to store received routes in their
unchanged form or reset the session when an inbound routing policy
change occurs. The route refresh capability is advertised per AFI,
SAFI conbi nati on.

There are newer AFlI, SAFl types that have been introduced to BGP that
support a variety of route types (e.g. |Pv4/ WPN, L2VPN EVPN)
Currently, there is no way to request a subset of routes in a Route
Refresh nessage for a given AFl, SAFl. This draft defines route
refresh capability extensions that help BGP speakers to request a
subset of routes for a given address famly. This is expected to
reduce the anobunt of update traffic being generated by route refresh
requests as well as | essen the burden on the router servicing such
requests.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Thi s docunent may contain material from|ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
mat eri al may not have granted the I ETF Trust the right to allow
modi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the I ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than Engli sh.
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1. I nt roduction

[ RFC2918] defines a route refresh capability to be exchanged between
BGP speakers. BGP speakers that support this capability are
advertising that they can resend the entire BGP Adj-RI B-Qut on
receipt of a refresh request. By supporting this capability, BGP
speakers are nore flexible in applying inbound routing policy changes
as they no longer have to store copies of received routes in their
unchanged form or reset the session when an inbound routing policy
change occurs. The route refresh capability is advertised per AFI,
SAFI conbi nati on

Route refresh allows routers to dynam cally request a full Adj-RIB-
Qut update fromtheir peers when there’s an inbound routing policy
change. This is useful because routers that nutually support this
capability no | onger have to flap the peering session or store an
extra copy of received routes in their original form This hel ps by
reduci ng nenory requirenents as well as elimnating the unnecessary
churn caused by session flaps. [RFC2918] does not define a way for
routers to request a subset of the Adj-RIB-Qut for a given AFl, SAFI

This draft defines new extensions to route refresh that will allow
requesting routers to ask for a subset of the Adj-RI B-Qut for a given
AFl, SAFI conbination. For exanple, routers could ask for specific
route types fromthose address fam lies that support multiple route
types or, they could ask for a specific prefix.

As part of the new extensions, this draft conbines el enments of

[ RFC7313] and [ RFC5291] and adds a new set of options to the route
refresh message that will specify filters that can be applied to
limt the scope of the refresh being requested. The new option
format will apply to all new option types that may be defined noving
forward
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1.1. Use Case Exanples

The aut hors acknow edge that while the extensions being proposed in
this draft could potentially be addressed by Route Target Constrain
described in [ RFC4684] by using route targets to identify desired
subset of routes, this proposal includes address fanilies where RT
Constrain extension is not supported and avoi ds the necessity to
assign and manage the route targets per desired set of routes. The
approach in this draft is intended to be a single-hop refresh only,
i.e., propagation of the refreshes in a way simlar to RT Constrain
routes i s NOT intended.

Several possible use cases are discernible today:

* The capacity to refresh routes of a certain type within an address
famly is needed, e.g., auto discovery routes within the EVPN AF
[ RFC7432] .

* In VPN scenarios where RT Constrain is not supported or
configured, RDs can be used.

* |n BG LS [RFC7752] cases a speaker may choose to hold only a
subset of routes and depending on configuration request a subset
of routes. This docunment could provide further filters to support
t hose use cases.

* On changes in inbound policy, when previously configured filters
have been renoved, only the accordi ng subset of routes may be
r equest ed.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Route Refresh Options Capability
A BGP speaker will use the BGP Capabilities Advertisenent [ RFC5492]
to advertise the Route Refresh Options Capability to its peers. This

new capability will be advertised using the Capability code [ TBD]
with a capability length of O.
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By advertising the Route Refresh Options Capability to a peer, a BGP
speaker indicates that it is capable of receiving and processing the
route refresh options described below This new capability can be
advertised along with the Enhanced Route Refresh Capability described
in [RFC7313]. However, if the Route Refresh Options Capability has
been negotiated by both sides of the BGP session, then it wll
override the Enhanced Route Refresh Capability.

4. Route Refresh Sub-Types

[ RFC7313] defines route refresh BGP nessage sub-types that utilize
the "Reserved" field of the Route Refresh nessage originally defined
in [RFC2918]. Currently, there are three sub-types defined and this
draft proposes three additional sub-types which will be used to
indicate a Route Refresh nessage that includes options before any ORF
field of the Route Refresh message as well as BoRR and EoRR Route

Ref resh messages with options.

0 - Normal route refresh request [RFC2918]
wi t h/ wi t hout Qutbound Route Filtering (ORF) [RFC5291]
1 - Demarcation of the beginning of a route refresh
(BoRR) operation
2 - Demarcation of the ending of a route refresh
(EoRR) operation
+ 3 - Route Refresh request with options and optional
ORF [ RFC5291]
+ 4 - BoRR with options
+ 5 - EORR with options
255 - Reserved

When the Route Refresh Options Capability has been negotiated by both
sides of a BGP session, both peers MJST use nessage types 3, 4 and 5.
The requesting speaker MJST use the refresh ID for all refresh
requests including those without any options, i.e., requests for the
full BGP Adj-RIB-CQut.

The Route Refresh Request Message with options will now be formatted
as shown bel ow
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0 1 2 3

012345670123456701234567012345617
B i s T T i i o S o T Ji I
| AF I | Res. | SAFI |
e s o i e e e th o i R S
| Total Option Length | Refresh | D# | Flags |
i e e R e i o i e T b i o I N S
| One or nore Route Refresh Options |
B i s T T i i o S o T Ji I

Rout e Refresh Option format

[ RFC2918] defines the route refresh BGP nmessage that includes only
the AFl, SAFI of the routes being requested. This draft proposes
ext endi ng the basic message by including options that will indicate
to the renote BGP speaker that a subset of the entire Adj-RIB-Qut is
bei ng requested. The renmote BGP speaker will select routes that

mat ch the specified options and the flag settings.

As described in the previous section, the options will be added to
the Route Refresh nessage before the ORF field of the nmessage.

Qut bound Route Filtering is described in [ RFC5291]. The options will
assune the follow ng fornat

0 1 2 3

012345670123456701234567012345617
B T S i T s i i e e SEI S
| Length OF Options Field | Refresh |D# | Flags |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| One or nore Route Refresh Options |
i T s i o S i i S R I S I S S S M

Route Refresh Option Length

The Option Length field will occupy the two octets i mediately
followi ng the Route Refresh nmessage containing the AFl, SAFlI and sub-
type. The purpose of this field is to allow the BGP speaker to
calculate the length of any attached ORF fields by subtracting the
Option Length fromthe Route Refresh nessage | ength.
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7

Route Refresh I D

The Refresh ID field will occupy twelve bits followi ng the Route
Refresh Options Length. It is infeasible to use a wide nunber like a
64-bit unsigned integer since this nunber nust be stored per route
entry associated with any peer supporting this feature, at |east
during the time any refresh is pending. It is a value assigned by
the requesting BGP speaker. It MJST be a strictly nmonotonically

i ncreasi ng nunber per peer AFlI and SAFl using sequence nunber
arithnetic based on two-conpl enents given in Appendix A It is
conparabl e to the cal cul ati ons standardi zed in [ RFC1982] but fixes
several of its anomalies. The purpose of this fieldis to allow the
requesting BGP speaker to correlate concurrent, overl apping refresh
requests and ultimtely delete correct stale routes. The Refresh ID
MJST be reflected in the BoRR and EoRR nessages sent by the BGP
speaker servicing the refresh request.

A Refresh I D value MJUST NOT be reused until an EoRR with this ID has
been recei ved by the requesting speaker or the last resort time has

expired. The behavior is unspecified otherwise. Mre specifically,
defining the interval [ LID, HHD] by the val ues

LI D = MAX(| owest requested Refresh | D# without BoRR
| owest received BoRR wit hout EORR)

and

H D

hi ghest requested Refresh |D#

the requesting speaker MJST only use values V where V > LID and V >:
H D as defined by the relation given in Appendix A Beside that, H D
=>: LID MJST hold by the sane al gebra.

If no such nunber V exists, LID nust catch up to HID, i.e. no further
requests can be issued. To use a 3 bit exanple in Appendix A if LID
was 1 and H D was 4, we cannot progress to unsigned 5 since 1 ? 5.
When LI D progresses to unsigned 2 however, we have 5 > 2 and 5 > 4
and we can choose a V.

Val ue of 0 MUST NEVER be used as Refresh ID and is considered an
"invalid" ID

The sendi ng speaker MJST NOT reorder the BoRR nessages on sending in
case it received nultiple requests, i.e., the BoRRs MIUST follow in
the sane sequence as the requested Route Refresh | Ds.
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8. Route Refresh Option Flags

Thi

*

s draft defines several route refresh option flags:

"O -bit specifies whether the receiving BG speaker MJST | ogically
OR the attached options or logically AND them (in case of the bit

being clear). Wen the flag is clear, the router on the receiving
end SHOULD | ogically AND the options and only refresh routes that

match all received options. |If the option flag is set, the router
SHOULD sel ect routes that match using a |l ogical OR of the options.
In any case the set of routes sent between the accordi ng BoRR and

EoRR MUST contain at |least the logically requested set.

"C bit indicates that the receiving BG speaker MJST cl ear
imediately all the received Route Refresh Requests with Options,
ei ther pending or being processed. EORRs MJUST NOT be sent. The
Refresh I D# on the request MJST be set as the (in unsigned terns)
next possible nunmber L for which LID > L and H D > L per
Appendi x A or in other words we "wap around the sequence number
space" on reset. The C flag MJST NOT be set on BoRR or EoRR
messages and CAN be used only with refresh requests.

by 'S bit indicate a refresh is being spontaneously origi nated by
t he BGP speaker which received requests and has them pending. The
recei ving BGP speaker MJST i medi ately clear all their pending
Rout e Refresh requests with the sending peer. The Refresh |ID# on
the request MJST be set as the the | argest unsigned number L for
which LID> L and HD > L. Wen this flag is set, the receiving
BGP speaker MJST use this sequence nunber for its next request.

To use exanple from Appendix A if the peer received LID 4 and H D
5 (i.e. it didn't send BoRR for 4 yet but received request for 5
already) it will reset the sequence nunber to 1 by those rules.
Now, if there is a request with 6 in flight, it will be seen as 1
>: 6 when arriving.

The precise format is indicated bel ow

Pat el ,
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01234567
i S S

| ... [dASR

i ok It S S R R

Cl ear pending requests and reset Refresh | D# space.
Use | ogical OR of attached options

Synchroni ze sequence nunbers

I o O O

Reserved bit

9. Route Refresh Options

This draft introduces new options carried within the Route Refresh
message as shown in the following figure

0 1 2 3
012345670123456701234567012345617
B T S i T s i i e e SEI S
| Type | Length | Val ue |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Val ue (cont’d). |
i T s i o S i i S R I S I S S S M

The option Type is a 1 octet field that uniquely identifies

i ndi vidual options. The Length is a 2 octet field that contains the
I ength of the option Value field in octets. The option Value is a
variable length field that is interpreted according to the val ue of
the option Type field.

The following types are being defined in this draft and additiona
types can be defined subsequently as needed

+ 1 - Route Type

+ 2 - NLRI Prefix

+ 3 - Route Distinguisher Prefix

The Route Type option would specify a particular route type that is
bei ng requested. This option applies specifically to those AFI/ SAFI
combi nations that support multiple route types, e.g. L2VPN EVPN and
MJST be otherwi se ignored. The value field would be the route type
speci fying which route type was being requested. The length of the
option depends on the AFI/ SAFI
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10.

The NLRI Prefix option would specify a request for all matching
address prefixes with their |l engths equal to or greater than the
specified prefix per AFI/SAFI definitions. The value field would
contain the address prefix according to the NLRI specification of the
AFl / SAFI contained in the Route Refresh nessage. For those AFI/ SAFI
conbi nations that specify NLRI's containing a type and/or RD, the

val ue field MJST exclude the type and RD and SHOULD only incl ude any
remaining NLRI fields. |If the requesting speaker expects its peer to
al so match the type and/or RD, the speaker CAN include the type and
RD prefix options accordingly. The length field would contain the

|l ength of the value field in bits.

The Route Distinguisher prefix option would specify an RD prefix that
is being requested for AFs that support it. The receiving BGP
speaker would then refresh all routes in the specified AFI/SAFI that
mat ched the requested RDs. The Value field would contain the RD, its
I ength and the nask | ength of the RD prefix. This option applies
specifically to those AFI/SAFl conbi nations that support route

di stingui shers and MJUST be ot herw se ignored.

Operation

A BGP speaker that understands and supports Route Refresh Options
SHOULD advertise the Route Refresh Options Capability in its Open
message. The follow ng procedures for route refresh are only
applicable if the BGP speaker originating the route refresh has
received the route refresh options capability and supports it.

When originating a Route Refresh nessage, a BGP speaker SHOULD use
and set these options if it wants to restrict the scope of updates
being refreshed. The specific options being sent will be set
according to the operator’s conmand.

When a BGP speaker receives a route refresh nessage that includes any
options, it MJST parse the options and strongly SHOULD use themto
filter outgoing NLRI's when refreshing the Adj-RIB-Qut to the
requesting BGP speaker

If a BGP speaker receives the route refresh nessage with the nessage
subtype set to BoRR with options as described above, then it needs to
process all the included options and MJUST mark all matching routes as
stal e as described in [RFC7313].

If a BGP speaker receives the route refresh nessage with the nessage
subtype set to EORR with options as descri bed above, then it needs to
process all the included options and del ete any renmining stale
routes that match the options received with the EoRR as described in
[ RFC7313].
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11.

A BGP speaker responding to a route refresh request MJUST set the
message subtypes of the BoRR and EoRR nessages so that each BoRR
message has a matchi ng EoORR nessage. This neans a BoRR nessage

wi t hout options SHOULD only be followed eventually by an EoRR nessage
wi thout options. Sinmilarly, a BoRR nessage with options MJST
eventually be followed by an EoRR nessage with the sane options. |If
BoRR and EoORR nessage options do not match, the outcome is

unpredi ctabl e as remai ning stal ed routes pending a refresh nay get

i nadvertently del eted. BGP speakers MJST NOT sumari ze EoORR nessages
by conbining options in order to allow the requesting BGP speaker to
uniquely identify the included sets of routes when concurrent
refreshes are originated with overl apping sets of routes.

ohserve that overl apping refreshes with different options are
possi bl e and in such case the accordi ng BoRR and EoRR nessages are
associ ated by using their Refresh ID#. The BGP speaker responding to
the route refresh requests MAY performthe refreshes in parallel. In
case of concurrent refreshes overl apping sane routes, the respondi ng
speaker MJST ensure that the sent advertisenents will result in
deletion of the onmitted routes at the tine all EoRRs have been
received by the renmote speaker or it MJIST explicitly advertise
withdrawal s to correct any anonali es.

The BCGP speaker requesting a refresh fromits peers SHOULD maintain a
I ocal Iy configurabl e upper bound on howlong it will keep matching
stal e routes once a BoRR has been received. Each subsequent BoRR
SHOULD reset this period so that any remaining stale routes are only
flushed after the | ast BoRR has been received in case there are
mul ti pl e back-to-back refreshes being sent out and the |ast matching
EoRR i s never received or arrives too late. This is an

i mpl ementation specific detail.

A BGP speaker may spontaneously originate a refresh to one or nore of
its peers depending on operator intervention, or due to a policy or
configuration change, etc. |In such a case, the speaker MJST refresh
the entire Adj-RI B-Qut. The speaker MJST al so send BoRR/ EORR with the
options field with the 'S flag set and a sequence nunber which lies
outside the range of the sequence numbers that are currently in use
with the receiving BGP speaker.

Error Handl i ng

The handling of mal forned options MJST foll ow the procedures

mentioned in [RFC7606]. This draft obsoletes sone of the error
handl i ng procedures in [RFC7313] if the Route Refresh Options
Capability is sent. In addition, this draft mandates the foll ow ng

behavi or at the receiver of the route refresh request upon detection
of :
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12.

Length errors - If the nessage | ength mnus the fixed-size nessage
header is less than 4, the procedure in [RFC7313] MJST be foll owed.
Also, if the overall length of all the options or any individual

option | ength exceeds the total nunber of renmining bytes, the sane
procedure MJST be foll owed.

Option type errors - Any unknown option type CAN be ignored for

AND ed options. 1In case of OR ed options the receiving speaker MJST
ignore all the options and de-facto treat it as a full AFI/SAFI Adj-
RI B-Qut refresh. Such event SHOULD be | ogged in either case to
notify the operator.

Option value errors - Length errors which cannot be distinguished
fromvalue field errors at the receiver are treated the sane as val ue
errors. The receiver MJST send a NOTI FI CATI ON nessage with the Error
Code "ROUTE- REFRESH Message Error" and the subcode of Invalid Message
Length to the peer. The Data field of the NOTIFI CATI ON nessage MJST
contain the conpl ete ROUTE- REFRESH nessage.

BoRR wi th "unknown" or "invalid" Refresh ID# - The receiver MJST
discard all pending requests and issue a Route Refresh Request with
Options. The options MJST be enpty and the clear flag MJUST be set to
resynchroni ze the RIBs. "Unknown" neans here a BoRR which is not in
the interval

[ MAX(l owest requested Refresh I D# w thout BoRR,
hi ghest recei ved BoRR+1 respecti ng sequence nunber arithmetic),
hi ghest requested Refresh | D# |

EoRR wi th unknown Refresh |ID# - Those SHOULD be ignored and a warning
or error MJST be | ogged.

BoRR or EoRR with incorrect options - anal ogous to BoRR with unknown
Refresh | D#.

EoRR wi th known Refresh |ID# but w thout preceding BoRR - anal ogous to
EoRR wi t h unknown Refresh | D#. Observe that this can be caused by the
peer expiring last resort tiner and reusing the |ID# for another
request before the EORR is received. This should be extrenely
unlikely given the size of the refresh ID space.

| ANA Consi der ati ons

This draft defines a newroute refresh options format for BGP Route
Ref resh messages.
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13.

14.

15.

15.

This draft defines a newroute refresh capability for BGP Route
Refresh nessages. W request IANA to record this capability to
create a new regi stry under BGP Capability Codes as foll ows:

+74 Route Refresh Options Capability

This draft defines 3 new route refresh nmessage subtypes for BGP Route
Refresh nmessages. W request 1ANA to record these subtypes to create
a new registry under BGP Route Refresh Subcodes as foll ows:

+ 3 - Route Refresh with options
+ 4 - BoRR with options
+ 5 - EORR with options
Security Considerations

Thi s extension to BGP does not change the underlying security issues
i nherent in the existing [RFC7313] and [ RFC4271].
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Appendi x A, Sequence Nunber Binary Arithmetic

The only reasonably reference to a cleaner than [ RFC1982] sequence

nunber solution is given in [Wkipedial]. It basically converts the
probleminto two conplenent’s arithmetic. Assumng a straight two

conpl enent’ s substractions on the bit-width of the sequence nunber

the according > and =: relations are defined as:

U1l, U2 are 12-bits aligned unsigned version numnber

Df is (Ul- UZ2) interpreted as two conpl enent signed 12-bits
Dbis (U2- U1) interpreted as two conpl enent signed 12-bits
Ul> U2IIFDf >0ANDDDb<O

Ul= U2IIFDf =0

The >: relationsship is symmetric but not transitive. Cbserve that
this | eaves the case of the nunmbers having maxi numtwo conpl enent
di stance, e.g. ( 0 and 0x800 ) undefined in our 12-bits case since
Df and D b are both -0x7ff.

A sinple exanple of the relationship in case of 3-bit arithnetic
follows as table indicating D f/D b values and then the rel ationship
of U1l to U2:

w2/ ul 0 1 2 3 4 5 6 7
0 +H+ + - +H- o+ - -+ -]+ -]+
1 -+ A+ - - - - -+ -+
2 -+ -+ A+ -+ - - - - -+
3 -+ -+ -+ - - - - -
4 -l -+ -+ -+ A - - -
5 + - -/- -+ -+ -+ H+ - 4+ -
6 + - +- - -+ -+ -+ H+ 4+ -
7 - - - - -+ -+ -+ 4+
U2 / Ul 0 1 2 3 4 5 6 7
0 = > > > ? < < <
1 < = > > > ? < <
2 < < = > > > ? <
3 < < < = > > > ?
4 ? < < < = > > >
5 > ? < < < = > >
6 > > ? < < < = >
7 > > > ? < < < =
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