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Abst ract

Thi s docunent describes the privacy issues associated with the

Di scovery of Agents, Wrkloads, and Nanmed Entities (DAWN). It

provi des general observations about typical current privacy practices
in simlar domains like, DNS, HTTP, and in general privacy in
information retrieval

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 23 Novenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

[1-D. akhavai n- noussa- dawn- pr obl em st at enent] defi nes the problem
space how Al-related entities discover and interact with one another
across distributed ecosystens. In particular, it focuses on defining
the requirenents for a standardi zed di scovery substrate that allows
entities to find one another based on attributes like skills,
capabilities, policies,conmunication nmethods, and coll aborate

dynami cal | y.

In such a context, privacy is one of the hardest problens in entities
di scovery because the act of discovery itself can |eak sensitive
informati on. When an entity searches for another entity, nodel,

dat aset, or conpute resource, the query may reveal sensitive intent.
For instance, a nedical Al agent querying oncol ogy datasets may
reveal information about user health, or a conmpany agent searching
for GPU clusters before a product |aunch may reveal business
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strategy. This may lead to privacy risks like surveillance of
organi zati onal behavior, users/enterprise profiling correlation
att acks.

Thi s docunent focuses on the privacy risks associated to the action
of entities discovery, i.e., howto protect the privacy of the entity
performng the discovery so there is no information | eakage. It
provides an threat analysis follow ng the guidelines in [ RFC6973].

Publ i shed entity properties attributes, such as capabilities,
endpoints, availability, geographic |location, etc., may be al so
sensitive information. Entities’ published information should be
controlled by their operators; privacy considerations about published
information will discussed in future revision of this docunent.
Private comruni cation anong entities should be part of the
conmmuni cati on protocol itself, hence considered out of the scope of
thi s docunent.

2. Requirements Notation
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Definitions of Terns

Thi s docunent assunes familiarity with the terninology defined in
[1-D.farrel -dawn-term nol ogy] :

* Attributes

* Discoverabl e Object
* Discovery

* Discovery Mechani sm
* Entity

* M ninmum D scoverable I nformation

I annone & Fressancourt Expires 23 Novenber 2026 [ Page 3]



I nternet-Draft DAWN Pri vacy May 2026

4.

5

5.

Applicability Scope

[ RFC6973] clearly states that privacy should be included into
protocols fromthe design phase, not afterwards. This is especially
true in open and cross-donmai n ecosystens. As such any discovery
protocol designed in the context of DAWN should natively include
mechani sms to provide privacy protection. However, the use of such
mechani sms may be rel axed in specific contexts, like for instance

cl osed ecosystens. A closed ecosystemis an environment where

di scovery, comunication, identity, orchestration, and capability
advertisenent are restricted to a single vendor, platform
enterprise, or tightly controlled federation. Exanple of such
ecosystens, may be internal coding assistants, HR workflow agents,

fi nance anal ysis agents, procurenent bots, security automation
agents. In such tightly controlled and cl osed environments privacy
requirenents mght be less strict and privacy protection can be
relaxed. Yet, it is inportant to understand that privacy protection
shoul d be maintained by these closed environnments when interfacing
with other entities outside the |ocal domain.

Privacy Threat Analysis

[ RFC6973] provides guidelines about privacy in Internet protocols.

It also introduces privacy related termnology and it provides a
structured framework for analyzing privacy threats in Internet
protocols. Many of the privacy issues emerging in entities

di scovery, map directly onto the privacy concepts identified in

[ RFC6973]. As such the foll ow ng subsections go through the the
privacy threats identified in [ RFC6973] and descri be how they rel ate
to DAWN. The subsections assunme that the reader is famliar with

[ RFC6973] .

1. Conbined Security-Privacy Threats
1.1. Surveillance

Surveill ance consists in observing comunications or interactions
over time. 1In a discovery infrastructure a malicious observer can
see which agents query which capabilities, organizational interests,
wor kl oad patterns, operational behavior. Discovery substrates becone
surveill ance points unless privacy protections are built in.
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5.1.2. Stored Data Conprom se
Stored protocol data becones a privacy risk if not adequately
protected. Discovery systenms may store query |ogs, interaction
hi stories, and other type of nmetadata, that nay reveal usage
patterns, workflows, enterprise operations. Hence, stores data
shoul d be minimzed and protected.

5.1.3. Intrusion
TBD

5.1.4. Msattribution
TBD

5.2. Privacy-Specific Threats

5.2.1. Correlation
Linking multiple interactions |ike repeated di scovery queries, agent
identifiers, capability searches, may lead to identify users or
entities behavior

5.2.2. ldentification
Protocol s may expose identity unnecessarily. In the context of DAW,
di scovery nmmy expose organi zation names, infrastructure ownership,
operator identity. Even capability netadata may uni quely fingerprint
an entity. Discovery should avoid identity exposure beyond
operational necessity.

5.2.3. Secondary Use
TBD

5.2.4. Disclosure
TBD

5.2.5. Exclusion
TBD

6. Simlarities with Domai n Nane System (DNS) privacy protection

Di scussi on about DNS privacy and simlarities with DAWN from a
privacy perspective.
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TBD

7. Privacy vs Auditability
TBD

8. [RFC6973] Cuidelines Conpliance
[ RFC6973] provides guidance in the formof a questionnaire about a
prot ocol bei ng desi gned.
[Replies to RFC6973 questionnaire to be added.]

9. Threats Mtigation
[ RFC6973] defines three categories of relevant nitigations, nanely
(1) data minimzation, (2) user participation, and (3) security.
They apply also in the context of DAW

9.1. Technol ogi cal building bl ocks
Sone privacy-enhanci ng technol ogi es can be used at an advantage in
i mproving the privacy of entities discovery. Anpbng those
technol ogi es, Private Information Retrieval can be used at a benefit
in the devel opment of privacy-preserving di scovery protocols.
Private Information Retrieval (or PIR) [PIR95] is a technol ogy
initially developed in the database realm It is used by users to
retrieve information stored in a server while hiding the exact
retrieved information fromthe server hosting it. As PIR schenes
have gai ned efficiency and becone usable at scale in a distributed
setting, their use in DAWN to prevent registrars or entities hosting
capacities of interest to retrieve information about requesters
interests and activities. |In investigating those devel opnents,
specific care need to be taken about the ability of academ c PIR
schenmes to cope with the scale at which DAW needs to operate.
[ Future revision to have DAWN-specific mitigation categories]

10. | ANA Consi derations
Thi s docunent does not require any | ANA acti on.

11. Security Considerations
TBD.

12. References

| annone & Fressancourt

Expi res 23 Novenber 2026

[ Page 6]



I nternet-Draft DAWN Pri vacy May 2026

12.1. Normmtive References

[1-D. akhavai n- moussa- dawn- pr obl em st at enent |
Akhavain, A, Mussa, H, and D. King, "Problem Statenent
for the Discovery of Agents, Wrkloads, and Naned Entities
(DAWN) ", Work in Progress, Internet-Draft, draft-akhavain-
nmoussa- dawn- pr obl em st at erent - 02, 21 May 2026,
<https://datatracker.ietf.org/doc/htm/draft-akhavain-
moussa- dawn- pr obl em st at enent - 02>.

[1-D. farrel -dawn-term nol ogy]
Farrel, A, Yao, K., Schott, R, and N. WIlIlians,
"Terni nol ogy for the Discovery of Agents, Wrkloads, and
Nanmed Entities (DAWN)", Work in Progress, Internet-Draft,
draft-farrel -dawn-term nol ogy-01, 21 April 2026,
<https://datatracker.ietf.org/doc/htm/draft-farrel-dawn-
term nol ogy-01>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC6973] Cooper, A., Tschofenig, H., Aboba, B., Peterson, J.,
Morris, J., Hansen, M, and R Smith, "Privacy
Consi derations for Internet Protocols", RFC 6973,
DA 10.17487/ RFC6973, July 2013,
<https://www. rfc-editor.org/rfc/rfc6973>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

12.2. Informative References
[ Pl R95] Chor, B., Goldreich, O, Kushilevitz, E., and M Sudan,
"Private information retrieval", Proceedings of |EEE 36th

Annual Foundations of Conputer Science pp. 41-50,
DO 10.1109/sfcs. 1995. 492461, Novenber 2002,
<https://doi.org/10. 1109/ sfcs. 1995. 492461>.

Aut hors’ Addr esses

Lui gi lannone

Huawei Technol ogi es France S. A S. U.
18, Quai du Point du Jour

92100 Boul ogne-Bil | ancourt

France

I annone & Fressancourt Expires 23 Novenber 2026 [ Page 7]



I nternet-Draft DAWN Pri vacy May 2026
Emai | : | uigi.iannone@uawei.com

Ant oi ne Fressancourt

Huawei Technol ogi es France S. A S. U.

18, Quai du Point du Jour

92100 Boul ogne-Bil | ancourt

France

Emai | : antoi ne. fressancourt @uawei . com

I annone & Fressancourt Expires 23 Novenber 2026 [ Page 8]



