Net wor k Wor ki ng G oup L. Pardue

I nternet-Draft Cl oudfl are
I ntended status: Informational T. Pauly
Expires: 3 Septenber 2026 Appl e
D. Thal er

Armi dal e Consul ting

2 March 2026

Consi derations For Mintaining Protocols Using Gease and Variability
draft-iab-protocol - greasi ng-00

Abst ract

Active use and mai ntenance of network protocols is an inportant way
to ensure that protocols remain interoperable and extensible over
time. Techniques such as intentionally exercising extension points
wi t h non-neani ngful values (referred to as "grease") or adding
variability to how protocol elenments are used help generate this
active use.

Grease and variability are used across various protocols devel oped by
the IETF. This docunent di scusses considerations when designing and
depl oyi ng grease and variability mechani sns, and provi des advice for
maki ng them as effective as possible.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://intarchboard. github.io/draft-protocol -greasing/draft-iab-
protocol -greasing. html. Status information for this docunment may be
found at https://datatracker.ietf.org/doc/draft-iab-protocol -

greasi ng/ .

Source for this draft and an issue tracker can be found at
https://github. com i ntarchboard/draft-protocol -greasing.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Section 3 of [VIABILITY] discusses "active use" as a category of
techni ques that protocol designers and inplenmenters enploy to ensure
that protocol extension nechani sns are exercised and can be used in
the future. This ability to change (to handl e protocol updates and
extensions) is an inportant factor in the success of protoco

depl oynent, as di scussed in [ SUCCESS].
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Active use of protocol features and extensions often requires
intentional efforts beyond what woul d organically occur in

depl oynents. Sonme extension points do not frequently see new val ues
bei ng used, but that they remain usable in the future is inportant.
Sone patterns of protocol usage might be relatively static w thout
specific efforts to ensure that they can change in the future.

One key technique for intentional use is "grease" (an acronym for
Gener at e Random Ext ensi ons And Sustain Extensibility), or "greasing"
Greasing was initially designed for TLS [ GREASE] and was | ater
adopted by other protocols such as QUC [QUC]. In these protocols,
ext ensi on codepoints are reserved only for greasing and nust be

i gnored upon receipt. Geasing is suitable for many protocols but
not all; Section 3.3 of [VIABILITY] discusses the applicability and
limtations of greasing.

Wiile it is becom ng nore common, designing and applying grease is
not necessarily trivial. There are best practices, and some conmon
pitfalls to avoid, that have been devel oped by the protocols using
grease thus far. Section 2 takes these |earnings and provides
consi derations for new protocol design and depl oynent.

Separate from greasing using reserved val ues, protocol deploynents
can intentionally add variability to ensure that network endpoints
and ni ddl eboxes do not end up ossifying certain patterns. For
exanpl e, an HITP depl oyment focused on downl oads m ght want to add
support for uploads. Changing use of the application and transport
protocol features can affect the deploynment’s network traffic
profile. |f expectations have been formed around historical patterns
of use, i.e., ossification, introducing change might lead to

depl oynent probl ens. Section 4 presents considerations about how
intentionally increasing the variability of protocols can mitigate
some of these concerns.

Pr ot ocol extensions can provide |longevity in the face of changing
needs or environment. However, a replacnent protocol night be
preferred when extensions are not adequate or feasible. A protoco
repl acenent coul d aggregate comon extensions and possi bly nake them
mandat ory, effectively defining a new baseline that can sinplify

depl oynent and interoperability. A replacenent protocol version may
or may not be conpatible with other versions. A protocol nmay or may
not have a nmechani smfor version selection or agility. Section 5
presents consi derations about designing for and/or inplenmenting
versi on negotiation and m grati on.
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2.

2.

Consi derations for G easing Protocols

Greasing can take many forms, depending on the protocol and the
nature of its extension points. The common pattern across forns of
greasing is that values are generated that have no useful nmeaning to
the protocol and are neant to be ignored upon receipt. Such val ues
used for the purpose of greasing are referred to as "grease val ues"
within this docunent.

More background to this approach is given in Section 3.3 of
[VIABILITY].

This section provides sonme practical considerations for how to define
and use greasing, and avoid possible pitfalls.

1. Define and Register Grease Val ue Ranges

Many protocols that use greasing have a linited set of possible

val ues or codepoints that can be used in a particul ar extension
point. A conmon approach is to reserve a subset of the registrable
space for greasing.

The foll owi ng are sonme exanpl es of protocols that have reserved
codepoi nts for grease val ues:

* TLS ([ GREASE])

* QUIC (Section 18.1 of [QU ()

* HITP/ 3 (Section 7.2.8 of [HTTP/ 3])
* Privacy Pass ([ PRI VACYPASS])

The specifics of how to reserve val ues depends on the nature of the
avai | abl e space. For protocols with |arge possible spaces, it is
useful to have a large set of grease values to increase the chance
that receiver greasing requirenments are exercised. The specific size
and distribution of the grease range needs to accomvpdate the
protocol constraints. For instance, protocols that use 8-bit fields
may find it too costly to dedicate many grease val ues, while 32-bit
or 64-bit fields are likely to have no such limtations.

It is recomended to use an algorithmto reserve | arge sets of
val ues. For exanple, [QU C] uses an algorithmof 31 * N + 27 to
al | ocate grease values for transport paramneters.
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One possible problemwith sone algorithms is that they will spread
out val ues over the space, and inpact the ability to use or reserve
conti guous bl ocks of non-grease values. It is common for protoco

ext ensi on designers to want to reserve contiguous bl ocks of
codepoints in order to aid iteration and experinentation. Reserved
grease val ues can end up being in spaces that woul d ot herw se be used
for such contiguous bl ocks.

Codepoi nts being used for new reservations, or experinmentation, need
to be careful to not unintentionally use grease values. Doing so
could lead to interoperability failures.

2.1.1. Recommendations for | ANA Consi derations

| ANA registries that contain reserved grease values need to indicate
that the values are reserved in order to prevent them from being

al l ocated for other uses. The specifics of howto represent the
reservations is up to the docunments that define the registries.

Sone registries list out the reserved grease val ues individually,
mar ked as "Reserved". For exanple, the TLS registry uses this
approach (https://ww.iana. org/assignnents/tls-parameters/tls-
paraneters. xhtm).

If an algorithmor pattern is used to define grease values, it is
recomrended when possible to instead only define a single entry for
the entire grease value set. This entry should include the pattern
or algorithm This approach is used by the QU C registry
(https://ww. iana. org/ assi gnnents/ quic/quic.xhtm) and the HTTP/ 3
registry (https://ww.iana. org/assi gnments/http3-paraneters/

ht t p3- par anet ers. xht m #ht t p3- par anet er s-frame-t ypes)

Grease val ues nmust not be used or registered for any other purpose
This is in contrast to other potentially "reserved" val ues that night
be reused or clained for a new purpose in the future. To avoid
confusion, it is recommended to | abel the reservation with a clear
identifier, such as "reserved for greasing"

2.2. Use Unpredictable Gease Val ues

In order to gain the benefits of active use and avoid ossification,
grease val ues used in actual packets need to be sent in ways that
won't become a predictable pattern that receiver and m ddl ebox

i mpl ement ati ons and depl oyments ossify around.

I npl enent ati ons that generate grease val ues shoul d pick unpredictable

entries fromthe set of reserved grease values. It is nost inportant
that val ues be unpredictable across the set of all protoco
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participants for particular deploynments. This can be achieved in
mul tiple ways: for exanple, an individual sender m ght pick random
val ues fromthe grease val ue space on each interaction
alternatively, a single sender could pick a specific grease value to
use, while other senders pick other val ues.

In order to support picking unpredictable values, the set of reserved
val ues shoul d be | arge, when possible. See Section 2.1 for a
di scussion of how to all ocate grease val ues.

2.3. Use Grease Val ues Unpredictably

In addition to selecting unpredictable values, the inclusion of
grease itself can be made unpredictable. |nplenentations can vary
their behavior by including no grease val ues, one grease value, or
mul tiple grease values for a given protocol extension point.

How consistently and frequently to use grease values is a choice that
i npl ement ati ons and depl oynments need to consider and wei gh agai nst
several factors.

Depl oynents of greasing should consi der how they expect errors
exposed by using grease values to be noticed and neasur ed.

If grease values are sent too infrequently, so that errors due to
sendi ng grease values blend in with the noise of other errors, it is
likely that no one will notice failures, thus defeating the purpose
of greasing. Wen grease values are sent nore frequently, they wll
be noticed nore. However, if grease values are sent too
consistently, receiver inplenmentations might end up special - casi ng
grease val ues

The patterns for sending grease val ues can be made nore effective by
coordi nati ng between devices sending the values. One exanple of
coordination is having a "flag day" where inplenentations start
sendi ng grease val ues broadly, and neasure to see where errors occur
See Section 3 of [TRANSITION] for nore considerations concerning the
use of a flag day.

2.4. Don’t Handl e Grease Values as a Special Case

I mpl enent ati ons that read and process grease val ues nust ignore the
val ues. "lgnoring" a value upon receipt can have nultiple

di mensi ons, however. Sinply not performng any protocol action based
on the grease value isn't enough to ensure that the protocol will
remai n extensible. The ignoring nust be handl ed as a general case of
"unknown" or "unhandl ed" val ues, not as a special case for ignored
grease val ues

Par due, et al. Expi res 3 Septenber 2026 [ Page 6]



I nternet-Draft Pr ot ocol G easing March 2026

Thi s means that grease values can only neaningfully be used for
protocol elenents where all unknown values are ignored by default.
(Protocols may have ways to indicate that sone specific values are
"mandatory" or "critical" in order to have the protocol interaction
succeed, but these nust not be nmarked for any grease val ues.)

One pitfall that inplenentations nay encounter when building logic to
handl e the receipt of grease values is related to cases where sone
recogni zed non-grease val ues need to be handled as errors. Consider
the follow ng abstract exanple:

1. A protocol elenent has values 1, 2, 3, and 4 defined and
regi stered for use. The values 13 and 42 are reserved as grease
val ues.

2. In a specific scenario, only the known values 1 and 2 are valid;
3 and 4 are considered errors.

3. An inplenmentation m ght naively choose to check for the val ue
being 1 or 2, handle those cases, and send an error otherw se.

4. \When grease values are used, the previous logic will flag an
error for the grease value. |If this is detected, inplenentations
m ght choose to work around this by updating the logic to check
for the value being 1 or 2, then check for grease values to
ignore, and then send an error otherwise. This logic is also
incorrect since it doesn’'t allow for new extensibility.

The correct logic for the above scenario would be to check for the
val ue being 1 or 2, then explicitly check for the value being 3 or 4
(to handle the error), with a catch-all for ignored val ues.

I n pseudo-code, the correct logic would work Iike this, where the
grease values would fall into the final else case as ignored val ues

if is_valid case_one(val ue):
handl e_case_one()

else if is_valid_case_two(val ue):
handl e_case_t wo()

else if is_known_ invalid case(val ue):
handl e_error ()

el se:
i gnore_val ue()

I mpl enent ati ons need to take care when inpl enenting such | ogic.

Pr ot ocol specification designers should enphasize that grease val ues
must not be special-cased. It is also recomended to provide exanpl e
| ogi c or pseudocode in specifications, sinmlar to the exanple above,
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as guidance to inplementers on howto correctly process protoco

el ements |ike these. Docunents can al so provide test vectors, when
appl i cable, that include grease values to ensure they are processed
correctly.

One limtation of greasing is that it only exerci ses grease val ues.

It does not check whether other values that are reserved for future
use are correctly treated as ignored or errors. As such,
ossification remains a possibility for non-grease values. The goa

of greasing is to increase the chances of correct inplenentation, and
thereby reduce (but not elinmnate) the possibility of ossification

3. Depl oynment Considerations and |Incentives for Geasing

Greasing can be used as a tool to inprove the active use of existing
protocol elenents (which weren't necessarily designed with greasing
to begin with, or weren't deployed with greasing); or as part of new
protocol design and depl oynments.

When greasing isn't used fromthe beginning of protocol deploynent,
starting to use greasing cones with the risk of triggering failures
or anonalies. These failures nmight be innocuous, but they al so ni ght
be very inpactful and visible to users. This risk creates a

di sincentive to deploy greasing in existing systens, since generally
the change that triggers failures is often blamed for the failure.
The risk is highest when adding greasing to a particul ar protoco
flow that doesn’t require any change of behavior or adoption to hit
the greasing behavior. For exanple, if a service mgrates to use a
new web server inplenentation that enabl es greasing, while the
previous server didn't, some new failures may be hit if clients react
poorly to greasing.

Sone approaches to avoid failures due to greasing include:

* Designing, inplenenting, and using greasing very early on in
protocol devel opnment and depl oynent. This avoids the
af orementioned risk of adding greasing late in a depl oyment.

* Enabling greasing along with other major protocol feature changes
or deploynent changes. For exanple, when upgrading to a new
protocol version that requires inplenentati on updates on nultiple
systens, greasing can be added for the new version specifically.
Thi s approach works well for situations where the protoco
partici pants are known and al ready need to cooperate (such as
within an encrypted protocol between two endpoints). This
approach applies less well for situations where non-cooperating
entities (such as m ddl eboxes) are the source of ossification
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* Using heuristics to disable greasing when errors are encountered.
For exanple, if a client-initiated protocol operation fails
multiple times when grease values are used, it can be retried
wi thout any grease values. Alternatively, if a server recognizes
a property of a client that always fails when greasing is used, it
coul d choose to disable greasing when that client is detected.
Thi s reduces the effectiveness of grease values in renoving
exi sting ossification, but can still have benefits for flagging
i ssues in new inplenentati ons when they receive grease val ues.

Di scouragi ng GCssification

Greasing al one can hel p ensure that niddl eboxes tol erate unrecognized
ext ensi ons rather than crashing, but one conmon m ddl ebox behavior is
to sinply drop all unrecogni zed extensions. Techniques such as

di sabling greasing when errors are encountered can enabl e

conmuni cati on but nmay not provide enough incentive to discourage
ossification.

One approach to preserving the incentive to grease w thout being

bl amed for doing so, while still potentially discouraging
ossification, is to make any such ossification visible. For examnple,
a sender can log and report ossification issues on a given path when
falling back to non-grease values. Sinmilarly, a receiver can | og and
report comuni cation that does not include grease values. Such
reports mght be used in social feedback (e.g., public product or
service reviews), or in contractual business relationship (e.g., SLA)
di scussion, in order to provide an incentive to inplenenters or

depl oyers of ossified inplenentations.

Sinmilar techni ques can be used to encourage greasing and variability
by others, to provide further discouragenments against ossification in
the future. Having a receiver |og and report commruni cati on that does
not include grease val ues, as noted above, can al so be used to report
on senders that do not support greasing. It is useful, however, to
be able to distinguish between the sender not supporting greasing,
versus the sender supporting greasing but only non-greased nessages
arriving at the receiver. Protocols defining greasing nmechani sms
shoul d consi der whether receivers can distinguish between these two
cases.

It is not generally reconrended to use nore drastic incentives to
require greasing such as degradi ng perfornance or reliability for
senders that don’t support greasing. Wiile this is possible, the
benefits of greasing are |longer term rather than imredi ate, and the
incentives are often not aligned. Section 2.1.1 of [ SUCCESS]

expl ains that success nobst easily cones when those who are required
to nake a change are the ones who gain the nost benefit, and the
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benefit is noticeable. |If the sending inplenmentation does not plan
to use new extensions in the future, it would not see any benefit
from bei ng pushed to add greasi ng.

4. Considerations for Increasing Protocol Variability

Greasing can maintain protocol extensibility by falsifying active use
of its extension points (see Section 3.3 of [VIABILITY]). However,
greasi ng al one does not ensure positive use of extension mechani sns.
A protocol nay define a w de-rangi ng extension capability that
remai ns unused in the absence of real use cases. This can lead to
ossification that does not expect extensions, leading to
interoperability problens |ater on

Long-term mai nt enance and interoperability can be ensured by

exerci sing extension points positively. To sone extent this can be
t hought of as protocol fuzzing. This might be difficult to exercise
because varying the protocol elenments m ght change the outcone of
interactions, leading to real errors. However, some protocols allow
el ements to be safely changed, as shown in the foll ow ng exanpl es.
The principles in these exanples are not Iimted to the protocols
mentioned, but also arise in many other protocols as well (e.g., the
Session Initiation Protocol (SIP) [SIP]).

4.1. Exanple: QU C franes

QUI C packets contain frames. Receivers mght build expectations on
the | ongitudi nal aspects of packets or franes - size, ordering,
frequency, etc. A sender can quite often nanipul ate these paraneters
and stay conpliant to the requirements of the QU C protocol

A QU C streamis an ordered reliable byte streamthat is serialized
as a sequence of STREAM franes with a length and of fset. Receivers
are expected to reassenble franes, which could arrive in any order
into an ordered reliable byte streamthat is readabl e by
appl i cations.

A formof positive testing is for a sender to unpredictably order the
STREAM frames that it transmits. For exanple, the sender can vary
the sequence order of offset values. This allows exercising the QU C
reassenbly features of the receiver with the expectation that no
failure would occur. However, doing this may introduce delay or
stream head-of -1i ne bl ocking that affects the performance aspects of
a transm ssion, which nmay not be acceptable for a given use case. As
such, positive testing m ght be nost appropriate to use in a subset

of connections, or phases within a connection
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4.2. Exanpl e: Post-quantum key exchange in TLS

Post - quant um key exchange in TLS (such as defined in [PQILS]) expands
the key sizes sent in Client Hello messages in TLS 1.3 [TLS]. Before
usi ng these algorithns, Cient Hello nmessages would generally fit
within a single packet (either in TCP or QUC). However, with these
| arger keys, Client Hello nmessages need to be split across two (or
nmore) separate packets. Initial deployments of these keys uncovered
many buggy server and m ddl ebox inplenmentations that did not
correctly handle Cient Hell o nessages being split across multiple
packets.

This is a case in which adding variability to how TLS Cient Hello
messages were sent could have hel ped avoid ossification and buggy

i npl ementations. Variations could include intentionally splitting
the nmessages across packets w thout increasing nessage size, and al so
addi ng other values to nessages to force themto exceed the length
that can fit within a single packet.

4.3. Exanple: 1Pv6

The 1 Pv6 protocol [IPV6] defines the ability to use extension
headers, and further defines the ability to include options in two of
those headers. It also defines a recommended (but not required)
order of such headers

If the same headers tend to appear in the sane order, and with the
sanme size and offset nobst of the tine, m ddl eboxes can begin to
incorrectly rely on assunptions that those will always be the case,
and lead to ossification and inability to use new headers or options
or differing orders in the future.

I Pv6 did not define grease values, but a sender may vary sone aspects
of the protocol, such as varying the order of options within an

ext ensi on header, or even including a Destination Options Header with
only Padl or PadN options between other headers.

Wi | e doing such variations can di scourage ossification, they m ght
al so have a negative performance inpact if done indiscrimnately.
For exanpl e, naking packets larger as a result mght result in
fragmentati on.

Finally, there may be security or gateway niddl eboxes al ready

depl oyed that incorrectly rely on assunpti ons about header order,
size, or location in a packet. Introducing variability m ght then
cause operational problens in such networks and result in a

di sincentive to use the protocol or device or application using it.
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5.

Consi derations for Protocol Versions

[ TRANSI TI ON] di scusses consi derations around pl anning for
transitioning froman existing protocol, or protocol version, to a
new one. There are also intrinsic and well-docunmented issues rel ated
to testing version negotiation of protocols; see [EXTENSIBILITY] and
Sections 2.1 and 3.2 of [VIABILITY].

One way to grease protocol versions is to have a protocol pass a list
of supported versions or features (e.g., cipher suites), along with a
grease val ue, such that the grease value will not inpact the actua
versi on or features chosen, since it will not be selected by the
receiving entity.

Anot her nethod is to have a protocol include a recovery mechani sm
(e.g., an extra round trip to try with another option) for cases when
an unsupported version or feature is attenpted. 1In this case, a
grease value might be attenpted at sone frequency or opportunity that
woul d not adversely affect perfornance.

Security Considerations

The considerations in [ MAI NTENANCE], [ GREASE], [END-USERS], and
[VIABILITY] all apply to the topics discussed in this document.

The use of protocol features, extensions, and versions can already
allow fingerprinting [PRIVCON]. Any techniques that change
paraneters in any way, including but not Iimted to those discussed
in this docunent, can affect fingerprinting. A deeper analysis of
this topic has been deened out of scope.

| ANA Consi der ati ons

This docunment has no | ANA actions itself. @uidance on how ot her
docunents can effectively instruct | ANA about protocol greasing is
provided in Section 2.1.1
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