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Abst ract

The "Next Era of Network Management Qperations (NEMOPS)" wor kshop was
convened by the Internet Architecture Board (I AB) from Decenber 3-5,
2024, as a three-day online neeting. It builds on a previous 2002
wor kshop, the outcone of which was docunented in RFC 3535,
identifying 14 operator requirenents for consideration in future

net wor k managemrent protocol design and rel ated data nodel s, al ong
with some recomrendations for the | ETF. Mich has changed in the
Internet’ s operation and technol ogi cal foundations since then. The
NEMOPS wor kshop revi ewed the past outcones and di scussed any
operational barriers that prevented these technol ogies from bei ng
widely inplemented. Wth the industry, network operators and

prot ocol engineers working in collaboration, the workshop devel oped a
suggested plan of action and network managenent recomendations for
the |1 ETF and | RTF.

Note that this docunent is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report were
expressed during the workshop by participants and do not necessarily
reflect 1AB's views and positions. This docunent updates RFC 3535 as
the report of the follow up | AB workshop on Network Managenent.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at
https://intarchboard. github.io/draft-iab-nenops-workshop-report/
draft-iab-nenops-workshop-report.html. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-iab-
nenops- wor kshop-report/.

Source for this draft and an issue tracker can be found at
https://github. com i ntarchboard/draft-iab-nenpops-workshop-report.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

The | AB organi zed a workshop in 2002 to establish a dial og between
net wor k operators and protocol devel opers, and to guide the IETF s
wor k on network nmanagement protocols. The outconme of that workshop
was docunented in the "Overview of the 2002 | AB Networ k Managenent
Wor kshop" [ RFC3535], which identified 14 operator requirenents and 11
recomendations for consideration in future network nmanagenent
protocol design and related data nodels within the | ETF.

Those requirements were instrunental in devel opi ng the NETCONF
protocol (in the NETCONF Wirki ng G oup) [RFC6241], the associ ated
YANG dat a nodel i ng | anguage (in the NETMOD Wbrki ng Group) [RFC7950],
RESTCONF [ RFC8040], and nost recently CORECONF [I-D.ietf-core-com].

The recent NEMOPS | AB wor kshop focused on the follow ng key tasks:

* Review the outcones and results of the 2002 workshop (current
depl oynents, state of the art) and identify any operationa
barriers that prevent these technol ogies frombeing wdely
i mplemented (linmtations, hurdles).

* Sketch new requirenents for future network managenent operations
in a collaborative manner with the industry, network operators,
and protocol engineers.

* Develop a plan of action and recommendations for the |ETF.
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Thi s document updates RFC 3535 with new information gathered fromthe
second | AB workshop on the future of Network Managenent. The goal of
the second workshop was not to invalidate or replace the first, but
to extend the discussion with | essons | earned since then. Together,
bot h docunents capture a snapshot of the evol ving needs of network
managenent over tine.

1.1. About this workshop report content

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the 1AB is

compl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF).

This docunent is a report on the proceedings of the workshop. The
vi ews and positions docunented in this report are expressed during
the workshop by participants and do not necessarily reflect AB' s
vi ews and positions.

Furthernore, the content of the report cones from presentations given
by wor kshop partici pants and notes taken during the di scussions,
without interpretation or validation. Thus, the content of this
report follows the flow and di al ogue of the workshop but does not
necessarily attenpt to capture a consensus, unless stated otherw se.

2. CQutreach and Survey

There has been a noticeable decline, since the | ast workshop, in the
direct participation of network operators in the IETF and its
associ at ed di scussi ons on network managenent protocols and
operations. Many operators prioritize operational conferences such
as RIPE, NANOG APRI COT, LACNI C, AutoConn, etc, over attending

st andards devel opnent organi zati ons (SDOs) |ike the | ETF

To address this, the | AB workshop’s Program Conmittee (PC) planned
outreach initiatives to foster discussions and gather interest by
engaging with operators at these operational venues and conducting
i nformati on/requirenent-gathering sessions. Participants were
encouraged to subnit "position papers" or "expressions of interest”
to join the workshop. Additionally, a [ SURVEY] was conducted to
coll ect valuable insights to informthe workshop

The PC continued to engage with network operators after the workshop

to facilitate information sharing and gather their feedback, hel ping
to shape the next steps and outcones of the workshop
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3. Wrkshop Scope and Di scussi on

The wor kshop was organi zed across three days, with all participants
contributing to one discussion per day. The workshop was organi zed

around three topic areas: "Session |I: the Past (l|ookback and
anal ysis)" (Section 3.1), "Session Il: Present (identified problens
and requirenents)" (Section 3.2), and "Session IIl: Future (possible

sol utions, recomrendati ons and next steps)" (Section 3.3). The
program conmittee organi zed the paper submissions to fit these three
mai n thenes in order to drive discussion during each of the slots.
During each discussion, the papers were presented sequentially, and
an open di scussion was held afterwards. On the |last day, an

addi tional discussion on the key takeaways fromthe workshop and
possi bl e next steps took place (Section 3.4).

The wor kshop agenda for each day is at past
(https://datatracker.ietf.org/doc/agenda-interim2024- nenopsws-
0l-sessal/), present (https://datatracker.ietf.org/doc/agenda-interim
2024- nenopsws- 02-sessa/), and future
(https://datatracker.ietf.org/doc/agenda-interim2024- nenopsws-
03-sessal/). Al workshop papers and slides are at materials
(https://datatracker.ietf.org/group/ nenopsws/ nmaterials/).

3.1. Session |I: Past (lookback, analysis)

The first day of the workshop focused on reflecting on the past by
review ng the evol ution of network managenent since the 2002

wor kshop, anal yzing both the successes and the chal |l enges encount ered
along the way. The presentations covered a range of topics,
including reflections on the history of network managenent, |essons

| earned fromw dely used tools, practices in constrained networks,
and the need to reconsi der how network managenment nodel s and
protocol s are standardi zed within the | ETF.

3.1.1. Reflections

The wor kshop began by reflecting on the 1AB’ s role in shaping the
evol uti on of network managenent away from CLI/SNVMP/ M B t echnol ogi es,
focusing on the context and key outcones of the previous workshop, an
assessnent of the current state of network nanagenent as a whol e, and
an acknow edgenent of sone regrets in how network nanagenent
technol ogi es devel oped in the | ast two decades (such as XM. as the
data representation format). [SCHONWALDER] enphasized the need to
shift the focus from device-level configuration to network and
service-level configuration. Key properties highlighted for
effective network and service configurations included being
Conposabl e (assenbl ed out of nodul ar configurations), Declarative
(define state while systens deternmi ne thensel ves how to inpl enent
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3.

1.

those goal s), Reproducible (reliably and consistently recreated), and
Verifiable (asserting that the correct changes have been applied).

An operator’ s perspective highlighted that the recomendati ons of

[ RFC3535] (which led to the devel opnent of YANG and NETCONF) have
been successful in addressing device configuration in many, but not
all, environments. |In certain areas, the advancenents in semantics
and protocols for stream ng tel enetry have even surpassed the
ori gi nal scope of [RFC3535]. [FARRER] cautioned agai nst making
changes that could disrupt the ecosystem The presentation

enphasi zed the need to prioritize service nodeling in the | ETF and
addressed the chal l enges of mapping to the Business Support Systens
(BSS) domain. It also stressed the inportance of including the
operational state in service nodels to enable cl osed-|oop automation
for end-to-end (E2E) services. Revisiting [RFC8309], which asserts
that the operational state of a service is not part of a custoner
servi ce nodel but can be achi eved through extensions, was suggest ed.
Additionally, the lack of open-source NMS inpl enentations, tools, and
devi ce nodel inplenentations was identified as a significant barrier
to advanci ng standardi zati on efforts. The IETF could play a key role
in fostering and enabling collaborations to address these chall enges,
i ncluding an of f-box translation tool of the | ETF device nodel to
vendor proprietary nodels.

2. Lessons to be Learned

[ HARDAKER] enphasi zed that the success of Net-SNWP [ NET- SNMP] was
driven by enpowering users through sinplicity. He stressed that the
focus should remain on ensuring ease of use and adaptability of the
protocols. Enphasis was placed on the two distinct audi ences for

st andar di zed network managenent protocols: tool kit vendors and system
operators. Their requirenents for protocol sinplicity differ, and it
is essential to address the needs of both to ensure success.

[ BORVANN] presented an overvi ew of the CORECONF architecture,
showcasi ng how nodel -dri ven network managenent techni ques can be
applied to manage | oT devices (which is different from other network
managenment scenarios), with a focus on the unique characteristics of
constrai ned nodes. Sone participants noted that the binary encodi ng
of CBOR has applications that extend beyond the |0oT networKks.
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Drawi ng fromthe experience of OpenConfig [ OPENCONFI G, [ SHAKI R]
enphasi zed that protocol definition and data nodel s cannot be done in
isolation. It nust integrate |essons |earned frominplenentation and
| arge-scal e deploynment. He highlighted the inportance of enabling
qui ck iterations, shipping rapidly, enbracing open-source, readily
avai l abl e tools, adopting systens thinking driven by business

out comes, and reusing existing technol ogi es rather than devel opi ng
solutions exclusively for operator network managenment. A call was
made for the IETF to rethink the approach to standardi ze data nodel s
and t he associ ated network managenent protocols under this guidance.

3.1.3. Discussion

The Session | open discussion highlighted the divergence between
vendor inplementations of YANG nodels and what is accessible via
them particularly when conpared to CLI. Questions were rai sed about
how to incorporate fast iteration and rapid changes within the
established | ETF process and culture, especially in contrast to the
approach used by OpenConfig. Comon chall enges identified included a
| ack of tooling, performance issues at scale, the steep | earning
curve for network managenent protocol s/nodels/tools, initia
difficulty in noving away from CLI, and the backward conpatibility of
nodel s (versioning). Sone participants suggested that the | ETF
shoul d focus on system|level APlIs that address specific problens.
Additionally, the lack of sinple tools for smaller networks operating
under tight tinmelines and budgets was enphasized. A key question

rai sed was whether the proliferation of protocols and | anguages
conplicates adoption, and if converging on a single approach would

i mprove adoption. The existence of nultiple schenmas and protocols
beyond NETCONF, such as BMP and | PFlI X, to address network managenent
chal | enges beyond configuration is an established reality. One

concl usi on was that a nechani smwas needed to interconnect and

har noni ze these schemas to provide a cohesive and conprehensive
under st andi ng of the data.

3.2. Session Il: Present (identified problens & requirenents)

The second day of the workshop concentrated on chall enges and
energing requirenments for future network managenent operations. The
presentati on enphasi zed the inportance of validation, observability,
automati on, and the need for agile, increnental devel opnent of both
net wor k nodel s and managenent protocols. A conpilation of new

requi renents is being maintained in

[1-D. boucadair-nnmop-rfc3535-20years-later]. The final presentation
of the day provided a summary of the survey results and operator

f eedback gat hered from outreach events.
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3.2.1. Operator Feedback

[ KELLER] shared Deutsche Tel ekomi s perspective, enphasizing that
whi |l e YANG nodels performwell for provisioning, they currently fal
short in providing the operational stability required for validation
Wil e the | ETF service nodels, where available, are considered stable
and in good condition, the OpenConfig device nodels were noted as

| acking feature richness and stability. In contrast, vendor YANG
nmodel s are often nore flexible and available in a nore tinmely manner
Achi eving fully cl osed-1oop automated and aut ononous networking wl |
require a greater focus on observability, particularly through
advancenents in streaming telenetry with the "on-change" feature

[ RFC9196] .

[ JI MENEZ] discussed the chall enges associated with the Software
Def i ned Networking (SDN) Transport Autonmation Platform including
observability and anal ytics requirenents, issues with data stream ng,
scalability, diverse nodels in heterogeneous nulti-vendor

envi ronnments, and mechani sms to secure the network nmanagenent
protocols. The presentation al so enphasi zed how advancenents in Al
and machine | earning, along with the potential adaptation of
protocol s desi gned for constrai ned environnents, could drive the next
evol ution in network nmanagenent.

Usi ng YANG Push as an exanpl e, [GRAF] highlighted how standards

devel opment often fails to align with the needs of network operators,
the constraints of network vendors, and the integration requirenents.
Most critically, it lacks an agile, increnental devel opnent process.
The presentation advocated for adopting an iterative approach to

st andards devel opnent, focusing on delivering mniml viable products
as part of the process.

[ CONTRERAS] enphasi zed reassessi ng depl oynent assunpti ons and

i ncorporating updated operator requirenents. The authors are

addr essi ng these aspects through

[1-D. boucadair-nnmop-rfc3535-20years-later], |everaging feedback and
di scussi ons fromthe workshop. Sone key requirenments, suggestions
and observations were highlighted:

* Network software inplenentations can only happen with a strong,
conmitted standardi zation effort, conplenented by active
i nvol venent in open-source projects that facilitate access to
code.

* Need to rationalize the device nodel space and avoi d redundant

efforts. Unlike service and network nodel s, | ETF-defined device
nodel s are not widely inplenented.
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* Define a reference approach/process for service exposure di scovery
(APl discovery).

* Qutlines a set of recommendations for core/key features, along
with appropriate justifications, that will help foster nore
i npl ement ati ons that neet operators’ needs.

* Reassess the val ue of sone | ETF proposals, including conpared to
competing or energing solutions (e.g., gNM vs. YANG Push)

* Need for a nore agile process for the devel opnent and mai nt enance
of YANG nodules in the IETF. RFCs might not be suited for
docunenti ng YANG nodul es.

* Consi der approaches to ease integration by design (e.g., protocols
and data nodel s).

* There is a need for a reference specification to translate YANG
based data into the know edge graph (KG .

* Consi der approaches to hel p YANG nodel s scal e.

* Consi der progranmmatic approaches to ensure | ossl ess mappi ngs
bet ween servi ce/ net wor k/ devi ce data nodel s.

* Consider approaches to ensure reuse/consistent data structure
across various NM segnents.

* Some networks have specific network managenent requirenents, such
as the need for asynchronous operations or constraints on data
compact ness.

* There is a necessity to handl e the heterogeneity of data,
configuration, and network nmanagenent/requirenents. Resolving
such issues could draw on insights fromparallel technical fields
such as know edge engi neering practices and concepts associ at ed
with Linked Data in the Semantic Wb, areas where it is comon to
manage probl enms of heterogeneity and data reconciliation across
various application domains.

* Consi der having YANG as part of the protocol specification/change
wher e possible, or have the YANG docunent progress in parallel

* Need to ease the integration of |owlevel/network-oriented
solutions with native "IT tooling"

* Ease exposure of libraries and host tools (e.g., yangkit) to ease
i ntegration.

Har daker & Dhody Expires 22 January 2026 [ Page 9]



I nternet-Draft NEMOPS Wor kshop Report July 2025

* Focus on tooling is needed, especially on the client side.

* Create an ecosystem where data and networ ki ng engi neers can
col | abor at e.

* The distinct approaches followed in both the conpute and the
network environnents to define suitable nmechanisns for enabling an
efficient interplay, while highly automating the overall service
delivery procedure.

* The target application/applicability of a network nanagenent
approach shoul d be docunent ed.

* Readily avail able APl specifications could be generalized from
YANG nodul es for fast devel opnent, prototyping, and validation

3.2.2. Survey

As outlined in Section 2, the workshop program conmittee organi zed
outreach initiatives to gather direct feedback and conducted a
survey. [SURVEY-INSI GHTS] provi ded an overview of the respondents’
backgrounds, as well as insights into the nost w dely used tools,
protocols, and APIs for configuration, nonitoring, and other network
operations. Notably, the survey reveal ed that Ansible and CLI are
the nmost popul ar configuration tools, NETCONF is the preferred
configuration protocol, and Promet heus and SNVWP are w dely used for
moni toring. The survey al so captured feedback on network automation
and streaming telenetry. |ssues and future requirenents such as
scal ability, performance, the need for easier nmapping of various
nmodel s, tooling, managenent of |egacy devices, collaboration with
open-source, and vendor-specific issues were highlighted.

Addi tionally, valuable insights fromdirect operator feedback were
al so presented (see Appendi x A).

3.2.3. Discussion

The Session Il open discussion featured feedback from i npl enenters,
hi ghlighting the difficulty in noving to YANG and mapping to vendor

i npl ement ati ons and how di vergence in the inplementations creates
conpl exity and necessitates workarounds. |nplenentations need to
support standard nodel s al ongsi de native vendor nobdels, which adds
conplexity and | eads to confusion. Challenges were highlighted in
mappi ng standard nodels to internal device nodels and | egacy devi ces,
with some cases where mapping is not feasible at all (device-specific
knobs). The conversation al so enphasi zed the inmportance of
devel opi ng open-source reference inpl enentations, conpliance and
interoperability testing for vendors with real data, and better
quality of vendor inplenentation and docunentation. The
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i mpl ementati on and support of nultiple nodels (IETF, OpenConfig, and
native) is an unavoidable reality in network managenent.
Additionally, since the services offered by operators vary
significantly, reaching a consensus on a conmon service nodel within
the I ETF can be a challenging task. It was also noted that the | ETF
shoul d expedite the publication of standards as well as consider
gating themw th nultiple interoperable inplenentations.

3.3. Session Ill: Future (possible solutions, reconmendati ons and next
st eps)

The final day of the workshop centred on exploring potential future
solutions and identifying key takeaways, recomendati ons, and next
steps. At the end of day three, to conclude the workshop, the chairs
wor ked to summari ze the key takeaways (see Section 3.4) that garnered
consensus anong the partici pants.

3.3.1. Future Directions

[ CLAI SE] highlighted the chall enges of integrating data nodel s across
different silos, protocols, and data structures, enphasizing the need
for a machi ne-readabl e approach to expose semantics. Additionally,
the related tools being devel oped and showcased in the | ETF

Hackat hons, along with the various chall enges in nmapping across
protocol s and nodel s, were discussed. A potential solution was
proposed using a know edge graph based on the Semantic Web Stack,
along with the need to define a basic ontology for the networking
domain in an iterative manner (outside of RFCs).

[ WATSEN] reconmends prioritizing the following areas in four
recomrendations: (1) using RESTCONF+JSON (i ncl udi ng YANG Push Lite)
as a single protocol beyond network management, (2) utilizing Network
Management Datastore Architecture (NVDA) nodel, (3) creating data
nodel adapters (off-box so that common standard nodel s can be

devel oped in parallel to the required device "native" nodels), and
(4) defining device protocol adapters (with RESTCONF-1ike NBI for a
common shared-by-all repository).

[WLTON] reconmends reduci ng unnecessary conplexity, delivering
tinmely solutions, fostering open collaboration between vendors and
operators, prioritizing sinplicity, and converging to a single nodel/
protocol (though this was discussed as difficult to acconplish).
Practical suggestions include focusing on YANG Push Lite, introducing
YANG 2.0 through increnental updates, devel opi ng NETCONFv2, and
managi ng | ETF YANG nodel s as code or APIs rather than enbeddi ng t hem
wi t hin RFCs.
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3.3.2. Discussion

The open discussion in Session Il explored several topics, including
the absence of NMDA in QpenConfig and whether the associ ated
complexity is justified; the historical context of gNM’ s
introduction in the | ETF and whet her RESTCONF provi des any advant ages
over it; and the challenges of building consensus, noting that while
the process takes tinme, it should not be short-circuited. The
session al so addressed the practicality of converging on a single
protocol and concl uded that such convergence is, in fact, feasible.
The di scussi on enphasi zed of f-box adapters, which allow vendors to
continue innovating and devel oping native nodels rapidly. One
suggestion that attracted a | ot of discussions centred on devel opi ng
a standard nodel mapping to native nodels that could be maintained in
a conmon repository, enabling the community to assess coverage and
alignment. Further, the discussion explored alternative approaches
to YANG nodels within the | ETF but outside of RFCs, such as

| everaging GtHub to accelerate the process (along with the

chal  enges associated with it), living docunents within the W5
charter, and supporting academ a to take up the open source efforts,
such as device adapters. The discussion enphasized the need for
process experinmentation, particularly at the working group or area

| evel, where we could have consensus anong the YANG OPS comunity on
how we iterate in Wes without | ETF/ RFC-w de changes, but naking sure
the operators are involved in the process. Conversations ensued
around questions asked, such as "Is YANG applicabl e beyond network
managenent ?" and "Can applicati ons adopt YANG as a nodel | i ng | anguage
to define their services?"

Sone key recomrendati ons nade by operators during outreach
(Section 2) are listed in Appendix B

3.4. Key Takeaways

At the end of the third day, the discussion turned to key takeaways
that have a high-level consensus. These were live edited during the
| ast di scussion of the workshop, and anything that did not reach w de
consensus was noved into a "future considerations” I|ist

(Section 3.4.5).

3.4.1. Ecosystem concl usi ons
The foll owi ng takeaways try to docunent the general thinking of the

participants with respect to the entire Network Managenent ecosystem
as it exists today.
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3.

3.

4. 2.

The current network managenent protocols, nodels and tools stil
fail the ‘ease of use’ requirement. Participants noted that the
tools alnost matter nore than the protocols.

The overall ecosystemis still fragnented for both protocols and
data nodels. SNWP is still used extensively for nonitoring, and
the CLI is still heavily relied on in many networks. Popul ar

protocol s include SNVWP, CLI, NETCONF, RESTCONF, gNM, etc.

Docunent ati on about the architecture and usage of the network
managenent ecosystemis lacking. Mre work is needed to create
general architecture docunentation, deploynment guides, tutorials,
training material, and getting-started guides.

Transitioni ng between network managenment frameworks is
challenging, just like it is for transitioning between other
protocols like IPv4 to |Pv6.

Model -driven network nanagenment is generally a success where it
has been inplenmented and is possible to use.

More easily usabl e network managenent tools for the operators are
needed. The | ack of open-source tools is seen as a barrier to
adoption. Tools need good use cases, exanple flows and better
anal ysi s of when and how t hey work and have been successf ul

Pr ot ocol concl usi ons

The foll owi ng concl usions came whil e discussing Network Managenent
protocols, nore specifically.

1.

2

3.

4. 3.

Net conf and YANG are not used rmuch for nonitoring tasks.

Net conf and YANG do not have full coverage on many devi ces.
Pol I i ng- based solutions are still frequently depl oyed. Push-
based solutions are often desired but are not yet wi dely

avai | abl e.

Model i ng concl usi ons

The foll owi ng concl usions came while discussing Network Managenent
nmodel i ng, nore specifically.

1.

2

Sone YANG nodel s can becone too conpl ex, though not as a fault of
the | anguage itself.

Mul ti-vendor conpatibility support is required.
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3.4. 4.

Even vendor-specific features, not just standardi zed protocol
features, need to be exposed through network management nodel s
and protocols for a network managenent ecosystemto be viable.

Greater support for service-level nodeling is needed. Device-
| evel nodeling can be a building block to achieve a sufficient
service-level nodel, but it is not a conplete solution by itself.

Net wor k configuration needs to be verifiable to ensure any
potential changes can be accepted by devices. Mddel translation
adapters (likely perfornmed on the managenent station, not the end
device) may be the best path forward to sinultaneously achieve
this and the goal of supporting one configuration set across a
diversity of devices with different internal nodels.

St andar di zati on concl usi ons

The foll owi ng concl usions were reached while discussing the best ways
to standardi ze network managenent protocols and associ ated nodel s.

1.

3.4.5.

A et hodol ogy of rapid nodel devel opnment procedures is needed to
ensure nodel depl oynent can keep pace with new feature

depl oynent. W need a solution that significantly increases the
speed and predictable tinmeline for devel opi ng and publ i shing
model s within the IETF. New approaches and nethods to make
nmodel s |ive outside of published RFCs should be explored. An
experinment should be started to test a new rapi d devel opnent
appr oach.

Prot ocol and nodel conplexity should be reduced to keep additions
and changes to a nininmal set of agreed-upon core features.

More standardi zation focus is needed on the scalability of the
different roles of network managenment: nonitoring, configuration
notifications.

Enhancenents to network managenent protocols and nodels need to
be backed by real -worl d operator use cases and expected adoption
by vendors. Vendors and operators will need to work together to
ensure these goals are appropriately net.

Concl usions that did not reach consensus during the takeaways
di scussi on

Here we list the things that the group realized needed significantly
nore attention in order to conme to a conclusion while updating the
key takeaways in real tine.
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1. Sone, but not all, saw NETCONF for configuration as being
successful in sonme | arger-scal e deploynments. Although this
statenment is true in some contexts, many operators indicated
their need to rely on other forns of access to manage their
net wor ks, such as CLIs, Expect scripts, and other protocols.

2. Many hope that NETCONF, and RESTCONF nore specifically, wll
continue to nove to a |long-term configuration managenent
solution. However, sone participants doubted whether the
protocol and its data nodels can ever be truly ubiquitous and
keep pace with the device depl oynent pace.

Wil e many other itenms al so need further discussion, this |ist
specifically includes those that were actively discussed during the
live editing session in the workshop

4. Not Covered in the Workshop

Sone topics absent fromthe workshop di scussions included tooling
(what is currently mssing) and strategies to support too

devel opment (who pays, who devel ops, who maintains). The primary
focus of the discussion was on YANG and NETCONF/ RESTCONF, while
several other network nanagenent protocols and techniques currently
used received less attention during the workshop. The discussion
during the workshop on possible future directions prioritized

i mproving existing solutions rather than introducing entirely new
ones (such as enabling intelligence in network managenent).

5. Security Considerations

Thi s docunent is a workshop report and does not inpact the security
of the Internet.

6. | ANA Consi derations
Thi s docunent does not have any | ANA consi derations.

[Note to the RFC Editor: Please renpve this section during
publi cati on.]
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Appendi x A, Insights from Operator Feedback

A 1.

1.

General Insights

In network depl oynments, operations are typically at the bottom of
the ladder. |It’'s the npbst squeezed for tine and resources.

Net wor k engi neers are not typically seasoned devel opers. The
devel opnment of needed in-house tools often takes years to
develop. There is a need for tools that are easy to use and just
wor K.

The vast najority of snaller operators use CLI and open source to
manage their networKks.
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3. There is debate fatigue. The protocol/nodel debate is a
recurring conversation. The problemisn’ t going away.

4. 1t was suggested that other domains (e.g., K8N automation) are
years ahead of the current network engi neering stack

5. Support for multiple friendly, stable and feature-rich libraries
for programm ng | anguages i s needed. Many Dev(Qps routines use
shell scripts, while others use a high-1level progranm ng
| anguage. |In any case, on the client side, nultiple programm ng
| anguages are used.

6. Screen scraping is both necessary and evil. This nost often
occurs when interacting with a device having only a CLI

7. 1t was noted that there could be an outreach to Acadenmia to
establish progranms to teach | essons using nodern nmanagenent
stacks, and then a new generation of engineers could help to
i nprove tooling and automation, with university (and/or |ETF)
hackat hons.

A 2. Data Mdels

1. In some network deploynents, the focus is solely on service-I|eve
nmodel s, such that device-|evel protocols and device-level nodels
are uninmportant. This assunes the existence of a device
adaptation layer to transcode service-level npodels to device-
| evel nodels and conformto the device-specific protocol

2. There is a need for solutions to not hide vendor-specific knobs.
Currently, vendors compete by differentiating their offerings in
uni que ways. The reason why an Operator nay choose a particul ar
vendor is because of its differentiating features. \Whil st
standard nodel s enabl e conformance, they nmust not hide the
vendor -speci fic knobs. YANG deviations are a partial solution to
not hiding vendor knobs.

3. 1t was enphasized that streamng telemetry requires picking a
model and sticking with it. It is quite a commtnent, and the
current environment nekes the decision harder

4. 1t was noted that | ETF' s focus should be on defining abstract/

service-level data nodels since it is the only thing the
community may ever agree on
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5. There was a point about navi gati ng non-device-specific nodels
being difficult. |If understood correctly, the Network Engi neer
knows the CLI command but has trouble grepping for it in YANG
nmodul es defined by SDGCs.

6. There was a wish that the | ETF and OpenConfi g nodel s woul d ner ge.

Appendi x B. Key Recommendations from Operat or Feedback

Various recommendati ons were nade by the operators during the

outreach events. The key ones presented during the workshop were

(there were a lot nore collected):

* Everyone: Continue to focus on nodel -driven nanagenent as a neans
to achi eve automati on.

* SDOs: Re-introduce “running code” as part of the specification
verification process.

* Qperators: Be actively involved with the “running code” efforts.
* | ETF: Recommend a sol ution stack for conmmon use cases.

* Anbassadors: Evangelize the reconmended sol ution stack for conmmon
cases.

* Vendors: Support the recomrended approach to the solution stack
for comon cases.

Appendi x C. Position Papers
20 position papers were submitted to the workshop call for papers.
Al'l papers are avail able at
https://datatracker.ietf.org/group/ nenopsws/ material s/
(https://datatracker.ietf.org/group/ nenopsws/ nmaterials/).
This is the list of all papers:

* J Schnwl der: Conposabl e, Decl arative, Reproducible, Verifiable
Net wor k and Service Configurations [ SCHONWALDER]

* K. Larsson, K. Lanbrechts, and |I. Farrer: RFC3535, 20 Years
Later froman Operator’ s Perspective (Deutsche Tel ekon) [ FARRER]

* W Hardaker: Lessons Learned from 30 Years of Net-SNWVP [ HARDAKER]

* C. Bormann: CORECONF: Managi ng | oT Devices with YANG Model s
[ BORMANN]
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*

R Shakir: Rethinking Standardi sati on of Network Managenent
[ SHAKI R]

N. Warnke, R Geib, M Horneffer, and H  Keller: NEMOPS:
RFC3535 and the forgotten word — O Provisioning is only a subset
of Network Managenment [ KELLER]

J. Jimez, S. Mnsfield, R Rodriguez A., M Pesonen, V.
Torvinen, and J. Karvonen: Evolving Chall enges and Solutions in
Net wor k Managenent [ JI MENEZ]

M  Boucadair, L. M Contreras, O (Gonzalez de Dios, T. Gaf,
R Rahman, and L. Tailhardat: RFC 3535, 20 Years Later: An
Updat e of Operators Requirements on Network Management Protocol s
and Model | i ng [ CONTRERAS]

T. Gaf, H Keller, D. Voyer, P. Lucente, B. daise, R
Wlton, A Huang-Feng, and P. Francois: Agile Increnental Driven
Devel opnment for Network Managenment [ GRAF]

B. Caise, T. Gaf, H Keller, D. Voyer, P. Lucente, D
Lopez, |I. D. Martinez-Casanueva, B. Peters, P. Fasano, P.
Ran, W Cheng, and M Mackey: Know edge Graph Framework for
Net wor k Oper ati ons [ CLAI SE]

K. Watsen: Four Thoughts for How to | nprove Network Managemnent
for Operators [ WATSEN|

R WIlton and N. Corran: Device Network Managenent: Current
Status and Future Direction [WLTON

M @Qudi, A Pelov, L. Toutain, and J.-M Bonnin: Evolving
Net wor k Management Architecture: Integrating CORECONF with NETCONF
for Efficient Tel enetry and Managenent [ GUDI ]

P. Foroughi and L. Ciavaglia: Projecting Data Mesh to Model -
driven Telenetry: A Path to Data Ecosystem s Managenent Operations
[ FOROUGHI ]

I. D. Martinez-Casanueva: |AB NEMOPS Position Paper - Tel ef onica
[ MARTI NEZ]

J. Jimmez: Managing |oT Devices with LwM2M [ JI MENEZ- 2]
L. M Contreras, R Schott, S. Randriamasy, R Yang, and J.

Ros-Gralt: Towards a Unified Conpute and Commruni cation
Infrastructure for Application and Network Managenent [ G RALT]
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* T. Eckert and M Richardson: Resilient Renpte Manageability of
W de- Area Network Infrastructures [ ECKERT]

* R Bless: An Invariant for Future Resilient Network Managenent
Qper ati ons [ BLESS]

* M Scharf: Network Managenent Chall enges for | P-based Cyber-
Physi cal Networ ks [ SCHARF]
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