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Abst ract

The |1 AB Wrkshop on | P Address Geol ocation (1 P-GEO was held from
Decenber 3-5, 2025, as a three-day virtual neeting. It covered the
use cases and background on using | P addresses as indicators of

geol ocation, explored various problens and chall enges that exist in
that ecosystem and discussed future directions and opportunities to
i nprove or replace the current practices.
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1.

.1

I nt roducti on

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the 1AB is

conmpl enentary to the ongoing engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF).

Many services on the Internet map client | P addresses to a particul ar
geol ocation. For exmaple, they mght infer that traffic originating
froma particular | P address neans the traffic originates froma
particular city. This practice is wi despread even though IP
addresses are not designed or guaranteed to have a singular or fixed
| ocati on associated with them

Use of | P geolocation has significant inpact on the architecture and
realities of deploying systens on the Internet, but is frequently not
docunented or inconpletely docunmented in standards

The |1 AB convened a virtual workshop on | P Address Ceol ocation from
Decenber 3-5, 2025. The workshop ained to:

* Understand the current use cases for publishing, discovering, and
consuming | P address geol ocation data (Section 3)

* Explore areas for inprovenment, both in ways to update or replace
| P geol ocati on nechani sns (Section 4)

* Consi der mechanisns that satisfy the use cases wi thout relying on
geol ocating | P addresses (Section 5)

About this workshop report content

Thi s docunent is a report on the proceedings of the workshop. The
vi ews and positions docunented in this report are expressed during
the workshop by participants and do not necessarily reflect IAB' s
vi ews and positions.

Furthernore, the content of the report cones from presentations given
by wor kshop participants and notes taken during the di scussions,
without interpretation or validation. Thus, the content of this
report follows the flow and di al ogue of the workshop but does not
attenpt to capture a consensus.
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2

3.

Conventions and Definitions
Thr oughout this document, the follow ng terns are used:

* "] P geolocation" is used to refer to the notion of mapping an IP
address to one or nore physical |ocations.

* A "geofeed" refers to a file that provides |IP geol ocation
information. In this document, this is usually specifically
referring to the fornmat defined in [ GEOFEED] .

Current uses of |P geolocation

The initial discussion of the workshop focused on identifying the

current use cases for |IP geolocation, and how they interact with

today’ s nmechani sns and ecosystem around | P geol ocati on
1. Wy is I P geolocation used?

Sone of the identified use cases were focused on optim zations to
user experience or network behavior, such as:

* Automatically choosing appropriate | anguage or regional settings
for content

* Providing rel evant nearby content (for searches or serving
adverti senent s)

*  Optimzing network routes and server selection, generally used to
optinize Content Delivery Network (CDNs)

For these use cases, errors in | P geolocation cause annoyance or
performance i ssues, but are generally recoverable (the user can
change their location preference or update their search).

O her use cases treat the accuracy of the I P geolocation as a nore
critical piece of information:

* Enforcing legal or conpliance-related requirenents
* Enforcing contractual requirenents between corporations

* Providing information for disaster relief or |aw enforcenment when
other | ocation signals are unavail abl e

I P geol ocation is often not the only signal used to satisfy these use
cases, but it is often used as an inportant piece of them
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Al'l of these use cases are relying on | P geol ocation being a passive
and inplicit signal, without explicit intent being comruni cated on
net wor k connecti ons.

Details of sonme of these use cases are included bel ow.
3.1.1. Localized and Rel evant Content

As discussed in [KLINE], one of the major notivations for the

devel opment of the current geofeed format [ GEOFEED] was to i nprove
how search results were di splayed based on client |IP addresses. Wen
users are performing searches or accessing sites that |ocalize
content, and the I P geolocation is incorrect, the user may be
presented with content that is not relevant (seeing results for a far
away city when searching for "pizza near me") or isn't |localized
appropriately (seeing content in an unexpected | anguage, or prices in
an unexpected currency).

In the case of the devel opnent of [ GEOFEED], these issues were seen
when depl oyi ng | Pv6, highlighting that the ecosystem had mainly only
mapped out | Pv4 addresses previously.

3.1.2. Targeted Advertising

The ad-tech ecosystemrelies on geolocation to serve |ocalized
adverti senents. This use represents the highest vol une of
geol ocation queries globally.

3.1.3. Network Optimzation and Server Sel ection

In general, Content Delivery Networks (CDNs) and cl oud providers
route traffic fromclients based on optim zi ng network topol ogi ca

di stance, but I P geolocation is sonetines used as an input to DNS-
based routing systens to assist in server selection (see [ NYGREN] and
[BROMN]). Msalignment here results in suboptinal routing and

i ncreased | atency for users.

3.1.4. Content Rights Managenent and Licensing

A primary driver for |IP geolocation renains the enforcenent of
territorial licensing agreenents for stream ng video, which is the

| argest volume of data at peak hour on the internet today. Stream ng
services and nmedi a broadcasters rely heavily on I P-to-1ocation
mapping to restrict content availability based on country or region
(CGeo-blocking). Participants noted that this creates a high-stakes
envi ronment where accuracy is directly tied to contractua

conpl i ance.
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5. Fraud Detection and Security

Financial institutions and identity providers use geol ocation as a
signal for risk assessnent. "lInpossible travel" (a user logging in
fromtwo distant countries within a short tinmefrane) or traffic
originating fromsanctioned regions are standard triggers for
security alerts

6. Regulatory and Legal Conpliance

Qperators increasingly use | P geolocation to conply with |ocal |aws,
i ncl udi ng:

* Ganbling and Betting regulations: Restricting access to users
within specific jurisdictions.

* Taxation: Determning the applicable VAT or sales tax based on the
consuner’s | ocation.

* Law Enforcenment: |nvestigating cybercrine by mapping | P addresses
to physical jurisdictions for warrant service.

What are the current | P geolocation nmechani snms?

Geof eeds are defined by [ GEOFEED] as CSV-formatted nmappings fromIP
address subnets to |locations, by country/region and city. [RFC9632]
additionally defines how to discover this data and to authenticate it
usi ng the Resource Public Key Infrastructure (RPKI).

Oten, servers that are checking | P geolocation information are not
directly consum ng geofeed information, but instead use the services
of one or nore | P geolocation providers. These services provide not
only a mapping fromIP address to |ocation, but add in other
informati on, such as notions of |IP address "reputation" (indicating
if they think this |P address represents traffic froma human user,
an automated bot, or a malicious attacker) or a categorization
(indicating if an address is associated with proxied or VPN traffic).

| P geol ocation providers use various signals to inprove the accuracy
of their mapping fromI|P address to | ocation, and have notions of
confidence in the validity of the mapping. The workshop noted that
various providers won't necessarily agree on nmappi ngs; and, even when
they do agree, that does not guarantee that the nmapping is accurate.
Additionally, the certainty around a | ocati on mapping i s not
somet hi ng expressed in a standard format for geofeeds, so ambiguity

i s hidden.
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The wor kshop di scussion noted that current mechani sms generally
assune that there is a single (generally stable) |ocation associated
with an IP address. This is flawed for various reasons: an

associ ated |l ocation may change (as in cellular networks or satellite
networks), and often there may be many users at different |ocations
behi nd a singl e address.

3.3. \What does |IP geolocation nmean?
One of the key points that was raised in discussion was that
different use cases and different parties involved in using IP
geol ocation can have vastly different assunptions about what a
particul ar | P-address-to-location mappi ng nmeans. For any use case or
depl oynent, a question needs to be asked: what is the claimbeing
made about the | P geol ocati on mappi ng?

There are various possible interpretations of a mapping. The
| ocation coul d nean:

* The physical |ocation of a user

* The | ocation of a network egress

* The location of network infrastructure

* The regulatory jurisdiction associated with a network

Geof eeds provi de mappi ngs of | P addresses to |ocations, but they do
not define any ontology to describe what these mappings are clai m ng.

4. | P geolocation gaps & issues
The wor kshop al so focused di scussion around identifying chall enges
with the status quo nechani sns, specifically |ooking at gaps in
current solutions and issues that they raise.
These issues fall into different categories, detailed here.

4.1. Architectural issues
At an achitectural level, |IP addresses are not designed to be
i ndi cations of physical location. This point was brought up in nany
contexts. This underlying issue causes various problens:
* Ceolocation effectiveness is reduced; accuracy issues often stem

fromthe I P address being a poor indicator of |ocation due to not
havi ng stabl e | ocation or a one-to-one relationship with users.
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4. 2.

Privacy and | ack of consent; the passive nature of |ooking at IP
addresses and mapping themto | ocations neans that users can have
their location targeted wi thout their know edge, consent, or
ability to opt out. Non-consensual geol ocation also has the
second-order effect of |P geolocation providers profiling internet
users through undi scl osed nmechani sns to increase geol ocation
accuracy.

Lack of support in standardization; |IP geolocation is a very

i mpactful part of deploynent realities and heavily influences the
experience users have, but changes to network protocols don't
necessarily account for the inpact on I P geolocation. This is
seen in cases where deploynents as varied as | Pv6 address support
on servers and privacy proxy systens all needed significant work
and engagenment with |IP geol ocation providers to ensure that user
experiences still functioned.

Assunptions about the useful ness of geol ocation; physical |ocation
does not necessarily correspond to network topol ogies, so systens
assunmi ng that closer physical locations will be faster can be
detrinmental to network performance

I nconsi stent effectiveness for security; IP geolocation is often
used as an el enment of security or conpliance checks, but often has
errors and is hard to validate. It cannot be relied on for
security properties, but ends up being used as such in some
scenari 0s.

Geof eed gaps and i naccuracies

Many of the issues raised were concerned with specifics of geof eeds.
These take various forns, such as details that cannot currently be
expressed in geof eeds, or inaccurate content in feeds.

The i ssues raised include:

*

Entries cannot express an address being mapped to nultiple
| ocations, or express varying levels of confidence in a |location

mappi ng

Nanes of regions and cities may not be consistent across geof eeds
(due to typos, different |anguages, etc.)

ldentities of regions and cities may vary or have problematic
geopolitical nuances
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* Fal se specificity occurs when feeds map an address to a city, but
the | ocation associated with the address is nuch bigger than the
city

* Ceofeed entries may be blatantly incorrect due to stal eness or
i ntentional inaccuracies

* Ceofeeds may be out of date or stale, without a tinme-to-live or
refresh mechani sm

Sone participants al so expressed the dimnishing utility of IP
geol ocation for conpliance due to issues with accuracy and ease of
ci rcunmvention. [ CLARK]

Sone of the biggest challenges for providing an accurate geofeed are
in dealing with satellite networks or nobile networks using Carrier-
Grade NATs (CGNAT). A client device may have a particular true

| ocation, but its traffic may exit to the internet via a gateway in a
different region. GCeo-locating the IP identifies the gateway, not
the user, rendering the data coarse or msleading for hyper-Ioca
appl i cations.

Wil e country-level accuracy in geofeedds is generally high
(estimated >95%, city-level or coordinate-level accuracy degrades
significantly. Participants noted instances where |P geol ocation
defaults to the geographical center of a country or state when
specific data is missing, creating "digital sinkholes" (e.g., a farm
in Kansas mapped to nmillions of |P addresses).

4.3. [Ecosystemissues

Sone issues relate to the depl oyment and commrercial realities of the
| P geol ocati on ecosystem

| P geol ocation providers currently use differing proprietary formats
and techni ques. Methodol ogies for determning |location are
proprietary, and there is no standardi zed feedback | oop for Internet
Service Providers (ISPs) to correct erroneous data in third-party
dat abases.

Additionally, updating the version of a |IP geol ocati on database used
by a server is asynchronous, and can be a manual process. Wen there
is a maj or change, such as when an | P address block is transferred
froman ISP in Asia to one in Europe, the addresses may remain

"l ocated" in Asia in some databases for weeks or nonths
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Wth | Pv4d exhaustion, the secondary market for address space is
active and exacerbates these problens. |P address bl ocks are
frequently sold and noved globally. The "l egacy"” |ocation data often
sticks to these blocks in WHO S registries or static datasets,

| eading to persistent misidentification of the new owners’ | ocations.

4.4. Location-based issues

Assi gni ng geol ocation to addresses is fraught with issues around

| ocation borders. The discussion covered anecdotes of incorrect
behavi or that canme from nobil e devices being used near jurisdictiona
borders between two countries, where the device's | P geol ocation
could frequently "junp" between countries. Sinilarly, on borders

bet ween ti nezones, the correct behavior is often anbiguous if derived
fromI|P addresses al one.

4.5. Privacy issues

As discussed in [ RFC6973], | P addresses can be used as identifiers to
correlate user activity and reveal user identity. |P addresses are
often considered Personally ldentifiable Information (PIl), and the
correlation to geol ocation nmakes this very sensitive information that
can be correlated to other nmetadata that identifies users.

Conmer ci al services enrich their datasets to inprove their |ocation
estimates, and can often succeed in pinpointing approximate
geogr aphi cal coordi nates and postal code of a user

The source | P addresses of a connection established by a client

devi ce working on behalf of a user does not cone along with any
specific consent for how the | P address will be used, and does not
inmply intent for geolocation or otherwise. 1In essence: Since |IP
addresses were not designed for geol ocating end-users, |P geolocation
anmounts to abuse of network-layer netadata to derive private

i nformati on about internet users wi thout their know edge or consent.

Virtual Private Networks (VPNs) or proxies (such as privacy proxies
di scussed in [RFC9614]) allow users to anonym ze their specific IP

addresses to avoid correlation, and are often used partly for this

pur pose. [ DUTKOWNSKA- ZUK]

Sonetinmes VPNs or proxies intentionally obfuscate or change how the
user is represented to | P geol ocation providers; but other

depl oynents of privacy services do use geofeeds to preserve the
general user location to avoid user experience or conpliance issues.
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5.

Consi dering the future of geol ocation

The final day of the workshop focused on next steps around |IP
geol ocation, both in how to inprove nmechanisns and in howto build
mechani sns that address the use cases in new ways.

One key recognition fromthe workshop was that | P geol ocation, and
the ecosystemaround it, isn't going to go away or disappear. Wile
it was not necessarily an intentional part of the Internet
architecture, large parts of how the Internet functions have been
est abl i shed based on assunpti ons.

However, it was al so recognized that the role and functionality of IP
geol ocation can change, and in many ways ought to change. This
section discusses sone of the considerations raised, and suggests
next steps.

1. Wy should I P geol ocation change?

Various notivations for changing the status quo of the |IP geol ocation
ecosystem were rai sed:

* Existing geofeeds have technical gaps that need addressing in
order to scale well and continue to be used effectively

*  New network depl oynents, such as satellite networks and privacy
proxi es, are stretching and chall enging the status quo mechani snms

* Pressure fromnew policies or regulations add requirenents for
accurate assessnment of client |ocation, which |IP addresses cannot
al ways provide

* The bar for security and privacy is increasing, challenging the
use of passive identifiers like | P addresses being used to tag
| ocation

* There are already ways to perform consensual geol ocation at the
application layer, such as with APIs that nmeet the WBC Geol ocation
speci fications.

These various notivations and pressures are often in conflict, and
create requirenents in different directions. Econonic and regul atory
i ncentives have shaped the status quo nechani sns, and will continue
to shape the evolution of this space.

The technical comunity, and the various stakeholders in the
ecosystem play an inportant role in deciding howto handl e these
pressures and drive the change in the space of |P geol ocation.
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5.2. In what ways could I P geol ocati on change?
Two hi gh-1evel categories of changes were di scussed.

First, there are a nunber of ways in which geofeeds thensel ves can be
i mpr oved:

* Add the ability to express infrastructure vs. user |ocations

* Get beyond the assunption that an | P address always nmaps to a
single | ocation

* Better handle the dynanic nature of geolocation (time-to-live
i ndi cations, tinestanps, |live updates to feeds)

* NMbre accurately represent the granularity and specificity of
geol ocation mappi ngs; be able to express certainty |evels

* |nprove tooling for publishing, validating, and consum ng geof eeds
* Inprove neasurenents for determ ning accurate geol ocation
* Rely nore on the RPKI to nore reliably verify | ocation clains

Second, and nore anbitiously, the community can consider alternative
solutions to the use cases behind | P geolocation that do not rely on
| P address mappi ng. [SZAMONEK], [LAOUAR], and [ PAULY] propose
various ways forward here. These explore ways to | et users provide
| ocation hints with consent, and involve trying to provide explicit
signals that involve trust and verifiability.

Across both of these categories, communicating information with nore
intentionality and clarity is a key change.

5.3. Considerations for future work

When | ooking toward future work, the workshop di scussion raised sonme
key points to consider:

*  The community should work to explain clearly what geofeeds and IP
geol ocation are able to solve, and what problens they are ill-
suited for.

* As new technol ogi es are introduced (either updated geof eeds or new

al ternative nmechani sns), there need to be clear plans for
transitions and increnental adoption
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4.

*  New solutions need to avoid "ossification" and build in ways to
continue to evol ve and updat e.

* New sol utions should be careful designed to avoid creating worse
privacy problenms. For exanple, a pressure to have explicit
signals for location could |l ead to increased sharing of nore
specific user |ocation coordinates (such as from GPS data).

* It is unlikely that any one new technical solution can address the

various use cases that currently passively use |P geol ocation

Different technical solutions will be fit for purpose for

different use cases, and will not be one-size-fits-all

Furt her work and consideration is needed

A final conclusion of the workshop was that collaboration and

di scussi on anobngst the various stakeholders in this space will be a

necessary part of making technical inprovenents. Not all of the

st akehol ders in this space are currently actively participating in

st andards di scussions within the I ETF, but standards work woul d

benefit fromworking on inprovenents in this space

Sonme of the stakeholders include, but are not limted to:

* | P geol ocation providers

* Cient device platforns

* Content publishers

*  Network operators

* Data brokers

* Enterprises

* Firewall operators and vendors

* VPN / proxy operators and vendors

* | P address |easers

*  Policymakers

* End users

The exact shape of a forumfor this conmunity is not yet detern ned,
but this report encourages further work and di scussion in this space.
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Security Considerations

Thi s docunent is a workshop report and does not inpact the security
of the Internet.

I ANA Consi

derati ons

Thi s docunent has no | ANA acti ons.
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