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Abst r act

The Al - CONTROL Workshop was convened by the Internet Architecture
Board (I AB) in Septenber 2024. This report summarizes its
significant points of discussion and identifies topics that may
warrant further consideration and work.

Note that this docunent is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect | AB
vi ews and positions.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com i ntarchboard/draft-iab-ai-control-report.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 March 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

The Internet Architecture Board (1 AB) hol ds occasi onal workshops
designed to consider long-termissues and strategies for the
Internet, and to suggest future directions for the Internet
architecture. This long-term planning function of the |ABis

conpl enentary to the ongoi ng engineering efforts performed by working
groups of the Internet Engineering Task Force (IETF).
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1.

1.

The Internet is one of the major sources of data used to train |arge
| anguage nodel s (Large Language Mddels (LLMs), or nore generally,
"Artificial Intelligence (Al)"). Because this use was not envisioned
by nost publishers of information on the Internet, a nmeans of
expressing the owners’ preferences regarding Al craw ing has energed,
sonetinmes backed by law (e.g., in the European Union's Al Act

[ Al - ACT]).

The 1 AB convened the Al-CONTRCL Wirkshop on 19-20 Septenber 2024 to
"explore practical opt-out nechanisns for Al and build an
under st andi ng of use cases, requirenents, and other considerations in
this space” [CFP]. In particular, the energing practice of using the
Robot s Excl usi on Protocol [RFC9309] -- also known as "robots.txt" --
has not been coordinated between Al crawlers, resulting in

consi derabl e differences in howthey treat it. Furthernore,
robots.txt may or may not be a suitable way to control Al craw ers.
However, discussion was not linmited to consideration of robots.txt,
and approaches ot her than opt-out were considered.

To ensure many vi ewpoi nts were represented, the programconmittee
invited a broad selection of technical experts, Al vendors, content
publishers, civil society advocates, and policynakers.

1. Chat ham House Rul e

Partici pants agreed to conduct the workshop under the Chat ham House
Rul e [ CHATHAM HOUSE], so this report does not attribute statements to
i ndi vidual s or organi zati ons w thout express permssion. Most

submi ssions to the workshop were public and thus attributable; they
are used here to provide substance and context.

Appendi x A.2 lists the workshop participants, unless they requested
that this information be w thheld.

2. Views Expressed in this Report

Thi s docunent is a report on the proceedings of the workshop. The
vi ews and positions docunented in this report are expressed during
the workshop by participants and do not necessarily reflect IAB' s
vi ews and positions.

Furthernore, the content of the report conmes from presentations given
by wor kshop partici pants and notes taken during the di scussions,

wi thout interpretation or validation. Thus, the content of this
report follows the flow and di al ogue of the workshop but does not
attenpt to capture a consensus.

Not t i ngham & Kri shnan Expires 10 March 2026 [ Page 3]



I nternet-Draft | AB Al - CONTROL Wor kshop Report Sept enber 2025

2

Wor kshop Scope and Di scussi on
The wor kshop began by surveying the state of Al control

Currently, Internet publishers express their preferences for how
their content is treated for purposes of Al training using a variety
of mechani snms, including declarative ones, such as terns of service,
enbedded netadata, and robots.txt [RFC9309], and active ones, such as
use of paywalls and sel ective blocking of crawmers (e.g., by IP
address, User-Agent).

There was di sagreenent about the inplications of Al opt-out overall
Research presented at the workshop [DECLI NE] indicates that the use
of such controls is becom ng nore preval ent, reducing the
availability of data to Al (for purposes including training and
inference-tine usage). Sone of the participants expressed concern
about the inplications of this -- although at | east one Al vendor
seenmed | ess concerned by this, indicating that "there are plenty of
tokens avail abl e" for training, even if many opt out. Qhers
expressed a need to opt out of Al training because of how they
perceive its effects on their control over content, seeing Al as
usurping their relationships with custonmers and a potential threat to
whol e i ndustri es.

However, there was quick agreenment that both viewpoints were harnmed
by the current state of Al opt-out -- a situation where "no one is
better off" (in the words of one participant).

Much of that dysfunction was attributed to the |ack of coordination
and standards for Al opt-out. Currently, content publishers need to
consult with each Al vendor to understand how to opt out of training
their products, as there is significant variance in each vendor’s
behavi our. Furthernore, publishers need to continually nonitor both
for new vendors, and for changes to the policies of the vendors they
are aware of.

Under | yi ng those innmedi ate i ssues, however, are significant
constraints that could be attributed to uncertainties in the | ega
context, the nature of Al, and the inplications of needing to opt out
of crawling for it.

Not t i ngham & Kri shnan Expires 10 March 2026 [ Page 4]



I nternet-Draft | AB Al - CONTROL Wor kshop Report Sept enber 2025

2.1. Crawl Tine vs. Inference Tine

Per haps nost significant is the "crawl tinme vs. inference tine"
problem Statenents of preference are apparent at crawl tine, bound
to content either by location (e.g., robots.txt) or enbedded inside
the content itself as metadata. However, the target of those
directives is often disassociated fromthe crawl er, either because
the crawm data is not only used for training Al nodels, or because
the preferences could be applicable at inference tine.

2.1.1. Miltiple Uses for Craw Data

A crawl’s data mght have nultiple uses because the vendor al so has
anot her product that uses it (e.g., a search engine), or because the
crawl is performed by a party other than the Al vendor. Both are
very common patterns: operators of many Internet search engines al so
train Al nodels, and many Al nodels use third-party crawl data. In
either case, conflating different uses can change the incentives for
publishers to cooperate with the craw er.

Wel | - establ i shed uses of craw ing, such as Internet search, were seen
by participants as at least partially aligned with the interests of
publishers: they allowtheir sites to be crawmed, and in return, they
receive higher traffic and attention due to being in the search

i ndex. However, several participants pointed out that this synbiotic
rel ati onship does not exist for Al training uses -- with sone view ng
Al as hostile to publishers, because it has the capacity to take
traffic anay fromtheir sites

Therefore, when a crawl er has nultiple uses that include Al,

partici pants observed that "coll ateral danage" was l|ikely for non-Al
uses, especially when publishers take nore active control measures,
such as bl ocking or paywalls, to protect their interests.

Several participants expressed concerns about this phenonenon’s
effects on the ecosystem effectively "locking dowm the Web" with one
opining that there were inplications for freedom of expression
overal |

2.1.2. Application of Preferences
When data is used to train an LLM the resulting nodel does not have
the ability to only selectively use a portion of it when perfornmng a

task, because inference uses the whole nmodel, and it is not possible
to identify specific input data for its use in doing so.
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This means that while publishers’ preferences may be avail abl e when
content is crawl ed, they generally are not when inference takes

pl ace. Those preferences that are stated in reference to use by Al

-- for exanple, "no mlitary uses" or "non-comrercial only" cannot be
appl i ed by a general - purpose "foundation" nodel.

This | eaves a few unappeal ing choices to Al vendors that wish to
comply with those preferences. They can sinply omt such data from
foundati on nodels, thereby reducing their viability. O, they can
create a separate nodel for each pernutation of preferences -- with a
likely proliferation of nodels as the set of pernutations expands.

Conpoundi ng this issue was the observation that preferences change
over time, whereas LLMs are created over long tine frames and cannot
easily be updated to reflect those changes. O particular concern to
sonme was how this nakes an opt-out regine "stickier" because content
that has no associ ated preference (such as that which predates the
aut hors’ know edge of LLMs) is allowed to be used for these
unf or eseen pur poses.

2. 2. Trust

Thi s di sconnecti on between the statenment of preferences and its
application was felt by participants to contribute to a lack of trust
in the ecosystem along with the typical |ack of attribution for data
sources in LLMs, lack of an incentive for publishers to contribute
data, and finally (and nost noted) a |ack of any means of nonitoring
conpliance with preferences.

This lack of trust |ed sone participants to question whether

communi cating preferences is sufficient in all cases w thout an
acconpanying way to enforce them or even to audit adherence to them
Sone participants also indicated that a |lack of trust was the primary
cause of the increasingly preval ent blocking of Al cramer IP

addr esses, anobng ot her mneasures.

2.3. Attachment
One of the primary focuses of the workshop was on _attachnent_ -- how
preferences are associated with content on the Internet. A range of
mechani sms was di scussed.

2.3.1. robots.txt (and simnilar)
The Robots Excl usion Protocol [RFC9309] is wi dely recognised by Al

vendors as an attachnment mechani sm for preferences. Severa
defi ci enci es were di scussed.

Not t i ngham & Kri shnan Expires 10 March 2026 [ Page 6]



I nternet-Draft | AB Al - CONTROL Wor kshop Report Sept enber 2025

First, it does not scale to offer granular control over large sites
where authors mght want to express different policies for a range of
content (for exanple, YouTube).

Robots.txt is also typically under the control of the site
admnistrator. |If a site has content frommany creators (as is often
the case for social nmedia and sinilar platforns), the adm nistrator
may not allow themto express their preferences fully, or at all

If content is copied or noved to a different site, the preferences at
the new site need to be explicitly transferred, because robots.txt is
a separate resource

These deficiencies | ed many participants to feel that robots.txt
cannot be the only solution to opt-out: rather, it should be part of
a |larger systemthat addresses its shortcom ngs.

Participants noted that other, simlar attachnment nechani sns have
been proposed. However, none appear to have gai ned as nmuch attention
or inplenmentation (both by Al vendors and content owners) as
robot s. t xt.

2.3.2. Enbedding

Anot her nechani sm for associating preferences with content is to
enbed theminto the content itself. Many formats used on the
Internet allow this; for exanple, HIM. has the <meta> tag, inages
have XMP and sinmilar metadata sections, and XM. and JSON have rich
potential for extensions to carry such data.

Enmbedded preferences were seen to have the advantage of granularity,
and of "travelling with" content as it is produced, when it is noved
fromsite to site, or when it is stored offline

However, several participants pointed out that enbedded preferences
are easily stripped fromnost formats. This is a common practice for
reducing the size of a file (thereby inproving performnce when

downl oading it), and for assuring privacy (since nmetadata often | eaks
i nformati on unintentionally).

Furthernore, sone types of content are not suitable for enbedding.
For exanple, it is not possible to enbed preferences into purely
textual content, and Web pages with content from several producers
(such as a social nmedia or cooments feed) cannot easily reflect
preferences for each one.
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Participants noted that the neans of enbeddi ng preferences in many
formats woul d need to be determ ned by or coordinated with

organi sations outside the I ETF. For exanple, HTM. and many i nage
formats are nmintai ned by external bodies.

2.3.3. Registries

In sone existing copyright managenment regines, it is already common
to have a registry of works that is consulted upon use. For exanple,
this approach is often used for photographs, nusic, and video.

Typi cally, registries use hashing nechanisns to create a
"fingerprint" for the content that is robust to changes.

Using a registry decouples the content in question fromits |ocation,
so that it can be found even if noved. It is also clainmed to be
robust agai nst stripping of enbedded netadata, which is a common
practice to inprove performance and/ or privacy.

However, several participants pointed out issues with deploying
registries at Internet scale. Wile they may be effective for
(relatively) closed and wel | -known ecosystens such as comerci a

musi ¢ publishing, applying themto a diverse and very | arge ecosystem
like the Internet has proven probl ematic.

2.4. Vocabul ary

Anot her maj or focus area for the workshop was on _vocabulary -- the
specific semantics of the opt-out signal. Several participants noted
that there are already many proposals for vocabularies, as well as
many conflicting vocabularies already in use. Several exanples were
di scussed, including where existing ternms were anbi guous, did not
address commpn use cases, or were used in conflicting ways by
different actors.

Al t hough no concl usi ons regardi ng exact vocabul ary were reached, it
was generally agreed that a conplex vocabulary is unlikely to
succeed.

3. Concl usi ons
Participants generally agreed that on its current path, the ecosystem
is not sustainable. As one remarked, "robots.txt is broken and we
broke it."
Legal uncertainty, along with fundanental limtations of opt-out

regi nes pointed out above, limt the effectiveness of any technica
solution, which will be operating in a systemunlike either
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3.

3.

5

1.

1.

robots.txt (where there is a synbiotic relationship between content
owners and the craw ers) or copyright (where the default is
effectively opt-in, not opt-out).

However, the workshop ended with general agreenent that positive
steps could be taken to inprove the communi cati on of preferences from
content owners for Al use cases. In discussion, it was evident that
the di scovery of preferences fromnultiple attachment mechanisnms is
necessary to meet the diverse needs of content authors, and that
therefore defining how they are conbined is inportant.

We outline a proposed standard program bel ow.
Potential Standards Wrk

The following itens were felt to be good starting points for |ETF
wor k:

* Attachment to Web sites by location (in robots.txt or a simlar
mechani sm

* Attachnent via enbedding in |ETF-controlled formats (e.g., HITP
header s)

* Definition of a cormon core vocabul ary

* Definition of the overall reginme; e.g., how to conbi ne preferences
di scovered frommultiple attachment mechani snms

It woul d be expected that the | ETF woul d coordinate wi th ot her SDGCs
to define enbedding in other formats (e.g., HTM).

1. «Qut of Initial Scope

It was broadly agreed that it would not be useful to work on the
following itens, at |least to begin wth:

Enf orcenent mechani sns for preferences

Regi stry-based sol utions

I dentifying or authenticating crawl ers and/ or content owners
Audit or transparency nechani sns

E

Security Considerations

Thi s docunent is a workshop report and does not inpact the security
of the Internet.

I nformati ve References
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Appendi x A, About the Wrkshop

The Al - CONTROL Wor kshop was held on 2024-09-19 and 2024-09-20 at
W ki nson Bar ker Knauer in Washi ngton DC, USA.

Wor kshop attendees were asked to subnmit position papers. These
papers are published on the | AB website [ PAPERS], unless the
submitter requested it be wi thheld.
The wor kshop was conduct ed under the Chat ham House Rul e
[ CHATHAMt HOUSE] , neani ng that statenents cannot be attributed to
i ndi vidual s or organi zations w thout explicit authorization.

A. 1. Agenda

This section outlines the broad areas of discussion on each day.
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A.1.1. Thursday 2024-09-19

Setting the stage An overview of the current state of Al opt-out,
its inpact, and existing work in this space

Lightning talks A variety of perspectives fromparticipants
A 1.2. Friday 2024-09-20

Opt - Qut Attachment: robots.txt and beyond Considerations in how
preferences are attached to content on the Internet

Vocabul ary: what opt-out neans What information the opt-out signa
needs to convey

Di scussion and wap-up Synthesis of the workshop’s topics and how
future work might unfold
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