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1. Introduction

Regul ators and | egislators around the world are increasingly
restricting what can be nade avail able to young people on the
Internet, in an effort to reduce the online harns that they
encount er.

In Cctober 2025, the Internet Architecture Board and the Wrld Wde
Web Consortium convened the W rkshop on Age-Based Restrictions on
Content Access. It brought together technol ogists, civil society
advocat es, business interests, and government stakeholders to discuss
t he nuances of the introduction of such measures.

The primary focus was "to perform a thorough exam nation of the
techni cal and architectural choices that are involved in solutions
for age-based restrictions on access to content”, with a goal of
"bui Il d[ing] a shared understandi ng of the properties of various
proposed approaches. "

See the wor kshop announcenent [ ANNOUNCE] for details; papers and
presentation materials are linked fromthe announcenent. This report
summari ses the proceedi ngs of the workshop

1.1. Views Expressed in this Report
Thi s docunent is a report on the proceedings of the workshop. The
vi ews and positions docunented in this report were expressed during

the wor kshop by participants and do not necessarily reflect the 1AB s
or WBC's views and positions, nor those of all participants.
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Furthernmore, the content of the report comes from presentations given
by wor kshop partici pants and notes taken during the di scussions,

wi thout interpretation or validation. Thus, the content of this
report follows the flow and di al ogue of the workshop but does not
attenpt to capture a consensus.

1.2. Chat ham House Rul e

Partici pants agreed to conduct the workshop under the Chat ham House
Rul e [ CHATHAMF HOUSE], so this report does not attribute statenents to
i ndi vidual s or organi zati ons w thout express permssion. Most

submi ssions to the workshop were public and thus attributable; they
are used here to provide substance and context.

Appendi x B lists the workshop participants, unless they requested
that this information be w thheld.

2. Overview of the Wrkshop

The | AB/ WBC wor kshop on Age- Based Restrictions on Content Access
brought together a diverse group of participants fromtechnical
policy, regulatory, and research comunities to exam ne how the

I nternet mght accommpdat e demands for age-based access control s.

Over three days, discussions traversed the intersection of

technol ogy, governance, human rights, and social expectations, with a
recurring enphasis on privacy, accountability, and the preservation
of the open architecture of the Internet.

The workshop began with a fram ng session that enphasized the
Internet’s original design as a universal, non-segnented space.
Partici pants observed that the web does not natively distinguish
between adult and child users, and that governnents are creating
regul atory environments that shift responsibility from parents and

i ndividuals to service providers. The scope of discussion was
tightly defined: not the norality or policy of age restrictions, but
the technical, architectural, and human-rights inplications of
enforcing them The challenge, many participants agreed, lay in
bui | di ng mechani sns that are accurate, respect privacy, mintain

gl obal interoperability, and avoid creating infrastructure that could
be repurposed for censorship or surveillance.

Early exchanges focused on term nol ogy and scope: whether "age
verification" should be understood narrowy as identity checking or
more broadly as "age assurance." The conversation al so touched on
the diversity of cultural expectations about parental authority and
the variety of |legal franeworks energing across jurisdictions. Sone
participants warned of "slippery slope" effects, where nechani sns
desi gned for age checks m ght evolve into tools for broader identity
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enforcement. Several noted that while liability drives many policy
deci sions, technical design should aimto mninize harmand avoid
over-centralization. The question of who bears responsibility for
child safety -- platforns, regulators, or device manufacturers --
surfaced repeatedly.

Human-rights principles were foregrounded as a basis for evaluation.
Privacy was discussed not only in ternms of data protection | aw
(including techniques like mnimzation) but as protection from
unwant ed exposure or interaction. Freedom of expression and opinion
was consi dered, particularly how adults and children both have rights
to communi cate, access information and associate, free fromthe
chilling effects of surveillance or discrimnation. The group
revisited | ong-standing Internet design tenets, such as
decentralization and the end-to-end principle, asking how they shoul d
i nform nobdern architectures that could easily drift toward centra

control. Some argued that successful systens nmust renain open,
i nteroperable, and reversible, while others cautioned that any
solution -- even a well-intentioned one -- would inevitably reshape

the Internet’s social and econom c bal ance.

Techni cal sessions explored a spectrum of enforcenent nodels:
servi ce- based, network-based, and devi ce-based. Service-enforced
systens place the conpliance burden on websites, risking
fragmentation and user fatigue fromrepeated verification flows.
Net wor k- based filtering -- already common in sone jurisdictions --
of fers broad coverage but limted accuracy and significant privacy
trade-offs. Device-enforced nodels, in which operating systens
medi at e access based on a one-tine verification, were praised for
their potential usability and consistency but criticized for
potential concentration of power anmong mgjor vendors. Many
participants noted that a pluralistic approach is nore likely to be
successful, recognizing that no single architecture can neet al
requirenents equally across jurisdictions.

Pri vacy- enhanci ng technol ogi es (PETs) such as anonynous credential s
and zero-know edge proofs were di scussed as promi sing, though not
necessarily sufficient, tools. |In particular, PETs don't address al
privacy concerns, and |likew se don’'t address w der issues around
access to underlying sources of truth. Furthernore, sone
participants cautioned that PETs cannot prevent circunmvention or
censorship, are relatively untested, and that open-sourcing code does
not automatically make systens trustworthy. A recurring concern was
that while credential -based verification may work well in countries
with unified ID systens, it risks excluding people w thout access to
such credentials and entrenching inequalities.
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Di scussions on parental controls and network operator roles

hi ghl i ghted practical tensions between effectiveness, usability, and
user rights. Although sone participants saw value in | ayered
approaches conbi ni ng device, service, and network neasures, others
noted the high conplexity and | ow adopti on of parental-control tools
even where avail able. The workshop also revisited the ethica

di nensi on: whet her designing better tools m ght unintentionally
legitimze over-broad or intrusive regulation

By the third day, participants reflected on the need for

col | aboration across disciplines and institutions. Many acknow edged
that while conplete solutions are unlikely in the short term
articul ati ng shared vocabul ary, architectural roles, and eval uation
properties was an essential foundation. There was broad agreenent
that future work should map risks agai nst possible architectures,
docunent trade-offs in neutral terns, and conmunicate clearly with
policymakers to prevent outcones that could undernine Internet
openness.

The neeting closed with reflections on what process mght be foll owed
to take proposed solutions through a standards process. Both |IETF
and WBC representatives outlined how exploratory work m ght proceed
within their respective frameworks, stressing that standardization
woul d require consensus, open participation, and tine.

VWil e this workshop woul d not provide specific standards proposals or
take positions on the advisability of regulatory proposals, it was
suggested that | eadership bodies, including the Internet Architecture
Board and Technical Architecture Group, could be places to make such
statenments.

Wil e the current status quo -- pieceneal, opaque, and often privacy-
eroding -- was unsatisfactory to nost participants, many cautioned
that hasty solutions could entrench worse problens. This led to
growi ng recognition that protecting children online nust not cone at
the expense of the Internet’s foundational freedons, and that
sust ai ned, multi-stakehol der collaboration is the only viable path

f or war d.

3. Key Takeaways

This section highlights aspects of discussion at the workshop that
appeared to be nost inpactful
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3.1. There is a Need for Cross-Cutting Coll aboration

Many participants remarked that the workshop allowed themto

appreci ate perspectives that they had not fully considered
previously. Although several substantial efforts have included

i ndustry, civil society, governnent, and technol ogi sts, collaboration
across all stakehol ders appears to be rare.

This was especially evident when considering the invol venent of the
technical community. Although there have been a nunber of

consul tations by governnments and ot her bodies, involvenent of the
technical community is often limted to participation by the policy
representatives of tech conmpanies. This can lead to an

under appreci ation of the architectural inmpact and rel ated harns of
the desi gn deci si ons nade.

Architectures effective for the goals and less likely to have

prof ound harnful consequences may require the cooperation of nmultiple
actors fulfilling different Section 3.2. To that end,
standardi zati on may be especially inportant for interoperable,

col | aborative devel opment of architectures involving both servers and
clients.

Sone participants al so noted that approaches where liability rests
only on one party -- for exanple, a content or platformprovider --
are unlikely to lead to the desired results, because this creates

di sincentives for the cooperation that is necessary for neaningfu
reduction of harns. An approach that considers the roles of the
young, their parents, device nmanufacturers, operating system vendors,
content providers, and society overall was believed to be nore likely
to succeed.

3.2. ldentifying the Roles Involved is Inportant
One of the nore substantive di scussions on architecture involved
presentations on the functional roles involved in any system
[ HANSQN] .

Four key roles were identified:

Verifier: The verifier role determ nes whether a person falls into a
target age range.

Enforcer: The enforcer is responsible for ensuring that a person who
does not satisfy the verifier is unable to access age-restricted
content or services.

Policy selector: The policy selector is responsible for determ ning

Not t i ngham & Thonson Expi res 20 August 2026 [ Page 7]



I nternet-Draft AGEWS Report February 2026

whi ch policies should apply to the user, based on their
jurisdiction, status or preferences.

Rater: The rater is responsible for determ ning whether content or
services require age restrictions and the age ranges that apply.

In addition, it was noted that ratings and laws are often linmted by
geography or jurisdiction, so it is often necessary for services to
first identify the applicable jurisdiction. It was generally
accepted that this function often uses |P geol ocati on mappi ngs,
despite acknow edged limitati ons around accuracy and susceptibility
to circunvention using VPNs.

3.3. A Common Vocabul ary is Necessary

Early di scussions highlighted how not all participants used the sane
term nol ogy when referring to different activities or functions.
There was a recognition of the value of shared | anguage, and sone
participants pointed to [I SO | EC 27566- 1], which establishes key
terns, including:

Age assurance: Age assurance is an unbrella termfor technol ogy that
provi des sone entity with informati on about the age of a person
This is understood to enconpass nultiple classes of specific
met hods, including age verification, age estimation, and age
i nference. Age assurance does not need to result in a specific
age; age ranges are often preferred as these can have better
privacy properties.

Age verification: Age verification refers to gaining high assurance
that a person is within a given age range. Strong assurances are
often tied to official or governnental docunentation, so age
verification can involve the use of governnent-issued digita
credenti al s.

Age estimation: Age estimation uses statistical processes that
process physical or behavioral characteristics of a person to
produce a probabilistic value for how ol d sonmeone is or whether
their age is in a target range. A variety of techniques are used,
the nobst common being facial age estimation, which uses nmachi ne
| earning nodels to estinmate how old a person is based on still or
nmovi ng i mages of their face.

Age inference: Age inference draws on data sources to determ ne
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whet her a person fits a given age range. This nethod can require
identification information, such as an email address or phone
nunber, to find relevant records. For example, evidence of online
activity prior to a certain date in the past m ght support the
view that a person is older than a target threshold.

Age gating: Age gating is the process of restricting access to
somet hi ng based on the age of the person requesting access.

Rel ating these functions to the roles described in Section 3.2, all
age assurance types fit the "verifier" role, where age gating applies
to the "enforcer" role.

3.4. Privacy and Trust Expectations Need Further D scussion

Privacy was a recurrent thene at the workshop, but it was clear that
there are multiple considerations at play when tal ki ng about privacy.
The question of privacy was often caught up in discussions of trust,
wher e approaches each depend on different sorts of trust between the
different actors.

Participants identified privacy as inportant to maintaining trust in
any systemthat involves age assurance or age gating.

Where private information is used by the actors in a proposed
architecture, those actors mght need to be trusted to handl e that

private information responsibly. |In that approach, the inportance of
di fferent safeguards on personal information, such as the pronpt

di sposal of any personal information -- a practice that nany age
verification providers prom se -- beconmes a core part of what night

al | ow people to trust that system

Several people observed that the sort of trust that is asked from
peopl e m ght not correspond with the role that certain entities play
in people’s lives. This will depend on context, where "adult"
content providers generally serve anonynous users, whereas socia
medi a often already has a | ot of personal information on users.

In either case, users mght have no prior know edge of -- or trust in
-- providers that are contracted to provide age assurance functions.
It was observed that one likely consequence of sone arrangenents is
to train people to becone nore trusting of strange sites that ask for
personal information.

Al ternatively, it mght be that trust in the systemis not vested in
actors, but instead the systemas a whole. This is possible if no
information is nade available to different actors, renoving the need
to trust their handling of private information. For this to be
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achi evabl e, the use of zero-know edge proofs or simlar cryptographic
techni ques was seen as a way to limt what each entity |learns. Sone
partici pants noted, however, that these techni ques do not address
circunvention or censorship risks, still introduce new infornmation
into the ecosystem and may concentrate trust in particular software
i mpl ement ati ons.

O her aspects of trust were considered equally inportant from
different perspectives. Services that rely on an independent age
assurance provider need to trust that the provider nakes an accurate
determ nati on of age, at least to the extent that they mi ght be held
liable in law. They also need to trust that the service respects
privacy, lest the use of a lowquality provider could create other
forns of liability or drive away potential custoners.

3.5. Mre than One Approach will be Required

A recurrent theme in discussion was the insufficiency of any
particul ar age assurance technique in ensuring that people are not
unjustifiably excluded. Al age assurance nethods discussed fail to
correctly classify some subset of people:

* Age verification that depends on governnent-issued credentials
will fail when people do not hold accepted credentials. This
i ncl udes peopl e who do not hold credentials and those who hold
credentials, but not those that are recognized.

* Age estimation produces probabilistic information about age that
can be wong by sone nunber of years, potentially excluding people
near threshold ages. This nmanifests as both fal se acceptance
(peopl e who are outside the target age range being accepted) and
false rejection (people who are in the target age range being
rejected). Where there is a goal of mnimzing the fal se
acceptance rate, that increases the nunber of false rejections.

* Age inference techniques can fail due to lack of infornation.

Di scussion often came back to an approach that is increasingly
recomrended for use in age verification, where multiple nethods are
applied in series. Checks with lower friction -- those that require
| ess active participation frompeople -- or that are |ess invasive of
privacy are attempted first. Successive checks are only used when a
definitive result cannot be achieved.

Sone participants noted that inconsistent friction and invasiveness
create a different kind of discrimnation, one that can exacerbate
exi sting adverse discrimnation. For exanple, the accuracy of age
estimation for people with African heritage is often significantly
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| ower than for those with European ancestry [FATE]. This is
attributed to the nodel s used being trained and val i dated using
dat asets that have | ess coverage of sonme groups. People who are
affected by this bias are nore likely to need to engage with nore
i nvasi ve met hods.

One consequence of having multiple inperfect techniques is the need
to recogni ze that any systemw |l be inperfect. That creates severa
tensi ons:

* Sonme people will never be able to satisfy age assurance checks and
will therefore be excluded by strict assurance mandates. Here,
di scussi ons acknow edged that purely technical systens are likely
i nadequat e.

* Sone people who shoul d be bl ocked from accessing content or

services will find ways to circunvent restrictions. In this
context, the term "advanced persistent teenager" was recogni zed as
characterizing the nature of the "adversary": individuals who are

consi dered too young to access content, but who are highly
moti vated, technically sophisticated, and have tine to spare.

* COffering nore choices to people can inprove privacy because they
get to choose the nethod that suits them However, when a chosen
met hod fails, having to engage with additional methods has a
hi gher privacy cost.

Sone participants argued that accepting these risks is necessary in
order to gain any of the benefits that age-based restrictions night
confer. Qher participants were unwilling to accept potentia

i npositions on individual rights in light of the insufficiency of
restrictions in providing neani ngful protection; see Section 3.7.

3.6. Mapping the Risks for Architectures is a Useful Next Step

How the identified roles (see Section 3.2) are arranged into
architectures was sone of the nore substantive discussion. [JACKSON|
descri bes sonme of the alternatives, along with some of the
inplications that arise fromdifferent arrangenents.

Thr oughout this discussion, it was acknow edged that active

depl oynents tended to fall into a common pattern, where content
providers are required to age-gate access and contract a third party
to interpose that service. Several participants noted that this is a
somewhat natural consequence of sonme of the constraints that actors
are subject to. Figure 1 shows the typical deploynent nodel for age-
gated content and services, along with the roles from Section 3. 2.
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Figure 1: Typical Deploynment Mode

Sone participants also noted that certain approaches may carry higher
pat h- dependence ri sk once wi dely deployed, even if they remain
theoretically possible to withdraw or replace. This can arise from
accunul ated architectural dependencies, operational integration wth
third-party services, and evol ving expectations anong users and
service providers. As a result, architectures that tightly couple
functionality to external verification services or enbed assunptions
about routine age signalling may increase the practical cost of
transition, should alternative approaches |ater enmerge that address
privacy, equity, or effectiveness concerns nore effectively.

Figure 2 shows a depl oynent nodel for parental control software,
showi ng how the roles from Section 3.2 night apply. Here, parenta
controls do any verification of age necessary and sel ect policies;
content ratings mght be performed by websites or the parenta
control software on the device; enforcenment is perforned on-device
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Figure 2: Parental Control Deploynment Mode

An observation was nade that |aws often seek to designate a single
entity as being responsible for ensuring that age restrictions are
effective. That |awrakers feel the need to designate a responsible
entity is due to constraints on how | aws function, but one that
creates other constraints.

Anot her constraint identified was the need for specialist expertise
in order to administer all of the multiple different age assurance
techni ques; see Section 3.5. This nmeans that there is a natura
tendency for services to contract with specialist age assurance
servi ces

Sone of the proposed architectures were better able to operate under
these constraints. Ohers required greater anounts of coordi nation,
further enmphasi zing the inportance of collaboration identified in
Section 3.1.

In discussion of the constraints on different architectures, it was
common for participants to point to a particular aspect of a given
approach as carrying risks. |Indeed, the final reckoning of risks
produced a long list of potential issues that m ght need mtigation
(see Appendix CO).

Architectures are not equally vulnerable to different risks, so a
nmore thorough analysis is needed to identify how each risk applies to
a different approach. An analysis that considers the constraints and
assunpti ons necessary to successfully deploy different architectures
is acontribution that would likely be wel coned by the comunity.
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3.7. Safety Requires Mdre than a Technical Solution

Experts in child safety frequently acknow edged that restricting
access to sel ected content cannot be assuned to be sufficient. The
task of ensuring that children are both kept appropriately safe,
whil e preparing themfor the challenges they will face in their
lifetimes, is a massively conpl ex task

A recurrent theme was the old maxim "it takes a village to raise a
child". This concept transcends cultural boundaries and was

recogni zed. The role of parents, guardi ans, educators, governnents,
and online services in creating an environnent in which children can
thrive and grow.

Content and service restrictions are likely only a small part of a
suite of actions that conbine to provide children with protection,
but al so support and encouragenent. This thene was raised severa
times, despite the goal of the discussion being to explore technica
and architectural questions.

Restrictions are necessarily binary and | acking in nuance. Though
questions of what to restrict were out of scope for the workshop,
di scussions often identified subject matter that highlighted the
chal I enges i nherent in making sinplistic classifications.

Partici pants acknow edged the inportance of the role of the adults
who support children in their life journey. For exanple, on the
subj ect of eating disorders, which can be challenging to classify,
participants pointed to the inportance of being able to recognize
trends and i nform and engage responsible adults. Utinmately, each
child has their own chall enges and the people around themare in the
best position to provide the support that best suits the child.

The concept of age-appropriate design was rai sed on severa

occasions. This presents significant privacy challenges in that it
means providing nore informati on about age to services. However, it
was recogni zed that there are | egal and noral obligations on services
to cater to the needs of children of different age groups. This is a
nmore conpl ex probl em space than binary age restrictions, as it
requires a recognition of the different needs of children as they get
ol der.

4. Security Considerations

Age verification has a significant potential security inpact upon the
Internet; see Section 3.4.
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5. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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[ FATE] Ngan, M, Gother, P., and A. Hom "Face Analysis
Technol ogy Eval uation (FATE)",
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[ HANSQON] Hanson, J., "Were Enforcenent Happens"”,
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Appendi x A.  Wirkshop Agenda

The foll owi ng sections cover each of the main topics of discussion
sessi ons.

A.1. Topic: Introduction
We will launch the workshop with a greeting, a round of

i ntroductions, and an explanation of the ternms of engagenent,
background, goals and non-goals of the workshop
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Topic: Setting the Scene
Successful ly depl oying age restrictions at Internet scale has many
considerations and constraints. W wll explore themat a high | eve
in order. The goal is to discuss within the group about the scope of
topics that the workshop will seek to address.
Topi c: @uiding Principles
Architectural principles give us a framework for eval uating additions
and changes to the Internet. Technical principles are subject to a
nunmber of other considerations, in particular human rights
principles. We will reviewthe principles that mght apply to age-
based restrictions, explain their function, inmpact, and how they are
applied. Including human rights inpacts, such as:
* Privacy and Security
* Safety and efficacy
* Censorship and Access
* Access to the Internet
*  Freedom of Expression
And effects on the internet and web architecture, such as:
*  Deploynent, Extensibility and Evol ution
* Avoid Centralization
*  End-to-End
*  One G obal Internet/Wb
* Layering and Modul arity

Topic: Potential |npacts
We now want to | ook at sonme of the higher-|evel considerations that
apply regardl ess of approach. W will ook at sonme different

perspectives on how to think of the overall problem Discussion wll
seek to find how t hose perspectives can be shaped to gui de choi ces.
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A.5. Topic: Where Enforcenent Happens

The Internet standards conmunity is in the unique position to make
controll ed changes to the architecture of the Internet, and so there
are nultiple ways and places to deploy age restrictions. W will
exam ne the options, with an eye to the depl oynment properties of each
| ocation and configuration, as related to the architectura
principles. In particular, it will consider the establishment of new
roles as well as the use of existing ones.

A. 6. Topic: Avail abl e Techni ques

There are several active and proposed systens for age restriction on

the Internet. W will reviewthemfromthe perspective of their
interaction with the architectural principles, potential inpacts, and
with consideration of the enforcenent options. Including:

* Age verification: including server-side solutions using governnent
identity systems / ZKP

* Age estimation: including bionetrics and data anal ysis

* Age "inference" approaches

* I n-network sol utions

* (Cassification and On-device / parental control designs
A. 7. Discussion

We will follow up on inconplete discussions and revisit architectura
| ear ni ngs.

A.8. Summary and Reflection
W will summari se what we have di scussed and | earned thus far
A 9. Qut comes

We will outline the potential outcomes, further actions and next
st eps.

Appendi x B.  Wirkshop Attendees
Attendees of the workshop are listed with their primary affiliation
Attendees fromthe programcommttee (PC), the Internet Architecture

Board (I AB), and WBC Technical Architecture Goup (TAG are also
mar ked.
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* Steve Bellovin

* Hadl ey Beeman, TAG (PC)

* ©Matthew Bocci, | AB (Qbserver)

* Christian Bormann, SPRI ND

* Marcos Cceres, TAG (Qbserver)

*  Andrew Canpling, 419 Consulting

* Sofa Celi, Brave

* David Cooke, Aylo

* lain Corby, Age Verification Providers Association
*  Dhruv Dhody, |AB (Observer)

* N ck Doty, Center for Denocracy and Technol ogy (PC)
* Sarah Forland, New America Open Technology Institute
* Jrme Gorin, Ecole Polytechnique

* Al exis Hancock, Electronic Freedom Foundation

* Julia Hanson, Apple

* \Ws Hardaker, University of Southern California Information
Sci ences Institute

* Kyle den Hartog, Brave

* Dennis Jackson, Mdzilla

* Leif Johansson, SIROS Foundation

* Mallory Knodel, Article 19

* Mrja Khlewind, | AB (CObserver)

* Jonat han Langl ey, O com UK

* Veronica Lin, Carnegie Mellon University

*  Thi bault Meunier, d oudfl are
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*  Tom Newton, Qoria

* Mark Nottingham |AB (PC Co-Chair)

* CGeorgia OGshorn, O com UK

*  Tomy Pauly, |AB (PC)

* John Perrino, Internet Society

* FEric Rescorla, Knight-Georgetown Institute
* Beatriz Rocha, Ceweb. br

* Qmari Rodney, Yoti

* G anpaol o Scal one, Vodafone

* Sarah Scheffler, Carnegie Mellon University
* Andrew Shaw, UK National Cyber Security Centre

* Aline Sylla, German Federal Comm ssioner for Data Protection and
Freedom of | nformation

* Martin Thonson, TAG (PC Co-Chair)

* Carnela Troncoso, EPFL, the Swiss Federal Institute of Technol ogy
i n Lausanne

* Benjami n Vander Sl oot, Mdzilla
* Tara Whal en, Wrld Wde Wb Consortium (PC)

Appendi x C. Potential |npacts
During the workshop, participants were asked to nane potentia
i mpacts -- whether positive or negative -- that could be seen in
association with the introduction of an age control mechanism This
list is not exhaustive, focuses largely on the chall enges surroundi ng
the introduction of such a nechanism and does not inply that al
points were agreed to by all participants’

C.1. Inpact on Children
1. Children encounter online harns

2. Pushing kids to | ess safe resources
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3.

4.

C 2.

10.

C 3.

10.

Kids |ose the ability to explore on their own

Di m ni shing children’s rights

Ecosyst em | npact

Centralization

Fragnment ati on of the Internet

I ncreased costs for running a Wb site
Chilling effects on use of the Internet

VPNs proliferate

Chilling effects on the publication of borderline content

Less content being avail able online

Restricting people to a few platfornms / services

More use/utility of the Internet due to a perception of safety

More (or all) online services require a verified login

I mpl enent ati on and Depl oynent Difficulties

Devi ce conpatibility

"Advanced Persistent Teenagers"

Difficulties regarding jurisdiction checking

Spillover to other software (e.g., VPNs)

Di spl aci ng users from conpliant to non-conpliant sites
Fal se sense of addressing the problem

Dealing with conflict of |aws

Qperators pulling out of territories

Increasing the footprint of the deep web

I mposition of cultural norns on other jurisdictions
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11.

12.

C 4.

C 5.

C. 6.
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Techni cal solutions are reused for other purposes (scope creep)

Dealing with obsol ete and non-conpliant systens
Security and Privacy

I ncreased cybersecurity risks

Fi ngerprinting risk

Ad targeting could get creepier

Needing to trust someone on their word wi thout evidence

Normal i zing online identity requests -- increase to phishing risk

Dat a breaches
Equity

Lack of access (e.g. due to | ack of device support)
Ref ugees, statel ess people, people without identity
Harm to vul nerabl e peopl e

Not addressing ot her vul nerable groups (i.e., not age-based)
Lack of availability of redress mechani sns

Users’ rights to restitution

Loss of control over and access to data

Ri sk to anonynity

Loss of ability to run software of your choice
Soci etal I|npacts

Air cover for blocking the Internet

User control of the content they see online

Costs to society (e.g., regul atory overhead)

I ncreased online tracking and state surveillance
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5. Use as a censorship nmechani sm
6. Advancing foreign policy goals with censorship
7. Abuse of guardians who don’t cut off their wards

Appendi x D. Desirable and Essential Properties of a Sol ution
During the workshop, participants were asked to nom nate the
properties that they believed woul d be advant ageous or even essentia
for a solution in this space to have. This set of requirenents and
desi derata was recogni sed as not all being achievable, as sonme goals
are in tension with others.

D.1. Functiona
1. Underage don’'t access content that’s inappropriate
2. Not trivially by-passable
3. Fl exi bl e enough to be provided through different neans
4. Bound to the user
5. Rel i abl e

6. Handl es user-generated content

7. Enabl es differential experiences or age-appropriate design (not
just bl ocking)

8. Agil e by design -- assume adversarial engagenent
9. Difficult to bypass
10. Accurate
D.2. Accountability and Transparency
1. Transparency and accountability regarding what is bl ocked
2. Mnimses the need for trust decisions
3. Can be independently / publicly verifiable and tested
4. Auditability

5. Appeal nechanismfor incorrect |abelling of content
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D.3. Privacy and Security
1. Issuer-Verifier and Verifier-Verifier unlinkability
2. Unlinkability across components
3. Purpose limtation of the data processed
4. Security of data processed
5.  Phi shing-resi stant
6. Doesn’t process or transfer any nore data than is necessary

7. Avoids becoming a tracking vector

D.4. Equity
1. I ncl usive
2. Fair -- avoids or m nimses bhias
3. Does not create inequalities (e.g., across education, other

properties)

4. Di scrim nates solely upon age, not other properties

5. Wor ks on open devi ces

6. Devi ce i ndependence

7. Usabl e by people of all ages to increase their safety online
8. User choice in who verifies their age, and how

9. No clear |osers

10. Accessible to people with disabilities
11. Includes appeal nechanisns for incorrect age determ nations
D.5. Jurisdiction and Geopolitica

1. Able to handle arbitrary conposition of different jurisdictiona
requi renents (possibly down to school |evel)

2. Applicable globally
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3. Applies the rule of lawin the jurisdiction where it applies
uni versally

4. No concentration of power in any one entity (or small group of

t hem

5. No concentration of power in any country
6. Aigned to |l egal duties
7. Based upon a valid legal basis
D.6. Usability
1. Economically sustainable
2. Low friction for adults
3. Fast
4. Conprehensi bl e by users
D.7. Inplenmentation and Depl oynent
1. Low dependency on a single root of trust
2. Enforceable by a good m x of technol ogy and | aw
3. Broad deployability -- not expensive or conpl ex
4. Decentralized
5.  Future-proof

6. Ability to report / learn when there are issues in the system/
telenmetry

D.8. General / Oher

1. Not perfect

2. Techni cal | y robust

3. Not a single, sole solution

4. Stable -- resilient

5. Alignment of incentives anong participants
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6. Sinpl e to inplenent

7. Resi stance to repurposing for censorship
8. Unabl e to be used for surveillance
9. Addresses risk of verification beconing over-preval ent

10. Account abl e governance

11. Open St andards-based
Aut hors’ Addresses

Mar k Notti ngham

Emai | : mot @mot . net

Martin Thonson
Emai | : m @ owentropy. net
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