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Abst ract

Wth the rapid devel opment of |arge | anguage nodel s, many energing Al
scenari os require tunnel -based | ossless transm ssi on of RDVA packets
in WVAN. To fulfill this requirenent, WAN shoul d support the real -
time notification of network conditions to ensure high throughput,

| ow | atency, and zero packet |oss data transm ssion. The current
reactive notification solution is limted by responsiveness,
coverage, and operational overhead. Therefore, we need to establish
a faster and proactive notification nmechanismto inplenment nore
responsi ve Traffic Engi neering and Load Bal anci ng.

This draft first describes typical scenarios for tunnel -based RDVA
| ossl ess transmi ssion in WAN, then specifies the fast notification
framework for inplenenting key TE areas (congestion control
protection, and | oad bal ance), and finally anal yses the protoco

i npl ementation for fast notification

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 January 2026
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I nt roduction

In use cases such as distributed nodel training or cloud-edge

col I aborative nodel inference, WAN needs to tunnel RDMVA traffic

bet ween data centers. RDVA is a widely used technology in high-
performance conmputing or Al clusters, achieving |lower |atency,
reduced CPU over head, and increased network throughput. Currently,
mai nstream RDVA protocols (e.g., IB, RoCE) are based on the Go-Back-N
mechani sm where a snall nunber of packet |losses will result in a
dramatic reduction in the effective throughput. |In order to achieve
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| ossl ess data transm ssion, WAN need to support FAst Notification for
Traffic Engi neering and Load bal anci ng ( FANTEL).

ECN[ RFC3168] enables a forwarding element (e.g., a router) to notify
the sender for congestion control w thout having to drop packets.
When a router detects congestion, it narks the packets with an ECN
code-point in the I P header. The receiver, upon receiving marked
packets, sends a Congestion Notification Packet (CNP) to the sender,
which then tenporarily reduces its transmssion rate until the path
can accomodate higher traffic. ECN still relies on end-to-end
signaling, making real-tinme feedback chall enging in | ong-distance
WAN.

[draft-wh-rtgwg-adaptive-routing-arn] proposes a proactive
notification mechani sm ARN for adaptive routing, and describes the
information carried in ARN to notify renote nodes for re-routing.
This draft proposes a unified nechani smfor congestion notifications,
link failure notifications, and even to convey ot her rel evant network
events for re-routing. [draft-liu-rtgwy-adaptive-routing-
notification] describes the nechani sns of delivering ARN nessage.
This draft gives three options, each of which specifies the
information carried in the ARN nmessage and the nechani sm of sending
the nmessage to specific network nodes.

Sone gap anal ysis docunments denonstrate that FANTEL achi eves hi gh-
throughput, |owl atency, and | ossl ess RDVA data transnission in Al
Data Centers (AIDCs). Wth the devel opnent of Large Language Mbdel s
(LLMs), sone scenarios require WANs to guarantee | ossl ess data
transm ssi on when carryi ng RDVA packets over tunnels. This draft
i ntroduces the typical scenarios of distributed |ossless network
based on tunnels in WAN, then specifies the mechani sms of FANTEL to
achi eve key TE areas such as congestion control, |oad bal anci ng, and
failure protection, and finally anal yses the protocol inplementation
Conventions Used in This Docunent

Abbr evi ati ons
AIDC. Artificial Intelligence Data Center
CNP: Congestion Notification Packet
ECN: Explicit Congestion Notification
PFC. Priority-based Fl ow Control

RoCEv2: RDMA over Converged Ethernet version 2
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WAN: W de Area Network
2.2. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Scenari os
3.1. Scenario 1: distributed npodel training across Al DC

The growt h of conputing power of a single AIDCis limted by space
and power supply, nmaking it difficult to nmeet the fast-grow ng
conput ati onal demands of LLMs. Therefore, nore and nore enterprises
are inclined to realize super-scale nodel training by distributed
nmodel training across nultiple AlDCs.

During this scenario, Al servers across different AIDCs synchronize
paraneter plane data using RDMA, which requires the WAN to provide
| ossl ess transport of RDVA packets over tunnels such as SRv6 and
MPLS.

3.2. Scenario 2: O oud-Edge Coll aborative Mdel |nference

Many enterprises achi eve the depl oynent and application of LLMs by
bui |l di ng on-preni ses conputing power resources pool. However, the
cost of deploynent and O&M of this approach is very high, and it is
difficult to nmeet the subsequent conputing power denmand of LLMs. To
address this, the cl oud-edge coll aborati on between enterprise on-
prem ses and cl oud computing resource pools provides a nore
efficient, agile, and cost-effective approach to realize elastic
conmputi ng power scaling.

During this scenario, Paraneter plane data synchronization between
on-prem ses Al servers and cl oud-based Al servers requires |ossless
RDVA packet transm ssion over WAN tunnel s

4.  Framewor k

The framework for | ossless RDVA data transm ssion over WAN tunnels is
as follows :

* The Al servers(Hl-H64) in DCl sends RoCEv2 packets to WAN' s
i ngress PE.
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Figure 1: Network diagram

Thr oughout the process, the nodes in the WAN need to have a fast
notification nmechanismthat allow ingress PE or upstream nodes take
response actions to react quickly to network conditions such as |ink
congestion, SLA violations and so on. This fast notification focuses
on three key TE scenarios: failure protection, flow control, and | oad
bal anci ng.

Fail ure protection

For | arge-scal e and dynam c networks, protection nechanisns need to
ensure service continuity in case of failures. According to [draft-
geng-fantel -fantel -gap-anal ysis], The current failure handling

met hodol ogy for reactive is BFD and FRR, they lack flexibility and
responsi veness in conplex typol ogies. Therefore, The WAN needs to
have fast notification of failures, allow ng near-instantaneous and
dynani ¢ protection responses, mninmzing user inpact.

When carrying RDVA traffic based on tunneling in WAN, the ingress PE

is responsible for path alignnment. Therefore, in failure protection
scenario, the architecture for fast notification is as foll ows:
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*  When a node detects a local link/device failure, it collects
failure informati on about the affected path or flow

* The node sends a quick notification to the ingress PE with failure
information (Here not only the information about the affected
flows should be carried, but also the information about the next
hop affected by the failed |ink/device should be indicated).

* Ingress PE receives the fast notification and excludes the path
containing the fault link/device (to avoid RDVA traffic bypass),
ensures mnimal disruption and qui ck recovery by switching the
affected traffic to a backup path or ECWP, etc.

notification

o e +
I I
| S RS + | H------ +
| | RI +--x-+ R2 |
| [ +------ + N oo +\
I / I \
\; / failure \
TS + / | S +
I |/ \| I
| i ngress PE|\ /| gress PE|
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\ 4o + [ S, + /
\| R3 +----+ R4 |/
S SR + S SR +

Figure 2: Failure protection procession
Congestion control

RDVA traffic is bursty and highly sensitive to packet |oss, and WAN
require proactive congestion control nechani sns. [RFC6040] redefines
how the explicit congestion notification (ECN) field of the |IP header
shoul d be constructed on entry to and exit fromany |P-in-1P tunnel,
in order to achieve ECN-based congestion control across WANs between
DCs. However, [draft-geng-fantel-fantel-gap-analysis] analysis that
ECN/ TCP nethods still relies on end-to-end signaling and | acks
preci se real -ti ne feedback

Currently, PFC is widely used in data centers to prevent data | oss
due to congestion. PFC uses a step-by-step back-pressure mechani sm
to control the upstreamto stop or continue transmtting traffic.

PFC achi eves |ink-layer priority-based traffic control, but stil
faces problens such as queue head bl ocki ng and deadl ock due to coarse
control granularity.
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Therefore, when carrying RDVA traffic in WAN based on tunnel, it is
important to have the ability to quickly notify the ingress PE to
reduce/increase the transm ssion rate of the correspondi ng paths, and
also to notify the upstreamto stop/continue the flow In the
congestion control scenario, the architecture of fast notification is
as foll ows.

* \When the node detects that the buffer corresponding to a service
reaches the threshold x, it will quickly notify the ingress PE of
the paths or flows that need to be quenched, queue situation, and
ot her information; when the node detects that the buffer
corresponding to a service reaches the threshold vy, it wll
qui ckly notify the upstream node of the paths or flows that need
to be quenched, and other information

* After the Ingress PE receives the notification, it reduces the
traffic on the congested path by switching flows to other paths;
after the upstream node receives the notification, it stops send
traffic to corresponding path.

* \When the node detects that the buffer corresponding to the service
is lower than the threshold x, it will quickly notify the ingress
PE of the path or flow that needs to be resuned; when the node
detects that the buffer corresponding to the service is |ower than
the threshold y, it will quickly notify the upstream node of the
path or flow that needs to be resuned.

* After the Ingress PE receives the notification, it redistributes
the traffic load by switching flows back to that path; after the
upstream node receives the notification, it continues to send the
traffic to corresponding path.
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Fi gure 3: Congestion control procession
4.3. Load bal ancing for network state changes

Devices and links in WAN often carry nultiple services

simul taneously. In addition to failure, congestion and other
conditions, dynam c | oad bal anci ng based on link utilization, node

| oad and ot her changes in network status can ensure efficient use of
avai | abl e bandwi dth. It can prevent single node or |ink becones
overwhel med with excessive traffic. In dynanmic networks, Proper |oad
bal anci ng i nproves network performance and prevents bottl enecks.

When carrying RDVA traffic based on tunneling in a WAN, the ingress
PE is responsible for path alignment. Thus in a |oad bal anci ng
scenario, the architecture for fast notification is as foll ows.

* \When a node detects the network state change, it collects the
networ k state change information, such as link utilization, queue
bui | dup.

* The node sends fast notification to the ingress PE with
i nformati on about the network state change.

* Ingress PE receives the fast notification and redistributes the
traffic load to paths by ECWP

Hu, et al. Expires 7 January 2026 [ Page 9]



Internet-Draft Fast Notification for Traffic Engineerin July 2025

notification

S +

| |

| +-- - -+ S +

| | Rl +---+ R |

| [ +------ + N oo +\

I / I \

% / link utilization \
R +/ change L R +
I |/ \ I
| i ngress PE|\ /| gress PE|
| | \ node | oad change/ | |
Fommmm e - + \ | /| A +

n \ % /

| \ - - + Fo-mm - +/

I | R3 +----+ R4 |

| S RS + +-- - - -+

I I

T +

notification
Figure 4: Load bal ancing for network state changes

5. Solutions

Based on the framework analysis of fast notification in key TE areas,
a unified protocol inplenentation for fast notification should be
established, with explicit forwardi ng procedures to realize tunnel-
based | ossl ess transm ssion of RDVA packets in WAN

5.1. | CwWv6-based sol ution

The source quench mechani sm has been deprecated in | CMPv6 because
TCP's built-in congestion avoi dance algorithnms are nore efficient,
and source quench may interfere with their normal operation. However,
when transmitting RDVA data over WAN tunnels, the source quench
notification is confined within the WAN donmain (this nessage is used
by WAN devi ces such as Ingress PE or transit node for traffic

engi neering) and does not affect transport |ayer congestion control

Thi s docunent specifies a new | CMP nessage to realize rapid
notification in key traffic engineering areas including failure
protection, congestion control, and |oad bal ancing. The nessage
format is defined as foll ows:
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01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| TYPE | CODE | Checksum |
el i I e i it T e e e e i i T o S e e S e T R R

I
Message Body(Vari abl e | ength) |
I
|

i T S S S T i T i I S I S S
Figure 5: new | CMP nessage for fast notification

I
I
I
I
|
+-

*TYPE: 8-bit identifier for fast notification | CMP nessage (to be
reserved).

*CODE: 8-bit identifier for TE areas, Wen it is set to 1, it
indicates the fast notification for failure protection; Wen it is
set to 2, it indicates the fast notification for failure elimnation;
When it is set to 3, it indicates the fast notification for
congestion control; Wen it is set to 4, it indicates the fast
notification for congestion elimnation; Wen it is set to 5, it
indicates the fast notification for |oad balancing. Qher bits are
not defined.

*Checksum Used for error-checking the packet.

*Message Body: It carries notification information specific to each
areas: for failure protection, it includes path, five-tuple of flow,
and failure cause; for congestion control, it contains path and
buffer status; for |oad balancing, it comprises link utilization and
device load. This field format need to be designed with
extensibility, while subsequent refinenents and specific packet

f orwar di ng nechani sns( TBD) .

5.2. CNP-based sol ution
[ RFC 7514] introduces the Fast CNP nechani sm which enabl es

intermedi ate nodes to directly send Fast CNP packets to sender. The
CNP packet format is as foll ows:
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Figure 6: new | CMP message for fast notification

The sender differentiates CNP packets from data packets using the
Opcode in the InfiniBand Base Transport Header (BTH) and reduce the
transmi ssion rate at which it sends data packets based on the
destination Q2 in BTH  WAN routers do not need to parse BTH
informati on. This docunent specifies a new UDP port nunber (to be
reserved) to enable routers to performfast notification processing.
The ARN nessage format defined in [draft-wh-rtgwg-adaptive-routing-
arn] could be considered as a potential inplenentation in this case.
However, as it primarily targets congestion scenarios, further
specification is needed for both the notification informtion
applicable to other TE scenarios and the correspondi ng packet
forwardi ng nechani sns (TBD).

Security Considerations

TBD
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